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About AWS DevOps RIEBFE

AWS DevOps RERNRINARERER , WHERE B IEEH |, FENE T EHEFNMEE
AWS DevOps RERAERAEEMH , W ESERF ARKREEN DevOps TEAT,
REEXEELSR :

- THRIENERRERR,

- EATBAMTE, FiE. BXBHFEN CI/CD EE.

- BEBER, EXBNRNBER , UTHREARXNERBNVER.
- XEZERNESREPNERAEN,

FEINEE
AWS DevOps Agent iEiB T 5 ThaE iRt TR E 4 E FEFTERLIHEE -
Always-on, BEIEHEE

AWS DevOps REEAEEBERLREBFHERE !

- BRLEHRE - AERIXERREERVRKBRE

« AWS DevOps Agent Chat - EF BN ERE M. 2T RFEEFEAMRRE |, L 1EEE DevOps Agent
Space Web FERRERFEABAZBSEIERE, WASRBEEERENEHIREABTBAEFE |
ERSABAETNER, SIERESEEMPEFRESR,

o FHHNERTE - BRMESEEERBRENH. BEND , YREEEFRET
- BELEHHF - BB Slack M ServiceNow EERGFNWEAEE , RABE, FAEERNEHRIS R
« AWS ZEERS - BEENXFAETET AWS I EXRH| , WIREABRAH AWS TEER

%

B Lk R REV S 4+
AWS DevOps RERXEDHELEHIER | BN SR HEEE E BN BAELE -

- SRS - RHER, TITHXRE TRt ERIERE  wERM (B, R, k&), &
BEREREL (BBRERE. RERR ) NHBEER@ANE (AR, BE)
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- HEEE - RBEERNEROEEEHES

RIZH DevOps TEFHNEBEES
AWS DevOps Agent BERZIREN T ERES K MAREELNIERE !

- ERARXERMS - BEVEABRRNERRHBRANAEE

- NEES - FAAMYITERMTE (Amazon CloudWatch, Dynatrace, Datadog. New Relic #
Splunk), BXNIEFEEFERM CI/CD BEE (GitHub EMEMEIZE. GitLab THEREBNREITE )

- BFITERS - ERZLECNERERBBABE (MCP) ARFABREM T ERIIEE

- HEAERZRES - FHABAEEEIAWS B, RAEEENBTRE  MEFEES @R
B, MXTHAR , THEBREBERENHER L%,

AWS DevOps RERRXKEES T

AWS DevOps Agent IZIBE TR AR BER, EHEEFEHA AWS EETZEAREVNEE Agent
Spaces, REEE , URREFIULRS, EBMBER AWS DevOps Agent Web &2 R # 1T day-
to-daySE M EIENMAEETE, Web EARKX TRREEHETRASHAELS. JEERFEAER
R, URTHATERE, EX06G, EENERRERBNESERE. WEFHER , F2H the
section called “F B E4FEPH",

AR LA Agent Spaces ## , ERBIERST , JEZE AWS DevOps Agent I ZEBHAENAE., &
BERAEZEHTE AWS BWIRFEE, F=FTEESNENGTT. MEFMER , F2H the

section called “/t B2 DevOps Agent Spaces ? ",

AWS DevOps Agent EEBIEZERARERNRE , LURFLNERRHEBR, WHETHYEREEERE
HETHRENERENERE, NEFMER , 552/ the section called “ft =2 DevOps REEXH
¥27

-k

- MEBRNFEIRE (MTTR) - HBHRESUERE , BSHFRREENRINED K E
- BIEEEEMN - St EBRARR A R R I 1850 R E N

- REEENR - FEBRRRERHAERR , BERAHF

- ERANITHEREBF I -ERAENIENEFES  MASHE
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ft 2 DevOps Agent Web FEAZ ?

AWS DevOps Agent SER S T2 518 | BEERHEday-to-dayE EFB 0. UWRFTAREES
RER®  ARREERREINE4ERBMER.

FEAH
AWS DevOps RERENIZEEMEREMNRE :

- AWS EEIRA - EEEFH AWS EE XA RFZENEE AWS DevOps REREN. ELEE
B, &A Llthe section called “E 3 KEEXZCHERE AWS REME=1TE L EBHABNE
EEF T,

« DevOps Agent Web FERTER - & EE B A DevOps Agent Space Web FERERNETEREHE
FEEE, WBIEARNREH—ERE , TRSH IEMADAE. EBEAESWREEFRAEER
B, piREAESHE K URBRESEHERESR.

Web FERERT&E
DevOps Agent Web FERERIBMH T EETheE

- BHEE- HERUEEEUNEREHRAE , URELEBREHNEMRTEL

- BH4EY -EREEEYF , EUNUEEEKRIANE THRAMARE, RIBFNERRELEEU L
RREBHHNER,

- - HEEARARFERRETERKRFIMEEREBENESNREBLER., EAUUEA

B~ THNEE , £R %K. ARNERRAZEIER , UTFEBRNFMAEARRRE,

« Skills - BiELIESE , AEMHEFISHRINAER AWS DevOps Agent, HEETSEBMER. AEHZE
MELHNERREESTTEMNIEAR, SEFENERABEIR  YETEFASHERKREMAER
B,

- BABEWXRAE - BIXRINER Al IENHEXNDE , TELEHERRE, 2 WRAEEERRE ,
WHEAEARESETRE. WAIEERBELEREANEARERESRAEE,

g

AWS DevOps RERAXEZEN I »REFEH Z , LEERTRANEBER

« 1AM Identity Center B4 ( #£A&EEL ) - Organizations A LAfEF AWS Identity Center (IAM
|dentity Center) ££ &2 fif F§ & ¥ DevOps Agent Space Web FEAREXHEEL, IAM Identity

fHBE R DevOps Agent Web FERTEZ ? 3



AWS DevOps REEZX EREES

Center A LAEIBIZ%E OIDC #l SAML B EHEAIT G p R EBS , B Okta, Ping Identity
Microsoft Entra ID Fi2#t&, W AEZLZBERBEG D IRMENZERE.

. AEEDIRME (IdP) 5 2B — Organizations A L& Okta 2 Microsoft Entra ID & OIDC & &
PR EEEERE Agent Space Web FERRER , MAFZE IAM Identity Center, f£/HEEB IdP
FERENTRBRAERE A, NERERHA , F2H the section called “SRENEL T piRHE (IdP) &
DERFE,

- IAM B BRFTERE (BEEEEN) - BEERLZETELAFEARENERATERE , £ AWS &
BEX#EAEZETFHN Web ERRER. WBEEBETEMN ldentity Center BEZHIRER , EITHER
ERPREIB 10 D&,

ft 2 DevOps Agent Spaces ?

DevOps Agent Space ZBEZRES , AIEZE AWS DevOps Agent AIFEH T EMER LK. S8
Agent Space A HCH AWS IRFFEl. B=FEESNEAETITRILER,

Agent Space KRS E FEHARE Al AFEEFFAERN What AWS DevOps RERXAR, EFREML K
BEAZTHE , fUUEEREBEEX TUEEHLE AWS IRE, ATLUEFEMEATTE | SURARS+ W
EHEAETUERKEEXED,

18 Agent Space M ABILZPEM AWS DevOps Agent, BT LUEIR AWS B B ARE Agent
Space , MK & EBBEFEH Agent Space 1 Web ERREX ERTZEARETAENRBER,

w1 fEE# Agent Spaces
Agent Spaces B#ft#FfREt , UERZLM | YHLEFRREHE KN ENAEFR
- AWSIRFIEE - SEERAEZHEAERER IAM A | EETEE AWS IRFME RN FZEE,

REEABEFIAEENZEHERE AWS WEIR.
- ERETIRR - S NERMEERESFETAENEETRAEZHE, EURLEFNETT
BEENEBERRE -2, BRERERAEENERAEZEHER,
- BXERE - BEER. SHELCHENEREESEERASZBATENEE, REXEFRAS
TENEARLZETR  UEERS —EFRAESZEEN.
- REXREE - WREEFELCHESEBETRAESZENREE. BERE —EAERAEZEHE
RYFR—EERARZERNHENES.
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518 Agent Space BT AWS EE X IEANTERHNER Web EAER., 552 the section
called “4t & DevOps Agent Web FEFAER ?” U —5 7 #F Web EARE,

AREAZEERASZR
EWEYSEEMASZHULETRWABBER :

- BXER - ATANEREXENREREVNEIERATRAEEHE , LEERAEZHFHIESH
A ESRR,

- IRERH - SEERENLEERESRATREM Agent Spaces , AR IEEANBIREFE.

o BR#ESBR — F Agent Spaces EBiSERBHEABRRNABRRE—B , UAREAEWEZFIMEE M,

s ERER - FATRENFEEHIHE R E B RERZEMEIA Agent Spaces , ARFFEERER,

(® Note

BYZEERAEZER , EUUERAER AWS iIRFHATRAEZENEERRS , WiET
ENEARNIRFERZAXERE, KA EAREEFFENEFRUZS  FANERESEAZTRA
EEHARFRERANEENRSEER  EEABBRIAG TR,

fHER DevOps REBEXHAE ?

AWS DevOps Agent EEBIIRRZNREB(LERABERNFNERNER , YEAEENWHE  EEHRAE
HIE AR HTEPA MR RS T IR B

HREBRRNEIAN
AWS DevOps Agent ZEBEE B EBLEFREREBRE

- EEHRE -REEASHBHREE AWS EHNIRE |, LEIBAECERARERR — S0 EEHTEE. #
FRE. BETHNERESEER,

. BIREA - REEXESMEREER. CloudFormation HENERER |, LUHET &SR 2 B ES
N

- BRIENSSUME - EHZE CI/ICD BiEgl , REEXSERSEEREAZTHEHSNERF  1E8F
FEREANMERRERERXE,

EIRAEZHE Web EARER 5
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- AEBIMETAMS - RETEAERKHESR , Bl Amazon CloudWatch Application Signals 1
Dynatrace , AR#EBIE HER 2 BERNBRITR.

BASE I 8L
ERMSTRES DR, THREHBENAY -

- BEENEE(L - EB Operator Web EARXAHNEBHRNBEFEREARIIEE., BUUEHRNER
R UTHERCENEMRBAR. SUUUERANXDEEAERABAZSNAREENR , 6l "HE
RATEIERE R DynamoDB BRI &RK Lambda WE, = "HEERIHEREE?

- ARBE - EBHFAEHE , AWS DevOps REREXNZHNERAENWE , LRI ZHEHN T4,
THREREXR  YEBLNRMERTERE,

« BEAFRRDH - FETHERBRADAKREFENRE , EEERFSHERFENEM D &
ARFH 2L,

- HEME - 2 MEHR , RERXTUEBE B P VEMRMESE | 5557t I BT WL T AR %5 AT 8

=2
RIRE,

- ElER - AERACRAAEIR  SFHEMXSRUFHEENESR  BRRYRRBELRE
RAHEE,

hERAR

Operator Web FERRX AEEEPNAERERES BB RNFMER

- BB -RERAEZTHERZEEENARRE, BTHBERBNFRECES ZERREN
RBAEE,

- R -ErRaRIRFNESER,

- BeR-BTREBHE  SIWITSHEEIRR CloudFormation H &,

- TH - BERAB[ANER TR EBR.

- IBER-BTREBEMBERRERREBRNTERR,

BERHER

BEBWEL ERRER
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 CloudFormation # & - KEEX I HEE AWS IREFEFEFRERFEHNFIE
CloudFormation #& X HER, iEXEF A CloudFormation 1T 2B 8 {E{dinfrastructure-as-code
TE A AWS EHERHEH (AWS CDK).

« Resource Explorer — ¥ &£ CloudFormation BB E R , %% AWS Resource Explorer k%
BENER, BE AWS IRE X% ERA Resource Explorer, EBEBIAEAEIR AWS BEEEEA.
AWS fR# APIs S E finfrastructure-as-code R BB E RN ERARERX 2R,

HEUAANHESRE

HARARXAEEREPHREEENAR , AWS DevOps KEREX I NMERNBERERE RN
R, REEXTAESEAEMERRR , fin AWS B APIs SERWATEAMTE | RPEFRE
AR AETNER,

EEREHEFRAETVERNER , BRFEERGEERAEZHCHBER  UEIRBIREFER, MEFA
BEA , 52 Bthe section called “BR#| AWS lRE R FRAEFZE,

HENERASZERT #Hkae

HEERSEEEERAETH THET MWL , ISR GERRENEBLHEE , LUEERAE
HEFEH, EFNERAETZEAEREEZRR , RESEHELEERAETHERFT ., IEETR
BEMVEFHREER |, 5528 the section called “EEF B,

DevOps KIEEZE X B AL

AWS DevOps RERAKERBRBLNESE  IRBENERRENEEIFEREESITEERRA
BHABMBESE , RERKEREXNIEE.

R

Skills &8 & Markdown ERH B B 8 , AIRMAH4SHKINEELRS AWS DevOps REER ., AWS DevOps
REEXXBEREEXLEABNFE  ERHEAREBEXERNERNFEREE , EXBEFTTHTN
X4 : Markdown $#§7R, PDFs, #&MERER,

BEREHEE—E SKILLMd EX , EHEBEEER AWS DevOps KEEXREHNET, RTHE
Y SKILL.md fER 25\ , KEE T L aE

- BERFNERFERENAE THERE.
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- BEER | BREERBEANREERF.

- REEXSHEEE - REATUHERERERAEE (BR. BF. S48, S/ RCA. EHE
g, Fh ) MRS RBERLIEAERAER.

ATEEMER Skils

e — iR AR BYIE P AY transform AWS DevOps REREX B AEB R ANIRETERENER,
BEPRASPREN —RMEETTRE , RERTERERARIIEE , AIEE AWS DevOps RKEEA#MIT
K ETSAERR R B BV A

TEES
- BAREHNRERE - Tailor AWS DevOps RN , HHEESHAEREF. REEXK , ULKEBR
HR A EE ARG E,

- BAOE®-BY-XRAEIERE , AWS DevOps RERXGEMEHBRETEBEAELIHE
g, BEEERRHAMERENESl.

- IMBIEE - e SEREREEend-to-endAEIHRE. AWS DevOps REREXEEHTHER
mMZERKEE , Sl BT ClI/ICD EEHMMHBENKEE , AREBESEABRFENER.

« Amplify BIFT T8 - B AL , ANt A AH BT MCP @RS T4 5| AWS DevOps &
BRR. FRTUEHARUASETE. ARTARGNSE , UR MM EERUTRERR
BENTHERE,

REEREES R

¥ AWS DevOps RIBRRBEMBIHE  CERAEE WKL UREE TR GRS, Him,
TERENAE ) KA TR AEstep-by-stepi2F , ARBERXARMLRESE TR, 2R

B, URABIERE,

REERER

et aE%  Ehas .

my-skill/

### SKILL.md # Main skill instructions

### references/ # Optional: additional reference documentation
### assets/ # Optional: images, diagrams, data files
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SKILL.md

SKILL.md BH—HEEMER. ©B82 U Markdown BXBEBENROIE TR, WIERE !

o IR RER A E AR
. {R{istep-by-stepFAERFo
- BETRERBIFIRESR,

o GCERTEHERRYE A B Th IR Mo

Frontmatter

Frontmatter SKILL .mdEREHNFEERER , S SE---2BEAKEZ2E. ©2& AWS DevOps
RIEENXARYEERAEIEE PRI RERA R EERN name description B1L,

name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

name — KREEWME—FEBIRF. EEANEFR, BFNEFR (&ZZ 64 BFR ). TEUNEFRHAR
R

R - AR AR A A AWS DevOps RIEBRR R EM L EAE. AWS DevOps REEX S5 1L
L6 BURERERTHEBAAVERSMEER, BEERRERY , BHSUERMER B TREREFRA
B 2RIBREE.

EEZ-_REBRAENAERERLR, SSEMERENISERS. R¥K., BRERNER. i,
FEFRAZE Amazon RDS #{TEBMWER EIE, EFHENNEHRFFEHILFEE, b "RDS £#E,
BEEN,

ERE U REURER  RASEHRERHNBEBANERELETR, LEA zip BEROKESEE
SKILL.md ERFPIEFR

gHl - SEREAE

THEHIERFAE RDS MeEEBBEN TR, BARFHRKEE, ©RE T B&HEB\, https : /SKILL.md
IR, ATHITHREREFNERESEER.
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B 8458

rds-performance-investigation/
### SKILL.md
### references/
# ### rds-metrics-reference.md
### assets/
### rds-investigation-flowchart.png

https : //SKILL.md :

name: rds-performance-investigation

description: Investigation procedures for RDS performance issues including
connection exhaustion, slow queries, replication lag, and storage capacity.
Use this skill when investigating database latency, connection errors, or
read/write performance degradation.

# RDS Performance Investigation

Use this skill when customers report database latency, connection errors,
query timeouts, or read/write performance degradation.

## Step 1: Check alarm status

Query CloudWatch for active alarms on the affected RDS instance. Look for:
- 'DatabaseConnections’ exceeding 80% of max_connections

- "ReadlLatency’ or ‘WritelLatency  above 20ms

- "FreeStorageSpace’ below 20% of total storage

- "Replicalag’ above 30 seconds (read replicas only)

## Step 2: Analyze connection metrics
Retrieve ‘DatabaseConnections’ over the past hour. If connections are near

the max_connections limit, check for connection pool misconfiguration or
long-running idle connections.

## Step 3: Identify slow queries

g5 STRRRE 10
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Use Performance Insights ( pi:GetResourceMetrics’) to retrieve the top SQL
statements by average active sessions. Focus on queries with high “db.load’
contribution or frequent I/0 waits.

## Step 4: Summarize findings

Provide a summary with:

1. Current performance status (healthy / degraded / critical)
2. Root cause hypothesis with supporting metrics

3. Recommended remediation steps ranked by priority

2 #/https : //rds-metrics-reference.md :

# RDS CloudWatch Metrics Reference

| Metric | Normal Range | Investigation Threshold |

=== l===1-=-1

DatabaseConnections | < 70% max_connections | > 80% max_connections
ReadLatency | < 5ms | > 20ms |

WriteLatency | < 5ms | > 20ms |

FreeStorageSpace | > 30% total storage | < 20% total storage |
ReplicalLag | < 5 seconds | > 30 seconds |

CPUUtilization | < 70% | > 85% |

g6 . BHEREREE

SHEE4IBEAEEARENRETUESR A BKBEHNRE. FALEERGETETEAENSE
. ENEHREHRBRER , AWS DevOps RERXEKEBLRAKB. RERHER , RAEE
KRR,

TosE SRR ES R B RE LIEFSHavEee

https : //SKILL.md :

name: skip-scheduled-maintenance

description: Skip low-priority incidents during a scheduled maintenance window.
Use this skill to automatically filter MEDIUM and LOW severity alarms that
fire during planned maintenance, avoiding unnecessary investigations for
expected disruptions.

il . BHERRRE 11
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# Skip Scheduled Maintenance
Skip all incidents that meet BOTH of the following criteria:

1. The incident arrived between **2025-03-15 02:00 UTC** and **2025-03-15 06:00 UTC**
2. Severity is MEDIUM or LOW

Do NOT skip HIGH or CRITICAL severity incidents, even during the maintenance window.
ELRY IR , FENS42ERARERXEE, SURRKRETZS BRI MARKE,
-+ 4 4
fERVES Y1

EBURgEzA , B48EE REBEEAZEE., WEFMENR , 582 Bthe section called “E 7 KERER

7‘:I:DFET,O

BRLMRB AN TERERFREMZEEMN  UMESRNEMYHEE !
Ul RENFEE

£ AWS DevOps Agent Operator Web FERRER PRV HKEEEE — SKILLmd ERFITEEH. #
RFE o

BEE Ul PEMKE

- BEZF Agent Space Operator Web FERRERX K RAEE M,
o BT THETEERE .
- fEMEREAPIEEN TEMHREL .
- EERRERE
- BB -ERIEFTH, BEFHEFHR (24 EHFERT ). THNEFHRFEERER. &
5] : rds-throttling-investigation
o R - EERPMEFERAILERE (BEBRLD 1008FT , &2 1,024 HFT ) . EEBRER
A B TR RO HBE
- REE -BEREAS (R ) HEEAP. BERAETSEAEEAPREE
- ERAEER - ZH—ERZEUFEALRENERASER, KERSEN—K , WiEHER
MGFTEERAEBEE, FEHEREETRAS , FEUHEN—i , AREPEE . BE. S
¥, B4 RCA. EHEEDFTME,

BIFEEE 12
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« ER88 — Markdown ¥ #YStep-by-stepfE /5. BB HT1T,
- ®&—T TEM, UREFEEE.

RrgaDELEAEERMRREN SKILL.md B,
BEREBE Ul PEYRREE

Es

- BEFREFEPNRE , ARE-THRESERAR.
« ¥®—T Edit ({R%).

- BRER, wHRKIETR.

B—TRTFUERERE,

&R
LEA zip ERMRETE SKILLmd ERMHEMER , SIS EERNHEE,

ReeEE -
my-skill.zip
### SKILL.md # Required: main skill instructions
### references/ # Optional: reference documentation

# ### architecture.md

#  ### troubleshooting.md

### assets/ # Optional: images, diagrams, data files
### topology.png
### metrics.csv

SKILL.md Bl ZER :

HER zip BERVFEEXEE SKILL.md P EBEEHE nameM description WU EIR. AWS
DevOps RERAEFEAELMURYEMEBARE. IFEREEVABNFMENR , F2HEAEE
HENIRES,

name: rds-performance-analysis

description: Comprehensive RDS performance investigation procedures
for connection exhaustion, slow queries, and storage capacity issues.
Use when investigating database latency or read/write degradation.
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# RDS Performance Analysis

[Your skill instructions here...]

EEEIB zip LERIHEE

- KB LEREE , EAREERELR &,

- H{R SKILLmd BEEEMEIR ( EBAHER ) .

- BEHBHER zip BX,

- BEF Agent Space Operator Web ERARER PR RAEET.,

- B—TF THETEHEE .

- REEREIREY T EERRE

- BB Zip BRIYR—TLUBIE (ERZIPER , &% 6 MB).

- ERN—ESZEACALFENREEXEE (KERSENER  YEAIMEREENEE ;
BUHERAHERR., 428, 54 RCA. EHEMEIFTML) .

- BB zip ERERNBERER,

« B—T TLE, BEEFEEENERAEZA,

LER zip BERZEENEERRS

- BRITXEIESE - 88 scripts/BHPETHBNEESE L EHEESELZ, —BREREXT
DUEFERZEmBIRE , REERRREPBAESHRIT.

o K/NBREFI-zip BRARDEFTFESHEIBO6MB (TEAMEER) -

« FE SKILL.md -zip BRXEITEEFEREMWA SKILL.md =R,

mARRENREER !

FREMBV IR R |, HIA "rds-throttling-investigation" , MR BEAEHE. BIFNEEEEERM
HEBNBERGINRYE , BERERRE—B 7R B ERNREE,

EERRE

AWS DevOps Agent i&Eiff Operator Web FEARERIZEM L H VM EEEINAL
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PR RE - RRBERASZETNERE. RERESERRERHE, BASEFERARE, 2iIH
Hi. EREH BT HVEE,

MR - B—TEMREUAEREHFAREARE. £ U PEYNRESETRARENAST , £
AHEHPEEE Ul PEREE, HEASET , ARE-T "ffF. ETEHR. LER zp BERNKXES
BRERSRE & , HPER SKILL.md 2%/ 7 assets/ FEMHME &%, H— THHRB P HE
=, UEFEERREAR.

BENMRENERAS - REMEERASFRAULUERTSRERERERERKE, EERARE
BTHXBES , FARRASREN—HSEERASEE . —K (BR- BARFMEERAEE
)., BE (BEEH ). EH28 (NESHME ). BHRCA (RAFERDH ) . BHEHE
(EBLEHEME ) SHErE (EBER ) . KERDEN MK, ¥EEREGEERASEE,
UREAREEARSBENEETRI AR BRLNEREEAER,

RRAMERERE - ERERASRE , MAERERTSEER DR ERBR. FRREFAEAREL
tigls TIRERSP L | U EREBEEXBACUETHNRE K ARREMEARTNER. #TH
MARESREEAREE, tiRE TERG, | BREMENBRTH,

EHRAE - RERARENELAXNRERRERE. WRE Ul PEYERE  FR-TREFEE
AR FE TRE, . BREE, HASETR , ARE-T "fF) ETEH. YR LESR zp BREN
Fee , FEAMISKIER, B zip B8R , AR LEHRRA,

MBRERRE - RERASZBKABREKE, RRKREBTERET , B—TESEERE (1), AREW
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H. MREABACMERARE , ETHPNRETREZINTE, YR LER zp BN FLT
Hzip B , ARBR MARD, IRTERBAFE , FEEFARKRE , MAREEMER,

#& Runbook &%

BEA® Runbook &€ HE)BB E Skills, MAEEFEF B, EXNERAEZHERSREEEE
FiB Runbook & EMAREE , WHHRELNKEEAENE . BBER , B

- REEBNRE -REEDHEBREC ERERERN Runbook,
- RETEH - BEE Ul PiREREE  UBEEER, EHMERRREREEXNEREE,

- FRZ2EZRF -ERTERNHEMSZERNIEBENEEE  BER2E/ EE BSEHEERE
iE le t{%&ﬁgo
o BIUFMFEE : A Runbook LHIRHENAE TEREREHEE,

NMRECBIEMEDHEBNREBE  AFEERREMNIGE , FBBIE AWS Support.
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BREFEENERNRES | LUfE Agent Space HEE & RMEIRAVIRST,

REEELEFTESKILL. ndERN—E2EER, T EERTSHFTSRAHE  HhaSReaas
2. BEBERE AWS IRFMNEZE . Azure sTRENEES ). ARBHRRER K BEREBREWTE
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B (B, #RE, RR. ZOERE ) REBRTEBNEE | SIRAERENRS 2 B2 AN 5
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TEFRAGEEBRESIMEBEEZNHAETE , ARENERNEARN, ERAMEXNSHBIEE,
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—HBETENSEZEER. TEERMAKBARS , JIIESETEAREXENRERM , URHEESE
BRIER,

BETESEERSESACTE=MEER :

- REEK — R ITEFRATPEENFAEEE BN , F20 CloudWatch Logs Insights EE A, IR
BREEETEZEMEE , LUK CloudTrail E4RREEES. SEEEHEERERGIETHE
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ELSER,

- BHEE —REENAEEDENTEFIEE, SEREHISHBEYEERK , U B H K
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ENRERREFINARAK , REGLEHHENREBERN , BAACH. BRNEXRUATEESR
N, RERWEXCEREENES  YHREBNER, ETRERERERKREN B iRERE -

BB T AvHRE

E# : DevOps REEASRIFEAERAZETNED , BEBHEENERZINRE. A TRASE
PRAERYERTEF

DevOps REREAE 30 KRESELENHN TEEAREEBRE.

Agent Space Understanding e R M2 B R EBERERNEL , EEHIE,. FH I Agent Space Zhag
RESEFH T,

EEFHEFNELSENRE , FERER TRARAARAA LNWEFRELERE , REEFRASHX
WERHEHBEBRKEE,

FH — RIBAR , BENREEMEATRE, EAFTE , DevOps RIEREXEHF{E DevOps K
BEAEBHERBEATCH. fEFLERBINRKRE A FREEFTERAEXTHREREASRIEAT. £
RAETEEEMER. REEGRE L METUERERMA, FHARKER , DevOps REEXSEZR
BT AEIER TERE.

MR — Agent Space B Web FERRERXFIHEEME £ A Agent Space Understanding Skill , LA
BRBILIFRNGEM Agent Space REBERABERR[MN T, B—THEMNBRSBUEERETH. ERE
B BF A5 58

ERAEETR

FARERERXE RRIEMIGE LIRSS , AWS DevOps RERXESEREZEETERKR, TR
BREXBRAEME—HEIRAE, EERAEZTZERIES Web ERAEXNERAEEMm L |, &BAT
SEEAEFMEERAENSEHETR  IREREZETRAEBNER , IR EH2E, EL
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‘DevOps RERX KA BAN TR , BRAERASEEEEMBEANT  FRARET—ZERSHET
HER BRI BI TR SR R .
TERERABRTR

ERAEETRAEHNERASREERT. £FEARNIES. ERETFERBRE , FRASERBS
HHATERASZERENET , UREAREZIATRAERKR I, AEEXTERERETH
AEef; efKERFE.

BETRASETERRFSWIIRALFERNEBERAEREERNETR , H120 Chat

ZERABERE/MES AGENTS.md #&Zthe section called “DevOps KIBEX e , WHELBEEEH
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HI [2] BEE ERAEET (AGENTS.m
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BREAER HE TEA

RAARER Markdown = ZIP E4 {£PR Markdown

BRER & T*XHE

RAREA FEE (ZEIRAEEZEBHAEERE —& (B&4G, SEITER
bR TE ) E)

Uniqueness BEERAEZEZE BEREEX—E (£E8ET

—f@ , #EZEAEEX—E
)

ZERAEBRTEERBRIEREA, EB AGENTS.md ERELELREHHK. TXEZIPEMSH UK
BEEREZRM Markdown,

ATEEERERASRETR

ERAEESTRETR BRI EESIBKREATH , MABRRERASNEEIARK,

FEEYE
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BAREERARERT. EEESETHEREES ﬁiﬁﬁéio REEXTETEREIACH  E—&
BARE,

BEMTERRBSERBRIEATER. NREEHET  BESERERUNEN. EEETHH
THERSEEEABRBRHEANAR,

FERE TERRKEINIER. £iHERERAR Agent Space HFFERERNER  FtESEIE
g REEM. AERXBEEREBARXBEREERNERN ITERE., TEEEREWREIRE
2EERNMEBEERAERSEERVER,

REEXREEE
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- 2HET  BRARENERAESZEPNAEERAREE, SEAFTRASTFEERFERIILA
Ao
- REEABE . EEARMEREEXNEREN THERE,

BRAREBRAEREETHZEERASRSE
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BRERBYHFERIRER K ERASHELEFNENTRIETR , BRTHGDE, KEEXSETIERE
BN TCERHEEE K MENEREEAEP—L, EREX , ENEE, #BE, AEEXFTIH
AR EHENRGZERED . RENERETTEAEEXRTESRERBRENBE.

- MRS . 25 KB
« BEKRD 12017 (BERARKZEMARE)

BENERETESEAIERBRIXEFTENES L, SRAEERARSEETENEMAEER ,
Ethe section called “DevOps R EBFER B A

]

THEHBEREAERNEFRAESET , EF 22 BRANEBETRAETFRENFAEES, EEERX
BENZEER,

B
o

# Agent Instructions

## Investigation approach
- Always check CloudWatch alarms and recent deployments before proposing a root cause.

## Response format

- Lead with a one-sentence summary of findings before listing details.

- Include the AWS region and resource identifier for any resource you reference.
- Use bullet points for lists of findings or recommendations.

## Security

- Never log, display, or suggest storing credentials or secrets in plaintext.
- When recommending IAM changes, follow least-privilege principles.

REFRAERETR

REERAERRZA , BLBAHREERAEZE, NFEFHMEN , B2 Bthe section called “E 3L 1%
BREXZE[,

BEAERARAE—EETR. EARENARTE  ceBRREEXNRAARR.
EERELHET (BEARMEERAR)

Ka

-

. BE % Agent Space Operator Web EARERXFNERAEEMH.
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FEXREREREERANET :

1. BEF Agent Space Operator Web EARERFNERAEEMH.

2. EREERAET  BELERENEFRAESHNRE X, S458. 4 RCA. EHE
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3. EAmEERS P I A K Markdown FRHH,
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EEERAEETR
AWS DevOps Agent i&iB Operator Web App IREREBREXIERNEEINEE,

BRER BEEEEZRAEET , AR EEHETEIBESEERAEEZNRIE, RENSEREH
NAB, FHEELRS|EBREFEEN Markdown RERXBES|IBR K EE R Markdown,

MR M EAMARBMAEREN , EXRERTHAR , RRBERT

RERLEET  RRAEEN , ARERFERDEEFE LEZRE  ®RENERK L& Markdown B2,
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MBREER : BRRERER , ERERTREMRZSE  WHEMER. ERBDERELER, IREBXRFE
ERAR , BERETHAR,

X EHEE
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B EEE R

AWS DevOps RER X AT ERNBEMAEM AWS BEH AWS IRFFHEIR , BRESEBEX
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B EFR AWS DevOps REER

EAAMERT , EREVEANEFRAERZE, REKDWFFA , URHAITENE—E Al ZRE,

FE

- the section called ‘3 REEXZH"

» the section called “AWS DevOps Agent CLI APF3gr"

« the section called “Z 3 AIFIRIE"

+ the section called “6E 8 AWS CDK B AWS DevOps REBER”

+ the section called “Bi%a A AWS CloudFormation B9 AWS DevOps KIBER”
+ the section called “fEF Terraform BIAE A AWS DevOps RIBER”

B2y REREXZRE

Agent Space % 7 AWS DevOps Agent AT FEV T EFME#ERE, NER2ZES 5| EERET Agent
Space, FREFEWIRFZE , LAREA DevOps Agent Web FEFRER, 520 THERERAEZRE
B LE—FTHRERASZEHS.

2y REEXZEH
ZHL AWS DevOps REBREX A

1. B A AWS EEFEE
2. EE X AWS DevOps REREXE#ZA
AERABZEGR

1. B—TEAIERAEZHE

EEBRASZEHFREARRS , 24

1. ERBECD K BWATRASZENEE
2. (BR ) sHAMMT  FEAEERASZEARNFHAER
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3. (BR) REMABLEZES THNFESD  ENFERASEELDE, REGERVFER HEAR
HEANES. BEIE  HEX, BX (fHR/PRC), X (E®R/E8 ). HX (XEH ). EX
(REl ). X (#E ). BARX (FAF )., BX (AX), BX (EH). 87X (B
), B (RTEM), TEEX (EH ), MAAX (PREMAE) ., FX (*

) MBEX (8 ). IRRENES , REEASUBANESEE, REHARKENER
FRATL AWS XENREBRVNZERINES. 772

REFEIRFEFR

ERFHAERENZHE AWS ERFEEERT , ZEERE IAM A6 , UBRTFTREEXZEYEEE
AWS tRE N EZEE, FERFZEET Agent Space AWS HIRE., AWS DevOps Agent EE |AM
AR , THREFAESHERENFIULIES F AWS HER.

BEAGHERESE, BERUATHP—ERRE .
#IE 1 BEHEIH AWS DevOps REREXNAR (EBE)
WRESEHETEEEEFTNAE , | AWS DevOps REEXAELIREPHNER,

(® Note
BAARE AM TS REBUFN AR  FReEALRE,

1. BB BHEIHH AWS DevOps R EEX AR

2. (BR) ENEEBUNERAETHACERE

BE2 . EREEAG

EHMEEE AR CEYEMEY AWS DevOps RERANWA®E | FEALREE,
1. BERERREAR

2. R THAEEFENEFEEHFTNEEAR

BIE 3 FABKREAREIFHN AWS DevOps REREXAR

ELFERFIEFERASTEEERFHPEFRNRBENERE | BEMLEER,

By REERXZH 25
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ERAEER

1. BREABERELREHH AWS DevOps RERA AR
2. BERERRE I AN EEBERMABRBER.

BUA Agent Space Web FEFRE

Web AR AIEA BB AWS DevOps Agent BB |, UETEHFAELMBIERE. See AWS
DevOps RERAEIHAEE [ER] NE—STH., BAR , FRETIUKE AWS EEXRAKER

IAM B 5 BR 3% E &£ 17 H Agent Space Web FERRE,
BEUATHAp—{@#E .

BIE 1 BEHEILH AWS DevOps RERENAR (EBE)

WRESEHEVEAEEFRTHNAE , LAFH DevOps Agent Web FERTES

(® Note

EHEHE IAM AT REYFNAS® , FeeEALEIE,

1. BB BHEIHH AWS DevOps KR ERERN AR
2. BEAKETACHNEA

BE 2 EREEAG

EHMEES XN CEY BEETAGE , BAEMARE,

1. BERERREEAE

2. R THAEEFENEEFEEFTNEEAR

BIE 3 FABKREAREIFN AWS DevOps REREXAR

ERFERF Web BARXFEHRGFAIK , FBEALIZEE,

1. BEERABEREAREIFHH AWS DevOps REREXNAR
2. BEERREIFNABHWEEBERMASBRBUER,

By REERXZH
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FIEE®R (FEA)

BRI ER A AWS ERFEELNETRAERZEH. ERERSIB/EY , THHERENZR
ER. BEERAERZEKSALMNE 0 EER. FENEER K FREAEUERASZHEE LY
BRER , RRE-THEER.

ERERAEZEEY
ERFEBRE , B—TRY
BRELENERASZEERE

REZTHRE  EEFEFRRASHREERAEBZEFMAEFARE L, EF-Tea8EHERFHR
Web ERER , IRIHERFE,

®REI R

REFRAEZER , FERTIREDR -

- MREWERARABBZSEIRS , FHEXE AWS RF

- REF=HES , FINTHBAMTEREZFZRMR

- ERELEREMN AWS Identity Center F 7 Ba 5

- RELSWERBRIERMS , SUHE) AWS DevOps RERRN T SN ERR

AWS DevOps Agent CLI AF9¥E/E
BE

iEIB AWS DevOps REBRER |, LAl LB MNEE AWS EfE, NEEEZRLEIEHEFEH AWS &
SHISEE (AWS CLI) REZE up AWS DevOps REFRER ., B LEN IAM B, REFERAEZEY ,
DREI AWS tRFEEB ., B UBA BEEFEARES  MBEMHEEE=FZE, KEBAY
FE 20 pET TR

AWS DevOps REBFERNBEARASME AWS B : EBRE (#HEFEmILE ) . ZEAEI ( =REE ).
TREE (ER). TAEH (RE)., BN (GZERE) MBN (SEH ). NEXEESNEF
HIEF , 5520 the section called “ZEH [EE",

REBEENERAEZBRE 27
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ERAEER

FeRIRAF
BIsART , ERRE/AA FHIER

« AWS EREMRER CLI 55 2 bk

- BB AWS EIRIRFETE 9 RE

« E I AWS Identity and Access Management (IAM) £ &3t EZ BRI FF A
- FAfEESIR AWS IRFIRF

« 2% AWS CLI #1 JSON &3

EAERMP ST RENEERAACHCHERNEE

e <MONITORING_ACCOUNT_ID> — B8 (EXE ) AWS tRFM 12 L EIRF ID

» <EXTERNAL_ACCOUNT_ID> — EE#HIRE AWS IRFH 12 U EHRF ID ( ARLER 4)
« <REGION> — RIEEXZRMIESE AWS KiF ( flf0 us-east-13, eu-central-1)

« <AGENT_SPACE_ID> — create-agent-space@mSEENRIERER 22 MH B

IAM B BE&E
1. #37 DevOps Agent ZE & &
BT T AR REL IAM EEBCE -

cat > devops-agentspace-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
},

TORIRE
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"ArnLike": {
"aws:SourceArn":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"

By IAM A :

aws iam create-role \
--region <REGION> \
--role-name DevOpsAgentRole-AgentSpace \
--assume-role-policy-document file://devops-agentspace-trust-policy.json

BT TSRS RFEFLE ARN :

aws iam get-role --role-name DevOpsAgentRole-AgentSpace --query 'Role.Arn' --output
text

B AWS SEBUER

aws iam attach-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

B WEREABRBUR , AALFFE I Resource Explorer RIGER A -

cat > devops-agentspace-additional-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateServicelinkedRoles",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,

"Resource": [

IAM BEiEE 29
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ERAEER

"arn:aws:iam: : <MONITORING_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

aws iam put-role-policy \
--role-name DevOpsAgentRole-AgentSpace \
--policy-name AllowCreateServicelinkedRoles \
--policy-document file://devops-agentspace-additional-policy.json

2. B EEFEAREN IAM A6
BT THIHSREL IAM SEEE -

cat > devops-operator-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
3,
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>"
3,
"ArnLike": {
"aws:SourceArn":
arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/*"

}

EOF

IAM BEiEE
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By IAM A :

aws iam create-role \
--role-name DevOpsAgentRole-WebappAdmin \
--assume-role-policy-document file://devops-operator-trust-policy.json \
--region <REGION>

BT TR SREFAE ARN

aws iam get-role --role-name DevOpsAgentRole-WebappAdmin --query 'Role.Arn' --output
text

Bk AWS XEBRE FRARNEK !

aws iam attach-role-policy \
--role-name DevOpsAgentRole-WebappAdmin \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

TERRBRT EETEAEAFRREERXZHENENGT T, ELIEaTFERE. BR. JIRE
EE BIRF AWS ZEES, BUREM A aws:PrincipalTag/AgentSpaceIdi&# KRR FI4FENR
BEREXZENFI. ﬂﬂ%iﬂﬁﬁx%)ﬁiﬂ’ﬁﬁﬂiﬁ%ﬂ #5280 the section called “DevOps Agent IAM §F

n ”o

AL ER

1. BAERAEZHE
BT T SRELAEENZE

aws devops-agent create-agent-space \
--name "MyAgentSpace" \
--description "AgentSpace for monitoring my application" \
--region <REGION>

HE , FBE --kms-key-arnfEAEFEZE AWS KMS €8 # TR, B aUER --tags KREIE
BREE--locale , URBREERAECEMNES.

agentSpaceld #tEIEREE ( {LM agentSpace.agentSpaceld),

FERBIHEHNAERAZE , FHT TGS
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aws devops-agent list-agent-spaces \
--region <REGION>

2. B AWS ZBRIRF
BAEH AWS RHIE S LB IR R, ¥ accountType X EA FHIE P —EHE :

« monitor — REEXZEEFENEEIRF, IRFREAEREN , YARBERR.
» source — REEXEZENHMIIRS, EQELR 4 PEABATIRSE  FEALLEE,

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
--configuration '{
"aws": {
"assumableRoleArn": "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-
AgentSpace",
"accountId": "<MONITORING_ACCOUNT_ID>",
"accountType": "monitor"
}
'\
--region <REGION>

3. A BEFRAEN

B0 BRBAREALUER IAM, IAM Identity Center (IDC) AZ F 2 RHEE (IdP). BITTI G , AE
WRERXZHMA EEFEAES

aws devops-agent enable-operator-app \
--agent-space-id <AGENT_SPACE_ID> \
--auth-flow iam \

--operator-app-role-arn "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/DevOpsAgentRole-
WebappAdmin" \
--region <REGION>

#H IAM Identity Center &0 ER¥ |, 58F A --auth-flow idcI$Bf#t --idc-instance-arn, ¥
RASBEDERME , FBEA --auth-flow idpitEM --issuer-url, --idp-client-id#l --
idp-client-secret., MEFMEN , 552 Bthe section called “§%7E IAM Identity Center & %' 5
&"Mthe section called “RENBF T REE (IdP) F 5 BE"
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AR MREENB/IRFANE —EERASZHEY EEFEARAAE  AANUE
BEAZAE ARN,

4. (1ER ) BBHEMRRIRS
HEMEA AWS DevOps RERAEZAMIRS |, FEY IAM BIRFAE,
EARFRRIBIRFAS®

PR SRR B3 S S1F B, MONITORING_ACCOUNT_ID EX1EF , TBLESLE 2 AREMR
EEXZEH, WHRETE AWS DevOps Agent HEW&%E&%@EF%E)&ERW&Fqﬂﬂ’gﬁ@o

BT T B REIUEEEEK

cat > devops-cross-account-trust-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<MONITORING_ACCOUNT_ID>",
"sts:ExternalId":
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<AGENT_SPACE_ID>"
}
}
}
]

X
EOF

BYBIKRF IAM B€

aws iam create-role \
--role-name DevOpsAgentCrossAccountRole \
--assume-role-policy-document file://devops-cross-account-trust-policy.json

BT TR TSRFEFLE ARN :

AL ER 33
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aws iam get-role --role-name DevOpsAgentCrossAccountRole --query 'Role.Arn' --output
text

i AWS ZEBCR ¢

aws iam attach-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-arn arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy

EEARBER |, LAFENZIRE FE I Resource Explorer RS ERZAE -

cat > devops-cross-account-additional-policy.json << 'EOF'
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowCreateServicelLinkedRoles",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole"
1,
"Resource": [
"arn:aws:iam: :<EXTERNAL_ACCOUNT_ID>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"

aws iam put-role-policy \
--role-name DevOpsAgentCrossAccountRole \
--policy-name AllowCreateServicelinkedRoles \
--policy-document file://devops-cross-account-additional-policy.json

A B S\ AR bk =
THREEHNEERIRSE | RRYT T 5a 5 RE LSRR S B BB -

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id aws \
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--configuration '{
"sourceAws": {
"accountId": "<EXTERNAL_ACCOUNT_ID>",
"accountType": "source",
"assumableRoleArn": "arn:aws:iam: :<EXTERNAL_ACCOUNT_ID>:role/
DevOpsAgentCrossAccountRole"

}
A\
--region <REGION>

5. (B ) BIE GitHub

EE  BYAEKEMEA OAuth RIZERB AWS DevOps RIER N E2 A5EM GitHub , &8
i CLI 237 BB,

mMEFEBFEEFM GitHub BIERER , 552 the section called “1E#ZE CI/CD EE&E",

5| H B AR

aws devops-agent list-services \
--region <REGION>

fi# ¥ <SERVICE_ID> for serviceType : github,

HEZAPEM GitHub & , BT T 5lan T RE I GitHub 7 ERIBIE :

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"github": {
"repoName": "<GITHUB_REPO_NAME>",
"repoIld": "<GITHUB_REPO_ID>",
"owner": "<GITHUB_OWNER>",
"ownerType": "organization"
}
'\
--region <REGION>

6. (1EA ) MM ServiceNow
B, £A OAuth B AERIEEM ServiceNow ARF :

AL ER 35
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aws devops-agent register-service \
--service servicenow \
--service-details '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>",
"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "<SERVICENOW_CLIENT_NAME>",
"clientId": "<SERVICENOW_CLIENT_ID>",
"clientSecret": "<SERVICENOW_CLIENT_SECRET>"

}
A
--region <REGION>

f#1FZEL A <SERVICE_ID> , A EE ServiceNow 2 3 BaE# -

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"servicenow": {
"instanceUrl": "<SERVICENOW_INSTANCE_URL>"
}
'\
--region <REGION>

7. (1R ) sEMAEE Dynatrace

B, £/ OAuth A& HBEEM Dynatrace fR# :

aws devops-agent register-service \
--service dynatrace \
--service-details '{
"dynatrace": {
"accountUzrn": "<DYNATRACE_ACCOUNT_URN>",
"authorizationConfig": {
"oAuthClientCredentials": {
"clientName": "<DYNATRACE_CLIENT_NAME>",
"clientId": "<DYNATRACE_CLIENT_ID>",
"clientSecret": "<DYNATRACE_CLIENT_SECRET>"

MASER
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ERAEER

}

}
A\
--region <REGION>

f1ZEEM <SERVICE_ID> , A& B Dynatrace B B@lt, ER2ZAMN. RESEECEHEBE

Dynatrace 3R3E 2 37 BB

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"dynatrace": {
"envId": "<DYNATRACE_ENVIRONMENT_ID>",
"resources": [
"<DYNATRACE_RESOURCE_1>",
"<DYNATRACE_RESOURCE_2>"

}
A
--region <REGION>

EETERARESH Webhook Effl. A LAE A Itk Webhook 3R #§3 3K B Dynatrace (W&, mEFF

& , 552 Bthe section called “iE# Dynatrace’s

8. (1A ) FEMAIEEE Splunk
B % , £/ BearerToken & AE#5EM Splunk BRI,

IwEEA T AR : https://<XXX>.api.scs.splunk.com/<XXX>/mcp/vl/

aws devops-agent register-service \
--service mcpserversplunk \
--service-details '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>",
"authorizationConfig": {
"bearerToken": {
"tokenName": "<SPLUNK_TOKEN_NAME>",
"tokenValue": "<SPLUNK_TOKEN_VALUE>"

MASER
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ERAEER

}

}
A\
--region <REGION>

fE1ZEER <SERVICE_ID> , A% 8 Splunk 2 E3EH

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserversplunk": {
"name": "<SPLUNK_NAME>",
"endpoint": "<SPLUNK_ENDPOINT>"
}
'\
--region <REGION>

EfETERANESH Webhook Efl. &R LAE AL Webhook R#§% Splunk HFAZE, MEFMAE

A , 552 Bthe section called “E# Splunk’,
9. (EA ) FMAEBEIHTELR
B, A API £BB AE R New Relic R,

B : USTX EU,

EAM : applicationIds, entityGuids, alertPolicyIds

aws devops-agent register-service \
--service mcpservernewrelic \
--service-details '{
"mcpservernewrelic": {
"authorizationConfig": {
"apiKey": {

"apiKey": "<YOUR_NEW_RELIC_API_KEY>",
"accountId": "<YOUR_ACCOUNT_ID>",
"region": "US",
"applicationIds": ["<APP_ID_1>", "<APP_ID_2>"],
"entityGuids": ["<ENTITY_GUID_1>"7],
"alertPolicyIds": ["<POLICY_ID_1>"]

MASER

38



AWS DevOps REEZX EREES

}
}
I A
--region <REGION>

fEfZEE R <SERVICE_ID> , REBEBIE

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpservernewrelic": {
"accountId": "<YOUR_ACCOUNT_ID>",
"endpoint": "https://mcp.newrelic.com/mcp/"
}
'\
--region <REGION>

ClETE ARESH Webhook B, &I LAE ALk Webhook &2 3 B New Relic WFZE, WMEEH

B , 552 MBthe section called “EEEFHE K",

10. (EA ) EMAEEE Datadog

BB FER OAuth FRIZ2EIR AWS DevOps Agent £2 A5 Datadog , FAEIE® CLI 23 BaE,
MEFMEFR , 52 RBthe section called “i#3% DataDog”,

3 B R R -

aws devops-agent list-services \
--region <REGION>

f#7F <SERVICE_ID> for serviceType : mcpserverdatadogs

$R#Z I Datadog HYB9H -

aws devops-agent associate-service \
--agent-space-id <AGENT_SPACE_ID> \
--service-id <SERVICE_ID> \
--configuration '{
"mcpserverdatadog": {
"name": "Datadog-MCP-Server",
"endpoint": "<DATADOG_MCP_ENDPOINT>"

MASER
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}
A
--region <REGION>

EETEARESH Webhook Effl. &R LASE At Webhook 3R % Datadog HWFRZE., MFHEFHE
A , @2 Bthe section called “E# DataDog’,

1. (ER) BRRKEEXZHE
REREEXZEHEeBRRANEEXZENAMARE. ABRNHEER, LBFEREER.
EEMBRRERAZHE , FHIT TGS

aws devops-agent delete-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

B 38
EERBENDE  BATTIGS -

# List your agent spaces
aws devops-agent list-agent-spaces \
--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

# List associations for an agent space

aws devops-agent list-associations \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

REIR

- TEEZEHMES B2 SREEAR AWS DevOps RIBIE I INEE,
- EETHEERAENAEENMINAE , 5520 the section called “DevOps KIBFE R B,

- ZEETHIEET Web BEARER , 5520 the section called “ft B2 DevOps Agent Web F& T2
x?%

\\)it
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fmat

« #% <AGENT_SPACE_ID>, <MONITORING_ACCOUNT_ID>, <REGION>,
<EXTERNAL_ACCOUNT_ID>EHR BEMNERE.,

- MELXEMNEEMWEE , 5528 the section called “Z B [E1F,

BIUAIERE

AIERIRHEERR , LIEREHIZEERERTE AWS DevOps KERERXNNWEHOIEIIEE, MREBEE
EEEERK2EAIE DevOps Agent , F5EF 184,

FeRIRH

- AWS EEEEFEUENIRS
- £/ Auto create AWS DevOps Agent B&RERE Y MEZEHR DevOps Agent Space
- HREC2 AR . ERERENEFFEEFEL —BFHREHNESE VPC,

B 7S B 22 4t AL R

AR E

- EC2HE : 28 AWS EBHER) = ~$0.02 2 NEF
« Lambda BlE : &8 (BA 100 BEBREEAR)

 CloudWatch : % (@& 10 B8R, EXER)
- FEHIEAA - SEARIEEA 0.00-0.05 €T

ELAEFHLEIRE

- BB AE B EHREIRA
- NEREHRER  FARDHTEEER
- R¥ISEE : &/, RBEHOUEER

FELE  T2BEAUMNRAERER

i
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AXE AWS 21y iR S 1T RIE

/A Important

HRERBEREEIEBLEME AWS EI DevOps Agent Space EEZEIRIREWIRE, ¥ EEE

WFREE,

1. B AWS F# A : https : //https://console.aws.amazon.com
2. TEEIZIE DevOps Agent Space FTERIFEE AWS IRE R T4E
3. A LA R A AR E TR

(® Note

129 DevOps REREXNFERFHELBRIMNAIFREERZEMN 1 1 BREATEARARE,
& T LAEE FR &R DevOps Agent Space , LB EXRERFE YA EIRFEHAZE,

EFEER AR

B L VB SR E R TR

RIFNEIE A - EC2 CPU BERIE

B# : Verify AWS DevOps RERE{EHIFFE EC2 HeEREMEE D
MR : 5 PERE + 10 JEBEBEIT

#E 2B (TEEFBIR)

BIEIEIE B : Lambda $#32E AR

B# : Verify AWS DevOps XEREXERIMAE Lambda B EEEERAIEED
FEMAKE 10 DEERE + 2 D ERHR

HE  FEEHE

RE AWS EaYiR FEATRIE

42
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//\IJ::\EEJEIE A EC2 CPU @E/,\u_ﬁ

FSER 1. B EC2 AIzEEF2 CloudFormation #&

S
=

MM CloudFormation 2RZ GBI E IR , E W& AWS DevOps R IEFIE M

N
Do

W
(aif
LI
i

1. ¥ E CloudFormation :
a. £ AWS A F#E2 "CloudFormation, , A% — T CloudFormation
b. B—THEAHMEFREUHME > (FE)
2. LB
a. BIAFAAHER | & BAWS-DevOpsAgent-ec2-test.yaml
b. #& 1t CloudFormation EEA#E I BLE| HERH .

]H

AWSTemplateFormatVersion: '2010-09-09'
Description: 'AWS DevOps Agent EC2 CPU Test Stack'
Parameters:
VpclId:
Type: AWS::EC2::VPC::Id
Description: ID of an existing VPC where the test instance will be launched.
SubnetId:
Type: AWS::EC2::Subnet::Id
Description: ID of an existing subnet within the selected VPC. Choose a
subnet that routes to an internet gateway if you plan to connect via SSH.
MyIP:
Type: String
Description: Your current IP address for SSH access (find at https://
whatismyipaddress.com)
Default: '0.0.0.0/0'
Resources:
# Security Group for SSH access
TestSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS DevOps Agent beta testing security group
VpcId: !Ref Vpcld
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 22
ToPort: 22
CidrIp: !Ref MyIP
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Description: SSH access from your IP

Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-SG
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Key Pair for SSH access
TestKeyPair:
Type: AWS::EC2::KeyPair
Properties:
KeyName: AWS-DevOpsAgent-test-key
KeyType: rsa
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Key
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# IAM Role for Session Manager access
SSMInstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: ec2.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:

- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Tags:
- Key: Name

Value: AWS-DevOpsAgent-Test-SSMRole

- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# Instance profile wrapping the SSM role
SSMInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef SSMInstanceRole
# EC2 Instance for CPU testing
TestInstance:
Type: AWS::EC2::Instance

BIFIEE A EC2 CPU REAI
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Properties:

InstanceType: t3.micro

Imageld: '{{resolve:ssm:/aws/service/ami-amazon-linux-latest/al2023-ami-

kernel-6.1-x86_64}1}"

KeyName: !Ref TestKeyPair
SubnetId: !Ref SubnetId
SecurityGroupIds:

- !GetAtt TestSecurityGroup.GroupId
IamInstanceProfile: !Ref SSMInstanceProfile
InstanceInitiatedShutdownBehavior: terminate
UserData:

Fn::Base64: !Sub |

#!/bin/bash
yum update -y
yum install -y htop

# Create the CPU stress test script

cat > /home/ec2-user/cpu-stress-test.sh << 'EOF'
#!/bin/bash

echo "Starting AWS DevOpsAgent CPU Stress Test"
echo "Time: $(date)"

echo "Instance: $(curl -s http://169.254.169.254/1latest/meta-data/

instance-id)"

echo mnn

# Get number of CPU cores
CORES=$(nproc)
echo "CPU Cores: $CORES"

echo

echo "Starting stress test (5 minutes)..."

echo "This will generate >70% CPU usage to trigger CloudWatch alarm"

echo

# Create CPU load using yes command
echo "Starting CPU load processes..."
for i in $(seq 1 $CORES); do

(yes > /dev/null) &

CPU_PID=$!

echo "Started CPU load process $i (PID: $CPU_PID)"

echo $CPU_PID >> /tmp/cpu_test_pids
done

# Auto-cleanup after 5 minutes

BIFIEE A EC2 CPU REAI
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(sleep 300 && echo "Stopping CPU load processes..." && kill $(cat /
tmp/cpu_test_pids 2>/dev/null) 2>/dev/null && rm -f /tmp/cpu_test_pids) &

echo mnn

echo "CPU load processes started for 5 minutes"

echo "Check CloudWatch for alarm trigger in 3-5 minutes"
EOF

chmod +x /home/ec2-user/cpu-stress-test.sh
chown ec2-user:ec2-user /home/ec2-user/cpu-stress-test.sh

# Create auto-shutdown script (safety mechanism)

cat > /home/ec2-user/auto-shutdown.sh << 'SHUTDOWN_EOF'
#!/bin/bash

echo "Auto-shutdown scheduled for 2 hours from now: $(date)"
sleep 7200

echo "Auto-shutdown executing at: $(date)"

sudo shutdown -h now

SHUTDOWN_EOF

chmod +x /home/ec2-user/auto-shutdown.sh
nohup /home/ec2-user/auto-shutdown.sh > /home/ec2-user/auto-
shutdown.log 2>&1 &

echo "AWS DevOpsAgent test setup completed at $(date)" > /home/ec2-
user/setup-complete.txt
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Instance
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# CloudWatch Alarm for CPU utilization
CPUAlarm:
Type: AWS::CloudWatch::Alarm
Properties:

AlarmName: AWS-DevOpsAgent-EC2-CPU-Test
AlarmDescription: AWS-DevOpsAgent beta test - EC2 CPU utilization alarm
MetricName: CPUUtilization
Namespace: AWS/EC2
Statistic: Average
Period: 60
EvaluationPeriods: 1
Threshold: 70
ComparisonOperator: GreaterThanThreshold
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Dimensions:
- Name: Instanceld
Value: !Ref TestInstance
TreatMissingData: notBreaching
Outputs:
Instanceld:

Description: EC2 Instance ID for testing
Value: !Ref TestInstance

SecurityGroupId:
Description: Security Group ID
Value: !GetAtt TestSecurityGroup.GroupId

AlarmName:
Description: CloudWatch Alarm Name
Value: !Ref CPUAlarm

SSHCommand:
Description: SSH command to connect to instance
Value: !Sub 'ssh -i "AWS-DevOpsAgent-test-key.pem" ec2-user@
${TestInstance.PublicDnsName}"'

c. 1 CloudFormation &7 | BE LEHAER
d. B—TREER
e. iHL AWS-DevOpsAgent-ec2-test.yaml &%
f. B—TTF—2%
3. REHE :
a. B EZM . AWS-DevOpsAgent-EC2-Test
b. B2# :
i. Vpcld : R THFERZERFREM VPC,

ii. Subnetld : FEZIRZEHN VPC RIBET#EK, ¥ SSH FH , FHAER A E R E
B, BTEBLAEEEBN NS IPv4 tilit, B8], SSHCommand#s HH & 2 Z°HY , SSH EH

TEEIM.
iii. MylP : REATERE 0.0.0.0/0 ( MEFE , WA LATBRMURE )
c. B—TTF—&

4, FREHEBIRIE :
a. REBHERE , B—TTF—F
5. MEAFMEI :
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ERAEER

a. ZE JESL AWS CloudFormation ATAEE 2 IAM &R
b. B—THRX
6. ERFTM :
a. HEBRIYFEIS HiE
b. MREEAE ¥ CREATE_IN_PROGRESS¥ ¥ ACREATE_COMPLETE

c. EE : 81 EC2 HI1T{EREIRIER AWS DevOpsAgent AT LUE MR CloudFormation 38 iy — 2B

5|

B 2% SSH 7l ( EELFHEERIIMTEERE )
MRERIEHTEBCRE , FRBLLSER
1. KRB R LA

a. I£ AWS i A/ | §i{E CloudFormation Iti2HIAWS -DevOpsAgent-EC2-TestH# &

b. BERKE HREIZEBALER F{E SecurityGroupld ( LA BASEsg-)
c. BI{f EC2 -~ R & , Yi§ ID BEIE BIINREMZ 2 E
2. E¥ SSH A Al :
a. BENZ2HHE > BARURSIER > RESALRL
b. &3 SSH AR A (E#ER 22)
c. #RIEH 0.0.0.0/08F REM IP : [YOUR_IP]/32
d. ¢ https://whatismyipaddress.com : // BEUSI&HY IP
e. BR—TREHA

SER2 . SHEEDAEBT

1. BERIEET
- CPUBSRAIEESEMTRBREE 5 5EB BB
- TEEFENA-REES, AHEEEREPR 28T
2. BRI
- HITERE BRI ERAUE
ERWEASEIT 5 & , WELE >70% I CPU A&
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3. A : FREMIAT (AREMAR) :

- BEEENHITERE - EC2 £ A -AWS-DevOpsAgent-Test-Instance— Connect -
Session Manager

- BRETBHAIE : ./cpu-stress-test.sh
- FEHEEZXRAE AWS DevOpsAgent {9 [ FE

50288 B : Lambda $8E2 A1
$E 1 : A Lambda BIFEZ8#E CloudFormation &

1. ¥ Z CloudFormation :
a. £ AWS £#&H | BI{E CloudFormation
b. B—TEUME - EHAFER (FE)
2. HEEHK
a. B AHIER | | AAWS-DevOpsAgent-lambda-test.yaml
b. #1t CloudFormation EEZA#E S AL E HEZR -
- AwSTemplateFormatVersion: '2010-09-09'
Description: 'AWS DevOpsAgent Lambda Error Test Stack'
Resources:
# IAM Role for Lambda function
LambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
RoleName: AWS-DevOpsAgentLambdaTestRole

AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: lambda.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Lambda-Test-Role
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
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# Lambda function that generates errors
TestLambdaFunction:
Type: AWS::Lambda::Function
Properties:
FunctionName: AWS-DevOpsAgent-test-lambda
Runtime: python3.12
Handler: index.lambda_handler
Role: !GetAtt LambdaExecutionRole.Arn
Code:
ZipFile: |
import json
import random
import time
from datetime import datetime
def lambda_handler(event, context):
print(f"AWS DevOpsAgent Test Lambda - {datetime.now()}")
print(f"Event: {json.dumps(event)}")

# Intentionally generate errors for testing
error_scenarios = [
"Simulated database connection timeout",
"Test API rate limit exceeded",
"Intentional validation error for AWS DevOpsAgent testing"

# Always throw an error for testing purposes
error_message = random.choice(error_scenarios)
print(f"Generating test error: {error_messagel}")

# This will create a Lambda error that CloudWatch will detect
raise Exception(f"AWS DevOpsAgent Test Error: {error_messagel}")
Description: AWS DevOpsAgent beta test function - intentionally generates
errors
Timeout: 30
Tags:
- Key: Name
Value: AWS-DevOpsAgent-Test-Lambda
- Key: Purpose
Value: AWS-DevOpsAgent-Testing
# CloudWatch Alarm for Lambda errors
LambdaErrorAlarm:
Type: AWS::CloudWatch::Alarm
Properties:
AlarmName: AWS-DevOpsAgent-Lambda-Error-Test

BIEEIEIE B : Lambda 538K AIR
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AlarmDescription: AWS-DevOpsAgent beta test - Lambda error rate alarm

MetricName: Errors
Namespace: AWS/Lambda
Statistic: Sum
Period: 60
EvaluationPeriods: 1
Threshold: 0
ComparisonOperator: GreaterThanThreshold
Dimensions:
- Name: FunctionName
Value: !Ref TestLambdaFunction
TreatMissingData: notBreaching
Outputs:
LambdaFunctionName:
Description: Lambda Function Name for testing
Value: !Ref TestLambdaFunction

LambdaFunctionAzn:
Description: Lambda Function ARN
Value: !GetAtt TestLambdaFunction.Azrn

AlarmName:
Description: CloudWatch Alarm Name

Value: !Ref LambdaErrorAlarm

TestCommand:

Description: AWS CLI command to test the function
Value: !Sub 'aws lambda invoke --function-name ${TestLambdaFunction} --
payload "{\"test\":\"AWS DevOpsAgent validation\"}" response.json'

c. #£ CloudFormation A& H |, EE L ESHARER
d BR—TREER
e. I®HL AWS-DevOpsAgent-lambda-test.yaml &2
f. 8B— T F—%
3. RIEHS :
a. #EBEM . AWS-DevOpsAgent-Lambda-Test
b. B—TTF—%
4. FREMRBEE :
a. REFERE , Z—TT—F
5. BEIMEII :

BIEEIEIE B : Lambda 538K AIR
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a. ZE JESL AWS CloudFormation ATAEE 2 IAM &R
b. B—THEX
6. EFTH :
a. HEBEVFEE239E
b. MREEASEE BCREATE_COMPLETE

SR 2 : #§% Lambda $555

1. BEZE Lambda X# 5 :

a. BIf¥ AWS Lambda x# &

b. SHZH EHBAWS-DevOpsAgent-test-lambda
2. RIE BOE

a. BR—TRIEZRSIER

b. B—TEMHEH

c. EH4EM : AWS-DevOpsAgent-test-event

d. SRtk JSON & :

i. ‘
"test": "AWS DevOpsAgent validation",

"timestamp": "2024-01-01T00:00:00Z"
}

e. B—THE
3. EXE#RE
a. B—THEEZR#B IR (BREF108)
b. BEAFABEELERSHER
c. CloudWatch B/RIETE 2-3 HiEA G EE
d. AWS DevOpsAgent REEXEEHERAE T RERENEE FEARXPNBEREE R

Validate AWS DevOps REZ 158

$E 1. 2RE CloudWatch /r (#H )
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ERAEER

¥ EC2 AIE :

« 1£ CloudWatch &4 |, siFER
- ERBBOAEEESE 359
- BNEREERAERIRRE

- MRMA "OKL : BEHF 2-3 78 (CloudWatch IERAIES LR )

7 Lambda JAIE :

- ®EAWS-DevOpsAgent-Lambda-Error-Test&R

- EEHITARE 2-30EBERNETRETR

HER 2 . BiE a AWS DevOps REBREAAE

1. BARX AWS DevOps AgentSpace
2. —TEEEFEE, EREHRE PR DevOps Agent Space Web FEARER

3. B—TEEARINBAEKRE

ERETHRE :

a. HEFMEN  HALEHITHRE, IS ERRERR. ERRNALNABERAN MM
&Ao

b. BEREY | HACERTHRBENER., LUMERET. 58, BHEXBS RREML
SEE , BUE® DevOps RERXMMEE, AUERT , HRUABRTNETHE.

c. E4EBAN AMAER (fRIF I1SO 8601) : YYYY-MM-DDTHH : MMZ

d. BIEMFAESR : 86 : Oncall_investigation_1:2025-10-27

e. EHAWS BIRF ID

f. BHBENES

g. Priority - AWS DevOpsAgent R FFHE TR THRAE., Priority A EEAERRAENHITIER
 B—THREURBAE.

B-TERRPIHNRE, AREKECEQZREFMEAET , BAIEE PR DevOps £
HERXEERINOBHEDER,

Validate AWS DevOps X223 {88
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ERAEER

FAHAGE R
EC2 AIERH&ER -

- {83 EC2 CPU &R

- BRWARRE: "CPUBLARIEEE
- FBRRREE  BHRE - CPUKBE-> BT

- RRERNRERNES

Lambda BIEE&ER :

« {E38 Lambda $£55RIEE

o BBIRARRE : "ZERIEGIAAMT
- BREEH  REFA - ER- BT
. B EEME RN EE
BRRIETR

BRI A (EC2 HIER )

EEINCS

- FITERSE 2 NEERBEEKRIE (EETE CloudFormation 25 )

FEER (ED)

1. fB& CloudFormation £ :

a. Bi{¥ CloudFormation E# &

b. IBHEIAWS-DevOpsAgent-EC2-Testi# &

c. B—TMBR
d. FERSMIER

e. EREBMMRAMEENR : EC2 Bi1TEE. 28

. &% CloudWatch &R
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ERAEER

&R B (Lambda I )

1. MIBR CloudFormation & :
a. BI{¥ CloudFormation £ &
b. IBHIAWS-DevOpsAgent-Lambda-Testif &
c. E—T MR
d. #EERMIBR
e. EEBEBMBRFTEEIR : Lambda EKE. IAM A& CloudWatch &R

5¢ 2 DR
%R
"ESEEARE EC2 BT ER

- MERSHE  BELKN IP BRI SSH ( E#EE 22)

- MESIWETY : #FITchmod 400 AWS-DevOpsAgent-test-key.pem
- BEAEIP: MITERLARERLE IP

- SRHPTER  BRITERER "#TP, ARE

TERAMEE

- ZE#FEE : CloudWatch IERAIEERE 2-5 P ES FER

- BE CPU &# : SSH EI¥{TEB AT topLLBRE CPU >70%

- BB A : 1T ps aux | grep yesHlEERARFRSEEHT
- EREHFRE ARFERE 78 7 ENKERBRE—FEER

B E B FE
Your AWS DevOp RERNVAFEEUATEREI :

- FEEEM  EC2 AFNEREERENE RE CPU BHMAESR, Lambda AFENEREEHER

HE R Mo

SEBHEAR
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- BFEEMERE BN ERSHIER
- BERE  RETTHER

£/ AWS CDK Bt A AWS DevOps REFER

BLE

AISERBUMAER AWS EIRFAZEMH (AWS CDK) RKE I MIFE AWS DevOps KERERXE R,
AWS CDK FEARERX&#EB AWS CloudFormation BEBIZVKEEXZE. AWS Identity and Access
Management (IAM) &, EEFEARERT AWS 1R F B3,

AWS CDK 7 ZZBHRAALEERERAERREFEA/ERNS , BBFT CLI AFEEHRMERNF
BIER,

AWS DevOps REBREKXAIETS 6 AWS BHEfFA : ZERE (#HSEE4LE ). <EFES (=
M), BAEE ()., EXKEE (RE)., BN (ZE=E) NEN (ZEHE ). EZEE
R FMET , 52/ the section called “X B [EEF,

TERMRAF
BISART , SEEEAE FHIER

- AWS @55 E (AWS CLI) EREXFABEENEAERRE
+ Node.js £ 18 IR EHARAK
« AWS 2R E M CDK @S FIFRME (CLI). BEEZRE AWS CDK CLI, EHIT T34

8
dp

npm install -g aws-cdk

- —EAWS IRFRREE (XE) RF
- (IBA) MRESHEEREE AWS IREEZENE @RS

AiEERENAR
i AMERS

- F1800 — A EETFEARAMERIRF PN AWS BBHEREENZRH, THEBsE K
EREN W B R P PR REE,

£ AWS CDK R A AWS DevOps RERRK 56


https://docs.aws.amazon.com/devopsagent/latest/userguide/getting-started-with-aws-devops-agent-cli-onboarding-guide.html
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- F28y (ER) — FMERBRSHRIRE AWS BEE , KBRS IAM BRHBEXIRS, HE
EARERAEZEBRFERER.

BEEIER
5 1 &84 : DevOpsAgentStack ( EE#ERFE )

- IAM &€ (DevOpsAgentRole-AgentSpace) — H DevOps Agent FRIEIBEUERIRE, B4F
AIDevOpsAgentAccessPolicyZEBUIRM A FFE L Resource Explorer B & #E & & A HR K
Ko

« IAM At (DevOpsAgentRole-WebappAdmin) — EEERAER
YEAIDevOpsOperatorAppAccessPolicySEBRWIREEEAR AR,

- iR ABEZE (MyCDKAgentSpace) — £/ AWS: :DevOpsAgent: : AgentSpace CloudFormation
BREINFRERAETHE, SREEFEARNHAR,

- E3E (AWS EEfR28 ) — £ AWS: :DevOpsAgent: :Association CloudFormation & JRA% Bsi®
R EFEERERENZ/A,

- EEE (AWS IR ) — (A ) BERBIRFEGIREEAZHLETEIRFEER,

58 2 &84 : ServiceStack ( FRIEIRE , i#H )

« IAM A& (DevOpsAgentRole-SecondaryAccount) — EEEEZBHNBIRFAR®, ZFERIR
EhREEXEBEE, 23F AIDevOpsAgentAccessPolicyZEBRMAFFE I Resource
Explorer lR#E#E A &K RERBUER,

+ Lambda BEHE{ (echo-service) — [ fE&a A 44 Y 5 B5 & 451 IR 75 o

)

AX AE
SR BR&EFIFEE
BT TS RERBFELSFETERE & :

git clone https://github.com/aws-samples/sample-aws-devops-agent-cdk.git
cd sample-aws-devops-agent-cdk
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SR 2 REMMEMN

BT T I T REEERMAMKME

npm install

£ 180 . BENEEAZH

EAET  CEEERRESFRYARERAZME, AV A6, EHTEARIM AWS B,
SR REERKRS ID

BIRKLib/constants. tsIFREEMERIRS ID :

THEHIRTEEROH

export const MONITORING_ACCOUNT_ID = "<YOUR_MONITORING_ACCOUNT_ID>";

B2 2 : 5|8 AWS CDK RiE
MR AREEEIRFE 5| E AWS CDK , FHITFHHS :

cdk bootstrap aws://<MONITORING_ACCOUNT_ID>/<REGION> --profile monitoring

SR 3 BENAE
AT TS HREE TypeScript EXNFALHEHE .

npm run build
cdk deploy DevOpsAgentStack --profile monitoring

HER 4 REERE
EETHRE , AWS CDK 2FENfEREH, RELEUHKBARER,

T OIS FIRE R

Outputs:
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DevOpsAgentStack.AgentSpaceArn = arn:aws:aidevops:<REGION>:123456789012:agentspace/
abcl123

DevOpsAgentStack.AgentSpaceRoleArn = arn:aws:iam::123456789012:ro0le/DevOpsAgentRole-
AgentSpace

DevOpsAgentStack.OperatorRoleArn = arn:aws:iam::123456789012:role/DevOpsAgentRole-
WebappAdmin

DevOpsAgentStack.AssociationId = assoc-xyz

MBBITETRE 2 22, HREEFEZAgentSpaceArnfE, BEEBTCRRERBIRFHE,
S5 REBEHB
EERDOKINBINRBERNZTHE , FBHT T CLIAWS &% :

aws devopsagent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

i SR AREEXZEHSERA EEFEARX BENERIRFABRBNERLTHE. KAEEXT
DA iR F PRV,

E2#H (BR)  HEBRFEE

EXEGF , LERERE , UEENRERXNZH AT UEZEE @ AWS IRF ( RIEIRF ) FHE
Ro B R REEE :

1. 7£ DevOpsAgentStack #1815 [0 BRI bk = Y SRR AWS BFE
2. FAGEREEXZHEHN IAM A& , # ServiceStack B EREIRS,

/A Important

BBSEREE 1 B9 , THE#ETE, ServiceStack EE DevOpsAgentStack &
HAgentSpaceArn##

T RERBEWES ID
BEklib/constants.ts R ELRRIEIRS ID :

THEFIREREERNER
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export const SERVICE_ACCOUNT_ID = "<YOUR_SERVICE_ACCOUNT_ID>";

DevOpsAgentStack £ LIRS ID I RIR AWS B, MMREBERELEZFSHE
DevOpsAgentStack , FEEHEPE LA RIS

BT TR UAERIE -

npm run build
cdk deploy DevOpsAgentStack --profile monitoring

T2 S REFRAEZE ARN

#£ DevOpsAgentStack i HH#E & AgentSpaceArnfE (% 159 , SB4), dE FRE : 1lib/
constants.ts

THHFIEREERNER :

export const AGENT_SPACE_ARN =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/<SPACE_ID>";

ServiceStack FEA L ERBEFHIXERFACNETEREE, REERTCHER , T8E6K

ServiceStack,

SR 3 BIERBIRS
R I KA RIS IRS R AWS CDK , SBHITFHIGHS

cdk bootstrap aws://<SERVICE_ACCOUNT_ID>/<REGION> --profile service

S 4 . E & ServiceStack

HIT TS, EARBIIRFNEAERREENIFE ServiceStack :

npm run build
cdk deploy ServiceStack --profile service

EEERBIRFHELTHER

- EEERIRFFERASZEMN IAM B (DevOpsAgentRole-SecondaryAccount)
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« LA echo Lambda B & (echo-service) A& 5l RIE

TEB5 . RRIE
£ EHE Lambda EHERHHE , HHTF5IH2FMH echo B

aws lambda invoke \
--function-name echo-service \
--payload '{"test": "hello world"}' \
--profile service \
response.json

cat response.json

SR PR
AERAE REBEL R N7 RISLRRE,
# 12 CloudFormation &/R¥ER

. WM ERE PZRthe section called “HEMN B,
. FEER/RHY AWS CLI CEREBEMNEFT,

IAM BEEMY KK

- BENENHEACEREY IAM ABHFFH,
- RESERRFEHREFSEMIRS 1D,

BIRFHEAR , YER "BEEERIRFHEETAR,

- BEHBEHSAEHBRIRFHEAERETIE, £A --profilelEREE ERA CLI AWS &%
EfE.

- HEREEEHERFF5E AWS CDK,

IAM % T2

=

- IAM BESFARFELSENKETRER, IRERAESZHEVEAGEYRVAXK,
EEEOE  RREFHE,
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=
/B VR
EEBRFTBEER , FUMERIEFHESHER,

AT T O e T RFEHER

# If you deployed the ServiceStack, destroy it first
cdk destroy ServiceStack --profile service

# Then destroy the DevOpsAgentStack

cdk destroy DevOpsAgentStack --profile monitoring

BS  LBEEXKARMRENERASZENMAEEEES. LBFERELER, £REH , FRES
EfRTEMEEEA.
ZEEER

« AWS CDK EERRREFH R t¥Faidevops.amazonaws . comfRIE E BB N EEBERREL
IAM A,

- EEBERIERHIFEIGE AWS IRFFMERASZE ARN HHR4.
- ABKRBEESEERRA, BEREBNZ2TIRREAMBET IAM BEX,

- BiREA® (DevOpsAgentRole-SecondaryAccount) FABEERRE , SiEARENFRAESZ
Faﬁ ARNO

®rEIT R

£/ AWS CDK #EZM AWS DevOps RERERN 2% :

1. 5528 DevOps Agent AWS &5 , 7 #% DevOps Agent THRERY STEE S E,
2. ZEH# AWS CDK HERSEEW CI/ICD BiE , NETEBSLERREEE,

H &R

« AWS DevOps REBRENFEHEIERN
* GitHub #3¥5 LR &3] CDK #1FE
- CLI AP9¥ER

TEBR 62
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FAIE6EA AWS CloudFormation B9 AWS DevOps X EFER
BE

AIEMR A A EA AWS CloudFormation #8752k 3 M ZfE AWS DevOps REEREIR. &L
BEEIRERERNZERB. AWS Identity and Access Management (IAM) A&, EEFEARER , UKk
AWS R F BB A ERERMARERR.

CloudFormation FZEZBEESEN YAML AT ERFMELEER , BB#T CLI APTEEHATR
M FELER,

AWS DevOps RERER A T3 6 AWS BEFEA : BRI (#HSFEmIE ) . EEAES ( BEE
M), BAEE ()., EXKEE (RE)., BN (ZE=E) NEBN (ZEEE ). EXERE
B EEAE , 5528 the section called “Z B EH",

FORIRH

Fiael , FRELSETIIEE .

- AWS S 5I5RE (AWS CLI) EREN FHEENEAERRE
- B3 IAM A&F CloudFormation & #93F 7]

- —fE AWS tRFARER®E (XE) RF

- (BA) NRERERTEE AWS IRFERNE—@/IIRF

RiEERENAR
i AMERS

- 1800 — A EEFEARAMERIRF PN AWS BBHEREENEZRH, THEBsE K
RN W BRI REE,

- 287 (BA) —BEIRFE IAM ARHEIRERS |, WHTIERIRE AWS BB, ERTERS
RABZEEBRFEZER,

E187  BEREREAZRE

EXEH |, YR CloudFormation E48 | FESIIRE M EREREXZHE. IAM At, BEEFEHR
XA AWS Bg#,
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AWS DevOps fRER2R, EAEER
$E8 1 : #3I CloudFormation #i4x
T 5IE A fE1F A devops-agent-stack.yaml :
AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Agent Space with IAM roles, operator app, and AWS
association
Parameters:
AgentSpaceName:
Type: String
Default: MyCloudFormationAgentSpace
Description: Name for the agent space
AgentSpaceDescription:
Type: String
Default: Agent space deployed with CloudFormation
Description: Description for the agent space
Resources:
# IAM role assumed by the DevOps Agent service to monitor the account
DevOpsAgentSpaceRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-AgentSpace
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Principal:
Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
ArnLike:
aws:SourceArn: !Sub arn:aws:aidevops:${AWS::Region}:
${AWS: :AccountId}:agentspace/*
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
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- Sid: AllowCreateServicelinkedRoles
Effect: Allow
Action:
- iam:CreateServicelinkedRole
Resource:
- ISub arn:aws:iam::${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

# IAM role for the operator app interface
DevOpsOperatorRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-WebappAdmin
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action:
- sts:AssumeRole
- sts:TagSession
Condition:
StringEquals:
aws:SourceAccount: !'Ref AWS::AccountId
ArnLike:
aws:SourceArn: !Sub arn:aws:aidevops:${AWS::Region}:
${AWS: :AccountId}:agentspace/*
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AIDevOpsOperatorAppAccessPolicy

# The agent space resource
AgentSpace:
Type: AWS::DevOpsAgent::AgentSpace
DependsOn:
- DevOpsAgentSpaceRole
- DevOpsOperatorRole
Properties:
Name: !Ref AgentSpaceName
Description: !Ref AgentSpaceDescription
OperatorApp:
Tam:
OperatorAppRoleArn: !GetAtt DevOpsOperatorRole.Arn
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ERAEER

# Association linking the monitoring account to the agent space
MonitorAssociation:
Type: AWS::DevOpsAgent::Association
Properties:
AgentSpaceld: !GetAtt AgentSpace.AgentSpaceld
Serviceld: aws
Configuration:
Aws:
AssumableRoleArn: !GetAtt DevOpsAgentSpaceRole.Arn
AccountId: !Ref AWS::AccountId
AccountType: monitor

Outputs:
AgentSpaceld:
Description: The agent space ID
Value: !GetAtt AgentSpace.AgentSpaceld
AgentSpaceArn:
Description: The agent space ARN
Value: !GetAtt AgentSpace.Arn
AgentSpaceRoleArn:
Description: The agent space IAM role ARN
Value: !GetAtt DevOpsAgentSpaceRole.Arn
OperatorRoleArn:
Description: The operator app IAM role ARN
Value: !GetAtt DevOpsOperatorRole.Arn

T2 HBHE

T I BRIPEHE, <REGION> LA BUX the section called “SZ B [E1F” ( HI@0 , us-

east-1).

aws cloudformation deploy \
--template-file devops-agent-stack.yaml \
--stack-name DevOpsAgentStack \
--capabilities CAPABILITY_NAMED_IAM \
--region <REGION>

HER 3 FoERERE
MEBTRE , FHT TG TREDERE L, REELENHBRER.

aws cloudformation describe-stacks \

518 BEAERNZE
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--stack-name DevOpsAgentStack \
--query 'Stacks[@].Outputs' \
--region <REGION>

TogEHERFERN S

"QutputKey": "AgentSpaceld",
"OutputValue": "abcl23def456"

"QutputKey": "AgentSpaceArn",
"OutputValue": "arn:aws:aidevops:<REGION>:<ACCOUNT_ID>:agentspace/abcl23def456"

"QutputKey": "AgentSpaceRoleArn",
"QutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-AgentSpace"

"QutputKey": "OperatorRoleArn",
"OutputValue": "arn:aws:iam: :<ACCOUNT_ID>:role/DevOpsAgentRole-WebappAdmin"

MREITETRE 2 o , BFEFEZAgentSpaceArnf. BREECRBREEBRFAR,
T4 BEINE

FERFEAYEUARERAZH , FHIT TS AWSCLI 8% :

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

i, SHARERXZEAERNEFYMA EETRAREN Y ERERRFHEER, AEREX TSR
LEtR F R EIEE.

E2%o (EAR)  FEBRFER

ARG, CERERE  BEENETRABTEUUERE @ AWSIRE ( REIRFE ) FHER.
WK EEE
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1. EEEFERASZENRBIREFIZF IAM A€,
2. EEERIRF PRTIB S 0 AR ISR P B R AWS BB ER

AE B AXRTEHRE 1 Hy , TeeE, REIEFEAFEEAgentSpaceArnREE 1
R4 3B H Y

SER 1 BMRIIRF AR

T HEAREES devops-agent-service-account.yaml, WEASEXREIREFENERS
IAM A,

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Cross-account IAM role for secondary account monitoring

Parameters:
MonitoringAccountId:
Type: String
Description: The 12-digit AWS account ID of the monitoring account
AgentSpaceArn:
Type: String
Description: The ARN of the agent space from the monitoring account

Resources:
# Cross-account IAM role trusted by the agent space
DevOpsSecondaryAccountRole:
Type: AWS::IAM::Role
Properties:
RoleName: DevOpsAgentRole-SecondaryAccount
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: aidevops.amazonaws.com
Action: sts:AssumeRole
Condition:
StringEquals:
aws:SourceAccount: !Ref MonitoringAccountId
ArnLike:
aws:SourceArn: !Ref AgentSpaceArn
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AIDevOpsAgentAccessPolicy
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Policies:
- PolicyName: AllowCreateServicelLinkedRoles
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: AllowCreateServicelLinkedRoles
Effect: Allow
Action:
- iam:CreateServicelinkedRole
Resource:
- ISub arn:aws:iam: :${AWS: :AccountId}:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer

Outputs:
SecondaryAccountRoleArn:
Description: The cross-account IAM role ARN
Value: !GetAtt DevOpsSecondaryAccountRole.Arn

SR 2 BERBIRFHER
EABRBIRFNEAER , MT TSRS

aws cloudformation deploy \

--template-file devops-agent-service-account.yaml \

--stack-name DevOpsAgentServiceAccountStack \

--capabilities CAPABILITY_NAMED_IAM \

--parameter-overrides \
MonitoringAccountId=<MONITORING_ACCOUNT_ID> \
AgentSpaceArn=<AGENT_SPACE_ARN> \

--region <REGION>

SR 3 FERIRE AWS BB

TN E EE 40k 5 30 2 3 3R AWS BBE, S8R LUEIB R 3 (R Bl B s E T R R A RIMAT U RAF, 5
HIERBM A,

T 5IEAf#1F A devops-agent-source-association.yaml :

AWSTemplateFormatVersion: '2010-09-09'
Description: AWS DevOps Agent - Source AWS association for cross-account monitoring

Parameters:
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AgentSpaceld:

Type: String

Description: The agent space ID from the monitoring account stack
ServiceAccountId:

Type: String

Description: The 12-digit AWS account ID of the service account
ServiceAccountRoleArn:

Type: String

Description: The ARN of the DevOpsAgentRole-SecondaryAccount role in the service
account

Resources:
SourceAssociation:
Type: AWS: :DevOpsAgent::Association
Properties:
AgentSpaceld: !Ref AgentSpaceld
Serviceld: aws
Configuration:
SourceAws:
AccountId: !Ref ServiceAccountId
AccountType: source
AssumableRoleArn: !Ref ServiceAccountRoleArn

Outputs:
SourceAssociationId:
Description: The source association ID
Value: !Ref SourceAssociation

£ B 1R R P B A B R B B BB

aws cloudformation deploy \
--template-file devops-agent-source-association.yaml \
--stack-name DevOpsAgentSourceAssociationStack \
--parameter-overrides \
AgentSpaceId=<AGENT_SPACE_ID> \
ServiceAccountId=<SERVICE_ACCOUNT_ID> \
ServiceAccountRoleArn=arn:aws:iam: :<SERVICE_ACCOUNT_ID>:role/DevOpsAgentRole-
SecondaryAccount \
--region <REGION>

i

#1T T35 CLI AWS I REREBHRE
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# List your agent spaces
aws devops-agent list-agent-spaces \
--region <REGION>

# Get details of a specific agent space

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

# List associations for an agent space
aws devops-agent list-associations \

--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

5%E 2 DR
IR R AEU RO ARE LR,

3+~ Zl CloudFormation &REH

- HERRIRIETE HEBE,the section called “ZEH BT,
- FESRIAH AWS CLI EREEEMZ .

IAM BEBE T kK

- BREHNHBRAERNEEFEHETEE () B IAM AEKFFTCAPABILITY_NAMED_IAM,
- REGEBXRGEGREHEEMNIIES ID,

iR AR E K

- SEMBEHAAEHERIRFHEAERETIE, EH --profilelERIEE ERL CLI AWS &%
EfE,

- #52 AgentSpaceArn SBMHEREE 1 &0 HER HIFEY ARN,

IAM S 1B

- IAM BESFARFELSENKETRER, IRERASZHEVEAGEYRVAXK,
EEFROE  RREFHE,

3
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==
B PR
EEBRMEER , FBUAERIERF MRS,

BS  HBEEXKARMRENERASZEANMAEEEES. LBFEELER, TRECH  FRES
EfRDEMEZER.

AT T 5an 5 RMIBRHER

# If you deployed the source association stack, delete it first
aws cloudformation delete-stack \

--stack-name DevOpsAgentSourceAssociationStack \

--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentSourceAssociationStack \
--region <REGION>

# If you deployed the service account stack, delete it next (using service account
credentials)
aws cloudformation delete-stack \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

aws cloudformation wait stack-delete-complete \
--stack-name DevOpsAgentServiceAccountStack \
--region <REGION>

# Delete the main stack last

aws cloudformation delete-stack \
--stack-name DevOpsAgentStack \
--region <REGION>

RESR
£/ AWS CloudFormation ZF B4 AWS DevOps RIBRZHX 21 :

- EEEZHMES K 20 HEEAR AWS DevOps RIEFEIHY IEE,
- BEETHRERABNEEENINEE , 552 [ the section called “DevOps RN FEEE,

- EETHE EEF Web FERTES , 5528 the section called “fTiE2 DevOps Agent Web FEF 72
X ?%

TEBR 72
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£/ Terraform BB EHA AWS DevOps KEER
BE

ISR A ZZM_HEFH Terraform R MEE AWS DevOps RERERE IR, Terraform fAESEEE
VRERAZME, IAM A, EEFEARIATN AWS kP,

Terraform FEZBBEMELEEREEAEBRREEARERTT , BEHIT CLI AFIEREPMANFE
SE,

AWS DevOps RERRAZE 5 6 AWS BEFEA : BRI (HSFEmIE ) . XA ( BEE

M), ZEXKEE ()., ZXEE (RR). BM (ZERE) NBN (ZEE ). 0EFIEE
BB , 5528 the section called “X R @,

FORIRH

BRI , FREESER THIER .

« Terraform >= E&% 1.0

« AWS EREENBEAERRENRE CLI

- —EAWS RFARER (XE) &F

- (ER) NREBEREE AWS RFERNE —EIRF

AiEERENAR
i AMERS

- B850 — A EETFEARAMERIRF PN AWS BBHEREENEZRH, THLBsE &
AR A B AT LA IRER IR P R Y R R

- F28H (BA) — HIERIERSARIR AWS BB | WAEEIIRS IAM B0 L echo Lambda £
EEZURE, ENEERAETHBEIRSERER,

A Terraform B AWS DevOps RERERN 73
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AWS DevOps IR R
EEVER
E 180 BEERRF

- IAM & (DevOpsAgentRole-AgentSpace-*) — H DevOps Agent FRIEIBEAERIRE ., TIE
AIDevOpsAgentAccessPolicyZEBERM A FFE I Resource Explorer BRIERE A & H A
%o

« IAM A& (DevOpsAgentRole-WebappAdmin-*) — EEFRASER
{fEAIDevOpsOperatorAppAccessPolicySEBRNWREERARERAR,

- EIRAEZMH (IREMNETE ) — A awscc_devopsagent_agent_space ERRIMHPRE
RAEZME, SBEE FEARENMERE,

- BB (AWS EEfRES ) — £/ awscc_devopsagent_association EFSERIRFEZEERA
57Z=[H,
- Bl (AWS IR ) — (EAR ) BRBIRFERZINERXZFLLEITERP R,

2 %o RKBRE (EHA)

« IAM & (DevOpsAgentRole-SecondaryAccount-TF) — EEEER BN EIREF AR, SE®
IREFPHWREBERENZE/[ET, B AIDevOpsAgentAccessPolicyZEBERM AFFE I Resource
Explorer AR #E#E & &K R ERBUER,

« Lambda B # (echo-service-tf) — [E fES A 4FHY f5 B &5 45 AR 75 o

"

AX AE

SR ERAPIRETE

git clone https://github.com/aws-samples/sample-aws-devops-agent-terraform.git
cd sample-aws-devops-agent-terraform

TB2 BREEH

EREGIBBER , WHHENRRETH

T

cp terraform.tfvars.example terraform.tfvars

terraform.tfvars FRENERAEZEZBAERETIRE
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agent_space_name = "MyCompanyAgentSpace"
agent_space_description = "DevOps Agent Space for monitoring production workloads"
kv | AN v
F£180  HEREEXNZEH
EAEH , CEEERRFHEVRERXZAE. IAM A6, EEFEARIN AWS B,
1: EREBLHE (BR)
EARMNBBIETHETHLERE
./deploy.sh
ETHEEE :
- MBELRFEH (Terraform, AWS CLI, BEAEH)
« REZEterraform.tfvarst&EHIEI
- #lR{L. BE. REIFMER Terraform
RE , MREREFFEEH
terraform init
terraform plan
terraform apply
HIRR Ryeskitm A LUIFEFRERE,
SER 2 EsREH
BT E |, Terraform EFIMNEH L., LHEELENHARER !
Outputs:
agent_space_id = "abcl23"
agent_space_arn =
"arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/abcl23"
agent_space_name = "MyCompanyAgentSpace"
devops_agentspace_role_arn = "arn:aws:iam::<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-AgentSpace-alb2c3d4"
devops_operator_role_arn = "arn:aws:iam: :<MONITORING_ACCOUNT_ID>:role/
DevOpsAgentRole-WebappAdmin-alb2c3d4"
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primary_account_id = "<MONITORING_ACCOUNT_ID>"
primary_account_association_id = "assoc-xyz"

MBBITETRE 2 27 , BHREEFEZKagent_space_arnfl, BEEBC KRR ERBIRFER,
TR 3 REHE
HITHMBRBMBIESE

./post-deploy.sh

EM AWS CLI RERFEE R EVRERNZE :

aws devops-agent get-agent-space \
--agent-space-id <AGENT_SPACE_ID> \
--region <REGION>

teE , EHRERXZHEE/MA EEFRARX BN ERIRFARBNER THE, REEXT
LB IbIR F P RYEIRE.

EL2¥g (FER)  FBBIRSERE

EAEH  LERERE A BERASZEUUAEZEE [ AWS IRF ( RBIERF ) FHNER. €5
K BB F

1. ¥Ti8 15 @ IR AR 5 B RRE AWS BB
2. BERFE IAM A& echo Lambda REHEZ REEF .

/A Important

BABETHRE 15y , TEERE. REIRFEREZEagent_space_arn KRB 1 o2
HEY o

SR 1 ERERBEIWRF ID
£ Fterraform.tfvars , RELMREIRS ID :

service_account_id = "<YOUR_SERVICE_ACCOUNT_ID>"
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T2 S REFRAEZME ARN

e 1 FowmtEHE agent_space_arnfd (FER 2), L PEXEterraform.tfvars :

agent_space_arn = "arn:aws:aidevops:<REGION>:<MONITORING_ACCOUNT_ID>:agentspace/
<SPACE_ID>"

RERFEREANMERRBHIAERFACHNEEBKREE, REEREHER , T 8BRITEEER,
$ER 3 : 5RE "aws.service” {HLIER

£ Bmain.tf , FABRKIRSHZRAE R R Eaws. servicel2MtERIE, BUUERAEZRTERS
REAE

FRRZRER :

aws" {
alias = "service"

provider

region = var.aws_region

profile = "your-service-account-profile"

}

HEAREASR

provider "aws" {
alias = "service"
region = var.aws_region
assume_role {
role_arn = "arn:aws:iam::<SERVICE_ACCOUNT_ID>:role/OrganizationAccountAccessRole"

$B 4B

EREMvERE

terraform apply

EEERBIRFFELTIER
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- EEERKRFPERASZREMN IAM A€ (DevOpsAgentRole-SecondaryAccount-TF)
« LA echo Lambda B & (echo-service-tf) A5l RS

CHSEEIEIREREYRIE AWS BB |, LUEFEREIRE,
S$B5 BRFBIE
BIER echo R LARESE Lambda BNEIE RS E -

aws lambda invoke \
--function-name echo-service-tf \
--payload '{"test": "hello world"}' \
--profile <your-service-account-profile> \
--region <REGION> \
response.json

cat response.json

¢ SR
IAM B 2L E

- HEESE IAM ACEVEERASZEE time_sleep2EH 30 ¥, DevOps Agent RIS ERE
3 Agent Space HiEIRFBEE FAGNEEEER , R IAM MARTEEE , AITfst2 LK. NRE
MAREINESEBRFES , FEE—28E  RBterraform applyBXRHEIT - IAM BEEEEFEE , ™
ERKEF LW ERSE,

FFAIEaRR

- BREH AWS BABR ARV AGNBRKAFEN IAM FF A,
- REGEERKRERTRHEENIRS ID,

RS E R

- HDEFERABRKIREFHZEAER KR Eaws.serviceiZftE, FAEZREERELTACER,
- HF¥R%agent_space_arnfERFEXREE 1 Hr@wHM ARN,

K2 Terraform ERE\EH

SEBHEAR 78



AWS DevOps REEZX EREES

- BEREHawsccREERAE ~> 1.0 EHMA, awscc_devopsagent_agent_space f1&E
JRawscc_devopsagent_associationEE AWS EiniRHlHERE,

& bR

EEBREER , IREENBX 2y , FUMHRIEFHE
./cleanup.sh

HFH

terraform destroy

B ERKAMBENERASZEMFAEABBROEN. CREZY  BRELACHACAEES
Hlo
REEE

 Terraform #ARES BN EGEEEERN IAM B | R foffaidevops.amazonaws . comfR#E = F& &
FEEARE,

- EEBERIFERHEFEIEE AWS IRFNZRASZE ARN BFA.
- FFEEREFEFEZEERFAR, BRIFABNZLFERBENBET IAM BXK,

- BIRF A (DevOpsAgentRole-SecondaryAccount-TF) EAEERRE , EEARBENERA
EE‘FQ ARNo

RESR
£ Terraform SpBIEH AWS DevOps RERER 2% :

1. 752 E DevOps Agent AWS &SR , 7 #% DevOps Agent ThEEHI ST EE .,
2. ZE# Terraform SFBEASF|EM CI/ICD BE , UETEBLERRETE,

H &R

« AWS DevOps RERENFEHEIER
« &35l Terraform fEFE

TEBR 79
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FEHEER
AWS DevOps REFZ =

« CLI AP93Em
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£/ DevOps KEER

M DevOps REBREN

AWS DevOps RERAFHRENEEBHKEE  WEREYIRE, EENEHNTEEHEGE
o THERERPBUMAILEA DevOps RERAREE I 4 BB SERE,

BEASEHERE

BRAZENR K ERESEBRNENERRRES. ERIEMN Webhook BERFH#EREF , DevOps

REEXNHLEBHKRAE. REEXEI2WIEE. B, Eit. EXBEENLBELREK , UHE
BREARRLIRZERTE, WREFEZHMIFE , BT LLEE DevOps Agent Space Web FEAEN BE#

[ AWS Support £ , ZFEAERXEHHEYEIRMAAREAS , ILEFEEEERERIN

AR, MEFME , 552 Ethe section called “HASHEIFE,

BEZE DevOps 1£7%

EEHEmBHNE AR , ST UEBHFENI X EEE DevOps Agent 58, EABARESH
BHERAWS ER,. RREMFERE, ETRENTERLTHNEE, WRXABRA - EERASTE
AER , BULGIEERAERRBERN. BINBERR  AFEMEREER ST, BETUE
HABRERBENERERE, SRBZ2ANADTIE  MEFEIEAZHAEE., UFKFMAENR , F2Hthe
section called “FE& DevOps £#".

TEEHTEM

fRREMH% , DevOps RERXNES/MAETELLHEPMER | SIEER L RREH A MEE T IHE R
BWEER, BRRENAEESE . THAMRE, AREE, EXREFENERIBERSE, RAEEXFE
BTG WEFMBH4RERENER. SUES, EEIREREE MEFTRAESSEREREEF
BE 6 UREHRRNER, WEFHENR , 52 Bthe section called “E B EHFERL

Ed DevOps REEXBEH)

AWS DevOps Agent X EZEFETE , 218 Web ERAREX 4. IDEsH MCP B4, Agent
Client Protocol (ACP), E4EEE)Z B E){LAY Webhook , LA E# API FEl, MEFHMENR , B2
Bithe section called “82 DevOps REEXN BB,

f# A DevOps REEFZ 81
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BEASEHEE
IS

EHDEBERNUNEBR=ELRRN 2 —HEH.

- NEEE - EBULIERARERES | # DevOps Agent Space E#EE ServiceNow EZE Rk, ER
% , DevOps REERAEHENERNECEHHRIERTERBE , BW DevOps REEXNKERHKERE
PIRHEHEARRERER. BERRRDMAEFETEINERN.

« Webhook - A LA Webhook #4E#4Ei%XZE AWS DevOps RERXN, Hlt , Ha LR
Webhook # PagerDuty Z& = Grafana E @R EHEERAE,

o F& - B LARE{T DevOps Agent Space Web FEARERNEHEERSIERF BB EHEIFE
HE, SR ABRERE DevOps REERAFBAECEHNIERANT , CEEURAEE,
WERAEFER., HERARRE , XWRME REEEHBTE, SBEUTURBERLREN R PETE
B UREMKRENRLE . ENMEBETTRAESREBENET , Yo MEREEN B HERA
FER., F£ABE CPU RAETEEELERNE CPU HAREE , YRABLEEFIRBEZEABZIHNE
B, BoNEE, EARX AR LENHERRUAAEEAERN SRR EMANERE,

Incident Response Dashboard

Start an investigation

Latest alarm High CPU usage Error rate spike
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B—T "HRERAZE. &, ANSERCRH{ - LEGFRET , UGB ERARTEIRETE,
REAREE T HIM

an
I
\'I‘;EE

- REFMENR - FAEALHER, ST MRELIEE RKE N RAEHE,

- AERN - BEMHEIAEREANBSEE TR, BER. AREARBHRIEBEE.
- EARENBHNERE - L UTC KX EBBEABRIKE. NRE4RE  FRE
- AENREGS - CARBBLEDEL. BT AFTHER (&% 400 @FT) .
- BRIEF - R THXNFETENHAEBRIEF (BRAT )

FAEEREMARELRMMY K ARE-T "HRFE...L BB, AR, ARSKEEREZREFMEN
EE , B&UUEESEER DevOps REEABRENE !

S0 8E

D HEPEER 2 AWS DevOps REEXNEHEERKNE —PEER, ENTE4MEEEF | a2k 8 Datadog
V&R, RHE ServiceNow WEHZFE , 5K H Dynatrace IR , AWS DevOps REREASEH
FEVEANRE  LHEERAEBEIAERELEERENALE,

SERBENETERNBEREHEN — SRS ALEHESHAE-RE  LEREENTENERE

o BEFMEMHIKER , AWS DevOps REEXNESHELERR (BERH 20 7iE ) NEXBHHRE—EiE
T, A A RMNDH , eeRETFAUE, wEESNKEREAERE  UBESH 2B
Eﬁ%o

AWS DevOps REENEMHEA T =@RK 2 — :

- B - BEMREAREMEN  WEXESASEZHAE  HPESHEHNEBAR.

=T
- EHEIB -EHFTEBEPEENRBEYG , YEABENERT BEEM. MEFMENR ,
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BESERE
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Support TREIHABRERE , UBP HEBEMZENER—,
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EFRENZESRIL. ETHRAEZNIERFIEHIGRERIFESHIEIREM,
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E2 AWS Support £ ANFIEEREERERAR AWS EXRRE N L2 MHERE, AWS DevOps 03
EXRgHAARESKRERENBNES K LESHEENERBRERR,
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1. BREREATH AWS XEFTE,

2. BRFEIEM AWS DevOps KEREXH IAM FFAI 82X ERBIZE L (support : CreateCase ,
support : DescribeCases),

3.  AWS DevOps REREXN EAEAEHELLEE AWS X EHBR , HRIZEREH DevOps Agent
Space Web EAERFERAIXIE,

4. BEIASE AWS Support L ANRAERE,
5 BREBEEANZETEEANZREENEFIBREM.
6. IR KM - AWS DevOps REREXNEBBHTELRNAE A
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EEEHMENRERE , FERAUXNTHELUERESHAERNELIRF, AERASHRIECE
R, WRKET —EFGEBERFERENRERE,

FERBEMN
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ERENHEREELM , FERTA "REL EFREREFRELNVENER , URREN THERE
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Chat 224 %) DevOps Agent Space Web FEARE , WIRBEEERANEARHABTBHEE, R
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BR

THRFEARSAALR :

BR 71 Value
BRRDLER 3.75 MB
BRIFASNM4 (EAERES) 20

Hrp , 2 (PDF. DOC. K% 5 @

DOCX. XLS. XLSX)

A, ENABRNFNGARLEARBHSEENEEASRNETRE, NRABREMAEAK , BIX
SHEEAE  XEREEBE ZIBDHMHEN RN NRBE,

EIZESE]
&E DevOps REREXEAERMHNER TR

- ERBETYHHBRERMNEEHENER , Y ER Chat BRABNAR , URETREEENLE.
- EEBRERAE  YTERMDXDERESE, ERELEIERETA,

. EIZHERERSZ (BII0 YAML. JSON = TOML #B&E ) , ¥ ER Chat FHHMIE, BRHBAT
ATENFRER,

 EERME Runbook SEH#Z S PDF , Y ER Chat HEBERARKEE — ERASSWERERFLS
HEEFEZEEH Agent Space , MERRWFAETLULBEER.
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THEEHIREETTLAFME Chat WREEER, SLHEFHSKREARFNMRIBTETES.

BmELEEH
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- BYREANFBRBNENEBRE

- BEEIBR 7 RVERBELCHE|E

- BATERBNEBRHEIRSE S

BREFNES
#£ DevOps Agent Space Web FEAREAWEMER :

- B%4 Lambda HEIEEEA Python 3.8 7
- RREEEMEISBHNERE?

- S EBREFITENFTE DynamoDB &Rk
- BEEEREPETEKS B8

« BBLL Lambda BEEB X 90 XA & R EE ?
« S ARBUAMRAZEFIN S3 RFEH

- HBLE RDS #ITERBELEHITER EMRZAE X ?

RIREFIREEN
AR EHEEER :

- BLBEREBE 24 NEFREE?

- BE—/PNRHEEM 5xx $#HER ?

- BRI RREN Lambda $EERE S

- I ECS BEEW CPUFERHEREZAD?

- BRTFHBPREEEMEFERETENEE?
- BEREERH API Gateway PRIAEH

- LBWLRBEHEREES ?

- BESRZEIBE 24 NENREEFERERS
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e
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ERAEER

« B Splunk BEEEHE

- B8 Prometheus IEERHEETRRHE
o LEBRFEERE T WLk Datadog E54RES ?
« Sl EARERE

« HA’R Dynatrace & &R RAEAE

AEREEN

1t

SHCEER :

- LEARSHEERNRERRME?

- EXHATNFIGRREZ R ?

- ERFLENFAERE RCA
 DynamoDB FAfI&ER 7T Z > ESH ?
- BTBEFENREBZ

- MLRKRERERNSH?

e

IEFHENEN

HEFMEFER :

- BERTWERFE?

- BIRRT MLERER ?

- BRBNESRBERBAESZS?
- WEHHBNSEHEERAM?
- BRAERA/ERBARER ?

« MEFBIEBEENRERR D ?
- HEHNE , HREHTEE?

- RELEAHAENHE

ﬁi

AEENESR

&

= 25

FHERAEM :
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« BH3EM 14 :00-15: 00 UTC 2R BEE , L EFHEHN RCA

« ¥R3 DynamoDB A& E B BB R

- MEECS #5/HE , LEERERERETR

- AMEBRE2/ENBER MAREXNBF

- BETH 3 HAEHRIEE

- BF API Gateway A IE Lambda HEE

Pl ERES
WREHEEM| :

- BWE 3 EEHEBERRME?

« BERAITERSS & DynamoDB 2 EHHER

o WRLEERER BhHA TR T IR i 8 I 5E SR AR A RE 2
- JIHAIFABEOASHNTERAM SRS

- BTRARRENERSEESR

- MLERBHRREENTERS ?

EERAESZEHRRBAIX

R Ih&eiE AR FTE DevOps Agent Space Web FERRER, BREBRFEVARERAHEFNIEEN
ERAEZEME,

HMERARZEM

ELREUNNERASZERN , IXIESEHHRA. TEEEANEREDY IAMFFAIERE. XE
DevOps Agent Space Web ERAER#%& , XA AHMATNEERLAINSAMERER.

BENERARZEZE
MREEMRBEHB BT ERAEEZE , AIXARMAREN IAM 5T, BEMERE
BE 1 MY EFRAERE FEAEXFE

BEZE AWS DevOps REEXEEETEA  RIELANBETHFE , X FEMHENRESFE
1R,
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ERAEER

(@ Capability gaps identified

DevOps Agent found 4 capability gaps while running investigations in this Agent Space.

cloudsmith-steering-and-chat-default

Welcome to the cloudsmith-steering-and-chat-default AgentSpace!

Your AgentSpace sets the boundary for infrastructure that DevOps Agent can access to i { issues and rec pr ion steps. As DevOps Agent solves issues, it leg
diagnose incidents faster. Track DevOps Agent's mapping activity and the relationships it's found below. This number changes as your Agent completes investigations or gains ¢

( Actions & ) ( Operator access |7 _)

s | Disable Operator Access is helps it

pabi

1 400 Relationships mapped so far

Go to Capab

Copy ARN
Edit Agent Space

Delete Agent Space

Represents important connections between resources discovered so far.

Improve this by...
+ Running investigations: DevOps Agent expands its knowledge of your infrastructure relationships as it completes tasks.
« Telling the DevOps Agent: Share important connections in the web app. DevOps Agent will use this information during the next mapping run,

+ Adding new capabilities: New capabilities help DevOps Agent see more of your infrastructure and understand connections within it

REMAREEFTIRNBEBEMRE,

Capabilities Web app

Connect observability-newrelic-default to IAM Identity Center
1AM |dentity Center Instance

Your Web App user actess will be managed by the following LAM Identity Center instance
£50ins-722323a2de611¢55 |

1AM Identity Center Application Rale Name
Authenticated Web App sers will use the foliowing 1AM role ta access DevOps Agent

© Auto-create a new DevOps Agent role
Create and use a new service role

Assign an existing rale
Prowided role will be verified by DevOps Agent

Create a new DevOps Agent role using a policy template
e provided detalls to create your own fole in the 1AM Console
Web app role name that will be created
DevOpsigentRole-WebapplDC-fpworGun

Operator access
1AM Role name for administrator access
This role provides administrator access for setup and configuration of your web app
© Auto-create a new DevOps Agent role
Create and use a new service role
Assign an existing role

Provided role will be verified by DevOps Agent

Create a new DevOps Agent role using a policy template
Use provided cetails to croate your own robe in the IAM Comsole

Web app role name that will be created

EEEBEAWKREN IAMFFE , URAMEHMBEERE A,
#IE 2 : FEIFTIE IAM FFE
T3 IAM FAHEERANREEFIAE

« aidevops:ListChats — #{R B X ¥ 58 B S 50 8%
+ aidevops:CreateChat - B AV KEEE
+ aidevops:SendMessage — XA S FE U E &

EERASZEFBARR
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EEZ AWS IAM 124 |, HEIEH DevOps Agent Operator B | RENKELHF N EE/BIHK
K. WEFAUER , WREUETH,

TERE—RIER  FEHEBE DevOps Agent Space Web FEARER , IXAEREEREEMEENAE
fl,

Ed DevOps REEXNEE

AWS DevOps REBREAZEREFINSZE : Web ERAEXN A, EERBHE (MCP) S, RE
BRAAFIRHE (ACP) S, SH4EBAE B LAY Webhook , AR EE AP 7H, BEZESEIE
REMBMERN G E.

TERAELFE S E & HEERE DevOps Agent BRI 5o

Browser _— Web App
. ) %
IDE / MCP Client _— MCP \
Agent / Orchestrator ——m——=> ACP
/ AWS DevOps Agent
Monitoring / Ticketing ——=> Webhooks /
Custom Apps _— API

DevOps Agent Web FERTER

Web FEATER 2 DevOps Agent WEERH, FRYURBINWRRAEEH., ERENERRENSE
BB, MEFMER , 552 [Bthe section called “f+EE 2 DevOps Agent Web FEFTER 27

BREARBAGE (MCP) S

Al L E R MCP #HA A Fiw A IDEs 7EL AWS DevOps RERX B, A AWS MCP fAlfRz:E
TER. BUURAEEMH, KELRAR, REARBNRE AR , MEFHFFZRE,
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https://docs.aws.amazon.com/aws-mcp/latest/userguide/what-is-mcp-server.html

AWS DevOps 2525t &L
#R Kiro £A#E |, Kiro EREFEPRM TERAM aws-devops-agent Biff, https:/github.com/

kirodotdev/powersth B IR EEIB AWS MCP R iR28#% Kiro E#RZE AWS DevOps REER. ©HEEMN
IDE FEZRME Al BEHNRIERE,

#H Claude Code % , sample-aws-devops-agent-claude-plugin 12478 &R EMN /A BES | T
iB AWS MCP falfR25#§ Claude Code E#ZE AWS DevOps Agents
ERAERAFIRmBEAGE (ACP) 25

Ea R RERXAFRBEAGBE (ACP) , UEXFHZFT AR WA AWS DevOps KEFER. https:/
agentclientprotocol.com/get-started/introduction 21 FE B &l , 5526 GitHub £# sample-aws-
devops-agent-acp-mcp fE1EE,

Webhooks

Webhook I ZBR K B E#EEE AWS DevOps REBRERFALE. ZEXRTFANERTEENBRKET
ATE MR EE HTTP k. WEFFMERA |, 582 Bthe section called “iEiB Webhook Il F
DevOps KEEX"

AWS DevOps REER AP

AWS DevOps REBFERNRM APIs , UEXFZRFT AR FERREEN I8, BUEIMEE Agent
Spaces. MEFAEMEIMEBEETE, MEFMENR , F2E AWS DevOps Agent APl 8&,

FEIRAERAFHBABE (ACP) BE 100


https://kiro.dev/
https://github.com/kirodotdev/powers
https://github.com/kirodotdev/powers
https://docs.anthropic.com/en/docs/claude-code
https://github.com/aws-samples/sample-aws-devops-agent-claude-plugin
https://agentclientprotocol.com/get-started/introduction
https://agentclientprotocol.com/get-started/introduction
https://github.com/aws-samples/sample-aws-devops-agent-acp-mcp
https://github.com/aws-samples/sample-aws-devops-agent-acp-mcp
https://docs.aws.amazon.com/devopsagent/latest/APIReference/
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REERAM AWS DevOps RIEFEX A INEE

AWS DevOps Agent ZIgE ZBANEEXNEEIRAN TENERRERBERAEREXNNEE. RE
ELNRUBALENSEHRE, BBLEEITHERE , UREEHN DevOps LRERMERES,

T OB AT 15 B &€ DevOps RERAMNBRMR KL :

« AWS EKS FEERE - B EMILE EKS IRIERA Kubernetes #5%. Pod B MEESHNBE RS
&

« Azure B4 - H1Z Azure §]BIM Azure DevOps ##: , LA
EEEE 22 3 R

- CI/CD EEEE - E# GitHub M GitLab EE , K BREAEYE Y EFAEHHERERN
REE

* MCP fAR=RER - EBERAREA B EERNB TR T EMBITEERRERIERAEDRE

« ZIRFE AWS f7H - ®REXE AWS IkF U RS4RI B ERERZEARNER

o BHRRES - EEERYES | i Datadog, Dynatrace, Grafana, New Relic # Splunk , A&
HEmm S A HEREFER

« EFNMBKES - Connect ServiceNow, PagerDuty H Slack , LA B Bt B4 B FE T 4RI R
B tih 1E

« Webhook #%E - AFFABRMIER HTTP AR B E 83 DevOps RERXFAE., WMFE Webhook 5%
E, BoBRB|AENBREXNNFHMER , 5528 the section called “EiB Webhook 4 DevOps
REERX,

-« Amazon EventBridge & - EiBASFAEMNZE 4+ B S4B 2 Amazon EventBridge B , #
AWS DevOps REEXHASHESEERARER

A& Azure BEJRIAE Azure DevOps &

BRLUBRBEERNSERTRIRANTEHE K BYRESEE, YS4OETERERERNE
B  AREAFEREEHMIRE.

RLRAEEBE —MR A%

MREELFRBHBER AWS DevOps RERER |, BHEAE GA BITZREHMEN IAM A6, &
EEEERSHREN IRFTFNERZACGNERETAG,

RAMEEERE —MRUAM 101
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EES2ENAR

1. BEEFRAEHBNEENXEE L&
2. K BEBRIKAEHRE AT ANBER
3. Agent Spaces HJREHIBEFAY IAM Identity Center FEFAFE R TFENEI E

RELFEEBERREFEIRE LK

GA IRABIEBEANZ £ HERE , LU RERRRENFIERG., ARNELRE  RELREREND
(2026 £ 3 A 30 Hiznl ) WEFEMRELLHFEEEEFN,. £ FABEHNERINAEAZNRE
BRAZZE, WBFEEAREENRHE.

Y REBR

HR GA, AWS REMRAERABRNAZEBR

AcER BER hn

B AIOpsAssistantPolicy AIDevOpsAgentAcces
ZEBR sPolicy ZEBXE

EZF (IAM # IDC) R ERIBUR AIDevOpsOperatorAp

pAccessPolicy ZEBUER

o BERFAGEEEFNNEMEEE , M IDC EHFAGEENNAREE,
TEIRIRAF

- FEHNERTE DevOps REREXA® AWS WIRE ( TEMAEXREIRFE )
- ERAE. BENEEEERN IAMFFH
- BNERAEZE ID., AWS tRF ID MEHE (DevOps Agent EEAF TR )

SR ENERAG

EHETERFHINESERERFINELRAG, EERELANETRAETZENIIERSIZEBTRENE
EREREAR (EHHEE/XREHE : DevOpsAgentRole-AgentSpace-3xj23962),

FEEFENRE 102


#on-demand-chat-history-from-public-preview
#new-managed-policies
#reconnect-iam-identity-center-if-applicable

AWS DevOps AEi25 (&SR

1. 7£ DevOps Agent A , BIFRH Agent Space , AR B EINRER S| ER.

2. BRFE/RERFEWEEAE (I DevOpsAgentRole-AgentSpace-3xj2396z) , REIE
BiRE.

3. EFFAIBERT , B AIOpsAssistantPolicy AWS ZEBK,

4. BIEFEE T, EEBCR , UKEREAIDevOpsAgentAccessPolicyZEBR,

5. MERBBE , YU TIHIRETMREARAR , LEALEHIIRS ID

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCreateServicelLinkedRoles",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1))
"Resource": [
"arn:aws:iam::<account-id>:role/aws-service-role/resource-
explorer-2.amazonaws.com/AWSServiceRoleForResourceExplorer"
]
}

1. ERABHNEERRTEREE, RERSNSTIIRIE .

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"

}I
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"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/*"
}
}

« RBEXRERFINEZAGEEIER 2-6,

SER2 EMEETAE (IAM)

1. 7£ DevOps Agent T2 AH | BEFRESIERISKEE FALE,
2. £ IAM =267, EEFACBRAGNARBUR.,
3. IBIEFIEEF Y., EEBUR , AR EREAIDevOpsOperatorAppAccessPolicyZEHE,

4. ZEGERRRCIER , ARZEFEEEEX. BEARKRA/TIIEE , RAEHWIRS ID,
EHMEFRASZEID

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
I
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": "<account-id>"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
}
}
}

WE TEBR
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}

SRI.EFEETFAE (IDC)
WM REAEF IAM Identity Center &8¢ DevOps Agent , SFE#HEE IDC EEFA G,

1. £ IAM 247 | 5 AN E 2 WebappIDCUA 2K EH DevOps RERE IDC A€ (440
DevOpsAgentRole-WebappIDC-<id>),

2. i@ IDC A& :

a. BREEHNARRBK,
b. BRIBFTIEEF W, EEEUR , UK EEAIDevOpsOperatorAppAccessPolicyZEBUR,

c. BEEEABRRSIER K ARBEREBEEIR. BEEBRIMAATIIEE , BULERIIRS D,
EZNEFRASZEID :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
I
"Action": ["sts:AssumeRole", "sts:TagSession"],
"Condition": {
"StringEquals": {
"aws:SourceAccount": '"<account-id>"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-
id>:agentspace/<agentspace-id>"
}
}
},
{

"Sid": "TrustedIdentityPropagation",
"Effect": "Allow",
"Principal": {

"Service": "aidevops.amazonaws.com"

}I
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ERAEER

"Action": "sts:SetContext",
"Condition": {
"StringEquals": {

"aws:SourceAccount": "<account-id>"
3,
"ArnEquals": {
"aws:SourceArn": "arn:aws:aidevops:<region>:<account-

id>:agentspace/<agentspace-id>"
},
"ForAllValues:ArnEquals": {
"sts:RequestContextProviders": [
"arn:aws:iam: :aws:contextProvider/IdentityCenter"

I
"Null": {
"sts:RequestContextProviders": "false"

d. SER T 5IFF T2 M AT A ERBUR |, LAERRERIIRS ID -

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowDevOpsAgentSSOAccess",
"Effect": "Allow",
"Action": [
"sso:ListInstances",
"sso:DescribeInstance"
1,
"Resource": "*"
},
{

"Sid": "AllowDevOpsAgentIDCUserAccess",

"Effect": "Allow",

"Action": "identitystore:DescribeUser",

"Resource": [
"arn:aws:identitystore::<account-id>:identitystore/*",
"arn:aws:identitystore:::user/*"

WE TEBR
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]

B IEL 1AM Identity Center ( Z15EF )

EARAESREEIN REERXZTRE , WA EREBRFIEER IAM Identity Center AR,
BN GA, EFENEEA a1devops.read write, ZNREH IAM Identity Center ERER B SLATHY
Zi[E (awsaidevops:read_write) , B AP ENELR I FEHTIELR IAM Identity Center,

WA E RN IAM Identity Center FERE X 5 E

#1TT 5 AWS CLI &85 R#2Z |IAM Identity Center B2 M EE, S EEARERTH IAM
Identity Center &K EIEAREN ARN,

aws sso-admin list-application-access-scopes \
--application-arn arn:aws:sso::<account-id>:application/<instance-id>/<application-
id>

WHESE RERNEIE aidevops::read_write :

{
"Scopes": [
{
"Scope": "aidevops:read_write"
}
]
}

MREHEF TR awsaidevops:read_write , RIEBH, BHREBTISBRHETERH.
WA EFTELR IAM Identity Center

AWS Z & IAM Identity Center BRARERNEFNEERLZEZEN ., BXAEPEERL EIER

1. £ AWS DevOps RERERE#H A FENREEXNZE , ARBEFNRIER.
2. iZ1Z IAM Identity Center 4 RESZ K P BTEAR
3. R ENELR,

EHTELR 1AM Identity Center ( Z1EA ) 107
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4. BEFEERLABIRERE |AM |dentity Center, FRIEE LAIEFEYEEZE I HHY IAM Identity Center FEF
=R

5. 7£ IAM Identity Center EIR AP EFERAENMBHEEFR B REHTEARES,

/A Important

hENER S BBERER IAM Identity Center {5 & ik /5 A8 BAEAY {85! 68 A & B0 R A1 BX fm B SE 5 8%
EXNERR K ERAERFEEBREA

B =
TR 5B

1. iR [E] DevOps Agent £ 4& , AR Agent Space Access RE|ZH LR A HIRFF TR,
2. AIE EEF Web EARER , UEFEH EREH ANERE,
3. NREMER IDC , BEFEAEFEIUREBNFEEE FRE5R.

5¢ i DR
B R IR

- F#F AIOpsAssistantPolicy E#PBRAIDevOpsAgentAccessPolicyWEEZERAE,

- BRENARBKESBBRAIDevOpsOperatorAppAccessPolicyEEEEE FAG,

- BEEETFEEBRERRBEE sts:TagSession,

- BRECHKPIETRSBMEME (<account-id>, <region>, <agentspace-id>) MK AEKRE.

REWRFEREF
- BEAXERFHNERZAGHLEABIUEN. EABEKRFEER|RIER 1.

IDC B 9 Ea s kB

- B3 IDC EEBUREMREE sts:AssumeRole/sts:TagSession BRI
TrustedIdentityPropagationfRiR=,

g 108



AWS DevOps REEZX EREES

« £/ sso:ListInstances. sso:DescribeInstancefl #EEEAHIIK
Kidentitystore:DescribeUser2&il,

BRRROBEIRE L&
- EGABRITZR , BEFHRELHABHBNEFTYRELCHE, ERHRN GA R5|ANEHRER
EREBEMERNTR. RELFRENAEARNAEERTIZZE,

AWS EKS FHGEE

BRI AT N B M BB EHTHFEKubectl®m® , B AWS DevOps REERFZE Amazon EKS #
EFWEE, B LUSTEEHEN EKS BEEEIHRNRERRNE™,

EiRg , REEXTUUBBZHEETNREDE  #HiRER, HE Pod B3, BMEEEEMH. BE
EHEERES, REEXNELEY. BXBMBREEFHEMNER,

FeRIRH

EEE EKS FHlZ 8 , FBfEE EKS BEEMN B 7 BFEE N TS EKS APl, BRI LATE Amazon EKS F#2
ENERRSIERLRELEE, WREXTETE EKSAP|, FEREZ BB THER,

IE

HREEAHBYFIEENSERE  BLESBREER Amazon EKS FEETM. EALTE Agent
Space ( 552 the section called ‘3 REEXNZHE") WIIEE > Bk > TERR > ME T HRIEH
IAM B ARN,

1. BIEERRSIER. MRS, RIBENCHET EKSAPI, B LIFiEEFEEE., Bl , FZ2NES
EKS API BY1&E=,

2. REMRLIERY , EYFH IAM FEUEE, BRENTEZHEIR IAM B ARN , AAEEHRH A
AEFEEUEER IAM X8, E—T Next (F—%).

3. iZH AWS Managed AmazonAlOpsAssistantPolicy FHUEE , AR EZNEFNSEENEE, (HE
MRSFLEREEXRATFIEEGRZME , FEEFTEN Kubernetes iR ZE[M), E— THIBHK
K, RBE-TT—%,

4. MBS EIRIACBEZLENFIUEEREMN IAM A6 | REBR—T "B, XEULNEIUE
Ho
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https://console.aws.amazon.com/eks
https://console.aws.amazon.com/eks
https://console.aws.amazon.com/eks
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FERTEKS FHRECERRTE A FEEZERTRARRYRBHTNAE , aERASHBEEH
BEENEE , Sl "HIHERGEEEPNAE Pody F TEREESETHRILSEHN, .

SEREDEAE

MEARKEEXBLEELNESE  FRIATIEECAREHRE A RPBERNER IAM A€ ARN , B
2i&E# AmazonAlOpsAssistantPolicy ZEUBUR

EIE Azure

Azure BE T E AWS DevOps RIBIEXFAE Azure REFMER , X% Azure DevOps EEZPE IR
ESHE R, FBEE Azure , REEX ATLUES Azure ER XA AT R M , AT LAE AWS F
Azure EREITHRARREE 5,

Azure BEZEMEE I INEE :

« Azure ER - TEREENXRRNAE Azure EIRER , GIINEEEMES. Azure Kubernetes Service
(AKS) B, EREMNMERTH. REEXEFEMA Azure Resource Graph EEHAEH B EHEH
BRo

« Azure DevOps - BRIERENFE Azure DevOps EFEMEEHTRE LK. REEXTUKER
IBEFEANBBHESHEIRE , SUFBERBENRARERER,

BENEHZE AWS (REEBHREM , AR TUEERFRASZBEE I EHE,
T 73 5%
AWS DevOps Agent X EMBEERZE Azure 5% -

- EEERE - HLHWUREAERNRRE , BULIEREFRE Azure FHAF HH AWS DevOps
Agent Entra EAEER, £ X AT , ERETAEEEREREE, WHFiZEEFHAERE
Microsoft Entra ID F#{TEE BRI EFFATHNIRFZE A,

- BRAEAGEM - —EEREENDZE  TREEAELEHS Sy  £ABSE 2 BEELACH
Entra BAER, & T2AH K EEETARBREARMESR, ELTELRARNARETESR
%, RERERBFHFATTARK , kA ERES

EMELESMREAERENIIRE. BUNER—E AWS tkF R EH - B MES o

SEEEHERR 110
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£ HIBR

- EEEEE : 8E Azure HAF — 18 AWS 1k F — 818 Azure A F —IR A e —1fE AWS tRF
AWS DevOps E M BB, FEMSHEENEAFETRERN AWS kFZM BB , B4 ASLBUHEMR
BHEEM.

- BRAEXGER . SEEMVE—EHAES - SERAERNEMBLAERATRNEARER (AFk
ID)., BEEERAMARN AP ID ZEfSEAR.

« Azure DevOps : RIATRNIEFH — Azure DevOps BAIRHEEHTE I LHEMNFE , ERFEHRE
XNBEEEMER. T , EETHNEBRRERR , RFEEXEEBXENRERRMAE (flW) o5&
#Rthe section called “E# GitHub”, Bitbucket FFEE M RBFENIFELEIB Azure DevOps BEEE
BEFEL

FiE

* the section called “iE#1Z Azure EJR”

« the section called “i#$% Azure DevOps”

B3 Azure EIR

Azure ERE S W ZE AWS DevOps REEXNESHATHEREZNAE Azure TP ER. RER
A Azure Resource Graph #{TERIRER , XI5 Azure IRIBEFFEUEE. BEENMERER,

WEESERBRMELER /£ AWS IRFEEREEM Azure , REIGIETE Azure STRIEBERIZRAEZTREL
)

FORIFAF

HE#E Azure BR 2B , SBHEELDE :

« 7FHL AWS DevOps K EREREZA
- TJFEVEHZFTBEM Azure tRF
. $HHEEEERESE BB Microsoft Entra ID REI{TE B EREZFATNRE

- BREAENGEMEE  EAREBS 50 BREFTAMN Entra BAEN , BURE AWS EHRF hRX
RELE S

EARA T


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-federation.html
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AEE Bt ubif REEAZHEABHREM, EEZXERR , H—THIg , AEBIEE
Azure, TR Azure Cloud i AR , A LI ERTHETM,

EREBE[RZFFM Azure EIR

EREERESEFEALUREAERNREREE AWS DevOps RERAZEEARER.
S 1 FAREM

1. BAAWS BETEAWEEZE AWS DevOps REBEREEA
2. BI{EThREIREEEE

3. 8F Azure EREE , ARE— T &M

4. EMEBEREFMS X

SR2. ENEEERE

1. BB KRR

2. B—TUAEHE - RREEEEHEMZE Microsoft Entra EXEEREHHE
. EAEEHTEEERENTNERAEIRIEFEA

4. REIW R F ¥ AWS DevOps Agent ERERNEE

SR 3 TRERERE

1. EEEEER K RAMERTCAAERERE , UREEN IS AREEAFNKE
2. EFEAERE Azure HAFHRE ZEA
3. REZR , RIS EENEME K INMRER AWS DevOps REREAEEE

SR BRAG

F2REUTEIR Azure B, BIKERES AWS DevOps KRN,
FEBEAENEMEMR Azure BIR
FERARKEMAEZEREECH Entra BARKEEBA E2BH,

FR 1 RpE

1. £ AWS DevOps RERER T AD , siEEREEER

E#E Azure BIR 112


#assigning-azure-roles

AWS DevOps KRR fEREEE
2. %2 Azure ElREE , RERE— T M
3. EEUEAENEMEAEE

$ER 2 BFBRELRMN Entra BEAER

BREIEAPERNETR, U

1. £ AWS IREHF R ABHBAED (£ IAM E8AF , 5iFRFRE - BHES 5 D)
2. 7£ Microsoft Entra ID 33 Entra BARR , AEABRENEARR
3. BEERAER LEREHS I BE

SR 3 REEMEFMAER

FRATHEEESFMRE :

« AF ID - Azure A F B

- HAFEB-HAFNETERE

- AP ID- B2 Entra EFARXWERAREZRX (AP ) ID

- R -BEEAERNEREBBF

$B4:EYIAMEE

ELEBEIRARREME , FEHEYL IAM A, ©AF AWS DevOps REEXBEZAERAL
A sts:GetWebIdentityToken,

$B5: BRAR®
EZBLUTER Azure A, BSEEZMKEREILY Entra EAER.,

S 6 STREEM

1. 7 AWS DevOps REBRER TE A FHERERE
2. H— TR AT R

FEik Azure B

AR RTERAERYE Azure STRNENEIE, EESRZNEARXEMT ZV LS RER.
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#assigning-azure-roles

AWS DevOps RER (&S
& Azure AQBYE S BEEEN B RTHE

Bl EFEUZ S (IAM)

B—T#H#E > HEAEEK

BEENGRAR  ARR-—TTF—F

BR—TiEHRKE , B#SEAREN (AWS DevOps Agent for Admin Consent Si#&E C /Y Entra FEF T2
NAREREXGEM)

EREARER  RARE-TRE + K

7. (BA) EEZERERERFE Azure Kubernetes Service (AKS) #£ | FT K T3 AKS ZEER
Eo

—

o &~ 0D

o

Z2ER  RETRSAERERENSEAC (UARBEMHHBIERTS AKS HE

5 ), Reader BETHMAZELRR , BREE R AMERE  IRFIBERRIA
REHTE, EREEEARBEFTNACEXNFEENREREIANEERE , WAlse
B Azure EREFIAR. AWS DevOps REERERNIASHTERRE, REEXTEE
., B SMER Azure BEiR.

AKS FHIRRE (ER )
5E® 1 : Azure Resource Manager (ARM) B & 7 EX
#& Azure Kubernetes IREEEFERAEACERIGERARER,

£ Azure AO#EH | BIEETE - BEGTE - FEUES] (IAM) - F8AEEIRK - #E Azure
Kubernetes [RIEEEFAE AR - BREEARER (AWS DevOps Agent for Admin Consent & B
o Entra ERAEXARERREXNEM)

EMETBETNA AKS £, FEREREEENEE , FUAEERFERERNEERERIETRK o
B8R 2 : Kubernetes API 7E}

RIZHREN 5 20 RREBEE—(ERE

#IE A : Kubernetes # Azure AR FEIZH] (RBAC) ( & )

1. MNBRKREA , BFEHEE LA Azure RBAC : Azure AO#8YE - AKS & - 58 FE > B HKE -
S0 BRAMTE - EE Azure RBAC

2. BIRHEERE® : Azure AOMY - 5TR - BEGTE - FEUESE (IAM) > Fi8FEER - EE
Azure Kubernetes Service RBAC EHES - IBRIGERER

B Azure BIR 114
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EMEFTBETIAE AKS £,

12IH B : Azure Active Directory (Azure AD) + Kubernetes RBAC

MRENBECEATERN Azure AD 50 BFERE | BETERA Azure RBAC , A LLEE, &
FESEHEEKubect1NRE.

1. B THERABFERMES devops-agent-reader.yaml :

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: devops-agent-reader
rules:
- apiGroups: [""]
resources: ["namespaces", "pods", "pods/log", "services", "events", "nodes"]
verbs: ["get", "list"]
- apiGroups: ["apps"]
resources: ["deployments", "replicasets", "statefulsets", "daemonsets"]
verbs: ["get", "list"]
- apiGroups: ["metrics.k8s.io"]
resources: ["pods", '"nodes"]
verbs: ["get", "list"]
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: devops-agent-reader-binding
subjects:
- kind: User
name: "<SERVICE_PRINCIPAL_OBJECT_ID>"
apiGroup: rbac.authorization.k8s.io
roleRef:
kind: ClusterRole
name: devops-agent-reader
apiGroup: rbac.authorization.k8s.io

1. <SERVICE_PRINCIPAL_OBJECT_ID> AR EBYH ID B . BEEZHK T : Azure Portal -
Entra ID - ¥ EAREN - ESEAEXBR (AWS DevOps Agent for Admin Consent S & B 2
Entra EARXAREARENGEM) .

2. EREEEEE

E#E Azure BIR 115
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ERAEER

az aks get-credentials --resource-group <rg> --name <cluster-name>

kubectl apply -f devops-agent-reader.yaml

AE EXEFRTEIREFNEE (T8 Azure AD), BERBEHEE LRA Azure AD B

&, SAERALIhEE.

RIEERBTAE (ER)

EEmREFRIRS , B LR BT Azure A6 |, SIEERRERREME AWS DevOps REFEXFEA
W, MIFRZNENEAE

"Name": "AWS DevOps Agent - Azure Reader",

"Description": "Least-privilege read-only access for AWS DevOps Agent incident

investigations.",
"Actions": [

]I

"NotActions":

"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft.
"Microsoft.
.ManagedIdentity/*/read",
.Monitor/*/read",
.Network/*/read",
.OperationalInsights/*/read",
"Microsoft.
"Microsoft.
"Microsoft.

"Microsoft
"Microsoft
"Microsoft
"Microsoft

"Microsoft
"Microsoft
"Microsoft

.AlertsManagement/*/read",
.Compute/*/read",
.ContainerRegistry/*/read",
.ContainerService/*/read",
.ContainerService/managedClusters/commandResults/read",
.DocumentDB/*/read",

Insights/*/read",
KeyVault/vaults/read",

ResourceGraph/resources/read",
ResourceHealth/*/read",
Resources/*/read",

.Sql/*/read",
.Storage/*/read",
.Web/*/read"

L1,

"DataActions": [],

"NotDataActions": [],

"AssignableScopes": [
"/subscriptions/{your-subscription-id}"
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R RRERA S E R M

EWRFBREM Azure 2 & | RIS ERTBSEH REEAZHEIMERH

RHEERER Azure STRIMNETEI ID
& — T #i8 LA ST A B Es

1. 7 AWS DevOps RERRXEZAF , ERNENAKERERXNZE
2. IIEEEREIER

. ERERFRERYP , B—THE

4. ZEH Azure

5.

6.

LS EITHRARNRBRA MR TN, RRBRRESH Azure REH T AL,
EIE Azure ERELR

- WMRERTE - EYREREIERY , RERFRERSFIHAERN Azure FTE,
- BERATR - B EFEGFIHRETRASZEHNER , FERERFEEFEFRIGIE , RRE-T8
BR. EFEEIRFBREM,

- BEREM - EEXT LB Azure ZinEM , B TERMAEEELMREM. XALEBRMAE
Agent Space EE#,

JE1% Azure DevOps

Azure DevOps B & A AWS DevOps Agent 7HY Azure DevOps B H R EENEBEHTELR
#, REERXIURENREENMBBERESHETRE , SHBEINBENRERRE,

JEZ : Azure DevOps BB W LA 2R B Azure Repos., GitHub = Bitbucket I RAE
NG, ERFRIRMHEAM , Azure DevOps B MU LI ENEBHTEL LK. T8 ,
EECHAECHEAFHNERNRRERD K REEXREBIENES D BIELR , Hl0 the
section called “i### GitHub”, Bitoucket PV RBERBELEB L E S EEFEL

HESEEWELSER | £ AWS IRFE#REEMM Azure DevOps , ARG EEREEFIZERAEZHE
M EAB#.

TORIRAF

iE#E Azure DevOps Z 8l , BEELREES -
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- FHL AWS DevOps REREREZA

- ELE-—RBERTERMFEMNEERE L LM Azure DevOps 8 #8

- BEERAEFIEE Azure DevOps #BBHIEF AT

- $HEEEERESE - BB Microsoft Entra ID FEI{TEESREZEFFAINIRS

- BRERAENEMAEZE : EAREBMS S 2 BRESF A/ Entra BAEN |, BURE AWS BAVIRFE R
RELSSBE

AR BEULR RERXTZEARRER. ESEEEEER , R—THE , ARER
Azure DevOps, H1ER Azure DevOps & R5EM , T A 2L 5 BETREEM.

B EE & [ EFFE M Azure DevOps
ERSREFEACEAUAEAERNRERE AWS DevOps REERNZEERARER.,
SR 1. BmEE

1. BAAWS EEBXHAWEEZE AWS DevOps REBER XA
2. FIETRERMERE

3. #F Azure DevOps EE , RE L — T M

4. HIRIE R ABH Azure DevOps #8218

FR2: REEERE

1. B—TL#EE - RIRSSEBEFHERZE Microsoft Entra EEERIEZEEHMH
2. FREEHITEBERERTNERAETRIREEA
3. MBI IR F ¥ AWS DevOps Agent ERERNMEZ

SR 3 TRERERE

1. EEEEER K RMERTECAAERERE  URBENS S AREEAFNKE
2. FFABRMER Azure HAFMIIRFZEA
3. R ®k , RRSREEME R E K IIMER AWS DevOps REREXNEEZA

% BB 4 : 7£ Azure DevOps 1% F 17U
BS B T HMWIE Azure DevOps AEFFEUE. EFHEBFEAERES AWS DevOps REE,
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%38 fE AR FEMEE M Azure DevOps

FERREXFMRE Azure EIRH Azure DevOps 2B H A, MREETEK Azure ERHEARERG
i, aTLABkEI4E Azure DevOps 1% FFEUE,

S 1 & ADO FERREXEM

1. £ AWS DevOps RERERE#ZAD , s EREEER
2. 8F Azure ElREER , ARE—T M

3. BEVERARER MG E

$ER 2 B FBRELRMN Entra BEAER
EBEFEAPERNET, XU

1. E AWS tREFRAAEEBAEE D (£ IAM E2AT | siERERE - BEHBA 5 D)
2. 7 Microsoft Entra ID H3 3 Entra EARER , EAREBNEARER
3. EEARER LREHME T BH

HER 3 RUEMFAER

ERT5EEEREMKRE

- #AF ID - Azure A F & B

- HAFER -HAFNETRER

- FiIF4 ID-Entra EFAEXMWEARX (AF& ) ID
- HR-BEBZAERNBRELRF

R4 EYIAMAE

EREBTRARREME  EEHEN IAM AR, © A AWS DevOps REERNEEEAERY
WA sts:GetWebIdentityToken,

SER 5 STREEM

1. £ AWS DevOps REBRER T2 & hiESIERE
2. B— TR LR
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% B8 6 : 7€ Azure DevOps 1% F 17U

AEZ2E T HWIE Azure DevOps IR FEFEE. EFHEEREN K BSATEAESMER_AELN
Entra FERATE,

£ Azure DevOps F# F17EUE

gME  SEAREXFEEUERF Azure DevOps 8%, EEEREMERREN MG EM IS BRHE
G
1. £ Azure DevOps H |, BIFMEMBELE > FEHAE > FEFERE

. B EEMARER (AWS DevOps Agent for Admin Consent & EH K Entra ERAREXARERARERG
i )

B RRERER

CEFEESRT  EREFEERAEERNER
. £ Azure DevOps FHE T , IBENE REBEEER

R THEUER

N

o O b~ W

ZE£FEXR  EEK Project Readers &4, MEENAUMAZERRE , BREEXRHEA
MEEIRIE , WRHIRBREREIAREBNEE, BREEE AR BIEFTHEEEZXIEEM
BTROIEANBERER , W I5E B Azure DevOps BEREEI AR

S ERETRASZEEE A

TEWR P EMREEM Azure DevOps 2 & , B EBERELN RIEEN = [E BB

1. 7 AWS DevOps RERXE#HAH , ERENREREXZTH
HI{ENBER B R

EEEERD , H—T#HHE

eI AR At & B E EEL Azure DevOps
RUAZERNTHNBFEFENER

& — T #T8 SA5T B B B

2L

B2 Azure DevOps E#F

- BEERNER - EURRCIERY , EEERRSSLAAAERE Azure DevOps X,
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AWS DevOps RER A% ER
- BREX-FETHERATRASZENER , FEEEERPTENER , ARE-TBE.

- BEREEM - EETLBER Azure DevOps 5t , FBRIETHRER M E EEMAMEREM, XELBRA
A Agent Space EaBt,

E#RZE CIICD &

CI/ICD EEE SR AWS DevOps RERAEZNE Y EREHEEEA RS ERRESHEIRA
Bf, FEEEEEN CI/CD g/ , RERXATLUERIERBE4IU A HE AWS EIFE A , LB
A B4R R EEREARR,

AWS DevOps Agent ZEB ML BREF X ZEHM CI/CD FAES :

1. \RFEREEM - /£ AWS IR F B iREEMERY CI/ICD g/ —IX
2. ERAEZHER - RBENEBER B EERIRFEERZEERAEER

WHEIREBEZETRASZEELA CI/CD RIEEHZM , EREESECTEERBLERNIBME
#llo

S H#EM CI/ICD HIERS

AWS DevOps Agent X#&E T % CI/CD ¥£5&

- GitHub - £/ AWS DevOps Agent GitHub FEARE X # GitHub.com E#EfFE. GitHub

» GitLab - #& GitLab.com,2 & GitLab 1T {ER N AJ 2B FEAK B KFTE GitLab B EEER,
8

« the section called “&3% GitHub”
« the section called “&3% GitLab”

E# GitHub

GitHub &1 &E AWS DevOps REREXNEEHREHEERERNBREELZKTBEH, LHLES
BREMELSE : GitHub WIRFBREEM , EEKBEREEEFEEMEAIA Agent Spaces,

AWS DevOps Agent [@ 88 GitHub.com (SaaS) # GitHub Enterprise Server ( BEFEE ) #1T7{E
%,

= CICD B8 oY


http://GitHub.com
http://gitlab.com

AWS DevOps REEZX EREES

FORIFAF

H# GitHub 281 , FfEERE -

« 77HL AWS DevOps REEREEBEXIEA
- BEEEEEHTN GitHub FEAHERS RAE
- EENIRFSREBPRE GitHub ERERIRE

¥ GitHub Enterprise Server , BHEE :

- & HTTPS ZEIHY GitHub Enterprise Server #11T{E 58 (3.x MR EH AR A )
« GitHub Enterprise Server #{T{E8# HTTPS URL ( %% https://github.example.com)
- (B ) LEEEF , MEEH GitHub Enterprise Server #1T{E 8 &% /B 1EEY

ZEfi GitHub ( /REE#K )

GitHub B7% AWS tRF Bk , Y HERKIRFTNABEERASZEZBHA. 8@ AWS IRFRHE
E5E—IX GitHub,

TR EEEEEHER

1. B AAWS EEXI A

2. BEF AWS DevOps RERAEXEA
3. BIEIEEREIRE

4. EEERRF , E—T#HHE

5. € H ARMEFEPEN GitHub

R GitHub AR , RS R RELEM,
SR 2 BREEREH

£ TS GitHub tRE/4RE SEL | BREGREUFEHEREB S 9 ELR

- ERE - ERERERBNREENEA GitHub 1RS
 #B# - HAM GitHub tRF , HFZEASAUL—RESEERETIHE
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MRIBEELRE GitHub Enterprise Server #1T{E# , FFAE A GitHub Enterprise Server % Bl
W, AR AZITERK HTTPS URL ( lf0 https://github.example.com),

mREK GitHub Enterprise Server #{T{EBEE LN FRTFE , B LLERERELTER , LAFF AWS
DevOps RERXZ£ it BREEWHITER. MFEFMEN , 52 Bthe section called “EREFLE

AEETE

(® Note
A2 URL R EE /api/vIREMEREE - BEBHAER URL.

B 3 : BRE GitHub FEARER

BE—TRIXUFRKERAEARERF. RESRERBERTERE GitHub.com = GitHub
Enterprise Server &R E,

A GitHub.com

1. B EFHEME GitHub 2L R % AWS DevOps Agent GitHub FEFTER.
2. EMELEEARENMN RFEMAER
3. EAREXLFF AWS DevOps RERARERNFBFERZRSH , S FEFBESH.

¥77 GitHub Enterprise Server

GitHub Enterprise Server £/ GitHub ERBRXEABTERE , BB ELNHTER LREHN
GitHub FEFE . 1EEE GitHub Enterprise Server # TN REEZEFHE D,

1. BB EFHMER@ZE GitHub Enterprise Server #{T{ERER T# 3 GitHub EARER, B,

2. BREBEIEAENEREHELEA, BULUAEEEFERRE, K—TEII GitHub ERAER.

3. R EEFHEME AWS DevOps RERER , ZRNEERXERREAFERB UNESEAREN

EAEHR,
FR4 BRREFEETRRE

1. 88 E 3 GitHub BAEAN LR ERRERH,
2. EMEAMEAERXFINMER
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- EERRTE - RENIRFREBERRERTE

3. B—TREERHE,

4. RERKEEFHEDE AWS DevOps REREAXEZRE , EF GitHub EHEIRFERERA M.

HREFEERE AEEAZEH
RS EREEM GitHub 2% , BALUSRERFEEREERERASEM

1. £ AWS DevOps RERAETEZAHF , BERENRERXZRE
Bl ENAER B RE

KEEERSD , B—T#HiHE

A AR AL EFEFIER GitHub
ENENERASTZERBANRTETS

B — T # 8 LA ST RGE AR

o o M w DN

A RBENEBER , BTENREFESEEZI TR Agent Spaces,
7 & GitHub FEARER
AWS DevOps Agent GitHub FEFRE :

- BREEEHFHEZE - BT GitHub EARERN ZE MBS EHT
- BEWHBE4NEMRTESYH

- AFF AWS DevOps RERAEEXNHE EHIRFEHE BN

- BUILARERFIEIR GitHub FREMEBRZ 8

¥ GitHub Enterprise Server , GitHub ERAREA M IE B BTSN TERE EET, B LUE
BEE > EARER > EREN GitHub ERAEAREERAEANREFZEFZIVESSEMBRZE, £E
TEMBRERARENESR , BaERE > AR AERE > GitHub ERAER,

GitHub FEFEZNFT A EE T

EBLRE GitHub FERR R U EHALE , AWS DevOps REBRER At @FRHFTEH. BLEEE
B
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1. #8781 GitHub W EI B RERT AT ERTFHRVE A

2. BEIEMFMEEN , TR EEFROMIT,

3. BEEERURTFEMIIFT T,

BHREIEARXTIFTERE, —BREIFERROETT , KA GitHub B T —EREFEUER
AWS DevOps fRERXFERS BB ZEHAIFF .

@ Note

SRR ERM A , AWS DevOps RERASRBELLTHR TR AIRE, HERER
RZBI , AR RBERET AR,

EIE GitHub E4R

- ENMREEEN - FE8E GitHub ERAEX I ERNREEE , BT80N GitHub RF BB E
( 2% GitHub Enterprise Server B{TEBERE ) . BEZEREMN GitHub BAEX , UAREBK AWS
DevOps Agent FEFATENAEAE,

- WIRERNFHETE - £ AWS DevOps REEXEZEAF , EREHNREEXZEH , REBAEIIER
SIRE  EEEERPRAERNFEETE,

- BIR GitHub E#R - ZEHET GitHub BEEERA BZEMER , FEEEERPIEIER , REBIZ

— T8k, EEXTLMBRZE GitHub AR , % GitHub IRFRBBRERBRLTEE., HR

GitHub Enterprise Server , B GitHub FEAEXN R EE MBS EZEEZNHTEE L2 |, FitE

AEERSERERAREN , FERHT T HIMIEIRE

- MRREEARER - SIERE > EARX > TN GitHub BAER , R—TEAEX LHNEE ,
REMBRLEERARZER,

- MERERAER - s1ERE > AR AENRE > GitHub EAREN., BEEARERN, siEERZES
ER  REBBZEMBR GitHub FERARER, B4 : MIBR GitHub EARRXEXKAMN , 1B,
MREMERE , BAEAEER AWS DevOps REBREN T A HWFHEEH M GitHub Enterprise
Server , LB FHVEAER,

H#E GitLab

GitLab 24 A3 AWS DevOps REBRERA MK GitLab BEEEERIHE , MEEHEEHEENRRAE,
HESEBEMEDR : GitLab WIRFBREM , BEES S EERERZEE R Agent Spaces.
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ERAEER
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GitLab B AWS tkF Bk , WEREZIRFFHRAEERASZEEM, EHNEFRASZEEZT

LLEEMLSTERBANREERASZTM,

S BEETEEHEN

1. B A AWS BB A

2. BEZE AWS DevOps RERERFEAE

3. MFEHIREEER ( TRAREERFR)

4. TEETHW I AMERERP S GitLab , AERIE— T M

HER 2 : RE GitLab EiF

£ GitLab I EE L , RETIER :

HEER BZEUERLUEASEE S 9 ELR

- BA (FAER ) -EEFERAERBANREENMER GitLab FRERSE
o BB - £ GitLab # , BRI LAMEABBAREREE — RS EHEBEER
GitLab #{TEEER — BIBEEEEZM GitLab S/TEEFR -

- GitLab.com ( 5% ) - 2F GitLab fR%

- AIARFIN BEFE GitLab - MEMA GitLab BRFAEIRIMITIR , A URL RAL4E GitLab #1T

3
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B BEX R A AR FHE GitLab #{TERE.

FEHFFF - 44t GitLab A FIFH :

1. EEBNBERRSIFERF , EALEW GitLab tkF
2. EEENERERTE  RRENEFRFN
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« self_rotate - MIBERFEE, AWS DevOps REREN B i A EBULIIEE , EREEXENL
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4. BFHBHREARBABHEERS 365 X
5. BRELENTR

6. IX[E AWS DevOps REBREXFiEAH

7. BFFEE "TERF/AL RS

SR 3 SEREEM
(1BA) B8 -4 AWS EBFHIEE GitLab SEMASHBEBER,

BT T —SUBRENERE , ARR-TRXIXUZEMK GitLab iEfEF. RiESRIFENEFIERIL
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RERERE REEAZRE
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1. 7 AWS DevOps REREXE#EAH , BIRENRKEENZH

2. AIEThEEREIER

3. EEEERYT , B—THHE

4. #e v AR At EFE HIRE GitLab

5 ENEZNERASZEHERN GitLab BEE
6. B—TRF

AWS DevOps RIEBFERNFERELERM GitLab Pipelines ZE , LBHRRABE,
B2 GitLab EiF

- ENERER - IRENEFRENBRIFZEEN , KA LERFBRIEH GitLab &t , &
AWS DevOps RERXEEZEEFENE.,
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- BELERNER - £ AWS DevOps REEXEEAS , BRENREENZE , RARAEEERSI
BR A EEEERTRBERNESR

+ BBR GitLab E#% - HEEH GitLab EREFRASZENER , FEEEERTERER , AR
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BRERFEAME (MCP) AR:FEBRERBNMBAHRYUMTE, BIIERRENRFERNRENE

FFEE |, RIEE AWS DevOps REERERWHRAEINRE, KNIEMRAWMAE MCP [REERE AWS
DevOps Agent,
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o AR HTTP E8BEANE - EXEEET SR HTTP EEEAHEN MCP AR:S.

- BORJIXE - L MCP AIRBLEXETIHET—ESHBRIESE  OAuth 2.0 (AFREAE
£k 3LO), APl £B/UERMAERN T 5 HRE , =X AWS Signature 5 4 KX (SigV4).

LZEEE
# MCP IR EIE/E AWS DevOps RERXE , FEE TR LEE :

- TEARVHBEE - HLEZRAAHIH Agent Space FTEMNHETLE , MA 2% MCP AR ABEFTE
TE, B2REERAEZEAEEE MCP T | Tﬁ’iﬁﬂﬂjuﬁﬁﬂgﬂﬁkﬁﬁﬁﬂﬁutHI§<o

i:

TE , A MCP TENTERELRA 64,
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- BTREARRE - B5T MCP AIARER AR T RETEANENE/NRAR . NEFHMEER , F2REES
EARE : AWS DevOps RERERZ £,

- HWEBITEMEFR -EAFEHKEEMCP I8 , YRRS I RIJBERIATHEFE.
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® Note
WRIEH MCP ARSI RILB M L | 5828 the section called “EHREEZFEFEXETE”

atflt MCP fAfR=: ( WRFE#R )

MCP fafR3s & AWS tRFBREM , Y EXIRFPNMEERAEZE 2EHA. BRERAEZ
BEE ALl EE MCP ke EZMMMENIFELER,

HER 1 MCP fAMRzRFMEN

1. B A AWS EEE#A
2. BEZE AWS DevOps REEREEA
3. BifERE LR ERE ( IRANEEEFE )
4. EAAHERMERPSK MCP AR , AERR—TEM
5. % MCP fAfR=reF{IEAERE L , WA THER
- B - WA MCP AR HERMEE B
- imE URL - 81 A MCP fAllRZzim BRI ST HTTPS URL
- HR (EA) - #EHER BRI R BRERH B B

- BABERFIHEM - MREEE R AWS DevOps RIEFER B B[] MCP Rl BRESH 52 #2 [ fR 5
M, FEEEULZEUT B

- FRAAEERERTIRE - NREFHE AWS DevOps RIEBERXFAT @ MCP AR HFER ,
RIERULEZET . BAULUERRAENAEERREITNAEER, MREFER OAuth 2958
%, AEEREEAFERE MCP ARSFHENFRARRIGEY . BERLEERCHRETMibyt |, 7
BRERHEINEIRE., MEFHENR , F2Bthe section called “ERZEFBFTEETE",
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(® Note
MCP falBr25im % URL 28 REEIRS FEY AWS CloudTrail HEEH.
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SR2 RERE
ZE MCP ARSI & D BE S E

OAuth AAFImE A E R - tNREH MCP RREIFEH OAuth AFHZE AERIRIE !

1. iZH OAuth AFIHmBE A& H

2. B—TT—%

OAuth 3LO ( =5|%% OAuth) — Z1R&RK MCP fAR25 £/ OAuth 3LO 1T H 2B
1. iZHL OAuth 3LO

2. B—TT—%

APl €18 — INREK MCP ERSZFERA API £ 5 2 5FE

1. iZEAPI £18

2. B—TTF—%

AWS SigV4 — t1R&H MCP fRIBRE: A AWS Signature 58 4 IR & 7 55 :

1. JBHX AWS SigV4

2. —TFTTF—%

SEB3: REHERE
RIBENN S BB HEREEMRESHY
¥ OAuth HFIRBEAER :

—

. AFi% ID -8 A OAuth HEIwMAF I ID

. A% — 8 A OAuth A FiRH H B iR

. Exchange URL — & A OAuth R X #ixE URL
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. ¥TIBEE - #8525 BRFEHN OAuth EE

B-TT—%

o 0 B~ 0N

EEfft MCP fafRER ( IRFE#R ) 130



AWS DevOps REEZX EREES

¥ OAuth 3LO :

1. AE% ID - 8 A OAuth AAFIwI A F iR ID

2. AFmMWE - MREH OAuth AFIHREE , A OAuth A Fini A FintZE
3. Exchange URL — 8l A OAuth Rt R #ii% 2 URL

4. 12 URL - B A OAuth iR E URL

5. BRAMBHE X E - MREM OAuth AF R ERERHRE , FREUZE A
6. ¥TIEEE - 1 F 7 BEM OAuth FE

7. %—TTF—%

&H¥ API 248 -
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2. MAKERRPIE API £BNEEZRB
3. MAIRH AP £8R1E

4. B—TT—%

For AWS SigV4 :

AWS SigV4 5 5 B3 A AWS DevOps RIBREMRZEF A AWS Signature 58 4 lRETEREE
B MCP falfR25. EHMEFEE M Amazon API Gateway 9 MCP fal RS s E b X & Sigv4 &0 EBEN
AWS lREBREH,

AE £ Sigv4 5 RFEN MCP ARSI EFEER. BH MCP [ R85 im 24
AU NFHFR. IEEAHMESRIFF E2AEMERE LN MCP RS , FF2H the
section called “BEEERXELE",

1. RE IAM B - BETIHP—EEHR :

- FRREA® - RTHNNBEETZRRREN IAM A€, AEXEEFEEHRE , AFFAWS
DevOps Agent [RIEERBEZAR (FSEEL Sigv4 S REFEHN IAM HE),

- FRHEUMAEC - BREEEAPETHstep-by-steplE R~ , FAERNETBERELRTN IAM &
1=

2. AWS [E1F - 8 A SigV4 228 AWS W[EH ( i us-east-1). BEEMHA Sigvda ZEEFHHEE ,
A %,

3. REEWE - WA Sigv4 E AWS WEIREEE ( Hl0 , execute-apiAPI Gateway)s
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5 B— T T~—&
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1. BEFFA MCP /RSB EFEE T

2. B—TRXLTAEM

3. AWS DevOps VRN A$ 8RR ERIGHY MCP fa) BR 25 AVEAR
4. IhERFE R | &M MCP AR E IR Bk

EERAEZEFPERE MCP TE
EIRFBREM MCP fIfREE 2% , B LR EZMARIFH ML T E A #45E Agent Spaces £ :

1. 7 AWS DevOps RERXE#HAH , ERENRERXZH
2. IETIEEREIER
3. 7 MCP fAfRzRERH , &R— T8
4. BERAZERZLERASEZENSFM MCP AR5
5. 8% Agent Space FER {1t MCP faliRESEA ML TE .
- RFFFTEIER - ZE MCP ARSB+FHAMEIESHTH
- BERBETIE - RLEEZANEENIEA
6. B— T #1 , #§ MCP AfRBEREENERAEZRE

AWS DevOps REREXARETUEHARBEXZENRAERE , 1€ MCP AREZFRAAFBEETLIER,
EI1E MCP Al fRESELR

EMEORBRE - NRENSGIREBEFEEN , LEFTEENEM MCP [AR:FE. EEE AWS
DevOps Agent T AFMINEERMHEERT , SKEN MCP [R:SE , BREMEATRBEB , REIR
—THUHEM, #F  FRAMNS 2 BRESAEHEMEN MCP ARE , RAREFNBURERASZR
[ AV R 1] A R R
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EERAEBZEPERE MCP ITE 132



AWS DevOps REEZX EREES

BER MCP fAlBRFERR - HEH B MCP AR ETRABZHAVER , FB1E MCP fARRERPERN
MRS A RRER-TBR, 8ETEMER MCP [RR[EM A FLERHEEMEETRASZEHFTBER , R
% MIBRIR F B AR LM

5 Sigv4 B0 BFEEN IAM AR

£ AWS SigvV4 B0 ERFERF , AWS DevOps REEXNSHELNIIREFEMET IAM AR |, UL
#HEBH MCP ARENER. LAGKEEREEBEK , LFF AWS DevOps Agent R =58
(aidevops.amazonaws.com) SUREREBAREBEREIZAE,

EEBE

FERATIEEHREEL IAM B8, i BYRREGIONAZEK AWS [E1E ( Hl#0 us-east-1) , Hi§ B
fRACCOUNT_IDAHZK AWS IRFE ID,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
3,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "ACCOUNT_ID"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:REGION:ACCOUNT_ID:service/*"

EEBRES THRG , B LLEEREABE

« aws:SourceAccount - A BRBERRHAREE AWS IREHFER,
« aws:SourceArn - A BRERREHE AR B EIIRFEHIRE AWS DevOps Agent FRIEERVFER,
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ATATBUR

BEFATBREEZR TUA MCP fRSEMEBEREFINA®, i, MREN MCP RRBFFAER
Amazon AP| Gateway &7 , ZAEEEE API Gateway ERfexecute-api:InvokeFFm,

% [RiH %% F (Sigv4a)

WRIEH MCP fRIBREZIMBES @ AWS B , BT LUER Sigvda (BB 4a) #ITZEEHEE.
HERMALLIIEE , FBHERE Sigv4 RER , WA ~S AWS Efl. Sigvda ERAEHBEHEE , NHFE
—BENFEREZEARIAFR.

FHREERE

« Z%£ in AWS DevOps RERER
HE RBEEXZEHE

- BREARE

HEZE AWS IRF

IRE AWS tRF AT AWS DevOps KEREAAEHEBPZE AWS IRFHER. ELXNEAEAEY
ZERFE  MEAERFAIRRERASESHACHETEEMAHEEER. HRREAERN
RENERNESFNARRESNATERM,

FORIRH

FIERE AWS IRF 28l , FFHEELE

. FERREERFHH AWS DevOps REERFiEA
-« RE AWS i(RFHNEEFEE
s ERERFHEIAEHN IAM FFH

*IEIRE AWS 1R

BT THLER S, BT LUEA the section called “AWS DevOps Agent CLI APFIER” AR R ERET
FRIERERE,

AREE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

AWS DevOps REFZ

ERAEER

SR 1 BMEBRERFERE

1. BAAWS EEFEAWEEZE AWS DevOps RERERFEA
2. ERENERAEZE

3. AIEIREREIER

4. EERERYP , BRRERFEFEER

5. B—T#18

TR EEACGER

1. EAZHNAGHERULT  BASKEXERFIREYNAGER
2. FRRTUHER - EXRERFHFEVYACEK K SEKBRERT
3. ARFEAPRUNEERK , YHFAFETFE=EH

SER3 ERERFAFRIAG

1. RN BERREIER , XBARE AWS IRFHH 1AM 4
2. BEEE IAM>AE>EVAS

3. MBI EEERE

4. BE LIRS 2 BEWEFEBER

5 #—TTF—%

FSER 4 EIEAWS SEBEE

1. EHFTBERER T |, #5 AlDevOpsAgentAccessPolicy
2. ZHL AlDevOpsAgentAccessPolicy 3 & BUR 5= R EUS
3. —-—TTF—%

SRs. mBAYEIAG®

1. EASEBRALT K WALESR 2 PRUNHEEAGER
2. (ER) MEHRUGEEBAEHNEN
3. REGEBRRMELEAFFA

HIRE AWS RS
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4. E-TERUAE

SR 6 EREAERER

CEIAM E2A8H | ERIERNERNRZINAR

BRI RSIER

BR—THEHF > BIRSRBE

{0 E| JSON R5|ZEH

BREEESR 2 PRTFHBE

HEBURBEE] IAM 32 A#Y JSON #REERs

B—TT—-%

RERNBRBERHWERE (Hl10 "DevOpsAgentinlinePolicy s )
B—TEBRIBXE

—

© © N o g M b

SER 7 STAGERE

1. BREIEERF HH AWS DevOps RERERX FiE A
2. B—TT—HUEBRRERFHERE
3. BRERMEETRAERF

TRV ERNBER
AWS DevOps Agent EE=IBR Y , TEEFBRERFHFNER :
- EEBE - AFTERSHE AWS DevOps REERBEREREFN AR, EEEIIES ZHH

EEER.

« AlDevOpsAgentAccessPolicy (AWS ZE X ) - £ AWS DevOps K EREXNAERERFFEIR
PR OMEERT . LR #E , AWS XEFIBHThRERFE#T,

. RERBEEK - BIRH Agent Space fAREIRBEENNFT, UBXRSEBEBENERAEZTEREELE ,
WAsE B EREB A RNINEEMNETF I,

EXEWRFF , AWS DevOps REREX IAM ACLERARETEAERFFEINEAE,

TR B BR 136
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EERERF

- WEZIRE - E£THERSIBES , RERFRFEERDSIHFIEEZNRERFE R EEHZAARRE,

- FHIAM AR - IREEEEREHT , FEMEZIXRERFHARHNAREE, EBFEUAE
Mo

- BRAEIIRE - EERENEEZXERE  BEXERFRTETRIRZKRE , REE—TBKR, EF
MR ERFEHH IAM A6,

1 125E B KR
AWS DevOps Agent £ =B EH &R HRNH X,

RENEMmMES
B#&I , AWS DevOps Agent XEEEBREL mME SH Dynatrace £AE , IA THIIEE .

- B RBET - AWS DevOps RIBFEN 21EIB a AWS DevOps KEBRERFEEHR Dynatrace MCP fd
fRES , LA A ARV E R M E ARG EEH DevOps REERZEHE,

- BELFAEME - ATLAFRE Dynatrace THEREREEE R E Dynatrace BENBHHARE,

- EBABERME - AWS DevOps RERER AT LLEIR AWS DevOps KEEXFEE M Dynatrace MCP fd
fRESFAERER , AT LA B & ME Dynatrace &l

- MREEEFH - AWS DevOps RERA LS SRFBAELR. BEAERIMANELENBHEITERMGE
Dynatrace fEF & H .

ERTHENES K F2H

- the section called “¥#% Dynatrace”

NENERES

B &I, AWS DevOps Agent X AWS CloudWatch, Amazon S3, Datadog. Grafana. New Relic
M Splunk FRERBEARNEDES,

ZEREEY RERNZEQEZSNBEAERE , ZFIESS AP SIRNERSEERESHERFI
AWS DevOps RERAASEAELEAERETENRRRE , FTEEHENHERETEAR
HY,

EERBIEF o
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AWS CloudWatch REMEOESFTEEZLHENRE , YA THIER :

« IEERBE - AWS DevOps REREXGEBERENETENRE AWS ERIRF , FATHNE
RABARREREN DevOps REEXZEEHAE.

- BAIBEME - AWS DevOps REZXTLUEBEENARE AWS EiniR FHALHBEEN IAM &
& (IAM) BEBER , T EBE AWS CloudWatch &3,

Amazon S3 REMNERESTMATIIEE -
- EAIBERME - AWS DevOps RERERX J LR ERBERFH Amazon S3 HEEIFREBIYH., Y
RERREEE S3 FH A, HEERMEMKMIIEEER.

EZEFH Amazon S3 BS |, 7848 s3:GetObjectH s3:ListBucketFF A #7i8E DevOps REEN
0IAM A, ERREERRR A SELFTHEREAREENTEFINSGSE S3 FFFE. o
EIRE IAM R EFMAEFA |, 3528 the section called “DevOps Agent IAM §F 17,

Datadog. Grafana, New Relic # Splunk REWERBRSEERELRATHIER :

- BELFEME - Datadog. Grafana, New Relic 1 Splunk B4 AJE%E AiEIR AWS DevOps K E
23 Webhook 5% AWS DevOps REBREREHMHRFAE,

- BRABEME - AWS DevOps RERN A LI E B S EHERMER MCP ARESAERHER , B
E M Datadog. Grafana, New Relic 1 Splunk &3,

EETHREQRS  F2EUTAR

« the section called “i#$% DataDog”

« the section called “i#1# Grafana”

« the section called “EZ A"

« the section called “5E3## Splunk”

Bring-your-own3& 8l 3R

HMERE AERIZRIR |, 23% Prometheus 158 , BRI LIRIA AWS DevOps KERZ ¥ Webhook
MCP falfRzzZEE M X IE,

= E 7 #bring-your-ownE4& | B2EAUTAR

Bring-your-owns& ;I &R 138



AWS DevOps AEi25 RS
« the section called “i%i8 Webhook I f§ DevOps KERER"
« the section called “i#$# MCP falfk=8"

&£ Dynatrace

NENEmMES

B#l , AWS DevOps Agent X EEFAREE@MESH Dynatrace £AE , IMATHIER :

- BB RMET - AWS DevOps RIBFER A51EIB Dynatrace IRE A 7] F 19 B 88 MBI R R LR MY
DevOps REREX ZEHE,

- BEMLFAEME - ATLAEE Dynatrace TERER R R B Dynatrace BB B4R RAE,

- EBABEERE - AWS DevOps RIEBFE AT LUEB AWS DevOps RIEBFEXFEE M Dynatrace MCP {7
RESFAERER , ATLLEBEWE Dynatrace &8,

- ARAEEH - AWS DevOps RERAEHSRATHER. REARRIMNEENERTERGE
Dynatrace fEF &/ H,

SRR

B2 Dynatrace & AWS Y DevOps KB R F E Dynatrace SaaS., EEHBURMAETE Dynatrace
SaaS RIFEH AT AR Dynatrace ¥ 2 haE ( TR, AppEngine EARE , B35 SRE Agents FEFA
2XF OAuth AF% ) -

% & Dynatrace Managed ( AZBEFE ) , M H Dynatrace F BB EL T ANEEF A
Managed, MRE#HITH R Dynatrace Managed , BIAZASEFH#KZE Dynatrace SaaS , F sen HELR
Z AWS DevOps RERER, 2B Dynatrace Managed F#k %] SaaS,

a7
AR
INASER Dynatrace AIBRIMER KT E =MERER -

1. Connect - BB ERFENMBEAEREEEEENFIERERE I E Dynatrace FIIELR
2. A - EEBHE Dynatrace RIEMNIFEZTRABZBH A Dynatrace
3. EREIM Dynatrace I]RE - 5 Dynatrace SRE Agents B2 | RER 2 KRBT ERIELR
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HBR1 B

#3782 Dynatrace JRIEMIERF
Configuration

1. AR REEEE ( TRABEERER)
2. mEATHWIARMEERPZIK Dynatrace , ABZE— T M
3. 7£ Dynatrace I EGFHMFTATH OAuth A F i,
a. /82 /@ Dynatrace X#F
b. EERMER , ET—F
c. WAL BN REBE B 19 =8 DevOps Agent ZE[ , #4218 Dynatrace JREM EHEEEZE4E
ERE,
4. # OAuth A FimEk E# A& Dynatrace FHHIE A -
- AFRER
- P ID
- AF RN
- #&F URN
5 B— T —%
. KRR HTiE

(o]

$EB 2 A
EBEERAESZEFRA Dynatrace , I 5% EHE & 1Y & E
Configuration

1. REBAEZHEE , ERNERASZBA R TRRFMEA

BEUNRER S| BE

REPEREE , IR THE

£ &x 8 % Dynatrace 28 T&Ff, MEE, R—THEUSLEFEELENERAERZEHE
Dynatrace IR3% ID - 2R Z 8 ik DevOps RNEREN ZHE U EEBEA Dynatrace 3R ID,

# A — 5 %@ Dynatrace IDs - EL£ T ##B) DevOps REBRENIRREREEMNER , 84| T 2R
REARR. NRETEEAUREBR,

7. REY R T F#E

I

iE# Dynatrace 140


https://docs.dynatrace.com/docs/manage/identity-access-management/access-tokens-and-oauth-clients/oauth-clients#create-an-oauth2-client
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8. & Webhook URL #1 Webhook #%#, #Z#7E Dynatrace SRE Agents FERZX {EFELIEE K
SERERR. MEFMEN , FSEAF—H,

SR 3 . FRELEM Dynatrace IRE

£ E5% MK Dynatrace :8E , 551 A Dynatrace SRE Agents FEAER, | RER 2 XAIAREREMN
Dynatrace % , BEFBRETI/ERE. NEFHEA , FSEAM—H,

X ENEHERET

AWS DevOps Agent £l Webhook X#EREH Dynatrace WRESH4HERE, XENSHEBRIRGCHK
mT

EHEHF

SHANBRALE, SHERERA

{
"event.id": string;
"event.status": "ACTIVE" | "CLOSED";
"event.status_transition": string;
"event.description": string;
"event.name": string;
"event.category": "AVAILABILITY" | "ERROR" | "SLOWDOWN" | "RESOURCE_CONTENTION" |

"CUSTOM_ALERT" | "MONITORING_UNAVAILABLE" | "INFO";

"event.start"?: string;
"affected_entity_ids"?: string[];

}

mEEH

BRESHCANBRELRHRKSUETRESRNALE. SHERERS

{
"task_id": string;
"task_version": number;
"event.type": "mitigation_request";
}

iE# Dynatrace 121
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BER

ERRFEERAESZEEBRNEFEBRNMERBR LEE, EEX2BRE  SLALRERCHAR
AREEXZEPBRE , KRR TUBUEEM

TR REBRAESZEHBER

1. REBRAEZHER , ENFRAEZHLR TREFHENR
2. B REREIER

. MTHBEEAER

4. i#EE Dynatrace

5. IEBER

ZER 2 iR FBUHREM

1. AIERHIRHEEER (TRAZEEREFR)

2. BBEHAEMRNER.

3. REERAEZHHBAT (MRTREHMERAEZHTEE LRSER 1)
4. 12T Dynatrace 3ZHVEUH S

JE## DataDog
NENEQES
B#l, AWS DevOps Agent X IEEFRAEMNEQESH Datadog £HE , RRATHIEE :

- BEMLAEHE - ERMBHTREASBEEIEIR AWS DevOps REFER Webhook B AWS DevOps
REERXEHHRAAE,

- EBHABERME - AWS DevOps REER ALEZEBESEMEFNIER MCP ARSFAEMERER
BEERER,

Hig

S ER

FEARE FEURR 2 M B Datadog =ik MCP i B ELR

iE$# DataDog 112
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Configuration
1. IR LREERE ( TRAESERR)
2. BEATHITRAREMERERT S Datadog , AEIL— Tt
3. B A& Datadog MCP fAlfRESSFME A
- AAREEE - ME—FEBIRF (B0 my-datadog-server)
- %2 URL - Datadog MCP fAl R85 i% 2. w2 URL €iR#% Datadog M MAFTE. FZ2EATH

#9 Datadog #8v4 ik B &K%
- R - EAW MRS HEIR
4. B—TTF—%
5 BREWRR

Datadog #8 4 i 24

MCP i3 URL 48#& Datadog M MAEFI TR, &Z&BIEHMAEL

&P M URL , XBE1FEL Datadog #8¥h.

Datadog #8134

US1 ( &%)

uUS3

usS5

EU1

85 M

datadoghq.com

us3.datadoghqg.com

us5.datadoghq.com

datadoghq.eu

MCP ix® URL

https://mcp.datado
ghqg.com/api/unstab
le/mcp-server/mcp

https://mcp.us3.da
tadoghqg.com/api/un
stable/mcp-server/
mcp

https://mcp.us5.da
tadoghq.com/api/un
stable/mcp-server/
mcp

https://mcp.datado
ghqg.eu/api/unstabl
e/mcp-server/mcp

FEEE A Datadog B2 B

iE$# DataDog
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AWS DevOps K22

ERAEER

Datadog #3814 HE vk
AP1 apl.datadoghg.com
AP2 ap2.datadoghg.com

Authorization

FEiB T 55 TR OAuth FRHE -

« 7£ Datadog OAuth EH LB ERE 5 5 1R

« MRRBA , BE-TRF. BA, RERE
RESTHE , Datadog BRI EFAIERRABEZEAER,

$EB 2 A

B

EREFRASZEF A DataDog , WEREBENEE

i}

Configuration

1. REBAEZHEE , ENEFERAEZBALRTREFEEN (WMREERELIETRAEZEH ,

2/ the section called ‘&3 RIBEXZER)
2. BEUPREREIER
. MTHEEEANER
4. BT HE
5. 1#HY Datadog
6
7
8

. F—E
. BB R TREE
. 58 Webhook URL 1 API €&

MCP % ® URL

https://mcp.apl.da
tadoghg.com/api/un
stable/mcp-server/
mcp

https://mcp.ap2.da
tadoghq.com/api/un
stable/mcp-server/
mcp

3

iE$# DataDog
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S 3 : 5%E Webhook

£ Webhook URL 1 API €& , 8] LAFRE Datadog BIAEH AR AE | HlHRE R,

Datadog Webhook £ AR EH FRF & 0 EE. WHETEMN Webhook FFRIEN ., EEEBIERMEHIE
RiE , 52 [ the section called “i%EiB Webhook I DevOps RERER", FAE 2R ( ZBFZ/FH
DERE ) &, FASER 2 K APl £#85E Authorization: Bearer <Token>#ZHH,

f# A Datadog https://docs.datadoghg.com/integrations/webhooks/ 3% Webhook ( f&EE , ZHT
BE K mMEEABFEREE).,

H—2 7 ## . Datadog =% MCP {7 iRES
BER

ERARRETRASZEHBERMEFBRNMER R LERE. BETE2BRE , ELALRERATHR
AREEAZEHPBRE , RETUBUEEM.

TR REBRASZEBER

1. REBAEZEER , ENFRAEZHLR TREFHENR
2. B REREIER

. MTHEBEEAER

4. iEHB Datadog

5. BBER

S8R 2 RIRFBEUEEM

1. BIFRELIEMEER ( THRABEERR)

2. BBEBAIEMNEER,

3. MEERAEZHEHEAS (NRFTREHMERASZEPEERLRSE)
4. ¥R Datadog EHEUHEM

E £ Grafana

Grafana B4 W& AWS DevOps REREXEEHAEHEEN Grafana HITEBNIEE. ERRFE
BER, WESEREMEDSE . Grafana WIRFEBHRGEM , AR EEIERNETRASZE™,

### Grafana 145


https://docs.datadoghq.com/integrations/webhooks/
https://www.datadoghq.com/blog/datadog-remote-mcp-server/

AWS DevOps KRR fEREEE
ARTREREM , Grafana BEEMAKETIE, SATERCEFABELEMA, ERFAERA ALY

Grafana SI{TEREHMBIER , BEEZET, SXBMERE Grafana EIR |, HlanERIR, BEE
W, WEFMER , 5528 Security in AWS DevOps Agent.

Grafana E3R
E#E Grafana 28l , FERERS :
« Grafana 9.0 IR EF A, HARD APl imE , ELThEE | 1SR 2 EERRKREBEAVIRIE , TeeE

& IERE(E AR hR AN o

« TEIR HTTPS ZEWMY Grafana #1TEE. ARIEAENALERR RS, BBALERKER , &1
Grafana ${TEBE AT LAERE L EREMEKEIN VPC RE5tE., MEFMER , F2Bthe section
called “BEEFEFEEILE",

- EREERN U 2 FEHER A Grafana FR#IRF

ZXfH Grafana ( {REE#R )
Grafana B AWS IRF BT , X EZXIRFHFNMEZTRAEZE 2B HA,
SEBR 1. FE Grafana

1. BAAWS EEX#EA
2. EE X AWS DevOps REBREXTEA
3. BifERE LR ERE ( IRANZEHEFE )
4. EEJTHAREHRERRP S Grafana , REEE—TEM
5. EFXE Grafana HE L , WA THIER :
- RBER (ME) - EFAREF . EFRFEKKR A Grafana RIRFBHEREETE, Hl70 my-

grafana-server,

 Grafana URL ( #E ) - 8 A Grafana #{TEIBMNTE HTTPS URL., I https://
myinstance.grafana.net,

« BBIRFEFRFN (LE) -8 A Grafana BHIRFFRFN. FRAEFEL FHglsa_, BEE
VRBIRS FAF , FEEEEM Grafana FITER , BIEEE > RKIKRF , £RRARAGEY
RIS | WEEFRF,

o IR (EA) - FIWEARLAG B BRI RESHY AR, Bl Production Grafana server

for monitoringe.
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https://docs.aws.amazon.com/devopsagent/latest/userguide/aws-devops-agent-security.html

AWS DevOps KRR fEREEE
6. (EMA ) & AWS REIEEEMUMBEBER.
7. B—TTF—&

S 2 B IER Grafana 5

1. ®BIFTA Grafana fHRESFAEFA
2. B— TR AR
3. RINEEM#E , Grafana @ HBREREHIREEEEMN B s M ER T

7% Grafana S EREEXZEE

R FE#kEEM Grafana 2 & , LA LUSHERZ[HFRAEZE

1. 7 AWS DevOps REBXT#ZAF , ERENKERXZ[H
2. BIERER SRR

3. mERAEERY , EH—T#E

4. fer At EEEE HIER Grafana

5. B—TR#F

=L

=X XE Grafana 7R Webhook

RO LAHE Grafana X E B TEEIB Grafana Bi#% BiEi%X Webhook Ri1Z B2 A KB B Eh#§3 AWS DevOps
REERXNFBE, WF Webhook 0 EEH EZNBREEMNFMEN , 2B the section called “IEiB
Webhook I DevOps REBFER",

SR BUHFTBHES

&R Grafana $1TEREF , BEZE R > BigH > BHEEX , XERATHATEMMNER

{{ define "devops-agent-payload" }}
{
"eventType": "incident",
"incidentId": "{{ (index .Alerts @).Labels.alertname }}-{{ (index .Alerts
Q@) .Fingerprint }3}",
"action": "{{ if eq .Status "resolved" }}resolved{{ else }}created{{ end }}",
"priority": "{{ if eq .Status "resolved" }}IMEDIUM{{ else }}HIGH{{ end }}",
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"title": "{{ (index .Alerts 0@).Labels.alertname }1}",
"description": "{{ (index .Alerts 0).Annotations.summary }}",
"service": "{{ if (index .Alerts 0).Labels.job }}{{ (index .Alerts 0).Labels.job }}
{{ else }}grafana{{ end }}",
"timestamp": "{{ (index .Alerts @).StartsAt }}",
"data": {
"metadata": {
{{ range $k, $v := (index .Alerts 0).Labels }}
" $k 33 {{ $v 33,
{{ end }}
"_source": "grafana"
}
}
}
{{ end }}

WEAEA Grafana B REN LA AWS DevOps RIEBFZNFEHIRY Webhook EEHiFEHE, TEFRERE
8, SEARBMRAZEENECD YIS EREEEEADEENR.

AR MBARAIAESRERETHNE —EIRE, Grafana ARERZSEHBERIERE
—BH, FERRENEEISMEREE , FRENBHMNBERRERMK FHalertname, It
A EBARTERLEREIZEPHEHR JSON F ., BRIEEFZBNMsummary 3
TSI RIMTEF T, ESEEENA JSON,

$HER 2 : B3 Webhook Bfi#% 2,

1. £ Grafana 7 , BEFTE TR > BiEE , REBR—THEBIEH
#EL Webhook A& ER
# URL %€ % your AWS DevOps Agent Webhook Ui 2

1532 Webhook 52 E T , 1RIREH Webhook BRI TE S D ERHEE, MEHMET ,
Webhook B 7B & 75 %.

REBRTARBULUERAEBHNBITER . {{ template "devops-agent-payload" . }}
6. H— T RETFHIEE

A w0 N

3
$
an

o

HER 3 BEREITIEEABER

1. EEEER > BABE
2. ImERABRBE LB EE

iE# Grafana 128
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3. BEIREEREAEBEIH Webhook Bi#& 2k
4. IB—TREEBER

EMRMFRREREA | Grafana & LAVEFEIEZE AWS DevOps RERR , ZREEASHH
FRIEHRE.

BR 75

+ ClickHouse BRI 2RRTLE - BT~ X & ClickHouse ERIRFELE,
- EEHFEPFEH - B Hithe section called “E B EHFEP"FEH Grafana TR, ARRAEHREIZE,

Amazon Managed Grafana Z %18

MRIEEA R Amazon Managed Grafana (AMG) , sEEE T HIRA :

« 7% & Webhook H#& 2 — AMG B RiE HIZEEARE P T8 Webhook Bii& 2, BEEFER AMG
H$ 2 R Webhook B #E#i%XZE] AWS DevOps REER, MEFHMEN , 2B Amazon Managed
Grafana RHVE REIE 2,

- IRIEIRFFRIBH - AMG lRBIRFFRANBHRH ERA 30 X, BKFERGER  WEEHB
Hi 2 BIE# Grafana 5Efff in AWS DevOps KRB, MEFEMAEHRZEAER , HSEEE Grafana
EiR. WFE AMG FRRFINFMERN , 2B Amazon Managed Grafana F I REEIRF .

EIE Grafana B4R

- EWNBE - NREHNRERFFRBHIEZEEEH , BREIRUHEREEMBUHFEM Grafana , XA
HEFEHEM,

o WIRERAITER - £ AWS DevOps REEXERAF , ERENREEXZH , REBAEIIEE
3R 5| R LA AR I AR AV R 2R

« BBR Grafana - EEHE Grafana EERAESZHMNER , FEENERTENE K RERE-TB
BRo EEZT2BIREM  FAREARMABTRAEZEHTBR , ARNEHRMUETEIUSEM.

BEHEA
NENE[RES

B#l , AWS DevOps Agent XIEEHRE 1 B EHF Relic EAE , MATYHEAE :

EEEREA 149
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- BELTAEEE - HEASHRESER AWS DevOps RIEFE Webhook 2 AWS DevOps
REBRXEHMRABE,

- EHBERRE - AWS DevOps REREN JUEEBEEREMENRRK MCP ARBFAEEERER
BEHENEA,

EiR

SR ER

fEARF FEUREE I EE New Relic & MCP i B #E 1R
RENERPERATETAEAE (FELR/RKD ) REAHES MCP TE,

Configuration

1. IR L IRMEEE (TRAREERFER )
2. BERATHATARREERRTESRIESR , REKR— T M
3. KBS RIS EMNFELR APl £18
4. B A B New Relic MCP fAlfR 28 AP £ F¥MER
- 1RF ID : WA EREVEMFEARIIRS ID
- AP £48 : Ig A LIREVBHY API £18
o RIBHFEARIRS FTEM A BB BB SR BUM = 1.

5 HB—T#Hig
$B 2 A

il

EREEBRAEZETRANES  YREEENHE

Configuration

s

1. REBAEZHEH , BERNERAEZEAV R TREFHMAEN (NREHMRBIZRAEZH ,
203 the section called “E 37 KEBENZEE")

2. EHUNRER G| RER
3. I THBEERER
4. BT #E

EEEREA 150



AWS DevOps REFE ERERER
5. BEFTEAR

6. F—EH

7. MBI IR T HE

8. #5 Webhook URL #1 API £&

S 3 : 53%E Webhook

£/ Webhook URL F1 APl €88 , A LAERE New Relic BB HUBRAE |, flRE R, WER
E Webhook MIEEMIER , FZRE FEK Webhooke

#THY Relic Webhook fE & B FR/F 8 2%, METER Webhook FER1EX, RAEBFEBEHARME 5
BRE , 552/ the section called “%Ei8 Webhook I DevOps {VEBEX", FHSE 2 R ( REFH
BoBE ) &5 , FHALEE 2 1 API £485%E Authorization: Bearer <Token>tZHH,

£ New Relic https://newrelic.com/instant-observability/webhook-notifications &% Webhooko &H]
DABRERRERASFR , UBRERE | X RAFHE Authorization: Bearer <Token> #%&
EHE:FEN

HE—25 T #& : hitps : //https://docs.newrelic.com/docs/agentic-ai/mcp/overview/

BER

ERARREFTRAESZHBERMEFBRNOMERR LERE. BETE2BRE , ELALRERATHR
AREEAZEHPBRE , RETUBUEEM.

SRR REBRAESZEBER

1. REBAEZHEHE , ENEFRASZEHLZ T REFHAER
BN IREREIER

[ T B &R B

BEEFTEA

BBER

o M w0

HER 2 ERFBUHREM

1. BIERORMERE (TRAZEEEFN )
2. BBHEBBEMBOER.
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3. REFERAEZEHHUAT (URTREEEMERAERZHFTEELRSR 1)
4. ETHERZSHECHEM

JE1# Splunk
RNENERRS
B#l , AWS DevOps Agent X IEEEFREEMESH Splunk F£AE , MATHIER :

- BELFAERE - Splunk BHTTEREAEIB AWS DevOps KEFRER Webhook &2 AWS DevOps
REEXSHRRAE,

- EBHIBEME - AWS DevOps RER R AT AL EBSEHERNER MCP FARSRFAEHERFER
¥ Splunk &8/,

K

R4

HU1S Splunk AP| 4§

BFEE MCP URL M= F = 8EiE £ Splunko
Splunk EEE SR

BW Splunk EEEFEEHIT IS ER -

- B{A REST API i7HX

- BB LRARBE S DERE.

- BIYFWAE 'mcp_user , TABTFEEFEMIIEE

- 8848 mep_user FBIRKBEE LEREMSH MCP RRSSHVEMAIERE,

- MRAFEAERIBERIFREAGNGT , FAERA mep WRESHEREUZH , UREBEENBH
I &

Splunk EHES R
Splunk EREEZEEHITIHIZER :
- [@ Splunk EEEMSEENER , MEMMEE 50, IETEIER. FHNHRMER

'me'o
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https://docs.splunk.com/Documentation/SplunkCloud/latest/RESTTUT/RESTandCloud
https://help.splunk.com/en/splunk-cloud-platform/administer/manage-users-and-security/9.2.2406/authenticate-into-the-splunk-platform-with-tokens/enable-or-disable-token-authentication
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L%

SER 1 EHR
FRAREEEEAERETE Splunk iRk MCP it BhHYELR

Configuration

1. s IREHERER (AIRAZEERF )
2. BERATHATRAHERERPZK Splunk , ARR—TaEM
3. B AS&H Splunk MCP fAlfRBSE¥AHEFA

- fIfREEEME - ME—FBIAF ( BIE0 my-splunk-server)

« U2 URL - Splunk MCP {a] BR85S 2 :

https://<YOUR_SPLUNK_DEPLOYMENT_NAME>.api.scs.splunk.com/
<YOUR_SPLUNK_DEPLOYMENT_NAME>/mcp/v1l/

- R - EAN AR EIR

- BRER- ARSI BRIHNASEEREZE . my-splunk-token
- BHE FoREBANASENE

B2 A

EREZRAEZEHRA Splunk , W EHEENEE

Configuration

3

1. R FERAEZHEER , ENERAEZEELZE TRAFAEN (UREHKEBIZRAEZEMH ,
288 the section called “Z2 3 RIBER =)

EENRER SRR
M THEBEEANER
BT #iE

1ZEHY Splunk

TR
BB R T @7

N o o bk~ Db
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8. 85 Webhook URL 1 API £i#

S 3 : 5%E Webhook
5/ Webhook URL 1 API €88 , R0 LASRE Splunk EIEEHURBHRE , HlRE R,

Splunk Webhook £ iR B ZRF & 2 EE. METEN Webhook FERER, AEEBFRMEHRERN
15 , 52/ the section called “%i8 Webhook I DevOps {RIEBRER", FFHE 2R ( REFFED
EReE ) i, FRALER 2 1 APl £#85%E Authorization: Bearer <Token>#ZHE,

£ Splunk https://help.splunk.com/en/splunk-enterprise/alert-and-respond/alerting-manual/9.4/
configure-alert-actions/use-a-webhook-alert-action 3% Webhook ( FEEE , BEITRE K MI2EH
BRI REER )

HE—L T

+ Splunk B9 MCP falfR23 34 : https : //https://help.splunk.com/en/splunk-cloud-platform/mcp-server-
for-splunk-platform/about-mcp-server-for-splunk-platform

* Splunk Cloud Platform REST API B 7FEUE R BRI : https : //https://docs.splunk.com/
Documentation/SplunkCloud/latest/RESTTUT/RESTandCloud

+ f£ Splunk Cloud Platform REIE & 5 BEZSF : https : //https://help.splunk.com/en/splunk-cloud-
platform/administer/manage-users-and-security/9.3.2411/authenticate-into-the-splunk-platform-

with-tokens/manage-or-delete-authentication-tokens

« £/ Splunk Web B MEEAE : hitps : //https://docs.splunk.com/Documentation/SplunkCloud/
latest/Security/Addandeditroles

BER

ERRFEERAEZEARBRARFBRNMEB R LEER, "EZX2BRYE K SLALTKERERE
MAAEREEXZEPBER , AR EBUEEEM.

TR REBRAEZEBER

1. REBVAEZHER , ERERASZELZ TREFHAEA
2. B REREIER

. MTHEEBEEAER

4. 1ZEHL Splunk
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5. BB

SR 2 IRFBUHREM

1. BIEREIRMEEE ( TRAEEERFER )

2. BBEFEAAFMNER.

3. REEXRAEZHHBAT (MRTREHMERAEZHTIEE LRSER 1)
4. 1T Splunk EXEUHEM

ERERFEMIR

AWS DevOps R ERX EXZRSHEREENEEEE , NATERKNEKE, &AL DevOps
Agent B E LN ERME RRZS , Bl ServiceNow # PagerDuty , LB B R E4EFKREFE , N
RREEIERETHNEHEE , IR EHERRER (MTTR), £ DevOps RERNERE
Slack EEBIHIERMR , MEPIRIEE P #EZKIRE DevOps RERXHNETBMHE,

EETHNTEERINNRES  F2HRAUATRE

- the section called “i#1% PagerDuty”

« the section called “iE#1# ServiceNow”

« the section called “;&1% Slack”

£ PagerDuty

PagerDuty & F]# AWS DevOps REBRRNESHRAEN BB EELRE , €4 PagerDuty 1RF 77E
MEHBHER, BEDHENREEA. LESFEA OAuth 2.0 #1TEZ2 59 BE.

/A Important

AWS DevOps RN E X ERHH PagerDuty OAuth 2.0 ( #E OAuth), FXEBEHFEH
B uri WERR PagerDuty OAuth,

PagerDuty &R

fEiE#Z PagerDuty 281 , FREEZD :
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- BEFEK OAuth A Fim ID F A Fis 3 PagerDuty 15

« &1y PagerDuty tRF #8138 ( fla0 , I REM PagerDuty URL & https://your-
company.pagerduty.com , 8| F#8i#HA your-company)

X PagerDuty
PagerDuty 2% AWS tRFE#REM , Y EXRFPNEERAEZE2EHRA,

$E% 1 : #£ PagerDuty 5 EFEUE

1. BAAWS EEX#EA

2. BEZE AWS DevOps RERNERA

3. iR HRMEREE ( TRAZEERFE )

4. EBATH T AMERER P S PagerDuty , ARz — T
5. B{&1E PagerDuty FREFIEER LHN5|IEEE :

BREENRBEHNFRE

- IRFEE - BEUAK PagerDuty BIE (XBIEM) , AR AEH PagerDuty F#8iF, Hlan , (R
&8 PagerDuty URL & https://your-company.pagerduty.com , i # A your-company,

£ PagerDuty HE MV FHVEARER !

- HEBWAESRRSIEED , A PagerDuty WEBZES > EARENFM

- £/ OAuth 2.0 £ E OAuth B F I ERAER

« EFAT , BFTIRELELLE : incidents.write, incidents.read# services.read
- BUASHEELLAFF AWS DevOps Agent Fl PagerDuty 2 R € @)@

RE OAuth BAEH} :

- FUEHE - FIENRKEES : incidents.read. incidents.write, services.read
- FAFIHAT - WA OAuth AAF WM IR LR B

- FAF% ID - @ AR B PagerDuty BRI EEMAY OAuth A F iR ID

- FAAFmME - @ AR B PagerDuty ERRER M OAuth A Fimf®
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SER 2 . BEIXL R PagerDuty 5F 1

1. ®EIFTAE PagerDuty #RESFHAE
2. B— TR TR
3. HThEEM# , PagerDuty @ HIRERE N IRMEEEM B sl M ELR S

1 PagerDuty #TiEEERAEZHE

TEWRF B#kaEM PagerDuty 2% , BRI LUSHEREMEEIFRASZEME !

1. £ AWS DevOps RERRF#Z AP , BERNENRERXZH
2. BIETHRER SRR

3. EEBAERY , H—T#HE

4. {ER ARHEBE D IER PagerDuty

5 B—TR%F

B PagerDuty E#R

- EHEAER - MREHN OAuth BABREEEH , Bt piRMHE EEBUHM PagerDuty , It

ERAFNEAERERZM,

« WBELR - £ AWS DevOps REREAF#ZEH  ERENREEAZHEH , ARBIEIHERRESIREU

BRERNEARS

- BBR PagerDuty — EE i PagerDuty EBE IR A BZEIER , BEBAERTIENE , REKE—
TR, EEZTLBRIM , FASERMEERAEZEIRER , AR REHIREEEMEUEE

o

Webhook X1

AWS DevOps R E X 8 PagerDuty V3 Webhook, FZEBEEM Webhook KR4,

I PagerDuty V3 Webhook T B FFHIE R , 528 PagerDuty BiZ& A B3+ H Webhooks #i

B,

i PagerDuty

157


https://developer.pagerduty.com/docs/webhooks-overview#webhook-subscriptions
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iE 3 ServiceNow

RYBRIEGE D 5|85 ServiceNow HITEIERE AWS DevOps KERER , REERURER
BEBRBEHOERAE  IKERRAERRBMNERKER. TEISWARE ServiceNow #1T1E
BESBREREEILE DevOps REENZER , LR MMAHHRZ @ DevOps REREAZH BN RRE

-3z ): O T8

FIEERE

% — % 21 ServiceNow FE 3 OAuth EARERAFi% , AWS DevOps A AAREFEUER ServiceNow
#ITER,

37 ServiceNow OAuth EARRA ik

1. BATEENAFREABNRRBMT

a. sys_properties.list EERERHFESHRPES , REIR Enter B (TTEER EE , B
% Enter 8% )

b. EEHTE

c. SBMBHIE®AE |, glide.oauth.inbound.client.credential.grant_type.enabledif
HEFIEA true , BEA true | false

ServiCenow Al Favorites  History Workspaces  Admin System Property - New Record ' e
+ | — System Property & FE
= ~  Mew record ¥ =
#* Name  lecauthinbound.client.credential grant_type.enal Application  Global
Description
Choices
Type | fal
Value | true
ignore cache [
Privat
Read rol &
Wirite roles

1. REBEHESHRPEEERK OAuth > ERARAZHE
2. 1BE "H, > "HEARSER, > "HiES, > "OAuth- AFmBEABRRT
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3. EERBIAE OAuth BEABRAMERAERES "HETES, , ARE-T "R

¢y Inbound integrations >  of Client credentials grant

New record

Enter the details for this connection. Learn more about OAuth - Client credentials grant.

Details

Mame 3
abeyjohn-servicenow-oauth-client

67c44e817944dfdb483d29820d429¢3

Comments

Advanced options (optional)

Auth scopes (optional)

Qhuth application user %
Problem Administrator

ssssssssssssssINRRERRIRRRERREREY

Active

#I&H ServiceNow OAuth A FimiE#RZE AWS DevOps KERZN

1. B EREVLERBLERF. B , SEERIRHERELEEFA T FK ServiceNow , REIR
— T, =E , ERLLREEREESEYMNEM DevOps KERAZER , WEBEIHEE - BHA -

$718 > ServiceNow %Tﬁi’ﬁ—?ﬁ?ﬂﬂo

2. & | B DevOps Agent R ERIZE K OAuth FERRREX A B iRFEUER ServiceNow #11T1E

8

Register ServiceNow

Authorize DevOps Agent to access your ServiceNow account

Client Name

abeyjohn-servicenow-oauth-client

Client ID
67c44e8117944dldbAB3d29B20d429¢3

Client Secret

Instance URL

https://dev357276.service-now.com/

- BEZESER YT Webhook WEAEM

Cancel Connect

£ ServiceNow
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/A Important
BreBRILER

Configure Webhook Connection

(@ Association Created Successfully
Your assoclation has been created. Please save the webhook details below as they will not be shown again.

Webhook Configuration @ Connected

Use the following webhook details to configure your service instance

Webhook URL

D) https://event-al.us-east-1.api.aws/webhook/servicenow/63e1f71f-5¢70-4d 2b-adc9-4901b141fe29

Webhook Secret

]

Close

RELZH i E 35
A JEJRHY ServiceNow l

BILER®E , BEETK ServiceNow HEREXKRA , BEFEEZE DevOps Agent Space(s).

1. BEZEHFHE - B8 - EHRA , RARE—-THHE,
2. 1% TERKR, MURES TSN [B4] L, aF TER, TR YRRAREAERAA, EFHN
fiBR 2 BT
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ServiCenow Al Favorites  History Workspaces  Admin Business Rule - New Record + o B ® 0
_  Business Rule —
“ | T Newrecord ¢ E - m
A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info
Name | CloudSmith Integration Application  Global
Table [In(idcnl [incident] . ] Active B
Advanced [
Whentorun  Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | after v Insert [BJ

Crder 100 Update
Delete [
Query

Filter Conditions | Add Filter Condition || Add OR Clause

-- choose field -- v | --oper— -- vabue --

Role conditions | &

1. §EZE "ER,) REIER , LB T 5 Webhook IEH , HIE "IN ERE AL Webhook B4
URL , RERE—TRX.

(function executeRule(current, previous /*null when async*/ ) {

var WEBHOOK_CONFIG = {
webhookSecret: GlideStringUtil.base64Encode('<<< INSERT WEBHOOK SECRET HERE

>>>"'),

webhookUrl: '<<< INSERT WEBHOOK URL HERE >>>'
};

function generateHMACSignature(payloadString, secret) {

try {
var mac = new GlideCertificateEncryption();
var signature = mac.generateMac(secret, "HmacSHA256", payloadString);
return signature;

} catch (e) {
gs.error('HMAC generation failed: ' + e);
return null;
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function callWebhook(payload, config) {
try {

var timestamp = new Date().toISOString();
var payloadString = JSON.stringify(payload);
var payloadwithTimestamp ='${timestamp}:${payloadString}’;

var signature = generateHMACSignature(payloadWithTimestamp,

config.webhookSecret);

if (!signature) {
gs.error('Failed to generate signature');
return false;

gs.info('Generated signature: ' + signature);

var request = new sn_ws.RESTMessageV2();
request.setEndpoint(config.webhookUrl);
request.setHttpMethod('POST"');

request.setRequestHeader('Content-Type', 'application/json');
request.setRequestHeader('x-amzn-event-signature', signature);
request.setRequestHeader('x-amzn-event-timestamp', timestamp);

request.setRequestBody(payloadString);

var response = request.execute();
var httpStatus = response.getStatusCode();
var responseBody = response.getBody();

if (httpStatus >= 200 && httpStatus < 300) {
gs.info('Webhook sent successfully. Status: ' + httpStatus);
return true;

} else {

gs.error('Webhook failed. Status: ' + httpStatus + ', Response:

responseBody);

return false;

} catch (ex) {

gs.error('Error sending webhook: ' + ex.getMessage());
return false;

E1## ServiceNow
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function createReference(field) {
if (!field || field.nil()) {
return null;

}

return {
link: field.getLink(tzrue),
value: field.toString()

};

function getStringValue(field) {
if (!field || field.nil()) {
return null;

}
return field.toString();

function getIntValue(field) {
if (!field || field.nil()) {
return null;
}
var val = parselnt(field.toString());
return isNaN(val) ? null : val;

var eventType = (current.operation() == 'insert') ? "create" : "update";

var incidentEvent = {
eventType: eventType.toString(),
sysId: current.sys_id.toString(),
priority: getStringValue(current.priority),
impact: getStringValue(current.impact),
active: getStringValue(current.active),
urgency: getStringValue(current.urgency),
description: getStringValue(current.description),
shortDescription: getStringValue(current.short_description),
parent: getStringValue(current.parent),
incidentState: getStringValue(current.incident_state),
severity: getStringValue(current.severity),
problem: createReference(current.problem),
additionalContext: {}

};
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incidentEvent.additionalContext = {
number: current.number.toString(),
opened_at: getStringValue(current.opened_at),
opened_by: current.opened_by.nil() ? null :
current.opened_by.getDisplayValue(),
assigned_to: current.assigned_to.nil() ? null :
current.assigned_to.getDisplayValue(),
category: getStringValue(current.category),
subcategory: getStringValue(current.subcategory),
knowledge: getStringValue(current.knowledge),
made_sla: getStringValue(current.made_sla),
major_incident: getStringValue(current.major_incident)

};

for (var key in incidentEvent.additionalContext) {
if (incidentEvent.additionalContext[key] === null) {
delete incidentEvent.additionalContext[key];

gs.info(JSON.stringify(incidentEvent, null, 2)); // Pretty print for logging only

if (WEBHOOK_CONFIG.webhookUrl && WEBHOOK_CONFIG.webhookSecret) {
callWebhook(incidentEvent, WEBHOOK_CONFIG);

} else {
gs.info('Webhook not configured.');

})(current, previous);

MRERFRINGER M E EEaEM ServiceNow E#R , RREFEEEFTEHFHE ServiceNow EHRF
# DevOps KERENZME , BEUIhEE - B , ARAETIeeiRtE EEEMEEME ServiceNow #1T
g, RE A6 EREREMEARNSR , MEFWUEREL "HEEEE) WAMEEH (EEREHBET AWS

DevOps OAuth A FImVETF Tl ) #EBBEDREN DevOps RERX AP ETEHRERE, &
A[LATE ServiceNow FEVHNEH , UAEASHNREERURES "BEEES, |, SVAIFEE—%.
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Servicenow Al Favorites  History  Workspaces Incident - Create INCO010001
— Incident y T "
< | = MNewrecord View: Self Service ¢ = Submit [| Rasolve
MNumber  INCO010001 Opened 2025-11-14 12:45:19
# Caller | Problem Administrator Q||| @ Closed
Watch list | & || & Urgency | 3 - Low
State | Mew
% Short deseription | Investigate the CloudWatch alarm [ALARM)] [us-east-1] abeyjohn-AlarmisAlwaysRed
Related Search Results >
Comments (Customer visible)
Submit || Resol lve
o]
ServiceNow EEE#H
erviceNow 3>xa

EFERENSESHEEREHR , DevOps REEXNSERAEEPRUHEARAETER. BE
FERZTNERFEAENERH, TRASHAEERERGBINEHNGERE  RMENRSGREERA
finding. cause, . investigation_summary mitigation_summary MFAEAREE HHNER
ABEF# (flm AWS DevOps Agent started/finished its investigation).

IR 75 i R M {5 (=) 1 A )
=0 . FEWLEHSERT DevOps REBREXZEMH

ERBENRA , B7E ServiceNow FEE—LIHARE | FHETE ServiceNow HZ I {7 3RIE Mt =442k

R ERMEFWBR , FBEMA SNOW REBERE L FHRIR (u_source) L. EMFAFFEHIE

HRIE , WEATCKEERRIEERREAE DevOps KERENZERM, BEBEI Service Now Business
Rule MEMRETRSIZEEBPRE "R, BREEN "ENEERG. REKFKH. EHEFP | 6iE
RENEENT -
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A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. More Info

AWS DevOps REFZ

¢ _  Business Rule
~  New record

MName | Trigger to Agent Space on DynatraceEvent Application  Glabal

- Active [

Table | Incident [incident]
Advanced

When torun  Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When | before - Insert
Order 100 Update
Delete

Query

Filter Conditions Add Filter Condition Add OR Clause

~ | Dynatrace AND OR

Source{u_integ_source) * | contains

Role conditions | &

&5 : B21E DevOps REEXZEHEHEMF

EI&I

WEHIRPMAERIIEES 1, EHA Software SR A BF#&% DevOps Agent Space B H1HY
BAWS , URERKE A AWS B RIR A BFi§E DevOps Agent Space A FHIFEZEDynatrace,

R LUERBMES NTHK. Webhook IETTHASAIUES , LT SUHREEESE, THERSD , &

IS RE MR ServiceNow 2B ARERKE , LBREHEVELEEHE. KA BBEITRE

Service Now Business # BRI 2R 5E 5%

« 7£ ServiceNow for DevOps Agent Space A REEN £#R A | WHER REBER[REIHG , RRE
RMEENREEESHS,

166
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T| _ Business Rule
L ~ Mew record

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. Mare Info

Mame | Send events to Agent Space A

Application  Global ®
-

Active [

Table | Incident [incident]

Advanced

‘When torun | Actions  Advanced

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run.

When _. before v: Insert [
Order | 100) Update
Delete B
Query [ ]
Filter Conditions ( Add Filter Condition ( Add OR Clause |
All of these condilions'n\'lus( be met
:Urgency - l is v.[ 1- High v; AND
:Categanr - | is v| Software v: AND OR n
or'Service - T is v.[ AWS Ta]

Role conditions | #

- ¥EZE | £ ServiceNow for AgentSpace B FEV 5 —E%K#H A , REERKES AWS BEREA
Dynatrace b§ , T SR EKR A,

£ ServiceNow
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_  Business Rule
~  MNew record

Mame | Send events to Agent Space B

Table | Incident [incident] i

Whentorun | Actions  Advanced

Application  Global

Active [

Advanced [

Specify whether the business rule should run on Insert or Update. Use Filter Conditions to specify under which conditions the business rule should run,

When before kil

Order 100

Filter Conditions | Add Filter Condition | Add OR Clause

All of these conditions must be met

Service - | is
Source(u_integ_source) = | contains

Role conditions | &

Insert
Update [
Delete B

Query

v|,qw5 Q || aND || OR B
V|Dvnatrace AND || OR

A business rule is a server-side script that runs when a record is displayed, inserted, deleted, or when a table is queried. Use business rules to automatically change values in form fields when the specified conditions are met. Mare Info

BE , ERENFEEERTFNFTEHE , ©E#E DevOps Agent Space A = DevOps Agent Space

BHWAE , HERABSHRBNBEERES,

E$E Slack

#ALUERE AWS DevOps RERT , HASHDERESRASHR. RARE S FANEENERET

£ 3R E T IEEIAY Slack 288,

BRA Z Bl

Slack EZE 5[ DevOps Agent 5Efft , T BERTIEE Agent Space. & ZE#§ AWS DevOps RIEBE B

Slack & , BXAFETIER :

« H{FHE Slack T/EE , WHEAHZEMRTEE=FERER
- BREBIEFLE AWS DevOps RERENEXBAN Slack E&E

£ Slack
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FFMEE AWS DevOps REFRER Y Slack &

AWS DevOps Agent

Register Slack with DevOps Agent

ore it can be added to an Agent Space. Oncea c

Agent Spaces

Settings

Feedback

1. %€ AWS DevOps RERXFZANYRERERE , EEATHITAREEERPSK Slack , A
®E—T M.

B MR,

RRGKEEFEME Slack , LM TEERE AWS DevOps REERAEARER,
# Slack REEE L , #& ERZEITHE , MTIREBER.
RTHUXNBEFEETHE. FOEMEFEBES,
BREEZERLCNEBESEAIFERE

BEFERVEER L RARE-T RAFUARERS,

BRE#% , 298 EE AWS DevOps KERAEE A,

© N o o ~ w0 b

# Slack E2f&HY DevOps Agent Space(s) 72 31 Ea B

£ DevOps Agent Space (DevOps Agent Space) &t} Slack 2 #& , & A LAAG H B DevOps Agent
Space 21 EH# -

1. £ 25 E AgentSpace MIheER5|EE+ , EEEEHA > Slacks

2. EHUHTE Slack

3. B ASEE ID

4. BER LT Slack 5,
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® Note
RERANMBACRAEXETEENERNE , TREEM

nn
™
o

/A Important

fRERZ ZE Slack ERREX TS EMEEENZE Slack ERREN., HHEMEEREE Slack FE
AR,

%18 Webhook I DevOps RERER

Webhook Al /N B R BB #EEE AWS DevOps K EREAFAE, EESRERRR. BEREIE UK
A ESH4BRAEREE HTTP BFREMF A,

FORIRH

1E5XE Webhook FEN 28I , SBHEERE :

« 1£ AWS DevOps REBREXFPRENREBEEXEZH
« 7FHL AWS DevOps K EREREZA
« #§E% Webhook &RV IR

Webhook ¥E#!

AWS DevOps Agent X T 5 E # Webhook :

- BESEMN Webhook - ERREE=LEEKHADEL , flW
Dynatrace, Splunk Datadog. New Relic, ServiceNow 5 Slack. iE%t Webhook B4 E % & 1HES
B UERABSEAAENSGSBREBSLE

« —fi% Webhook - AILAF BV Y , IR REBFEBERHEZEMRENTFAE, —#& Webhook B
BIfEA HVAC B0 BT ( BRTELEARIRER)

« Grafana 12 Webhook — Grafana AJ LA3EiB Webhook 4% 2SR B2 B HE = EA E AWS DevOps
RERERN, NETSEITBMNEAAWRERSA , FS/EE Grafana,
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Webhook & 7 EgF& 5 3%

Webhook K & 73 B 5 75 £ BUR A & B2 IR {E 2 5 AR BA R

HMAC B9 8%E - AR :

« Dynatrace 4 Webhook
- —f% Webhook ( RERERENE=LESE)

ERFFEORE - AR

« Splunk #4& Webhook

- Datadog & Webhook

- ¥#Y Relic & Webhook

- ServiceNow ¥4 Webhook
« Slack #& Webhook

- Grafana & Webhook

TH# HVAC &R

HMAC (LHZEAERNARRER ) B—ERRREFES , THRE Webhook FRHNTEMNES

., BEERA HVAC & 2 BEEix Webhook i , BEFEALE SIRBAE SHA-256 EE L , #FERK
BBV ARMEEE —BRELEFER, AWS DevOps REBRASEHRBIESFHRNME , YR
MEHE. MREYN , AEEIHER.

HREBEBLETEERESD , HMAC iR ERERE | AWS DevOps RN TR B AR BB
AAMFER , B RBEFRNMEREEBRNFER.

 HMAC MAH 7/ 2 BETIERE

EZEE1H HMAC AEFR

EREAE MM FEM -SSR FPmAAFER B85 : £ Authorization
BEBRMAERGTESEE 2 EEFISRERA
REVEE

Webhook & 783 15 3% 171
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ERAEER

ZEBEIH
EFTEM

ERRE

ERER

HMAC

ERE — HFRAEHVEM
ERMEEHET RN

WE — EEPNEFBEGC =
AAREFIEB B R AVEES

BIK — ERPKETSE@H
7 RgfiENEE

EREEFERANETLRE
RREZRFER , flmAR—#&
Webhook S EBBIEEREKR
HIIRIE

EEFR

ABE —FRNERIFTHE
BEFRREAERE

FRE - MR FHIUER
£/ , BEXwmiRS.LE

RS — BHEESERRER
FEE  IRREBRE g
BmRE

BEEZNESREASHEAE
B ERZ ST, 4
&R HTTPS T E SaaS

BER

AE  BoREBELEEBUARESEE, ESISEM Webhook (Splunk, Datadog, New
Relic, ServiceNow, Slack, Grafana) &S FRFH 2 5E. Dynatrace f—x
Webhook £/ HMAC &7 i, BELBERSISTE Webhook B & 2 B 15 £,

£% 7 Webhook 1£E

S 1 BEZE Webhook #HAE

BAAWS EEFEARWEEE AWS DevOps REREXERA

1.

2. BRI ERAEZRE
3. BIEThEEREIRE
4.

#£ Webhook BEH , #B—T

= —

ax k&

B 2 . B4 Webhook EAER

HREESHEEM Webhook :

ERTERE=ZFBESNEAER , Webhook € HEIE 4., Webhook %% URL MR AEBRESEERERT

R RERME,

¥ — % Webhook :

X E Webhook 1FEL
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1. & — T E*% Webhook

2. RIEEELE HVAC £88%

3. REWMFHELENSRANE - EELHFEREM
4. BRI MHE Webhook %2 URL

HER 3 RENRHE

£/ Webhook i & URL MIBEAER , BABRMREREFREEE AWS DevOps RERER,
TEAE R BRBUR A IRRY SN ER R

EIE Webhook & A&

BREAER - ZEMER Webhook 2 AEE , FBRIE Webhook HHEEEE , REBRIEX—T B, BRE
AE R , Webhook in B T BIESZHER , BERLEETNEAER AL,

ENEEEAEN -EEELEMNEAER  BABKRARNEAER  RREEFTNER/YERF
Fo

£ Webhook

Webhook B3R &=

EEMBRAL , BNNBREEA HTTP POST 5EREIXZE Webhook ¥ B URL,
HWASE 18R (HMAC BB )

5

* Content-Type: application/json
* X-amzn-event-signature: <HMAC signature>

* Xx-amzn-event-timestamp: <+%Y-%m-%dT%H:%M:%S.000Z>
HMAC #ERZEBMER SHA-256 ERALNIM R TREFTFRANKESE.
HRE2R (AHEFREITRE)

EHE

* Content-Type: application/json
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ERAEER

* Authorization: Bearer <your-token>

ARAX :
ERANETESESHNEBER

json

"title": "Incident title",
"severity": "high",
"affectedResources": ["resource-id-1", "resource-id-2"],
"timestamp": "2025-11-23T18:00:00Z",
"description": "Detailed incident description",
"data": {
"metadata": {
"region": "us-east-1",
"environment": "production"

EFIE R

eventType: 'incident';

incidentId: string;

action: 'created' | 'updated' | 'closed' | 'resolved';
priority: "CRITICAL" | "HIGH" | "MEDIUM" | "LOW" | "MINIMAL";
title: string;

description?: string;

timestamp?: string;

service?: string;

// The original event generated by service is attached here.
data?: object;

g HIEXT
% 1 iR (HMAC &2 B&%% ) - JavaScript :

const crypto = require('crypto');

{8 A Webhook
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ERAEER

// Webhook configuration

const webhookUrl = 'https://your-webhook-endpoint.amazonaws.com/invoke';

const webhookSecret = 'your-webhook-secret-key';

// Incident data
const incidentData = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'High CPU usage on production server',
description: 'High CPU usage on production server host ABC in AWS
region us-east-1',
timestamp: new Date().toISOString(),
service: 'MyTestService',
data: {
metadata: {
region: 'us-east-1',
environment: 'production'

i

// Convert data to JSON string

const payload = JSON.stringify(incidentData);

const timestamp = new Date().toISOString();

const hmac = crypto.createHmac("sha256", webhookSecret);
hmac.update( " ${timestamp}:${payload}’, "utf8");

const signature = hmac.digest("base64");

// Send the request
fetch(webhookUrl, {
method: 'POST',
headers: {
'Content-Type': 'application/json',
'x-amzn-event-timestamp': timestamp,
'x-amzn-event-signature': signature
},
body: payload
)
.then(res => {
console.log( "Status Code: ${res.status}’);
return res.text();

account 1234

{8 A Webhook
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1)
.then(data => {
console.log('Response:', data);

1)

.catch(error => {

console.error('Error:', error);

1)
% 1R (HMAC 528 ) - cURL :

#!/bin/bash

# Configuration
WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"
SECRET="YOUR_WEBHOOK_SECRET"

# Create payload
TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.000Z)
INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",

"priority": "HIGH",
"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Generate HMAC signature
SIGNATURE=$(echo -n "${TIMESTAMP}:${PAYLOAD}" | openssl dgst -sha256 -hmac "$SECRET" -
binary | base64)

# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
-H "x-amzn-event-signature: $SIGNATURE" \
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ERAEER

-d "$PAYLOAD"

E2MR (ABRFHFE DT ) - JavaScript :

function sendEventToWebhook(webhookUrl, secret) {
const timestamp = new Date().toIS0String();

const payload = {
eventType: 'incident',
incidentId: 'incident-123',
action: 'created',
priority: "HIGH",
title: 'Test Alert',
description: 'Test description',
timestamp: timestamp,
service: 'TestService',
data: {}

};

fetch(webhookUrl, {
method: "POST",
headers: {
"Content-Type": "application/json",
"x-amzn-event-timestamp": timestamp,
"Authorization": ‘Bearer ${secret}’,
},
body: JSON.stringify(payload),
1});

F2MR (EARBFHFEIEE ) -cURL :

#!/bin/bash

# Configuration

WEBHOOK_URL="https://event-ai.us-east-1.api.aws/webhook/generic/YOUR_WEBHOOK_ID"

SECRET="YOUR_WEBHOOK_SECRET"

# Create payload

TIMESTAMP=$(date -u +%Y-%m-%dT%H:%M:%S.000Z)

INCIDENT_ID="test-alert-$(date +%s)"

PAYLOAD=$(cat <<EOF

: template literal

{8 A Webhook
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{

"eventType": "incident",
"incidentId": "$INCIDENT_ID",
"action": "created",

"priority": "HIGH",
"title": "Test Alert",

"description": "Test alert description",
"service": "TestService",

"timestamp": "$TIMESTAMP"

}

EOF

)

# Send webhook

curl -X POST "$WEBHOOK_URL" \

-H "Content-Type: application/json" \

-H "x-amzn-event-timestamp: $TIMESTAMP" \
-H "Authorization: Bearer $SECRET" \

-d "$PAYLOAD"

W E 2 T Webhook

MRER B/ WE 200

W El 200 F1 Webhook EIAERREBEBEDHE , BEARCHATY , #RARIFNEE, MRER
BEBE 200, BE4xx REVHERE P RBEIZEERE, ERMEH curl BIEBFHHEEX |, LUHBIEES
PERF

MEREWE| 200 , BRAEAREFEIE

Bt R R AR R R,
| RERBBENEHE D EFCEFARE N, BENALENREERL.

2. REFBRTABUE JSON

3 RERRREER

mRAEWE 200 BFRE L ENEUH

BRUEEETXANRS, MRER , FREREN AWS BHEAF R , ERBEERRH,
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MBI ERE

+ the section called “Z23 KEER M
« the section called “41 & DevOps Agent Web ERZE ?”
« the section called “DevOps Agent IAM &F 7]

# AWS DevOps 22 E& Amazon EventBridge &

B UERARAENEREDBHABEZENSES , # AWS DevOps REERRNELNWEHEERERRE
RNEE, AWS DevOps RERASEFAEDRZEFAMRESFERKEEHEIXZE Amazon EventBridge, &
#% , A LU EventBridge R A , 1RIGE L E 4 HKENEE,

Blan | A A AT T SIEERVR A

SEREF , WA AWS Lambda REREERAEL R,
5 BUS SR B BF 3% Amazon SNS B Al

- ERUHNAEREMERRK,

- TEREMREIMEST R BIFRRE) AWS Step Functions TE#RE.

HE
HE

}HU} }HU}

EventBridge 0{a3&HH AWS DevOps RERXEH

AWS DevOps Agent €44 E 41X E EventBridge FERXEHERBE. A& EventBridge R EEE
WRAFAEG., EEHFSRANSEHENE |, EventBridge B EHEXEEEN BE,

T E# R EventBridge M{a#%H AWS DevOps REREXEH,

Amazon EventBridge

.
Source (Y~ Default event bus Targets

Amazon A _}{"j’,; [ wvent '@' Amazon Web Services
Web Service ,O - 5 e rule pattern ?
4 o -@- Event buses

event -
even ,
rule pattern @ '@' HTTPS endpoints
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1. ERESERBEMBRMRERER , AWS DevOps REREX EMEMHEILAE EventBridge FRFREH
BE Rk

2. EventBridge S1R1FE 2 Y M #H AIFHMEEH,
3. REHFESHAMNEHRER | EventBridge EREHEXETRAFEENBE,

AWS DevOps KERERAEH

AWS DevOps Agent €& T 5= 4 E3% = EventBridge. FTEEH#8EA KR aws . aidevops.

XENRESH

FHEAER BT

Investigation Created EEERAEZBEREILASE,
Investigation Priority Updated MENEBEEIEFEEE,
Investigation In Progress s DR EE M,

Investigation Completed EERENIITERAE,
Investigation Failed B RAESRRR |, BIET A,
Investigation Timed Out P& IR AR ERRE LR,
Investigation Cancelled AEETHZAIEBUH,
Investigation Pending Triage EXBoHAKZE K BEEEERFI2E.
Investigation Linked HWECDEEEHBE4RTRE.
Investigation Skipped FECHKE , RATHSHERERNEIBMRE

o

AWS DevOps RERER EH4
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ERAEER

X ENRESH

A EE

Mitigation In Progress
Mitigation Completed
Mitigation Failed
Mitigation Timed Out

Mitigation Cancelled

MFFAN R R MEHIEM

=,

HH

EREEE B,

B BX 2 T B AR AR B 4F
RERBFRAERR , BETK.
=R B FEIR ATV IR LR,
REEBEEE TR ZBTEUR,

552289 the section called “AWS DevOps Agent B4 EHHE A S

BIYFE AWS DevOps REERASHNEHERN

EventBridge BRAUEAEHAEXNRENEHAUREBHEE R, SHEAFTEHEENSHER, &7

BENEMAHEN |, BRIBSHMAEZE AWS DevOps RERAEH

THEpETE REARMNSEHES,
tb¥F all AWS DevOps REBREREBH

THEHERXFEREB AWS DevOps Agent AT E S #4

{
"source": ["aws.aidevops"]
}
ELLHBESH

THEHEAEAFELHREZRNAE L RBEHREHS,

{
"source": ["aws.aidevops"],
"detail-type": [{"prefix": "Investigation"}]

BIME AWS DevOps RERA B M BHER
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}

ELLHTRMKREESF
THEHEAFSETRBAMNAENMERFERNSEH.

{

"source": ["aws.aidevops"],

"detail-type": [
"Investigation Completed",
"Investigation Failed",
"Mitigation Completed",
"Mitigation Failed"

HEREERASZENESF

THEHEXFEREBEEFERAEZBHENS

{
"source": ["aws.aidevops"],
"detail": {
"metadata": {
"agent_space_id": ["your-agent-space-id"]
}
}
}

MEEWREHERNWHEEBENA , 528 (Amazon EventBridge A &) F# Amazon
EventBridge 4R 8l

Amazon EventBridge & 7]

AWS DevOps Agent TEEEAEFT , BIAIKEHR (I E EventBridge. SHZHEEXETRRSE
TR HE,

BIRE B EventBridge RARENEE , BUEEENEEEN T, NEBEMEFIWFMEE
# , 528 (Amazon EventBridge £ A& M) PHEA Amazon EventBridge K & RE BUER,
EventBridge
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£54) EventBridge &R

WNZE EventBridge BL SRR ER , 5528 (Amazon EventBridge FA&EER)Y PR THIE
&

EventBridge =4 [ Fi HE
EventBridge 4
EventBridge E4F1E
EventBridge 33 Al
EventBridge B &

AWS DevOps Agent B4 FH & A&

KRB AWS RENEHEFERNPEERMN , B3 source. detail-type. region,
account® time, EELEH IS EFRBITEERdetail WL, For AWS DevOps RERERE
£ , —fEsourceA aws.aidevops , M @detail-typeBItSEEH,

AESH
T3ldetail-typefEAHBRIBESH :

* Investigation Created

* Investigation Priority Updated
* Investigation In Progress

* Investigation Completed

* Investigation Failed

* Investigation Timed Out

* Investigation Cancelled
 Investigation Pending Triage

* Investigation Linked

* Investigation Skipped

AT @& sourcefl detail-type #fL , HAHE T E AWS DevOps REERXEHNBFEE, W
EEEHPIENHMPREERNBUNESR , 528 (Amazon EventBridge B42%E) FHNEHE
B
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/eventbridge/latest/ref/overiew-event-structure.html
https://docs.aws.amazon.com/eventbridge/latest/ref/overiew-event-structure.html
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T RAESHH JSON &R

"detail-type" : "string",
"source" : "aws.aidevops",
"detail" : {
"version" : "string",
"metadata" : {
"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"
I
"data" : {
"task_type" : "string",
"priority" : "string",
"status" : "string",
"created_at" : "string",
"updated_at" : "string",
"summary_record_id" : "string"
}
}

detail-type HABIEHHNEE, HRBESEH , ERENIIENHEP—ESHERE,

source BRI ELEESHH R, BH AWS DevOps REBEEXNEH |, t{EA aws.aidevops.

detail BEEHRHEE R JSON Y. detail YIS T I

version ( ¥F& ) - SHFHEANBBIERRE, BFA1.0.0.
metadata.agent_space_id ( & ) - E4RREHNREREXZEN M —& B
metadata.task_id ( F& ) - EHHH—Z B,

metadata.execution_id ( F& ) - BITHITHM BB, SHTEREAETHLR,
data.task_type ( F& ) — EKHEE, {8 : INVESTIGATION,

data.priority ( F&H ) -BLIEFEMHK, & : CRITICAL, HIGH, MEDIUM, LOW, MINIMAL,

data.status ( F& ) - BEIREE,
fH : PENDING_START, IN_PROGRESS, COMPLETED, FAILED, TIMED_OUT, CANCELLED, PENDING_

data.created_at ( F& ) - B EHKEH 1SO 8601 KRB
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« data.updated_at ( F& ) - FHK LREHEM 1SO 8601 BB,

- data.summary_record_id (F%H ) - BERERL R HETENBIT. EHHUCERNRE
EERERGS. BUUFERALBANIFEHCHER A WA , FEiB AWS DevOps KERER
AP| HEEUB ER Ainvestigation_summary_md,

Yl AECTEREH

"version": "Q",
"id": "12345678-1234-1234-1234-123456789015",
"detail-type": "Investigation Completed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:10:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1))
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"

.
"data": {

"task_type": "INVESTIGATION",

"priority": "CRITICAL",

"status": "COMPLETED",

"created_at": "2026-03-12T18:00:00Z",

"updated_at": "2026-03-12T18:10:00Z",

"summary_record_id": "d4e5f6g7-6789-0lab-cdef-examples4444"
}

g BEXKEHS

"version": "Q",
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"id": "12345678-1234-1234-1234-123456789016",

"detail-type": "Investigation Failed",

"source": "aws.aidevops",

"account": "123456789012",

"time": "2026-03-12T18:10:00Z",

"region": "us-east-1",

"resources": [

"arn:aws:aidevops:us-

east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"

1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "b2c3d4e5-6789-0lab-cdef-example22222"
},
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "FAILED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:10:00Z"
}
}
}
RESEMH

T3ldetail-typeE A BIRBEEH -

* Mitigation In Progress
* Mitigation Completed

* Mitigation Failed

* Mitigation Timed Out

* Mitigation Cancelled

AT @& sourcefl detail-type #fL , HAHE T E AWS DevOps REERXEHNBFEE, W
EEEHPIENHMPREERNBUNESR , 528 (Amazon EventBridge B42%E) FHNEHE
B
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ERAEER

BUR —RIEMESEHRY JSON 18,

detail-type BAIEHHNEE, HABRENS  EREIIENEF—EBESEH4HER,
source BRI ELEESHH R, BH AWS DevOps REBEEXNEH |, t{EA aws.aidevops.
detail BEEH B EE R JSON ¥, detail Y E T HIE -

« version ( &) - SHFHEANBSBERRE, BFA1.0.0.
metadata.agent_space_id ( & ) - E4RREHNREREXZEN M —& B
metadata.task_id ( F& ) - EHHH—Z B,
metadata.execution_id ( &) - MTETHH BB/, B
data.task_type ( F&H ) - FHHNEE, {8 : INVESTIGATION,
data.priority (F& ) - B%IEFE#K. 1B : CRITICAL, HIGH, MEDIUM, LOW, MINIMAL,

data.status ( F& ) - BEIREE,
{& : IN_PROGRESS, COMPLETED, FAILED, TIMED_OUT. CANCELLED,

data.created_at ( F& ) - B EHKEH 1SO 8601 KRB

4

"detail-type" : "string",

"source" : "aws.aidevops",
"detail" : {
"version" : "string",
"metadata" : {
"agent_space_id" : "string",
"task_id" : "string",
"execution_id" : "string"
I
"data" : {
"task_type" : "string",
"priority" : "string",
"status" : "string",
"created_at" : "string",
"updated_at" : "string",
"summary_record_id" : "string"
}
}

TEREIRIG R B R,

AWS DevOps Agent EHFFHIENSZ
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« data.updated_at ( F& ) - FHK LREHEM 1SO 8601 BB,

- data.summary_record_id (% ) - @eRBEETE M ERHNEINT. EHEHETHN
BREERERSE, SUAFEALBRTEHEERA W AFERHE , FEiB AWS DevOps RIEFE
X APl HEERERAmitigation_summary_mdo

gl BEETEREN

"version": "Q",
"id": "12345678-1234-1234-1234-12345678901c",
"detail-type": "Mitigation Completed",
"source": "aws.aidevops",
"account": "123456789012",
"time": "2026-03-12T18:20:00Z",
"region": "us-east-1",
"resources": [
"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"
1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell111",
"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"

.
"data": {

"task_type": "INVESTIGATION",

"priority": "CRITICAL",

"status": "COMPLETED",

"created_at": "2026-03-12T18:00:00Z",

"updated_at": "2026-03-12T18:20:00Z",

"summary_record_id": "e5f6g7h8-7890-12ab-cdef-example55555"
}

gl BERMENS

"version": "Q",

AWS DevOps Agent EHFMEASE 188



AWS DevOps REEZX EREES

"id": "12345678-1234-1234-1234-12345678901d",
"detail-type": "Mitigation Failed",

"source": "aws.aidevops",

"account": "123456789012",

"time": "2026-03-12T18:20:00Z",

"region": "us-east-1",

"resources": [

"arn:aws:aidevops:us-
east-1:123456789012:agentspace/8f6187a7-0388-4926-8217-3a0fe32f757c"

1,
"detail": {
"version": "1.0.0",
"metadata": {
"agent_space_id": "8f6187a7-0388-4926-8217-3a0fe32f757c",
"task_id": "alb2c3d4-5678-90ab-cdef-examplell1111",
"execution_id": "c3d4e5f6-7890-12ab-cdef-example33333"
},
"data": {
"task_type": "INVESTIGATION",
"priority": "CRITICAL",
"status": "FAILED",
"created_at": "2026-03-12T18:00:00Z",
"updated_at": "2026-03-12T18:20:00Z"
}
}

S HCHY B 5N ER

& Al LAfE A vended Amazon CloudWatch 38 B REEREBREXN B MRS IRE, NEERHA
AWS DevOps REREN BB R MEEIRFEH CloudWatch 1512 , LR BRI LI EU RN EEREFE 1Y

W& B .
2 HXHY CloudWatch 15&

AWS DevOps RERZERE B BiSEERMELIRS R Amazon CloudWatch, ELIEERFTHE
RETEA. EAUUEATCMHRERZAE. ERRETE , UREBIET,
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R EFEAE

£ EEIBHIRF 240t BRIEHY Amazon CloudWatch 3618 , AWS DevOps K ERXEHBAERE
3 fR 7 E fE A & AWSServiceRoleForAlDevOps FRISER AR, MRILA APIH IAM A2 RZEHEHEN
A, EREUSE A , XHER InvalidParameterException.

/A Important

£ 2026 £ 3 A 13 HZ®IE 3 AgentSpace WEFEEEFHE
AWSServiceRoleForAlDevOps FRZEZEAE , FTrEEHIRF B3 AWS DevOps Agent #Y
CloudWatch $§#&,

FHEIRKEZRAG (BRARBEEEF)
PITUTEE - :

- 1£ IAM £ &7 |, £ AWS DevOps Agent AR# T 23 AWSServiceRoleForAlDevOps F £,
« £ AWS CLI 11T 3w :

aws iam create-service-linked-role --aws-service-name aidevops.amazonaws.com

LR

Het

B
FTEE1ZEFE1E AWS/AIDevOps TR ZEM T 2,
HE

FIAERHEE TIHE.

HWE Description

AgentSpaceUUID REEXZBHOE B, EERERFPA
EREEXNZEWIER , A CloudWatch &
BREN N BEEERERE,

S EXH CloudWatch $54& 190


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html

£ CloudWatch A b BB iEE

1. BABX CloudWatch £ 4&.

2. BEEERKD , 1B Metrics (F81F) , REZZEE All metrics (FTBEERE).

AWS DevOps AR5t R
EEsE
EEER Description By i B BERANRTER
ConsumedC ERAEZEMH T 59 R, 15
hatRequests FERANPXEE
REE, £E
B EIRER
METEL, BB
HAgentSpac
eUUID #ERHA
SUM #REt&E R
Consumed| EREEXZE #iE 85 9iE A, FiHE.
nvestigationTime R ITRAEMTE RAE
BN,
ConsumedE EREREAZEE 2 iE 559 A, FiH4E.
valuationTime AT R P TE BRARE
BN,
TopologyC HRERE T T EHEEE (8K Sum, Sampl
ompletionCount X, AWS SERERFEEE ) eCount
DevOps fVETE
NEEhERE
SERR B B b1
=, |maEfm
AHIBEM W RE
M., FEHEHSR
HENSBERH
BE,

S EXH CloudWatch $54&
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https://console.aws.amazon.com/cloudwatch/

AWS DevOps R 2Rt R
3. 3&12 AWS/AIDevOps %% 22,
4. £ By AgentSpace SRR EREXZ=ENEE,

® Note

B LAEIE LEHEZ E B Y CloudWatch BR , UEEAERBREREREMN. fim , £ £
BB /RConsumedChatRequestsAEIHHIREREAE,

TRMRAF
REABXNZE , ARESE TIES

« T 77HL AWS DevOps Agent E3EAWERF AWS tRE
- B & CloudWatch Logs X 1% APIsIAM £ 58
(B ) MREEITEFERA Amazon S3 #1ZETEH Amazon Data Firehose X {4875 HEE B 19t

&R

AWS DevOps RERATEEBRENAR  TELEEREEXZTHNREEMEENEH, S
K BFEEH Amazon CloudWatch Logs EREERHE |, #& HEERSE R RFH B B ik,

FEMANERN K SSEAREXRFENM, SETHENH

« Amazon CloudWatch Logs — #&iR F F iy B 55848

« Amazon S3 - IR F Y S3 FEFETE

« Amazon Data Firehose — iR E 1 H# Firehose X {1+ & 7R

YEWHFER

TEE—HAFEAE  APPLICATION_LOGS. It HFEBEERERKEE HNFARESH,
A AR

TRBEERHA AWS DevOps RN CHEMNEH,
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ERAEER

B4
KRN ERABRESH

RERXEASHCER

ERAESBELBERARK

HEEVEHATS

HERVERK
BRI TE R

BERRRRM

Bl 7 5 1 5k B
Webhook B 3% 5k B

87 B B R R G S AT

Description

REEARHESRRE
&, WiWEASH (flm
PagerDuty &4 ) ,

BABHEERARERE ZH
BIER, AFESRE (5
m, EREAAER )

HE=ZHFEANEHBEAKX
M. BFEEEEH IDAMEM
EBIRF (Bl 50 RREE

=)o

MERMERCHEATIIELT
RE,

mEENEBFREE.

AERVERCTAEE, It
SHEARBEIL, EHH
BHEMBE,

BUMEHRENERRRIEE
XM

R EMES AT RN KK

% Devops AR FIM
Webhook FAF & FEHIM B8

R B

EXERASTEREB (HEWN
FEREWRF ) K, BER
EERAREEREN , k2
TR (Bl , BB EHE
WAGmER , BRBELE
£)o

INFO

INFO

INFO

ERROR

NERK
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S|

k=11

AWS DevOps RN EMA CloudWatch IR HEE (V2 557 ) R B, HEREBFR , &
EXAAH IAM BESKEEFTHIFF

 aidevops:AllowVendedLogDeliveryForResource - AFREEAZFZHERNBFRFHS
38

+ CloudWatch Logs {4 APIsEF A (logs:PutDeliverySource, logs:CreateDelivery,
logs:PutDeliveryDestinationFIfAEAIRIE ) o

« BPMER A B ARV ERT W,

MESEEWHERRENTE IAM BEX , 528 (Amazon CloudWatch Logs A EER) FMT
eSS
- 3% ZE CloudWatch Logs HJ B
235 ZE Amazon S3 BY B &
ES

« &% ZE Firehose K B5%

0

HEBBXN (XE2A)
AWS DevOps Agent £ AWS EE 12 A PR MEMERERE BT :
- REFMBREEE - RERBBRBHN AR, ELBFFEARSE ARN

(arn:aws:aidevops:<region>:<account-id>:service/<account-id>) fAER.

- ERAEZEHEH - AENERAEZERENSHRERFRNT. ELAFEATRAEZEH
ARN (arn:aws:aidevops:<region>:<account-id>:agentspace/<agent-space-id>)

REIR.

AE BRIEEE M AY B RS AY

1. £ AWS EE X E AP B AWS DevOps REREREEA,
2. EBEBERD , EERE.

3. YRR E > BFRSIERD | BERE.

4, SHHE WS  BETHHEP—F

5. CloudWatch Logs — #EU=R 2 3 H#EEF .
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-vended-logs-permissions-V2.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-infrastructure-V2-CloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-infrastructure-V2-S3.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-infrastructure-V2-Firehose.html

AWS DevOps ftE 25, (&SR
6. Amazon S3 — B A S3 EFHETEE ARN,

7. Amazon Data Firehose — #EU{E 3 Firehose 34 &,

8. WRHMEE - #A , EALEETYIEE !

a. SHEMALEE | BENEEXNEB N AFERUEE, S LUEERUFEE 558 (2 M ED 7 HL
A LY F 5

b. (£BR Amazon S3) R A& , IEE 7 & HFFERERNIE,

c. (2R Amazon S3) H Hive HABRBN , B SUREUZENS SRUAER Hive A S3 B8, &
BEHREHEEFERRA Hive HETERIBE,

d. KN  FEEERFHEN,

e. WM D BAFSR , IBEMM PR B ML,
0. BEMF,
10 A IR B RER o

REFRAESZEHAFERMN

1. £ AWS B X & B AWS DevOps REER E# A,
BELERENREEXNZME,

HEHERS|ERP |, BERTE,

SPHEER | EETIHP I .

. CloudWatch Logs — #ER =k 2 31 A 5F 848,

. Amazon S3 - & A S3 f# AT ARN,

. Amazon Data Firehose — JZESH I Firehose X{J &
CHRHMRE - EA Y, BAUEETYIEE

a. SHEMALEE | ENEERXGEB N BFRUEE, S LUERUFEE 5648 (2 M ED B 7 EL
1. VA e g

b. (£BR Amazon S3) IR 7 & , IEE S & AFFERERNEKE,

c. (ZFR Amazon S3) /A Hive HAERE N |, B LLEEUREN S LA A Hive A S3 &, &
BEHRAEILEHEREA Hive HEIEMIBIE,

d. #H¥EEER | BFEELRFHER,
e. HIABA D RESE , I8 ENMA 2 bR B WAL
9. BERE.
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logs-reference.html#BasicDistributionFileFormat
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logging.html#standard-logging-real-time-log-selection
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logging.html#standard-logging-real-time-log-selection
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-vended-logs-permissions-V2:~:text=sts%3AAssumeRole%22%0A%20%20%20%20%7D%0A%20%20%5D%0A%7D-,Logging%20that%20requires%20additional%20permissions%20%5BV2%5D,-Some%20AWS%20services
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logs-reference.html#BasicDistributionFileFormat
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logging.html#standard-logging-real-time-log-selection
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/standard-logging.html#standard-logging-real-time-log-selection
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XAk RMER T,

RXE BESRAY (CloudWatch API)
AL CloudWatch Logs APl , BB S XEE AR, THARINEE=AERE :

- DeliverySource - f{RE 4% H5HH AWS DevOps K EEXZEEE R,
- DeliveryDestination - X xR E A BEH B B,
o RF - BRARFERZEIRTE A,

FR1 BYRNRIR

£/ PutDeliverySource RERE I RIRIR. EE your AWS DevOps KERERZEERAN ARN ,
& $EEAPPLICATION_LOGS A& H &AL,

THEHERITRASZEHRARIR

{

"name": "my-agent-space-delivery-source",

"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:agentspace/my-agent-space-
id",

"logType": "APPLICATION_LOGS"
}

T 5 R E 2 3 ARHE B AT R

{
"name": "my-service-delivery-source",
"resourceArn": "arn:aws:aidevops:us-east-1:123456789012:service",
"logType": "APPLICATION_LOGS"

}

FR2: BURNERM

£ A PutDeliveryDestination #RVEREEE HFFHAVLE, &7 LLUERE Amazon CloudWatch
Logs. Amazon S3 = Amazon Data Firehose,

THIgEHIEE I CloudWatch Logs B EYith :
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestination.html
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"name": "my-cwl-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:logs:us-east-1:123456789012:1og-group:/aws/
aidevops/my-agent-space"
1,

"outputFormat": "json"

T5|#EHI &2 Amazon S3 B :

{
"name": "my-s3-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:s3:::my-aidevops-logs-bucket"
},
"outputFormat": "json"
}

T 5 &€ 3L Amazon Data Firehose B Byt :

{
"name": "my-firehose-destination",
"deliveryDestinationConfiguration": {
"destinationResourceArn": "arn:aws:firehose:us-
east-1:123456789012:deliverystream/my-aidevops-log-stream"
by
"outputFormat": "json"
}
(® Note

MREBRFRF B , BIXAEEB bR S P EA PutDeliveryDestinationPolicy JRIZHEAR
o

WMRIEHEEF A CloudFormation , A LAERAT5ER

 Delivery
» DeliveryDestination

» DeliverySource
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-delivery.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-deliverydestination.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-deliverysource.html
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ResourceArn £ AgentSpaceArn , H LogType #4782 APPLICATION_LOGS fEAXEMN AFE
B,

HBR3: BURM

£ H CreateDelivery BE# R I RIFERS ZE RS EH Kb,

"deliverySourceName": "my-agent-space-delivery-source",
"deliveryDestinationArn": "arn:aws:logs:us-east-1:123456789012:delivery-
destination:my-cwl-destination"

}

AWS CloudFormation
A LAE A AWS CloudFormation #BHE T Y ERRZEBFHRAT :

« AWS : : Logs : : DeliverySource

« AWS : : Logs : : DeliveryDestination
« AWS : : Logs : : Delivery

#§ ResourceArnz&E A AWS DevOps REERZ AR ARN , ¥i% LogTypeREA
APPLICATION_LOGS,

AERiErSE

AWS DevOps RERAEMEEHBETEAHLA BFERELR, TESEAFEHHSEHNSEN

o

TRHRHA B SEEERPREA,

Wiz Type B

event_timestamp Long Unix B4 ERBNEBEERT

resource_arn String EEEHZERN ARN

optional_account_id String AWS Ed H 5 ERIBERY 1R
IDo
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateDelivery.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-deliverysource.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-deliverydestination.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-logs-delivery.html
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ERAEER

Rz

optional_level

optional_agent_space_id
optional_association_id
optional_status
optional_webhook_id
optional_mcp_endpoint_url

optional_service_type

optional_service_endpoint_url
optional_service_id

request_id

optional_operation

optional_task_type

optional_task_id

optional_reference

optional_error_type

optional_error_message

Type

String

String
String
String
String
String

String

String
String

String

String

String

String

String

String

String

A

Hi5E4k - INFO, WARN,
ERROR

REEXZBEREBIR
F 5% H9 BRI 38 BI o
RERENIREE,
Webhook & Bl %
MCP fa AR 25w & URL

IRIEHIFER - DYNATRACE

. DATADOG, GITHUB, SLACK. SER'

W o
BE=FHEESMIHE URL,
TR B9 58 B RF o

55K B =7 LARBEE AWS
CloudTrail X EEHE,

EHTRIENEHE,

ERAESEEEBTKE
A : INVESTIGATION =%
EVALUATION

ERABFEEMTK IDAgent
FREBEKHBIT,

ERAEEBNS2E (HlM

Jira E_E% ) )
s

BRAFR MBSV SRR IR

NERK
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Wiz Type FREA
optional_details F & (JSON) TERESEBNERVRES
EEHESR,

BENER BN

IBATLABERF 1 AWS BB AF I AWS DevOps REREREEAHFEA CloudWatch Logs API K&
WHBBRBFER T,

EEARIMN (E2A)

1. £ AWS EE X2 5 BRI AWS DevOps KERAEEA,

2. EEEREEE (EARKRBERAR ) IREFERAEZHER (EARERAESZREERB
# ) o

3. HMREREIFER (EARETERARZEEMRBR ) SR HEE > AFRIER (EARKRKE
MBS ) B, REERERHIXRM.

4 BETEHEE | REBIERE,
AR AEEEERERNNENLER, SETRFANRER  ENRETHRLLE
I ER S A o

BRBEXM (Xi24)

1. £ AWS EE X AP AWS DevOps KERAEEA,
2. EEEREEE (EARBRBERBR ) IREERAEZHER (BARETERARZREERB

) o

3. HMRRSIER (EANRETERARZREERBR ) HNEREHE > ARREIER (ERARKREE
MER) B, BREBERNRMN,

4. BIEZEMERIHERT,
ER AR (API)
EEMFEH API BREZEXRM , BFRTHIEFMBRER :

1. {8 DeleteDelivery B 1,
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html

AWS DevOps X2t R EEE
2. £ DeleteDeliverySource MIBR 3 134 3R
3. (EA) MRETHEEXRHKM , A DeleteDeliveryDestination #§ E MR,

/A Important

REEEEMRELEBFNEBRASZHERRBRARINER (HlW, MERERASRE
B ). MRETBERELER , MUNXNARATEERE,

EE

A E B35 AWS DevOps RERATEURIEM, T8 , EURFEXNARN. #HEl, REIF
BHER , fEERNERXNENETNE. NFEEEFMENR , F2E Amazon CloudWatch EEH
AFREIER LN EMBIT B,

WEEBNMBFENEE , F2RTIAR :

« Amazon CloudWatch Logs E{B

« Amazon S3 EfE

« Amazon Data Firehose E{E

EREWFREELR
B EREE

AWS DevOps RERXAAFEABTEEARBAHE (MCP) TEMHMESETER , EBETE
AREREEXENARBRR , SINAEEHRHE,. BRAETHILETE. AIFXH APIs MRIFRE
FHITER (B2  REEAR AWS DevOps KIEFENAINEE), ELIRFEIEEE Amazon Virtual
Private Cloud (Amazon VPC) A#i1T , BEERFIXRIELAERBEMERER , ERTHEFXBERLT , AWS
DevOps RERER EAEEER,

B AWS DevOps Agent FIFAE B4R ] B I8 L £ 1§ Agent Space ERE VPC F#{THIRIE , ™
FTERELNHAELAEHEERER, AEERTHEEZERIMARBNTNESEEMSEA , 2 MCP
fR2E5. BIXFLE Grafana = Splunk H 1T , LAX GitHub Enterprise Server  GitLab B REZEE R
REFIRE,
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliveryDestination.html
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/s3/pricing/
https://aws.amazon.com/kinesis/data-firehose/pricing/
https://docs.aws.amazon.com/vpc/latest/userguide
https://docs.aws.amazon.com/vpc/latest/userguide
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® Note

MRLZHIABEFEE TER VPC [@ AWS DevOps KEREN B HEHFER , I UEA VPC %
HRRBLRE , FHREFE AWS @B, fln , EATEEIB Webhook 453 DevOps
RERXVWIEZEMER (528 : the section called “i&Ei8 Webhook I F DevOps K ETE
R MEFHMER , 552 Bthe section called “VPC %2 (AWS PrivateLink)”s

MRERNEESK

FAEEREE AWS DevOps Agent £ VPC FHEBEERZ BRI LMK ER, E8% , AWS
DevOps RERX&FE A Amazon VPC Lattice 2REV 2 £ WA BFERIEE, VPC Lattice & —TEE
AR BMARE , ATEEE VPCs, IRFAEEFNER, RENEREAENCEANER , MESE
BER AR ARG,

ELENMEERE  FRETIER

- AR E R B ERKERERENN VPC, FHREM (#EM) Z£8E,

« AWS DevOps Agent EE R EENERFE , WHESIEEN FRRK P MEELEEHMERAE
(ENIs),

- REEXSFH EREE , E8AEMARERERERAHE B EREN IP thitsk DNS &#,

ERMER AWS DevOps RERATLERE , WERABEIREHHHEER (&5 aidevops-
{your-private-connection-name}). BFEERERHEZETC., ELHN VPC PRIV —EFR2
FIETEWN FHEEPH ENIs, EL ENIsIARLRERENEAY K T2H REEE, AT EIREH
BARNENER  MASTUERECHN R HEREEREN TR,

ZE
IRERNRTERSERSMN

o FFAHBBRAEEE — AWS DevOps Agent R B ZERE 2 EHNMEREHSREE AWS MK L,
FZHREKEFTEENT IP i SR RARERIE.

- RBEFINERRE - ZIRFANBREZEERFEAKE, ©REEHR AWS DevOps Agent £/
HiRERFEAELEBTHRBARE, BEIE AWS CloudTrail BFEHERFIE— B |, ERFHEFT
& VPC Lattice API FEY,

- BHRELEA, RE - B IERLEENEEN RS HANRES ENIsWEANELRE, MRE
KRIEELZEEE , AWS DevOps Agent 22 — BT T2 E , EERER B ERNEEIER,
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/
https://docs.aws.amazon.com/vpc/latest/privatelink/resource-gateway.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS DevOps REFZ

ERAEER

- BEERIRERNREERESE® - AWS DevOps Agent 1 RIS ER AR RER T HER VPC Lattice
M Amazon EC2 &R, ltAENEHEIER WEIRAWSAIDevOpsManaged , BEEZFEUERIRF

KM EEIR,

(® Note

MREWBEBEFRS VPC Lattice API BIERY IR FEIZFIBEE (SCPs) , Al EBRBERZ AR

BYRBSEERFE, BREN SCPsIRBER A BN LEBE,

Architecture

TEERLAREROARKKRE,

Customer
Private Network

Resource Configuration

Customer Account
Customer VPC
Resource gateway subnet
AWS Service Account u...--i-sicu;mup EM‘-:\'; %L“‘f.:;\"“.
g pplication |:
: ENI IP,‘LNS i
- ‘ |
S ©® |
AWS DevOps V:(;n:az:ir:m ze:tz:::: @l Resource gateway subnet /o
Agent '
7777777777777777777 ]
ENI
FEURES -
AWS DevOps REREAEH B ERBMEFER.
Amazon VPC Lattice €i&i8 VPC FHRBEZEERMERBAFER. NHEEAE

BERIEMERE , F2REARE VPC Lattice ERMEREEEE,

VPC 11y ENI #UURE , WA HEXZE B EREH IP ik s DNS £,
LR EHESEEEB ENIs AFBLERE,

REERBENAERE , FRIFEE VPC A ENIstYFAE IP thiit,

Application

B2 8 VPC Lattice

FRERSE
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BMIBER

B AR AWS EEFEAE CLI AWS BB ER.

(® Note

VPC Lattice *X#E R 5|A FIEF : usel-az3. uswl-az2, apnel-az3, apne2-
az2, eucl-az2, euwl-az4cacl-az3, ., ilcl-az2,

JoIRIRAF
ERYAEERZE  BRALETHES

- EATMERAEZRE - ZEERFHPARENERAEZE, MRERZERF , 528 BHREH
AWS DevOps REBEZR .,

- AFABEEEZENBZERYE - 26 MCP [iRES. THAMEAIEMBRBLATRTZSERFEN
VPC FEREHHAFAE IP it sf DNS B/, ZREAILAEERERN VPC, ¥HE VPC A I H
7, RECOREFRHEFHEERER, RESBEEERIGESEIEENEZE L  RBHKIEK TLS
MAA 1.2 B HTTPS R &,

« VPC A FH#ARE — BB ZEE I ENIsHY 1-20 B F#Bkk., BRLENZETAES N FHEK , LB
BETHAM, EETRRSEEGEBEERENEMERIEND, VPC Lattice JLAERAEE T A EE
— B F R

- (BA) ZeBE-nNRESEEFHBERAEFRE K FERRZEEZTESEE IDsLUEET
ENls, MIREEMELEEE , AWS DevOps Agent BBV FERZ £ 88,

MEERERIRFERNER, EUMAERR SN EFEEEMAEEIRNZERENERAEEH
th EEEARER.

EREREEINEER

1. BB AWS DevOps Agent 34,

2. EEEERYD , BERIRME K ARBELTER.

3. BEEVIER

4. STHEE  MAERNERMEEZRE , W0 my-mcp-tool-connection,
5. #t¥ VPC , EEUK B EIRFIE ENIs VPC,
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6. &8 FHE , BN —RZEFHEE (K2 20). BMPEBEEZL>WE AR HEEFRE.

7. 8P4 1P iyt 3R IREVE EREH IP bR (IPv4, IPv6ER DualStack).

8. (iEA) BR IPv4 it HE | MREE P it F|AIRE IPv4 = Dualstack , BIT LA ERREE
A E{E ENI /Y IPv4 thit B8, TARRARSE ENI 16 {8 IPv4 Hbiit,

9. (EA) HRZLHFE  BEREANLZLEHE (52 5M) , LRHAFBLERESZEEN B ZR
B, MREREREMA , ISEYRERLTLEHE,

10. (1B ) HREEREE , EE B BEARXEEN TCP EEE (M0 4435 8080-8090), &
BZULIEE 11 BEEEEHE,

1M1 Edisbut | A BZERMH IP st sk DNS 278 ( #l#0 mcp.internal.example.com=k
10.0.1.50), ZARIEAATERIE VPC ELR, MREIEZE DNS B8 , BIXE A LNFERN,

12.(ZF ) HRBRLESE K MELSEENTMIFERILERBZEEMRITH TLS BE , &6
ABEMN PEM {RIEAE£58, ETZE AWS DevOps KERRSTE B ZREH TLS EiR,

13 RIBEER,

BERRESREREVETH, MEFRZURTEER 10 9, EREBELAFERAPER , RERERE
ER#E.

MRRELESEVTRY , FHATIER

- BEENFHREESTAN IP #hit,
. EHIIRF 4 ARIZEZR VPC Lattice IRISHELZE,
s RETMERHME IAM BERBEIEREEEARRBRIER,

® Note

BLESBH A LAEIIREIRHEFMCreate a new private connectionfiRiEE K
7. WEFHEF K F2RCAEYEREENLETER.

£/ CLI AWS BB ELR
HIT TR BREUMAER. SREVEENRALKECHE,

aws devops-agent create-private-connection \
--name my-mcp-tool-connection \
--mode '{
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"serviceManaged": {
"hostAddress": "mcp.internal.example.com",

"vpcId": "vpc-0123456789abcdef@",

"subnetIds": [
"subnet-0123456789abcdef0",

"subnet-0123456789abcdef1"
1,
"securityGroupIds": [
"sg-0123456789abcdef0"

1,
"portRanges": ["443"]
}I

CIEQEEEZEZ BN WARRECREATE_IN_PROGRESS :

{
"name": "my-mcp-tool-connection",
"status": "CREATE_IN_PROGRESS",
"resourceGatewayId": "rgw-0123456789abcdefQ",
"hostAddress": "mcp.internal.example.com",
"vpcId": "vpc-0123456789abcdef@"

}

EERETESME , FFFE A describe-private-connection®$ :

aws devops-agent describe-private-connection \
--name my-mcp-tool-connection

EAREES BEACTIVE , BT B EZEIAI A,

EARERHAENLEER
EEERAREER  CUNEDARGEEMMMESSRER, THELEERERNZENLE

/Ch

¥% . GitHub, MCP Server. GitLab#l Grafana. ZaJLl{ER AWS BE XA CLI AWS #H1T
W,

(® Note
aEfZhaE R ER , AWS DevOps REEXNERTIRHM 2SR BRI E R, EEAEMZ
Bl , FEREERR B R RIS EESTIEHRER,
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EREEaRIRRAEFEALEER

¥ AWS DevOps KERRERAF , IEREWN EFHALAEREZZ R 1BE , £EMEBRRKH
BEREFEE IR,

MCP server details

Only MCP servers that implement the Streamable HTTP transport protocol are supported.

Name
The name of the MCP server

| Mmy-mcp-server |

Endpoint URL

| https://mcp.internal.example.com |

The MCP server endpaint URL will be displayed in AWS CloudTrail logs in your account.

Description - optional

G

|| Enable Dynamic Client Registration
Allow DevOps Agent to automatically register with your MCP's authorization server.

Connect to endpoint using a private connection 4—

If not checked, the connection will be made over the public internet.

© Use an existing private connection

Select from your existing private connections

| Select a private connection v

) Create a new private connection
Create a new VPC connection using Amazon VPC Lattice.

1. BIEX AWS DevOps REREX T H AV EEFT WA EBERENZE™,
2. ZRELRMEERD | BIFFM.
3. BEEEMEERRATEREANINGEE,
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4. HEMFAEARRTD  ERLEERDAGZERN RS URL (HIW0, https://

mcp.internal.example.com),

5. BREAALRERERE R,

6. EMHEELEER 2 HA URL WEBAEER , SURBEMHHNAEEREEIL,
7. TREENREENEMERF.

® Note

ERR/MERM OAuth 0 BE ( AFmEAERT 3LO) WIRREEZNAEERE  FA
BEREEREMAZYRRRERMNFZRARIRIRR, BRLAERCREE#ibit , THRE
B E ) 79 {3 o

5/ AWS CLI = ELIhEE IR B FERFEER

B LLEB @S private-connection-name5| % , MAEEREM hEE. AT REMAmy-mcp-

tool-connectionFAEELR [ AP £IRETM MCP ARV ES, STEZVEEMRAEZECH
B,

aws devops-agent register-service \
--service mcpserver \
--private-connection-name my-mcp-tool-connection \
--service-details '{
"mcpserver": {

"name": "my-mcp-tool",
"endpoint": "https://mcp.internal.example.com",
"authorizationConfig": {
"apiKey": {
"apiKeyName": "api-key",
"apiKeyValue": "secret-value",
"apiKeyHeader": "x-api-key"
}
}
}
AN

--region us-east-1
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RELAER

AEESFZEZERAPREAIERGEECHEAR |, BHER AWS DevOps RERER AT LAR)EZRM B 28R
7%

1. B AWS DevOps K ERA T AL EEETENKERXZH,
2. FRWBHFAVIIR THEREER

. MAKRAMEERMXEESN®T. fll , MREN MCP TERHAMABMENFIE  FOF
RAEMEEEXANBEN B E,

4. AR EEXEOALERBHER,

MRERKRY , FRETIIERE :

« VPC Lattice FR#I - FEERIR M R ZERFMERFEEREM VPC Lattice B ZEBR &l

- ZEFARA -RFEEZ ENIsSWREFEATERFEZEECEZBE FNELRE. FFRERKE
NEZeBHEAREATEEEZE INEARE, REKRE VPC CIDR #ERAM VPC Lattice EXF
H IPs, EBRIEREZ2E#ESE (A ENI Z2EBEMARR ) HAHFKR VPC CIDR EA,

o FHERGEAR - HEFIAUEIN FHRE T U RER B SN ERSE. MRBRBEFE FREBPHIT
ﬁﬁ E%EE%ZJWLFEAHZF?E’J/MEO

o RIETTAM - BRANREEEAREZE FHTYEZER,
s FEXENTHES - BREN FRBURZENTARES, #fTaws ec2 describe-

subnets --subnet-ids <your-subnet-ids> --query 'Subnets[*].
[SubnetId,AvailabilityZoneId]'¥#&E LRFZEWN A EE,

"

M BRAL B E AR
EAMER AWS EEERAD CLI AWS MBR K ERHIALEER.

ERERAMBRFLEER

1. BB AWS DevOps Agent 14,
2. TEEERY , BEERIRME K AREENTER
3. BN EMBR B ERNEETIRER , RBRENBR,
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AEERNREEETRS "BRER, |, ™ AWS DevOps RERXEHR VPC FBKRZEERFEN
ENls, MERTERE , ERTEBHRELFERBEER,

£/ CLI AWS BRI ELR

aws devops-agent delete-private-connection \
--name my-mcp-tool-connection

O fE€ &S DELETE_IN_PROGRESS. AWS DevOps RIZBIZNMARRE | i EEREEM ENIs 1
VPC #%BR, MBRTEHR®  ERTEEHEELRBEREESD,

EAERA VPC Lattice BB EMRRE

MREHABESR Amazon VPC Lattice W EBR BN ERARL , Bl EEREEEXHPENT
AEER, BOLRMIEREERKENWIREEREZERN Amazon Resource Name (ARN) , TR 2
AWS DevOps REBREXNALRIERHEE,

=] .
=I5

- RERLEHERFENERALEEWER,

- FEEZEAWS IRFHRBE 2 ELAERERE,

« FE VPC Lattice FHLB , LUETTFHMAMREEEE,
« #{Thub-and-spokef@ig2E &,

EEFHACLIAWS EYEHEREENILEER :

aws devops-agent create-private-connection \
--name my-advanced-connection \
--mode '{
"selfManaged": {
"resourceConfigurationId": "arn:aws:vpc-lattice:us-
east-1:123456789012:resourceconfiguration/rcfg-0123456789abcdef@"
}
3

WEEFRE VPC Lattice ERFEME RHERNFHEEN , 28 Amazon VPC Lattice £ &5,
FEREE £ RE

- the section called “VPC %25 (AWS PrivateLink)”
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« the section called “JE# MCP falfRz3"

« FREEAN AWS DevOps REBER K INAE

« AWS DevOps REREXLZEM

« the section called “DevOps Agent IAM ¥ A]”
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AWS DevOps REERZ £

ANHRHEEELZSEE, ERMRE. FEURSIA AWS DevOps Agent SRINAEMNE A, FEHLER
R T #E AWS DevOps Agent HIAIERET RME LN ZE£MERER,
SELZEM

AWS DevOps Agent B E LB EEZR LM, BIFKEEZNFIRTFRERERN IAM A6 , KEREX
tEA G T B S AT FEERS , RS HEENEE,

BERAERE AWS DevOps RERRM IAM FFH , AREZEEFELZLMKE , ERHEERRE,
REHETHERAE -HRRETERRRENT M,

ZERAEZE
Agent Spaces i AFTEZ £ IR in AWS DevOps Agent, BEERAEZER :

- EABECHBRENFAIEILEE
- EEZFRAETLEFER AWS WiRFMEIR
- BYBEE=FFAENER

Agent Spaces EfffisEISHRE , SRR M |, W EFRRELBEBKHNENFE.

B EENERRE

AWS DevOps RERAEABRHEENEESLKEE AEEXSRRECREEXZBARTER
BWFA AWS 1RF AWS W EEBBUREER, ZEHABERFENBETERZENE42F , B
ST HEmEER B RR,

Amazon Bedrock FAE M E R H R

AWS DevOps REERNSEHENEHBNVERNRKERE , UEBEEHNHERFBR. ERRKATAN
EEER, RETAMGAL  YTRUESEEFER. ENERRE/MFERI Agent Space H[E
B, 78, BARTNBLERTESEXEFHNETREE , ITIEEMR. MEERNEER
Amazon &L £ @R ETINZ S,
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AWS DevOps REBRER S EN BB RZ R ASIBRHBRNOHEBEESANTHEEER , 1T
R

=
T

- REBRENHRBREERERERE,

- REZBENHERBREEZBEREE,

- REBUNHHERBREERMNEREE,

- REBANHRBREEBLRERE,

- MRHFBBRFERINENES , AFERSEZBERNETEE,

« DevOps REFZ I Bedrock 13 fR#E 2 BB (SCPs) = Control Tower FHIEFHBERFE , B
BREFEFABTREEHERS

* Bedrock AIRER LA I AP RIA EE NN BEURBITEMEHR | URE(CRBEMATRAM

B
n:mlh k= 1111}

=

BoRENER
BoBERZE
AWS DevOps Agent 1Rt E 5 2 B &8 75 £ K& A AWS DevOps Agent Space Web FEFATES :

« AWS lIdentity Center & - TES 0 EFEH AL OAuth 2.0 BEEFEA HTTP # Cookie ¥ T4
PEERTL B 7 BRF. AWS Identity Center AJLUEBREE OIDC M SAML BAAH E BN S & 0 R E B
& , ‘3#E Okta, Ping Identity # Microsoft Entra ID Fi2#t#H, kFEXEERBLENEDREEET
ZEEZRRF. AWS ldentity Center FEERBRIE 12 /MK TEMRISERRE X REAMEN
BERE,

- IAM B RFBERE - —BEERFEZUTELFEATTEEERE AWS EB IR A TERERK JWT BE
B, AWS BEEFEAEEEFIN Web ERARER, IBEBAREEETEN Identity Center BS
Z BIFEE AWS DevOps REBRER , AR TEEB Identity Center £ § 4 B 58 &£ 7 EL AWS DevOps
REREN Web EARKEIMESEEFEE, T/ERERESA 10 2&,

IAM A&

AWS DevOps Agent £/ IAM B E&REZFEGTT :

- TERFAE - RTFREEXAFREEUARERAZE 2 AWS IRFHHEIR , UREFRUXEIRS A
&

- RERFAE - RFAEEAHERIREEXZB c Eit AWS 1RF P ERNFIE,
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* Web EREXNAG - RFEMHEFE Web BERAENH AWS By DevOps KEEANAEERNAER
RAvER,

ErAeRERRERRRUETRE  ERTRETBORAHFT.
ERMRE
Bz

AWS DevOps REERXEMNEMEEFER :

BEME - IAERNSEER AWSRERBME,
- BERTNE - FAEEDRN AR, BE. FEEE. FEREPRENNEGENSSEERASLER

B 05\ SBHR RS PO IR B I 5,
BERREFNRE

ERgERERY REEATZENESD A6 MEREETAESELSNMEBMNEREIT , 21 R Amazon
Bedrock £ — &R,

BAE2EBIER (PI)

HERE, BRAERNMKREEHEKENERE | AWS DevOps RKEEXTEEE Pll B, EE
FAEET Pl EX , BREFEIBAMEBFEF,

A & B MEKFC &

%:HEAE E Aty

EHRAENER YR SHBFMENBE
o FCERERENRY B EHEIE LS RMEN1E

- BYERABRREFNTRERE

- ERAE—HRESEHMBEEENR  BRBEERE , SINRTNEIARBREZDF
- AEWERERFHABNRAL
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AWS CloudTrail &

& AWS tRE Y AWS CloudTrail & B B)#EL All AWS DevOps REREZ APl i,
CloudTrail WWEEKEF , 877 SUHIE

- MFRASRHAFER
- RHFERE IP fit

- RHERNAER

« FRERHR B

RREARE

ERBERBERTIRAEKN Al RFEBRBEENATESR , SINBESNHE , RERERTE
AE, AWS DevOps REBRASGRECEAFZENRFELREERRFN—H2 , 2FAK. ER
BERVNHMIREER., AWS DevOps REEAEEBATREEML LIRTEAKRE , BLEERE
ERBERNERRFENEAEHELERNRFNFRN, NEFMAEN  F2RABEEEE -,

BREAME :

- BERNBEADE -REEXTHNIERZSFER , BRILERNIERMIRN, EWHLER
EREREHERRESEARER,

. WRFRREHIFIT — AWS DevOps RERRXNREE T EMERRE AWS IRFFEREREEXHN
ABAFNARARE, RERXELZFNIBREHAREEENER.

« Al X2 R - AWS DevOps Agent EAEH Al KL E#K 3 (ASL-3) REMEE, ELRESESIE
7, TEHEREERXTAZAENMP EREARE,

- FABENERRR - AEEN AR SLEMRINESEHESRNEE, —BR&KBAREE , K
ERAMELEXAFEE  BLERTREIAREBRBRESDE.

# R AWS DevOps RERARHZERE  HLEREIARE  BREHEBTRESEMERRE

- BT MCP fAfR2§ T & - bring-your-own MCP ZhEEAI M BT TE S| AREBRER , EFRESHER
FEHAMREEAME, BEITTETAETEBE native AWS DevOps REER TEMHRNEZLEF
EERERUHSUFEHNAXFACLEIE, NEHEEN  FSBEAREEER -,

- REFHERE -EREL AWSIRFARIESTIERBRENFEAZERHREBEEXETHENK
BT, EEFAETUSHURERXFANERRR , Al AFHERER , MEFRR AL
BERASEENEEETR.
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ETRGELER -

1. £ Agent Spaces HE8E BT MCP fARss 28l , AR B FRIEIE LR RS
a. R R AT THEESE

b. #58 MCP AR FEMNABTECAEREENER , B MCP E#EH as AWS DevOps REE
NKBELTEFEAEE AWS DevOps RERXNZBEINBEEERRK

2. AR TFHEAEFNRHENGAREEXNRRE , EAKEEREFRA
3. EHIRERZML MCP AIfRFEZSEH RERAZER

4. HRTERFHEE URLs BB EMAARHIREABEMAERANTA AR EENAFFBEF
BEEEHRIR,

BReM
AWS DevOps REEAXESEESHE K SESEFEFACHREER .
- REEOES - REES  IRENEEEREEA L RAEEARNEN., EEEARBENS S
BRI
- MCP fAlfR2% — F A OAuth 2.0 7 BB REMN API ERENBRRLRLBANEREL BT BAW
TE fa AR 25

* Webhook @2+ - AER B EIRRITAVEREMS , HINERHABRMERB. Webhooks £ 5
BRI ERBR (HVAC) RERL L,

« BB - Slack IRRRKFRESWIETRASHESN , BT EE@ER,

A FER

REARTESHERFERETEIRE  YERFAFNFEERASZEH ZBHA, ELEMELT
i, BUNERFERRE —X , ARSEFTRAESZBEHTNERIZ CEMERTNEEER.

T TEEMRFBREEM :

« GitHub - £/ OAuth REETH D ERE. EIRFEMREM GitHub 2% , 818 Agent Space EB A 1A
EARE GitHub EBANISERFE,

- Dynatrace — £ OAuth F&R & 78 F. RS EMREEM Dynatrace 2% , 18 Agent Space &8 H]
LUEARE4SE R Dynatrace IRIESH EERFHRE,
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 Slack — £ OAuth ZRFE 0 EE ., EREBMREEM Slack 2% , BEERAEZEEE A LUELE R4S
EH Slack $EESEE,

- Datadog — £/ MCP ##& OAuth RIEEITH 78T, ERFEBMEEM Datadog 2% , =@ Agent
Space #8F] LLEARE4FER Datadog EsZE IR,

- FEAX - FH AP &R B DERFE., EIRFEHKFTM New Relic 2% , SEFRAEZEEE 0] LLELS
R4 EM New Relic EE3R4HAE,

« Splunk - FEAEBHFRAE D EFE. ERFEHREM Splunk 2% , BEZERAEZEEHITLLEREE
EH Splunk ERIR,

« GitLab - EAFEEVER B 2B, ERFEREIM GitLab 2% , B8 Agent Space &8 AT LLUEFR B 45
EW GitLab fE1EE,

 ServiceNow — £ OAuth AFim /TR E 2R, EIRFBRFEMM ServiceNow 2% , BEER
ABEZEREE A LLELE R4S ER ServiceNow HTEEREXR T3,

. —HRATABEEAIRE MCP [RIBRES — £/ OAuth REHTE 9 EBH., EIIRFBRGMELR MCP &
2§ 2 % , B{8 Agent Space SR LLUERR B A REF LN B EE R

Al B I AR

AWS DevOps Agent EERELNE=F RFEMNER MCP FARSE , UBITRAEMEMRE,
% AWS DevOps RERXIRFENEARE

AWS DevOps REREXNERMEE =15 REMER MCP ARFNELER , LEARENTEAIKER
MERRE. RELRENSXBRRENTETERN

- WEREIE - REWIEA# AWS VPC AR , BRI LAEA AWS DevOps Agent FAHEESR |
FREHE AWS HREMNMAERBERRERH, MEFMER , 52 8the section called “BiEEFAEEE

EIE,

- NARETIRE - NRENTEEB LA ERBRERER  XER IP AFFBESHABERA , BH4E
AFFRBE T 5 AWS DevOps REFZXNRIR IP it WEARE :

- BmAME (EF) (ap-southeast-2)
« 13.237.95.197
+ 13.238.84.102
* 52.64.174.242
« 13.211.249.13
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« 15.134.235.54
* 3.107.145.226
- mA[EHE (RR) (ap-northeast-1)
« 13.192.12.233
« 35.74.181.230
« 57.183.50.158
« 13.114.228.89
* 54.150.140.28
* 46.51.224.121
- BN CEM=4E) (eu-central-1)
- 18.158.110.140
« 52.57.96.160
« 52.59.55.56
* 63.183.67.111
* 63.184.95.132
* 63.184.36.38
- BUM (BH®) (eu-west-1)
 34.251.85.24
« 52.30.157.157
« 52.51.192.222
« 99.81.41.52
* 54.246.170.103
« 52.212.224.65
- BRI (#FEidbEB) (us-east-1)
« 34.228.181.128

44.219.176.187

54.226.244.221

100.56.22.59

Z Z/
J

o o] vda)
ﬂMM6DwO&ﬁEﬁﬁﬂ%ﬁm%Aﬁ§ 218
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- XBIFEP (BREM) (us-west-2)
* 34,212.16.133

« 52.89.67.212

 54.187.135.61
* 34.209.115.89
* 44,224.219.86
* 54.201.89.243

# VPC Z| AWS DevOps REEANELFRE

R AWS VPC E| AWS DevOps RERERWELTRE ( fla0 , £ the section called “Ei
Webhook 14/ DevOps REEFEX") , MAILAEA VPC im RSB R EEE AWS R fEt, MFEFMA
B , 52 [ithe section called “VPC i 2 (AWS PrivateLink)”,

HESEEER
AWS =1F
AWS 8 & :

- HEREEAFMENERANZSM
- REAUM RERXEANREIER
- {RFEHIT AWS DevOps Agent FIEREEL

BEFEE
EFAE.:

- EEEAEHERASZENEN

- RERHEWAGREREX NBRENZEEEAEEFN , SIMELEB. CloudTrail B4, RRE
HRBENER - TRANERBZRTEA

- BRFMBEERNERNREBEEGENER , FATREAREREREARE
« #&{Rbring-your-own MCP RSB A A R4 EE

#£ VPC 2| AWS DevOps RERANEHRE 219




AWS DevOps REEX ERERER
- BRBETGERAEN IAM AGEEEENEE

- EUBAMBRNEMRERXERRIRRERZE , £IE5T PI &R

- BEEZNME  BEBEF TR FEESRNERRIR , E1Fbring-your-own MCP il iREF

ENHE
AWS FREARAEAENRRNERABEN, DXASAENRIREDRAEER, AWS

DevOps Agent Space B AIZFERAEREBRAEZTRAENEEMNAZL , B AWS FTEHEXR
WERBES,

DevOps Agent IAM 1]

AWS DevOps Agent i F R#E45 E/R AWS Identity and Access Management (IAM) BhE 33 &% H Ih
BEFIThRERV 12 EN, 5 LEBpYEIRTEfEFH & W] LATE AWS DevOps Agent 32 & F1 Operator Web App F#
THEE, ERAREBEXNASARAE &R AWS IR API FF T R RE,

WERHERABFRMWFHMET , HSHE AWS IRFFRAZHASFR
ERAEZEEERDE

iE LB EIE HI% Agent Space HHREMEE N FH :

- aidevops : GetAgentSpace - RFFEAERATRASZRENFMEN , SEHBEE, REMNER
BHIRE., FREEENFTTEEE AWS EBEXRATER REEXE/,

- aidevops : GetAssociation - AFFEAERGIFERFEBNFMETF , TFE IAM B EHEEBIER
ARRE,

- aidevops : ListAssociations - AFFEAEIHATRABZERENAE AWS IRFEH , BiEE
EFRERE,

A B MEITENE

ELEBFERFHHEHREDRNFE

- aidevops : ListExecutions — RFFEAERRHMTHEER , TIF 1D, AREF |, LUETRTKEIEEH
WIRE., B, TEMIREEE.
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- aidevops : ListJournalRecords - AFFEAEFNFMAF , EPETRERABERAE. BFE. T4
MEREFZAEMBANKEESR, KENBENERRER. EEBRTHRERABNMNEHER.

HREREE
Chat BE T3 IAM ¥ 7 F AL 4k -

- aidevops : ListChats — /o5 & 5| i # 17 BUE X ¥ 55 FE 58 5o 8%
- aidevops : CreateChat — AFF & B R EFE,
- aidevops : SendMessage - AFFFEAERREH L EZWHREE,

HENMRREHE
B LB IR AR X E R ST T AR R -

- aidevops : DiscoverTopology - AFFEAEBEREREXZEANHERRZNRS ., LBESREIE
B AWS (RFMEZERAERNERAENER,

R MR EIF
B LB I TRRS AL TR -

« aidevops : ListGoals - AFFEAERBRICNEHER , MRFRABEES HWER B Fo

- aidevops : ListRecommendations — AFFERERRALIEELENIEER L SIEHERIEFNE
Al

- aidevops : GetRecommendation - AFFFEAERGIFIEEBNFMEENR , SEHEHELENEHNE
EfE 5l

FRERBEREERE

ELBETEFERERATEETHEE

- aidevops : CreateBacklogTask - AFFER EE I EHFAER AT,
- aidevops : UpdateBacklogTask — /e 57 £ F & # B 5T SIS BUE EBFAE DT
- aidevops : GetBacklogTask — /5 £ & MBS EEBHFFMER.
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- aidevops : ListBacklogTasks - AFFEAEIHABERXZ[HEE , KKEKER., RE, BEIER
R R ERR,

HBEEBE
ELBETRHREANETEREREBE NI UERN & MR

=
- aidevops : CreateKnowledgeltem — AFFEAEFH B BT HRIER , flaHse, HEDEIERIER

AEESENEARIBEER.
: ListKnowledgeltems - RFFFEAERRAZTRABZERENAEHEEL,

: GetKnowledgeltem — 75 A & FEEUS E A TH B WEFHE A
. UpdateKnowledgeltem — AFFEAEBSCREHNBIER , UREFEANRITRE,
: DeleteKnowledgeltem — A FFE A EBBRTBHEBENAFEER,

+ aidevops
+ aidevops
» aidevops

» aidevops

AWS ZEESEE
BB S HIE AWS Support EHINES -
- aidevops : InitiateChatForCase — R FF{E A B EELEFAEREA AWS Support BENEI R T/EFSER |

I BERUEEEHFNAE,
- aidevops : EndChatForCase - AFFFEAERZERIEA TN AWS X ERFIB KX THERER.

- aidevops : DescribeSupportLevel - AFFEAERERF N AWS ZEFHEIBE , LHE TR X E
B,

AENMEEBE

EEEERGHAEEANFE
- aidevops : GetAccountUsage - AFFEAEREAERE, BEIHFMRFEMPIRERN AWS
DevOps REEXNBAERE , UREANAE.

FRH IAM BUER S B

EEEBUR
HBUER T All AWS DevOps Agent THAER) SERZEUAE -
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ERAEER

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",
"Action": "aidevops:*",

"Resource":

EETFHE

LR E T REEENRENAENMTAR, ShAER FEUE

min

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:
"aidevops:

GetAgentSpace",
InvokeAgent",
ListExecutions",
ListJournalRecords",
ListAssociations",
GetAssociation",
DiscoverTopology",

ListRecommendations",

GetRecommendation",
CreateBacklogTask",
UpdateBacklogTask",
GetBacklogTask",
ListBacklogTasks",
ListKnowledgeItems",
GetKnowledgeItem",

InitiateChatForCase",

EndChatForCase",
ListChats",
CreateChat",
SendMessage",
ListGoals",

CreateKnowledgeItem",

ERH IAM BERE S
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"aidevops:UpdateKnowledgeItem",
"aidevops:DescribeSupportLevel",
"aidevops:ListPendingMessages"

1,

"Resource": "*"

RER IR R
BB T ERRNAENRBEFIE -

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"aidevops:GetAgentSpace",
"aidevops:ListAssociations",
"aidevops:GetAssociation",
"aidevops:ListExecutions",
"aidevops:ListJournalRecords",
"aidevops:ListRecommendations",
"aidevops:GetRecommendation",
"aidevops:ListBacklogTasks",
"aidevops:GetBacklogTask",
"aidevops:ListKnowledgeItems",
"aidevops:GetKnowledgeItem",
"aidevops:GetAccountUsage"

1,

"Resource": "*"

EFIEARN AWS DevOps REERXN BB ELZAE

AWS DevOps KB R A AWS Identity and Access Management (IAM) [R5 E#E A G, RIEERE
AtREEERLZE AWS DevOps REEANM— IAM BEH, REELLEH AWS DevOps K
BRAELER , YISZRMBAREFUEM AWS REFFENFIERF.
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RIS E S B ERT A

AwSServiceRoleForAIDevOps RIEEFEABEE aidevops.amazonaws. com R EFTARE
EAE,

A EEHAWSServiceRoleForAIDevOpsPolicyEA FHIFFOIH SEBUR :

« cloudwatch:PutMetricData - B EEERME AWS/AIDevOps CloudWatch @5 22 &
¥ cloudwatch:namespacef®RBR&E , R AAFFAWS/AIDevOpsin & Z= @,

- vpc-lattice:CreateResourceGateway — B FAHERK VPC Lattice EIRF
B, ¥ aws:RequestTag/AWSAIDevOpsManagedi& 4Rl , Rt RFE ReEEIHEHE
AWSAIDevOpsManagedZEB M ERFAE,

« vpc-lattice:TagResource - #Z52 VPC Lattice ERFE., B aws:RequestTag/
AWSAIDevOpsManaged{&H&iE,

« vpc-lattice:DeleteResourceGateway - fllix VPC Lattice EiRFE, Z
aws :ResourceTag/AWSAIDevOpsManaged®HR#&l , Rt R RecMBRE R LV EREHE

- vpc-lattice:GetResourceGateway — #fEX VPC Lattice ERFHEHEBER. Z
aws :ResourceTag/AWSAIDevOpsManagedf®HFrR&l , Rt R ReeBEHE N ERFE

SN

« ec2:DescribeVpcs, ec2:DescribeSubnets, ec2:DescribeSecurityGroups - HEGERE
ERFEMEN VPC BRERMEEEN. ELWRBFERRASE VPC ER , BA EC2API X%
BRI &R ERET A,

« iam:CreateServicelinkedRole - R ERFEIREFERN VPC Lattice R ERZAE, LLFF
A[EPRMvpc-lattice.amazonaws.comfREER , TREARATANEMEREELREKERZAE,

B REEEAE

EAREEFEEI AWSServiceRoleForAIDevOps lREEE AR, EEFHHER AWS DevOps
Agent B | RS ALRIYBRKEL AR,

EEAFBRBRREENLAR , BNV BHE iam:CreateServiceLinkedRolefFn], BEH (A
iam:AWSServiceNamef& R EIFF ATaidevops.amazonaws. com , & BREKEEREFER, WNFE
E%ﬁﬁﬂ y nﬁ/ Bﬂﬂﬁﬁ% ﬁ‘?‘iﬂ@nq:—.”gﬁﬂo
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miE R ERAS

BT BEfmEE AWSServiceRoleForAIDevOps fRISERZ AR, BUAGBZE , ERELIEFACHSE
B EAREERTASKEBSEAE®, AW, £UFEA IAM RFELAEHR, WEHMER , B
SRFEEREERZAE,

MR BB EEAE

MRETBFEMEA AWS DevOps Agent , RFIEZEZEMBRAWSServiceRoleForAIDevOpsfR#E
‘ARG, BELAXBREEZERABZEPRENTALEER , TEMBRAC., MRREEZARTS
B BB BR 5% 81 HAR B L AWSAIDevOpsManaged, LA #ZFSHY VPC Lattice ERFAE. MRTHEEE
LEREE  CEZTFEMRELERREE. WEFHMAER , F2BERKRREEEAE,

AWS B AR AWS DevOps REEXNZEHR

AWS ZEiBRMHEH BEYNEENEIL IAM BER |, BRFSERNERARS AWS, B AWS ZEHX
ERTREREARFNSERNT , RETLREFTEWLS T, MFFEER , F2H UAM E£RE
EF) 1 AWS ZEBR,

T5) AWS SEBX R AWS DevOps Agent H5EH , B LUEZEREIRFEFNERE,
AlDevOpsAgentReadOnlyAccess

BB AWS BB XS 1R H Amazon DevOps RIBFE A HE B 17 EUE

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "AIDevOpsAgentReadOnlyAccess",
"Effect": "Allow",
"Action": [
"aidevops:Get*",
"aidevops:List*",
"aidevops:SearchServiceAccessibleResource"
1,
"Resource": "*"
}
]
}
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AlDevOpsAgentFullAccess

EiB AWS BE XA 1EHE Amazon DevOps RIZFE MY e 17 EUEE

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AIDevOpsAgentSpaceAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateAgentSpace",
"aidevops:DeleteAgentSpace",
"aidevops:GetAgentSpace",
"aidevops:ListAgentSpaces",
"aidevops:UpdateAgentSpace"

1,

"Resource": "*"

I
{

"Sid": "AIDevOpsServiceAccess",

"Effect": "Allow",

"Action": [
"aidevops:DeregisterService",
"aidevops:GetService",
"aidevops:ListServices",
"aidevops:RegisterService",
"aidevops:SearchServiceAccessibleResource"

1,

"Resource": "*"

.
{

"Sid": "AIDevOpsAssociationAccess",

"Effect": "Allow",

"Action": [
"aidevops:AssociateService",
"aidevops:DisassociateService",
"aidevops:GetAssociation",
"aidevops:ListAssociations",
"aidevops:UpdateAssociation",
"aidevops:ValidateAwsAssociations"

1,

"Resource": "*"

}I
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{

"Sid": "AIDevOpsWebhookAccess",

"Effect": "Allow",

"Action": [

"aidevops:ListWebhooks"

1,

"Resource": "*"

1,
{

"Sid": "AIDevOpsOperatorAppAccess",

"Effect": "Allow",

"Action": [
"aidevops:DisableOperatorApp",
"aidevops:EnableOperatorApp",
"aidevops:GetOperatorApp",
"aidevops:UpdateOperatorAppIdpConfig"

1,

"Resource": "*"

},

{
"Sid": "AIDevOpsKnowledgeAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateKnowledgeItem",
"aidevops:DeleteKnowledgeItem",
"aidevops:GetKnowledgeItem",
"aidevops:ListKnowledgeItems",
"aidevops:ListKnowledgeItemVersions",
"aidevops:UpdateKnowledgeItem"

1,

"Resource": "*"

I
{

"Sid": "AIDevOpsBacklogAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateBacklogTask",
"aidevops:GetBacklogTask",
"aidevops:ListBacklogTasks",
"aidevops:ListGoals",
"aidevops:UpdateBacklogTask",
"aidevops:UpdateGoal"

1,

"Resource": "*"
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}I
{

"Sid": "AIDevOpsRecommendationAccess",

"Effect": "Allow",

"Action": [
"aidevops:GetRecommendation",
"aidevops:ListRecommendations",
"aidevops:UpdateRecommendation"

1,

"Resource": "*"

},
{

"Sid": "AIDevOpsAgentChatAccess",

"Effect": "Allow",

"Action": [
"aidevops:CreateChat",
"aidevops:ListChats",
"aidevops:ListPendingMessages",
"aidevops:SendMessage"

1,

"Resource": "*"

I
{

"Sid": "AIDevOpsJournalAccess",

"Effect": "Allow",

"Action": [
"aidevops:ListExecutions",
"aidevops:ListJournalRecords"

1,

"Resource": "*"

},

{
"Sid": "AIDevOpsTopologyAccess",

"Effect": "Allow",
"Action": [
"aidevops:DiscoverTopology"
1,
"Resource": "*"
},

{
"Sid": "AIDevOpsSupportAccess",

"Effect": "Allow",
"Action": [
"aidevops:DescribeServices",
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"aidevops:DescribeSupportLevel",
"aidevops:EndChatForCase",
"aidevops:InitiateChatForCase"

15

"Resource": "*"
1,
{

"Sid": "AIDevOpsUsageAccess",
"Effect": "Allow",

"Action": [
"aidevops:GetAccountUsage"
1,
"Resource": "*"
1,
{

"Sid": "AIDevOpsTaggingAccess",
"Effect": "Allow",

"Action": [
"aidevops:ListTagsForResource",
"aidevops:TagResource",
"aidevops:UntagResource"

1,

"Resource": "*"

.

{

"Sid": "AIDevOpsVendedLogs",
"Effect": "Allow",

"Action": [
"aidevops:AllowVendedLogDeliveryForResource"
1,
"Resource": "*"
}
]
}

AlDevOpsOperatorAppAccessPolicy

B REEXZTREMEH AWS DevOps iBE F Web FEARRNHNFZEE,

{

"Version": "2012-10-17",
"Statement": [

{
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230



AWS DevOps REFZ

ERAEER

"Sid": "AllowOperatorAgentSpaceActions",
"Effect": "Allow",
"Action": [
"aidevops:GetAgentSpace",
"aidevops:GetAssociation",
"aidevops:ListAssociations",
"aidevops:CreateBacklogTask",
"aidevops:GetBacklogTask",
"aidevops:UpdateBacklogTask",
"aidevops:ListBacklogTasks",
"aidevops:ListJournalRecords",
"aidevops:DiscoverTopology",
"aidevops:ListGoals",
"aidevops:ListRecommendations",
"aidevops:ListExecutions",
"aidevops:GetRecommendation",
"aidevops:UpdateRecommendation",
"aidevops:CreateKnowledgeItem",
"aidevops:ListKnowledgeItems",
"aidevops:ListKnowledgeItemVersions",
"aidevops:GetKnowledgeItem",
"aidevops:UpdateKnowledgeItem",
"aidevops:DeleteKnowledgeItem",
"aidevops:ListPendingMessages",
"aidevops:InitiateChatForCase",
"aidevops:EndChatForCase",
"aidevops:DescribeSupportLevel",
"aidevops:ListChats",
"aidevops:CreateChat",
"aidevops:SendMessage",
"aidevops:DescribeServices"
1,
"Resource": "arn:aws:aidevops:*:*:agentspace/${aws:PrincipalTag/AgentSpaceId}",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
},
{

"Sid": "AllowOperatorAccountActions",
"Effect": "Allow",

"Action": [
"aidevops:GetAccountUsage"
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1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I

{
"Sid": "AllowSupportOperatorActions",

"Effect": "Allow",

"Action": [
"support:DescribeCases",
"support:DescribeServices",
"support:InitiateChatForCase",
"support:DescribeSupportLevel"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{
"Sid": "AllowSecretsManagerOperatorActions",
"Effect": "Allow",
"Action": [

"secretsmanager:CreateSecret"”,
"secretsmanager:ListSecrets"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
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AlDevOpsAgentAccessPolicy
R AWS DevOps KEERXNHTAEMN D TEF AWS ERFIFENFFA,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AIOPSServiceAccess",

"Effect": "Allow",

"Action": [
"access-analyzer:GetAnalyzer",
"access-analyzer:List*",
"acm-pca:Describe*",
"acm-pca:GetCertificate",
"acm-pca:GetCertificateAuthorityCertificate",
"acm-pca:GetCertificateAuthorityCsz",
"acm-pca:List*",
"acm:DescribeCertificate",
"acm:GetAccountConfiguration",
"aidevops:GetKnowledgeItem",
"aidevops:ListKnowledgeItems",
"airflow:List*",

"amplify:GetApp",
"amplify:GetBranch",
"amplify:GetDomainAssociation",
"amplify:List*",
"aoss:BatchGetCollection",
"aoss:BatchGetLifecyclePolicy",
"aoss:BatchGetVpcEndpoint",
"aoss:GetAccessPolicy",
"aoss:GetSecurityConfig",
"aoss:GetSecurityPolicy",
"aoss:List*",
"appconfig:GetApplication",
"appconfig:GetConfigurationProfile",
"appconfig:GetEnvironment",
"appconfig:GetHostedConfigurationVersion",
"appconfig:List*",
"appflow:Describe*",
"appflow:List*",
"application-autoscaling:Describe*",
"application-signals:BatchGetServicelLevelObjectiveBudgetReport",
"application-signals:GetService",
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"application-signals:GetServicelevelObjective",
"application-signals:List*",
"applicationinsights:Describe*",
"applicationinsights:List*",
"apprunner:Describe*",
"apprunner:List*",
"appstream:Describe*",
"appstream:List*",
"appsync:GetApiAssociation",
"appsync:GetDataSource",
"appsync:GetDomainName",
"appsync:GetFunction",
"appsync:GetGraphqlApi",
"appsync:GetGraphglApiEnvironmentVariables",
"appsync:GetIntrospectionSchema",
"appsync:GetResolver",
"appsync:GetSourceApiAssociation",
"appsync:List*",

"aps:Describe*",

"aps:List*",
"arc-zonal-shift:GetManagedResource",
"arc-zonal-shift:List*",
"athena:GetCapacityAssignmentConfiguration",
"athena:GetCapacityReservation",
"athena:GetDataCatalog",
"athena:GetNamedQuery",
"athena:GetPreparedStatement",
"athena:GetWorkGroup",
"athena:List*",
"auditmanager:GetAssessment",
"auditmanager:List*",
"autoscaling:Describe*",
"backup-gateway:GetHypervisor",
"backup-gateway:List*",
"backup:Describe*",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:GetBackupVaultAccessPolicy",
"backup:GetBackupVaultNotifications",
"backup:GetRestoreTestingPlan",
"backup:GetRestoreTestingSelection",
"backup:List*",
"batch:DescribeComputeEnvironments",
"batch:DescribeJobQueues",
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"batch:DescribeSchedulingPolicies",
"batch:List*",
"bedrock:GetAgent",
"bedrock:GetAgentActionGroup",
"bedrock:GetAgentAlias",
"bedrock:GetAgentKnowledgeBase",
"bedrock:GetDataSource",
"bedrock:GetGuardrail",
"bedrock:GetKnowledgeBase",
"bedrock:List*",
"budgets:Describe*",
"budgets:List*",

"ce:Describe*",

"ce:Get*",
"ce:List*",

"chatbot:Describe*",

"chatbot:GetMicrosoftTeamsChannelConfiguration",

"chatbot:List*",

"cleanrooms-
"cleanrooms-
"cleanrooms:
"cleanrooms:
:GetConfiguredTable",

"cleanrooms

"cleanrooms:
"cleanrooms:
"cleanrooms:
"cleanrooms:

ml:GetTrainingDataset",
ml:List*",
GetAnalysisTemplate",
GetCollaboration",

GetConfiguredTableAnalysisRule",
GetConfiguredTableAssociation",
GetMembership",

List*",

"cloudformation:Describe*",
"cloudformation:GetResource",
"cloudformation:GetStackPolicy",
"cloudformation:GetTemplate",
"cloudformation:List*",

"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront
"cloudfront

:Describe*",
:GetCachePolicy",
:GetCloudFrontOriginAccessIdentity",
:GetContinuousDeploymentPolicy",
:GetDistribution",
:GetDistributionConfig",
:GetFunction",

:GetKeyGroup",
:GetMonitoringSubscription",
:GetOriginAccessControl",
:GetOriginRequestPolicy",
:GetPublicKey",
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"cloudfront
"cloudfront

"cloudfront:
"cloudtrail:
:GetChannel",
GetEventConfiguration",
GetEventDataStore",
GetEventSelectors"”,
GetInsightSelectors",
GetQueryResults",
:GetResourcePolicy",
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:

"cloudtrail

"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:
"cloudtrail:

"cloudtrail

"cloudwatch

"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:
"cloudwatch:

"cloudwatch

:GetRealtimelLogConfig",
:GetResponseHeadersPolicy",

List*",
Describe*",

GetTrail",

GetTrailStatus",

List*",

LookupEvents",

StartQuery",

:Describe*",
GenerateQuery",
GetDashboard",
GetInsightRuleReport",
GetMetricData",
GetMetricStatistics",
:GetMetricStream",
"cloudwatch:
"cloudwatch:
"cloudwatch:
"codeartifact:Describe*",
"codeartifact:GetDomainPermissionsPolicy",
"codeartifact:GetRepositoryPermissionsPolicy"

GetService",

GetServicelevelObjective",

List*",

"codeartifact:List*",

"codebuild:BatchGetFleets",

"codebuild:List*",

"codecommit
"codecommit

"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codeguru-profiler:Describe*",
"codeguru-profiler:GetNotificationConfiguration",
"codeguru-profiler:GetPolicy",
"codeguru-profiler:List*",

:GetRepository",
:GetRepositoryTriggers",
BatchGetDeployments",
BatchGetDeploymentTargets",
GetApplication",
GetDeploymentConfig",
GetDeploymentTarget",

List*",
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"codeguru-reviewer:Describe*",
"codeguru-reviewer:List*",
"codepipeline:GetPipeline",
"codepipeline:GetPipelineState",
"codepipeline:List*",
"codestar-connections:GetConnection",
"codestar-connections:GetRepositorylLink",
"codestar-connections:GetSyncConfiguration",
"codestar-connections:List*",
"codestar-notifications:Describe*",
"codestar-notifications:List*",
"cognito-identity:DescribeIdentityPool",
"cognito-identity:GetIdentityPoolRoles",
"cognito-identity:ListIdentityPools",
"cognito-identity:ListTagsForResource",
"cognito-idp:AdminListGroupsForUser",
"cognito-idp:DescribeIldentityProvider",
"cognito-idp:DescribeResourceServer",
"cognito-idp:DescribeRiskConfiguration",
"cognito-idp:DescribeUserImportJob",
"cognito-idp:DescribeUserPool",
"cognito-idp:DescribeUserPoolDomain",
"cognito-idp:GetGroup",
"cognito-idp:GetLogDeliveryConfiguration",
"cognito-idp:GetUICustomization",
"cognito-idp:GetUserPoolMfaConfig",
"cognito-idp:GetWebACLForResource",
"cognito-idp:ListGroups",
"cognito-idp:ListIdentityProviders",
"cognito-idp:ListResourceServers",
"cognito-idp:ListUserPoolClients",
"cognito-idp:ListUserPools",
"cognito-idp:ListTagsForResource",
"comprehend:Describe*",
"comprehend:List*",

"config:Describe*",
"config:GetStoredQuery",

"config:List*",

"connect:Describe*",
"connect:GetTaskTemplate",
"connect:List*",

"databrew:Describe*",

"databrew:List*",
"datapipeline:Describe*",
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"datapipeline:GetPipelineDefinition",
"datapipeline:List*",

"datasync:
"datasync:
"deadline:
"deadline:
"deadline:
"deadline:
"deadline:
"deadline:

"deadline

"deadline:
"deadline:
"detective:GetMembers",

Describe*",

List*",
GetFarm",
GetFleet",

GetlLicenseEndpoint",
GetMonitor",

GetQueue",

GetQueueEnvironment",
:GetQueueFleetAssociation",
GetStorageProfile",

List*",

"detective:List*",

"devicefarm:
"devicefarm:
"devicefarm:
"devicefarm:
"devicefarm:
"devicefarm:

"devicefarm:List*",

"devops-guru:Describe*",
"devops-guru:GetResourceCollection",

"devops-guru:List*",
"dms:Describe*",
"dms:List*",
"ds:Describe*",

"dynamodb:Describe*",
"dynamodb:GetResourcePolicy",
"dynamodb:

List*",

"ec2:Describe*",

"ec2:GetIpamPoolAllocations",
ec2:GetIpamPoolCidrs",
"ec2:GetManagedPrefixListEntries",
ec2:GetNetworkInsightsAccessScopeContent",
"ec2:GetSnapshotBlockPublicAccessState",
ec2:GetTransitGatewayMulticastDomainAssociations"”
"ec2:GetTransitGatewayRouteTableAssociations",
ec2:GetTransitGatewayRouteTablePropagations",
"ec2:GetVerifiedAccessEndpointPolicy",
ec2:GetVerifiedAccessGroupPolicy",
"ec2:GetVerifiedAccessInstanceWebAcl",

ec2:GetAssociatedEnclaveCertificateIamRoles",

GetDevicePool",
GetInstanceProfile",
GetNetworkProfile",
GetProject",
GetTestGridProject",
GetVPCEConfiguration",

’
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ec2:SearchLocalGatewayRoutes",
"ec2:SearchTransitGatewayRoutes",
"ecr:Describe*",
"ecr:GetlLifecyclePolicy",
"ecr:GetRegistryPolicy",
"ecr:GetRepositoryPolicy",
"ecr:List*",
"ecs:Describe*",
"ecs:List*",
"eks:AccessKubernetesApi",
"eks:Describe*",

"eks:List*",

"elasticache:Describe*",

"elasticache:List*",

"elasticbeanstalk:Describe*",

"elasticbeanstalk:List*",

"elasticfilesystem:Describe*",
"elasticloadbalancing:GetResourcePolicy",
"elasticloadbalancing:GetTrustStoreCaCertificatesBundle",
"elasticloadbalancing:GetTrustStoreRevocationContent",
"elasticloadbalancing:Describe*",
"elasticmapreduce:Describe*",

"elasticmapreduce:List*",

"emr-containers:Describe*",

"emr-containers:List*",

"emr-serverless:GetApplication",

"emr-serverless:List*",

"es:Describe*",

"es:List*",

"events:Describe*",

"events:List*",

"evidently:GetExperiment",

"evidently:GetFeature",

"evidently:GetLaunch",

"evidently:GetProject",

"evidently:GetSegment",

"evidently:List*",

"firehose:Describe*",

"firehose:List*",

"fis:GetExperimentTemplate",
"fis:GetTargetAccountConfiguration",

"fis:List*",

"fms:GetNotificationChannel",

"fms:GetPolicy",
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"fms:List*",

"forecast:Describe*",
"forecast:List*",

"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:
"frauddetector:

BatchGetVariable",

Describe*",
GetDetectors",

GetDetectorVersion",
GetEntityTypes",

GetEventTypes",

GetExternalModels",

GetLabels",

GetListElements",
GetListsMetadata",
GetModelVersion",

GetOutcomes",
GetRules",
GetVariables",
List*",

"fsx:Describe*",
"gamelift:Describe*",
"gamelift:List*",
"globalaccelerator:Describe*",
"globalaccelerator:List*",
"glue:GetDatabase",
"glue:GetDatabases",

"glue:GetJob",

"glue:GetRegistry",
"glue:GetSchema",
"glue:GetSchemaVersion",
"glue:GetTable",

"glue:GetTags",

"glue:GetTrigger",

"glue:List*",

"glue:querySchemaVersionMetadata",

"grafana:Describe*",
"grafana:List*",
""greengrass:Describe*",
"greengrass:GetDeployment",
""greengrass:List*",

"groundstation:

"groundstation:GetDataflowEndpointGroup",
"groundstation:GetMissionProfile",

"groundstation:

GetConfig",

List*",

"guardduty:GetDetector",
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"guardduty:GetFilter",
"guardduty:GetIPSet",
"guardduty:GetMalwareProtectionPlan",
"guardduty:GetMasterAccount",
"guardduty:GetMembers",
"guardduty:GetThreatIntelSet",
"guardduty:List*",
"health:DescribeEvents",
"health:DescribeEventDetails",
"healthlake:Describe*",
"healthlake:List*",
"iam:GetGroup",

iam:GetGroupPolicy",

iam:GetInstanceProfile",
"iam:GetLoginProfile",
"iam:GetOpenIDConnectProvider",
"iam:GetPolicy",
"iam:GetPolicyVersion",

iam:GetRole",
"iam:GetRolePolicy",
"iam:GetSAMLProvider",
"iam:GetServerCertificate",
"iam:GetServicelinkedRoleDeletionStatus",
"iam:GetUser",

"iam:GetUserPolicy",
"iam:ListAttachedRolePolicies",
"iam:ListOpenIDConnectProviders",
"iam:ListRolePolicies",

jam:ListRoles",

iam:ListServerCertificates",
"iam:ListVirtualMFADevices",
"identitystore:DescribeGroup",
"identitystore:DescribeGroupMembership",
"identitystore:ListGroupMemberships",
"identitystore:ListGroups",
"imagebuilder:GetComponent",
"imagebuilder:GetContainerRecipe",
"imagebuilder:GetDistributionConfiguration",
"imagebuilder:GetImage",
"imagebuilder:GetImagePipeline",
"imagebuilder:GetImageRecipe",
"imagebuilder:GetInfrastructureConfiguration",
"imagebuilder:GetLifecyclePolicy",
"imagebuilder:GetWorkflow",
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"imagebuilder:List*",
"inspector2:List*",
"inspector:Describe*",
"inspector:List*",
"internetmonitor:GetMonitor",
"internetmonitor:List*",

jot:Describe*",

iot:GetPackage",
"iot:GetPackageVersion",
"iot:GetPolicy",
"iot:GetThingShadow",
"iot:GetTopicRule",
"iot:GetTopicRuleDestination",
"iot:GetV2LoggingOptions",
"iot:List*",

"iotanalytics:Describe*",

"iotanalytics:List*",

"iotevents:Describe*",

"iotevents:List*",

"iotsitewise:Describe*",

"iotsitewise:List*",
"iotwireless:GetDestination",
"iotwireless:GetDeviceProfile",
"iotwireless:GetFuotaTask",
"iotwireless:GetMulticastGroup",
"iotwireless:GetNetworkAnalyzerConfiguration",
"iotwireless:GetServiceProfile",
"iotwireless:GetWirelessDevice",
"iotwireless:GetWirelessGateway",
"ijotwireless:GetWirelessGatewayTaskDefinition",
"iotwireless:List*",

"ivs:GetChannel",

ivs:GetEncoderConfiguration",

ivs:GetPlaybackRestrictionPolicy",
"ivs:GetRecordingConfiguration",
"ivs:GetStage",

"ivs:List*",
"ivschat:GetLoggingConfiguration",
"ivschat:GetRoom",
"ivschat:List*",
"kafka:Describe*",
"kafka:GetClusterPolicy",
"kafka:List*",

"kafkaconnect:Describe*",
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"kafkaconnect:List*",
"kendra:Describe*",
"kendra:List*",
"kinesis:Describe*",
"kinesis:GetResourcePolicy",
"kinesis:List*",
"kinesisanalytics:Describe*",
"kinesisanalytics:List*",
"kinesisvideo:Describe*",
"kms:DescribeKey",
"kms:ListResourceTags",
"kms:ListKeys",
"kms:GetKeyPolicy",
"kms:GetKeyRotationStatus",
"kms:ListAliases",
"kms:ListKeyRotations",
"lakeformation:Describe*",
"lakeformation:GetLFTag",
"lakeformation:GetResourcelLFTags",
"lakeformation:List*",
"lambda:GetAlias",
"lambda:GetCodeSigningConfig",
"lambda:GetEventSourceMapping",
"lambda:GetFunctionCodeSigningConfig",
"lambda:GetFunctionConfiguration",
"lambda:GetFunctionEventInvokeConfig",
"lambda:GetFunctionRecursionConfig",
"lambda:GetFunctionUrlConfig",
"lambda:GetLayerVersion",
"lambda:GetLayerVersionPolicy",
"lambda:GetPolicy",

"lambda:GetProvisionedConcurrencyConfig",

"lambda:GetRuntimeManagementConfig",
"lambda:List*",
"launchwizard:GetDeployment",
"launchwizard:List*",
"license-manager:GetlLicense",
"license-manager:List*",
"lightsail:GetAlarms",
"lightsail:GetBuckets",
"lightsail:GetCertificates",
"lightsail:GetContainerServices",
"lightsail:GetDisk",
"lightsail:GetDisks",
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"lightsail:GetInstance",
"lightsail:GetInstances",
"lightsail:GetLoadBalancer",
"lightsail:GetLoadBalancers",
"lightsail:GetLoadBalancerTlsCertificates",
"lightsail:GetStaticIp",
"lightsail:GetStaticIps",

"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:
:GetLogGroupFields",
"logs:
"logs:
"logs:
"logs:
"logs:
"logs:

"logs

Describe*",

FilterLogEvents",
GetDataProtectionPolicy",
GetDelivery",
GetDeliveryDestination",
GetDeliveryDestinationPolicy",
GetDeliverySource",
GetLogAnomalyDetector",
GetLogDelivery",

GetQueryResults",
List*",
StartQuery",
StopLiveTail",
StopQuery",
TestMetricFilter",

"m2:GetApplication",
"m2:GetEnvironment",

"m2:List*",

"macie2:GetAllowlList",
"macie2:GetCustomDataldentifier",
"macie2:GetFindingsFilter",
"macie2:GetMacieSession",
"macie2:List*",
"mediaconnect:Describe*",
"mediaconnect:List*",
"medialive:Describe*",
"medialive:GetCloudWatchAlarmTemplate",
"medialive:GetCloudWatchAlarmTemplateGroup",
"medialive:GetEventBridgeRuleTemplate",
"medialive:GetEventBridgeRuleTemplateGroup",
"medialive:GetSignalMap",
"medialive:List*",
"mediapackage-vod:Describe*",
"mediapackage-vod:List*",
"mediapackage:Describe*",
"mediapackage:List*",
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"mediapackagev2:GetChannel",
"mediapackagev2:GetChannelGroup",
"mediapackagev2:GetChannelPolicy",
"mediapackagev2:GetOriginEndpoint",
"mediapackagev2:GetOriginEndpointPolicy",
"mediapackagev2:List*",

"memorydb:Describe*",

"memorydb:List*",

"mobiletargeting:GetInAppTemplate",
"mobiletargeting:List*",

"mq:Describe*",

"mq:List*",

"network-firewall:Describe*",
"network-firewall:List*",

"networkmanager:Describe*",
"networkmanager:GetConnectAttachment",
"networkmanager:GetConnectPeer",
"networkmanager:GetCoreNetwork",
"networkmanager:GetCoreNetworkPolicy",
"networkmanager:GetCustomerGatewayAssociations",
"networkmanager:GetDevices",
"networkmanager:GetLinkAssociations",
"networkmanager:GetLinks",

"networkmanager:GetSites",
"networkmanager:GetSiteToSiteVpnAttachment",
"networkmanager:GetTransitGatewayPeering",
"networkmanager:GetTransitGatewayRegistrations",
"networkmanager:GetTransitGatewayRouteTableAttachment",
"networkmanager:GetVpcAttachment",
"networkmanager:List*",

"oam:GetLink",
"oam:GetSink",
"oam:GetSinkPolicy",
"oam:List*",
"omics:GetAnnotationStore",
"omics:GetReferenceStore",
"omics:GetRunGroup",
"omics:GetSequenceStore",
"omics:GetVariantStore",
"omics:GetWorkflow",
"omics:List*",
"organizations:Describe*",
"organizations:List*",
"osis:GetPipeline",
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"osis:List*",

"payment-cryptography:GetAlias",
"payment-cryptography:GetKey",
"payment-cryptography:List*",
"pca-connector-ad:GetConnector",
"pca-connector-ad:GetDirectoryRegistration",
"pca-connector-ad:GetServicePrincipalName",
"pca-connector-ad:GetTemplate",
"pca-connector-ad:GetTemplateGroupAccessControlEntry",
"pca-connector-ad:List*",
"pca-connector-scep:GetChallengeMetadata",
"pca-connector-scep:GetConnector",
"pca-connector-scep:List*",
"personalize:Describe*",
"personalize:List*",

"pi:Describe*",
"pi:Get*",
"pi:List*",

"pipes:Describe*",

"pipes:List*",

"proton:GetEnvironmentTemplate",
"proton:GetServiceTemplate",

"proton:List*",

"gbusiness:GetApplication",
"gbusiness:GetDataSource",
"gbusiness:GetIndex",
"gbusiness:GetPlugin",
"gbusiness:GetRetriever",
"gbusiness:GetWebExperience",
"gbusiness:List*",
"ram:GetPermission",
"ram:GetResourceShares",

"ram:List*",
"rds:Describe*",
"rds:List*",

"redshift-serverless:GetNamespace",
"redshift-serverless:GetWorkgroup",
"redshift-serverless:List*",
"redshift:Describe*",

"refactor-spaces
"refactor-spaces
"refactor-spaces
"refactor-spaces

:GetApplication",
:GetEnvironment",
:GetRoute",
cList*",

"rekognition:Describe*",
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"rekognition:List*",
"resiliencehub:Describe*",
"resiliencehub:List*",
"resource-explorer-2:GetDefaultView",
"resource-explorer-2:GetIndex",
"resource-explorer-2:GetView",

"resource-explorer-2:List*",

"resource-explorer-2:Search",

"resource-groups:
"resource-groups:
"resource-groups:
"resource-groups:
"resource-groups:

GetGroup",

GetGroupConfiguration",
GetGroupQuery",

GetTags",
List*",

"route53-recovery-control-config:Describe*",
"route53-recovery-control-config:List*",

"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:
"route53-recovery-readiness:

"route53:GetDNSSEC",

"route53:GetHealthCheck",
"route53:GetHealthCheckStatus",
"route53:GetHostedZone",

"route53:List*",

"route53profiles:
"route53profiles:
"route53profiles:
"route53profiles:
"route53resolver:
"route53resolver:
"route53resolver:
"route53resolver:
"route53resolver:
:GetResolverQuerylLogConfig",
GetResolverQuerylLogConfigAssociation"

"route53resolver

"route53resolver:
"route53resolver:
"route53resolver:
"route53resolver:

GetCell",

GetReadinessCheck",
GetRecoveryGroup",

GetResourceSet",
List*",

GetProfile",
GetProfileAssociation",

GetProfileResourceAssociation",

List*",

GetFirewallDomainList",
GetFirewallRuleGroup",

GetFirewallRuleGroupAssociation",

GetOutpostResolver",
GetResolverConfig",

GetResolverRule",

GetResolverRuleAssociation",

List*",

"rum:GetAppMonitor",

"rum:List*",

"s3-outposts:ListEndpoints",

"s3-outposts:ListOutpostsWithS3",
"s3:GetAccessGrant",
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"s3:GetAccessGrantsInstance",
"s3:GetAccessGrantslLocation",
"s3:GetAccessPoint",
"s3:GetAccessPointConfigurationForObjectLambda",
"s3:GetAccessPointForObjectLambda",
"s3:GetAccessPointPolicy",
"s3:GetAccessPointPolicyForObjectLambda",
"s3:GetAccessPointPolicyStatusForObjectLambda",
"s3:GetBucketAbac",

"s3:GetBucketAcl",

"s3:GetBucketCORS",
"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketMetadataTableConfiguration",
"s3:GetBucketNotification",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketOwnershipControls",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetEncryptionConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetMultiRegionAccessPoint",
"s3:GetMultiRegionAccessPointPolicy",
"s3:GetMultiRegionAccessPointPolicyStatus",
"s3:GetReplicationConfiguration",
"s3:GetStoragelLensConfiguration",
"s3:GetStoragelLensConfigurationTagging",
"s3:GetStoragelLensGroup",
"s3:ListAl1MyBuckets",
"sagemaker:Describe*",

"sagemaker:List*",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:List*",

"schemas:Describe*",
"schemas:GetResourcePolicy",
"schemas:List*",
"secretsmanager:Describe*",
"secretsmanager:GetResourcePolicy",
"secretsmanager:List*",
"securityhub:BatchGetAutomationRules",
"securityhub:BatchGetSecurityControls",
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"securityhub:
"securityhub:
"securityhub:
"securityhub:
"securityhub:
"securityhub:
"securityhub:

Describe*",
GetConfigurationPolicy",

GetConfigurationPolicyAssociation",

GetEnabledStandards",
GetFindingAggregator",
GetInsights",

List*",

"securitylake:GetSubscriber",
"securitylake:List*",
"servicecatalog:Describe*",
"servicecatalog:GetApplication",
"servicecatalog:GetAttributeGroup",
"servicecatalog:List*",
"servicequotas:GetServiceQuota",
"servicequotas:ListServiceQuotas",
"ses:Describe*",

ses:GetAccount",

"ses:GetAddonInstance",

ses:GetAddonSubscription",

"ses:GetArchive",

ses:GetConfigurationSet",
"ses:GetConfigurationSetEventDestinations",
ses:GetContactList",

"ses:GetDedicatedIpPool",

ses:GetDedicatedIps",

"ses:GetEmailIldentity",

ses:GetEmailTemplate",

"ses:GetIngressPoint",

ses:GetRelay",

"ses:GetRuleSet",

ses:GetTemplate",

"ses:GetTrafficPolicy",

ses:List*",

"shield:Describe*",
"shield:List*",
"signer:GetSigningProfile",
"signer:List*",
"sns:GetDataProtectionPolicy",

sns:GetSubscriptionAttributes",

"sns:GetTopicAttributes"”,

sns:List*",

"sqs:GetQueueAttributes"”,

"sqs:List*",

sqs:GetQueueUrl",
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"ssm-contacts:GetContact",
"ssm-contacts:GetContactChannel",
"ssm-contacts:List*",
"ssm-incidents:GetReplicationSet",
"ssm-incidents:GetResponsePlan",
"ssm-incidents:List*",
"ssm-sap:GetApplication",
"ssm-sap:List*",

"ssm:Describe*",
"ssm:GetDefaultPatchBaseline",
"ssm:GetDocument",
"ssm:GetParameters",
"ssm:GetPatchBaseline",
"ssm:GetResourcePolicies",
"ssm:List*",

"sso:GetInlinePolicyForPermissionSet",
"sso:GetManagedApplicationInstance",
"sso:GetPermissionsBoundaryForPermissionSet",
"sso:GetSharedSsoConfiguration",
"sso:ListAccountAssignments",
"sso:ListApplicationAssignments",

"sso:ListApplications",
"sso:ListCustomerManagedPolicyReferencesInPermissionSet",
"sso:ListInstances",
"sso:ListManagedPoliciesInPermissionSet",
"sso:ListTagsForResource",

"states:GetExecutionHistory",

"states:Describe*",

"states:List*",

"support:CreateCase",

"support:DescribeCases",

"synthetics:Describe*",

"synthetics:GetCanary",

"synthetics:GetCanaryRuns",

"synthetics:GetGroup",

"synthetics:List*",

"tag:GetResources",

"timestream:Describe*",

"timestream:List*",

"transfer:Describe*",

"transfer:List*",
"verifiedpermissions:GetIdentitySource",
"verifiedpermissions:GetPolicy",
"verifiedpermissions:GetPolicyStore",
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"verifiedpermissions:GetPolicyTemplate",
"verifiedpermissions:GetSchema",
"verifiedpermissions:List*",
"vpc-lattice:GetAccessLogSubscription",
"vpc-lattice:GetAuthPolicy",
"vpc-lattice:GetlListener",
"vpc-lattice:GetResourcePolicy",
"vpc-lattice:GetRule",
"vpc-lattice:GetService",
"vpc-lattice:GetServiceNetwork",
"vpc-lattice:GetServiceNetworkServiceAssociation",
"vpc-lattice:GetServiceNetworkVpcAssociation",
"vpc-lattice:GetTargetGroup",
"vpc-lattice:List*",
"wafv2:GetIPSet",
"wafv2:GetLoggingConfiguration",
"wafv2:GetRegexPatternSet",
"wafv2:GetRuleGroup",
"wafv2:GetWebACL",
"wafv2:GetWebACLForResource",
"wafv2:List*",
"workspaces-web:GetBrowserSettings",
"workspaces-web:GetIdentityProvider",
"workspaces-web:GetNetworkSettings",
"workspaces-web:GetPortal",
"workspaces-web:GetPortalServiceProviderMetadata",
"workspaces-web:GetTrustStore",
"workspaces-web:GetUserAccessLoggingSettings",
"workspaces-web:GetUserSettings",
"workspaces-web:List*",
"workspaces:Describe*",
"xray:BatchGetTraces",
"xray:GetGroup",
"xray:GetGroups",
"xray:GetSamplingRules",
"xray:GetServiceGraph",
"xray:GetTraceSummaries",
"xray:List*"

1,

"Resource": "*"

"Sid": "AIOPSAPIGatewayAccess",
"Effect": "Allow",
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"Action":
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"apigateway:GET"
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"Resource":
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"arn:
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::/restapis”,
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::/restapis/*/stages",
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::/apis",

::/apis/*",
::/apis/*/deployments",
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::/apis/*/integrations"”,
::/apis/*/integrations/*",
::/apis/*/stages",
::/apis/*/stages/*",
::/domainnames/*"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:ListBucket"
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i , s3:PutObject. ec2:TerminateInstances=® FE AE{Edynamodb:DeleteltemFT &
EEEET, IELNABRTFELHY , REEXNBEEHTELE K.

BE
Layer HIEH T A&
IAM £ & B 1= EREFETRASREAHIT
W EE
= AT AWS DevOps KERER ERERABTUBMTHHRAKR
g2
BMEEA ME R E REEX AT UBBRETHIRE

HERTRARERXENRERNREARAES  ANACEILREREEARANIE,
EEENERR

[REEREFME  SFELSRANT , EREEANYRELAEEH. EFEE

- ERAEBRERNBAEHEARARNREER
- EERARNMBENAMAXEERER

X EERRERETE

- WEETTH VPCs, FHIER. BETHER. APIRE)
- ERERE (EBE. RI. UHREF)

- BEER (EC2 #11TME#E. Lambda ¥, &s7)

o EEJRFNGFCERBRTE (CloudWatch, CloudTrail)

s THEIFUMENSINENERER
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MRERHFRAE  REEXTRELZZBNFEREERBRRACZEERRENREIRR,

BR 75l Bl %5 17 B

BRI UERETRASAEHN IAM BEX , URFIFRASATFEAWS R, B EHFTHE
B, FFERE T IREE

- RPHENA -AEEATEEHAECHBANERERE. BENAG. BRRTAFREENERK
MR ERAFF A

- REAVERYK - EeS3SsREEAEHEEER AWS WK, §lm , MRENEREXTER
Amazon RDS , B HE+EE RDS &1,

- FERAREHEMIEBRAFT - IEEMEBIEE , HlI0 cloudwatch:GetMetricDatasy , MIkER

Fservice:*3Falec2:DescribeInstances,

PR&I B4 E BRI BER A -

json

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:DescribeAlarms",
"logs:GetLogEvents",
"logs:FilterLogEvents",
"ec2:DescribeInstances",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"

1,

"Resource": "*"

}
]
}
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ERAEER

BR 5l & IR 17 EX

EERREEXNRESRBTFNBEER , FE IAM BERFERERBRFTT.
BFRHERERANER,

£ EIR ARN &5 :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"lambda:GetFunction",
"lambda:GetFunctionConfiguration"
1,
"Resource": "arn:aws:lambda:*:*:function:production-*"
}

WEHIRRH R ERER Rt BB B E A "production-" B Lambda B &,

ERARERERS

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeInstances",
"ec2:DescribelInstanceStatus"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:ResourceTag/Environment": "production"

}

ERREERFEE

PR ) & IR 17 X
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3

L 51 PR HI IR R AEFEL 422 M EC2 #1TEB8Environment=production,
PR il [ 13 77 Y
EERBRERKXATER AWS WEHE , FFE IAM BERHEA aws :RequestedRegionfR % 5|8

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:Describe*",
"lambda:Get*",
"cloudwatch:Get*"
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestedRegion": [
"us-east-1",
"us-west-2"

1t &5 451 PR X ERFE =, R AE1Z EY us-east-1 # us-west-2 BIE P E IR,
By B35 IAM BER

ELRVERAEZHIFERERFE  EULERFRABRELREY AR IAM A, ENRLE
ERIEERERAL

BUERRASZEE
# AWS EE XA FH DevOps Agent £ 5.

- EBECERABENHEILF DevOps RERXAG , WKRIETRE

PR 5 [ 35 77 B 258
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mEEERA B2 E R

% AWS EE X &P K DevOps Agent E# 5 ...

- ERUNEEREIRER
- REWERFENEERENRBIRE , RRE—TRE
- BEEREARIER DevOps RERABK , WHKRIERIRE

B BRREER

- BT - BREAFERES KM ERVFFE
- BUREAEFRBRFTT - REERA ARN EXHERFIEFEER
- EMWEMEKT T - EHREARCEERN IAM BER | LBRRENTSENRER/R

ER7E IAM Identity Center & 0 B F%

IAM Identity Center & BB R MBE R T EREEFEHEE AWS DevOps Agent Space Web FERE
XMW EH, ANEERPUNMERE IAM Identity Center B 0 BB NEEFRE,

SRR
FXIE IAM Identity Center B 9B 2 81 , BHEERD :

- EEWABIRS FRUA IAM Identity Center
« BEEEFFT in AWS DevOps REER
- EREREHRELNERAEZHE

B o REEE
AWS DevOps Agent 12t A E1ZHL Agent Space Web FEARRANE DB % -

IAM Identity Center & 7883 - BEBRAREERE. RHEFAEAEEE, ARSI REERS
AR RIE 12 /NEFH) THEREER.

EESEW (AM 5 58E ) - EYAKENECHBATESRMRETR. THEMERRH A 30 2
i,

BITBRREEK 259
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EERAEZEEMUHBERE IAM Identity Center

BURRASZREE , B UEFERES|EH LERE IAM Identity Center & 7585
SR BEE Web EARNERE

1. REERAEZEFMEEAN AWS IRFZEER , FRENTTNERSIER
2. B ERMEERD : "TE$E IAM Identity Centery M "TEEEE

HER 2 : 5RE IAM Identity Center B4
£ [ERAEZRE] EHRZE IAM Identity Center EEH :

1. B&3% IAM Identity Center #1788 - A SR ~WE Identity Center FITEIEASEIE Web App
FAEGFEE (HlI ssoins-7223a9580931edbe), RAEEHBHFELEABKIEZLN IAM
Identity Center #1717 {E 88,

2. 1ZH IAM Identity Center ERERAEEREE - BE=E&Ez— .

B E)E MM DevOps Agent A ( EE)

- RREEDRYEAEENANTREAE
EREENEE  BHARKZBEARS

(i

BERREAS®

- FREEEINEE IAM B
- RieREFACEEXLENGT
- MREHEBEETELEIL AWS DevOps Agent At | FERZILIEE

£ FABURE AN ST HTHY DevOps Agent B

- FRARMHNBEFAES £ IAM EREFEVEECHBETAR
- MREFEBTAGHA , FREIEHR

BR—TERR K REE8E

EERASZHEIHBERE IAM Identity Center 260
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- BEYRBREEEN IAM BB

- BIENERASZEELE IAM Identity Center EARER

« 7£ IAM Identity Center 1 Agent Space Web FEATEN B E L S1EEHF

« RXJE OAuth 2.0 B BB REUAREFEERE

BRAR FAEEERFN
RSB E 7 EIFE Agent Space Web EEARER , MAEXE IAM Identity Center :

1. EEEEENERD , B TRESESFEEN IAM A€ ARN ( fila0
arn:aws:iam: :440491339484:r0le/service-role/DevOpsAgentRole-
WebappAdmin-15ppoc42)

2. B—TEAEEEFIURE , LUMER IAM B2 B &S Agent Space Web FEREZR
3. AL LN TERERRFA 30 28

(® Note

EESFIEERARYBRENER. BREEMRNEERE , E |IAM Identity Center &
DR

#ri8 68 & M AR

X7 IAM Identity Center 0 EER , BRER T EMLAENEEY Agent Space Web FERARZ Y
FEURE

TR FREREEE

1. £ AWS DevOps REEXF#E&F , ERENRKERXZE
2. BIEFEREIER
3. EERERFIT , BR—TEEREMENEAE

HER 2 B EREE

1. BEMEERAENEE
2. 7£ IAM Identity Center B 8% S £ A& RE A

g EMEE 261
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3. EEUEEMEHERAEREFASHEEG IR
4. B—THEURFHMAFEE

REVHY 5 & B AE o] LAE A H IAM Identity Center B 7 H Agent Space Web FEARER,
FERNREDRMAE

MREEANEB G PiRMAE (50 Okta, Microsoft Entra ID 5 Ping Identity) ¥ &t IAM Identity
Center :

- FRAENFESRAT S DRMERDSE IAM Identity Center

- BIEHSEREMEHETIEE Agent Space Web AR | £EHRES B &IBE
- FRAEBMNBEENEERHNBESRREEHE

- EFE , ENEIREENEESHE R IAM Identity Center H

{# i & f0fA12EX Agent Space Web FERTE
KEREREE REEXZEZE :

1. BREFERE LA Agent Space Web FEFE URL

2. EEAEEEZE URL i , b S EFHE@E IAM Identity Center F A HH

. MABAER (MREREER MFA) 2% , R EEHE@E Agent Space Web FEARE
4. BRIFTER  HTEREBNENEA 8 /N ( ATH Identity Center EE &R E )

EEEREFN

125 A RS SE 4T (PR T BN -
FHESERERRE -

- R ERAAE S B KA A E AR

BREFEVE -

1. EERAEFNERT , SREBKRNEMREREFE
2. B—THEBENBRERE

{ A& A 12H Agent Space Web FERZS 262
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BROEASSIMAEFIE , BERTH THERRTESRE  EIBMAIL,
THEEEREE

Agent Space Web FEATEHY IAM Identity Center TERSER BB T 34514

- FERR TYERSEYISMERER - 8 /N BF

- TERRBRZEM - AREEREREZENER HTTP Cookie

- ZEEZRERE - 7 |1AM Identity Center PERERZE

« APl 2 AEX - 5 (15 988 ) Sigv4 EAER S API FEIES H I B BB

HERELFERIBERE !

EEZ |AM Identity Center 124

BIERRE > B BRE

EITERERFERET , SESREFVFERE (11 /DR 12 /D)
i#1Z Save changes (fFEF)

0N~

7 iE4Z Identity Center

1. EERABZENERAT , H—TALANEE , REBZIH IAM Identity Center H B E#R
2. ERERRHRE S AP HERR

RENPE T REE (IdP) & BR=E

ABHoRMHE (dP) S BBURLNABEREEN OIDC HBES D IRME |, H70 Okta =X
Microsoft Entra ID , REE &% AWS DevOps Agent Space Web FERRRRWFZE, FHAEERE
EIB IdP FRAEQREAERZA , MAFEE AWS IAM Identity Center,

FORIRH

HERRESNES IdP o el , FRELD !

b

- OIDC A B 1R & (Okta = Microsoft Entra ID)
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- B RMENEESFEE

« 77HU AWS DevOps Agent TR AN EESFT

- EREREMRBBINERAEEE

EERH
EEREND 0P SHRBR -

- EFAFEEEZE Agent Space Web FEfATEZ URL

- EMEENENELAN S I RUENEAER

- FRAHARABRAERETRIER , cMASEHNS@E Web EAER

- Web EARAEXRMGIRIBFN , UNGHEEBATRASZENEDR AWS BE

THEERBRNERHMERS 8 M. BABREMEA OIDC ENREENEDENEE K MAFTEMEA
BEMBE.

RRESMD IdP & 5 B

SR AN B REEPEMERES
EBON S0 RAE  DEEHENREET.
7 A : Okta

1. 7£ Okta EXEE X AY , SEZEAEX > EARK K AREEEVEARXES

2. 1EHY OIDC - OpenlD Connect fiAE AL , REB B Web EAREAMAEARIER, BET
—

3. REEAEANHWIRMERE (Hltn AWS DevOps Agent)

4. ERTEAT  BHREWMETIIEE .
- REW (TR
- ENEEEN - SRIERBRENBENSEER., IRAMA , FAEKELIERIERE.

(® Note
RIBTERR , Okta TEMAEHMBEEMRTEE, ELARBBATE.
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1. BBAEHMED URIs REA BRI TRRE - B EREERAEZHBRETERN

EERT , EREESFIENERESEE

EREAREIN —MRRIERL  ZTTIE:

- AP ID

- AFmWE — BEERRNUZSMFREFIE

5. FFAESEM Okta A1E — ERZEMRITE URL (Bl https://dev-12345678.okta.com)s

LD

(® Note
EEARSIERL , BEBITERESR Okta URL ( EBIRE ) . EAHRBEMNEITE URL.

® Note

AARBEESHMEEREARBFNESRSIFERTN ID F. AWS DevOps REREATE
ERARE IdP MEEREERK.

1215 B : Microsoft Entra ID

1. 7 Azure AO#ELEH , BEZE Microsoft Entra ID > RN M > #HEEM
ERERRMERERE (Bl AWS DevOps Agent)
EXENIRFERET  EHESLEBNER (BEEERRNLERB &PRIIKRS)
REXKEHSD URIREZ=H, EEEH
ERAEASIBEREL T TIE :
- ERAREX (AFPW) ID—EREERAEZEEFAERFR ID
- Bk (#HF ) ID— AREBETE URL
6. EEERINME > TAFPRKME
« FREHRRNIEHAHE
- BEREYVAIRAMERE — TEHERETR
7. Entra ID M9317#& URL E@L#ER. {tenant-id} ¥ R ALE 5 FrE% (HF ) ID:
* https://login.microsoftonline.com/{tenant-id}/v2.0

o b~ w0 DN
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® Note

BB PRUABEERES, AWS DevOps REEXNTEMEARE IdP WEENE
&%,

HER 2. A IdP &7 BFERA Operator App

1. £ AWS DevOps RERRF#EHAF , ERANKEEXZEH
BEFIESIEER
EEREFRT , BREABS S RME
FEAERERES | RETHIER :
- SoRME —EREN S 2 RME (Okta = Microsoft Entra ID)
- #17%E URL — RELEN S DRMHEER OIDC #1T#E URL
- FIFi% ID — &332 OIDC FEEARRMAFiR ID
- AFIm#E — ¥ H OIDC EARNHNHFIRRKER
5 EG oy RMUEEAEXNARERT , BEE=@#Kz—
- BEEINHFM DevOps Agent B (BE ) —BIEEEEFRTHNHRKEAE
- BRREAR — FRZEEINRE IAM A6

- ERABGREARZRIFA DevOps RERAAE — ERARHNFEENRE IAM TEEFEVER
CHAE

6. MERERKIERNVEMN URL B4E12EE, S8t URL — BEEEFBZS S 0RUHEATNENR
Em URIsEEREFBEE A,

7. EBEER

> w DD

ERERR  IRAFETNSEsREERR RIS TIIFRER

- RBHtE — LERNSDRHEE

- #17% URL — EREHR OIDC #17%# URL

- AP ID — RENAFi ID

- IAM A& ARN — AREREFZRN IAM A&

- @ URL — E5DRHEEHEL URL REAAFFNEFHED URI
« B A URL— AL URL ZEBEHN F D RMHEFE Web EAER

ERESNER 1P B 5 B FE 266



AWS DevOps REEZX EREES

F$EB3: BEN URL FIEEEN S D IEMEE

Okta

1. # Okta EEE X2 A% , BEFRARAN —RRSIER
2. HEAT , EERE
3. MBEM URL MAZEAEHRER[ URI :
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/callback
4. (1ER) RERBEA URI BLiE Okta BERARA IdP BIRATEA -
« https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/login

5. (E#: ) MEBHEHRED URI, UEBHREEAEERNEDE Web BRAEN, MRRFERK
g, EREEERHK RS RIEREMH

* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/welcome
6. BEREF

Microsoft Entra ID

1. 7 Azure AOMYEF , EBEEEARANS 2 RERE
2. E P AERET , BEHEFE > Web
3. WAEM URL MAEFHER[ URI :
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/callback
4. (R ) HEZHEHRESME UR, LAESHEREAEEREEDDE Web BARER
« https://{agentSpaceld}.aidevops.global.app.aws/authorizer/welcome
5. BIERTE

SR 4 BREERE

1. BEEFRAFETRAEA URL
* https://{agentSpaceld}.aidevops.global.app.aws/authorizer/idp/login
2. BRZENEOES A RAENEARET
3. RN ATEABBREA
4. BRBBERIE , RREBFEEFHEQE Agent Space Web FERER

SRENED 1P B BE 267
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SEAT 1P 48

T SET PR NER TR SRR -

1. £ AWS DevOps REREXF#ZA&F , ERENRKERAZE
2. BIEFEREIER

3. HAME D IRUEEET , RERRAFRUR

4. WA A P&

5. BEfM7T

BESEMMEM (dP BEMN (HINEITE URL, AP ID B 0RMEE ) , BLETERE 1P
HYEAR IR EFTHY AP,

{55 Fi #& an{a] 172HY Agent Space Web FERER
RENT IdP B RRECE
- BARRE(FEAEHL A Agent Space Web FEAFE URL

- EEAESEEURLE , MEEFEREEN S S RHENEARR

- MABAER (UREHKH AP BREN MFA) 2% , RSB EEHE @G Agent Space Web FEF
2

- THIERREBEHNRE — NFFMER  F2RIERREE

TIFEERERE

Agent Space Web FEFARENAI/EB IdP TERSERER T HI4$H -

- THERREFERE — BRI HERREZ/HE 8 ME, EEERTE in AWS DevOps KERERN. W
REW P THEERFEMER 8 /N, £AEARSEET REFHFEBENRRE K MEFTEA
BAEH, BEREABNEEER , RE IdP W TEERERNZFERBEH,

- BAERNENEE — THEEERSMERA OIDC ENREENEDENEE K MATELAEETRE

- ZEEZERE —EENF I RHEFRERIE, IIP BEEAHBEE MFA — 7 AWS DevOps
REEXTIEERINERE

FH IdP fERE 268


#session-management

AWS DevOps TS fREIEE
BFHITA
EFEAEE Web BRABRARE-TEHE :

1. FB T4EREER Cookie #8& I BIERR
2. FRESEMEMES /T IRHUER OIDC EHimE: , U4 LE SSO THEREER
3. MRAEKRERHENEM URI, AIESEAEEFRERE Web BABEXBILER

WEREREFIE
HRVEHECERAENFIRE , SUNEZES 7 REENEESAOREPHEBHE THERER

« Okta — £ Okta EEEFiZAH , EEERK > AR , BIERE , BEEZHFE > BREAET
YR R

« Microsoft Entra ID — 7€ Azure AQfBYLH K EBEBEEZFHE, BERFEAE  AREERETIERER

LZEEE

RFRWERME — MIRECERUERAEZHRREAAFGRHE K HEEMBEATRABREHESNE
R, ACEREVERHNAFREFZEERATFXE KMS £RETNE, EXETEHE API EEH
B , EEEERBEREEEZEAET,

RFmWERR — Entra AFRRBREATRENBHRKE, RERE , £A AWS DevOps REER
TERATHNBSAFREETEL  ERBBHWmRENE, MRWBZBHY , FREKEELEEA , B2
WAL,

BEEMBHEE — SORMEZHNEREGEY (fFEUER. EWMEEMER ) B IdP AR
Hlo RPIEBIGTE 0P FREEEN FR LB

« Okta — EZREMH > API > B[RS > ERBE TREZFEmiIBE
 Microsoft Entra ID — fE AR £ ariBH R R E M £ aniB Hf

BEES —FVHESIRHUENZHEETRAREES. AWS DevOps RERR BRI ERARE
IdP K EHER BB

£ & BB RF — AWS DevOps RERNEARBRERENE ST RE—FBIEME

« Okta— R E ID Z&FMWsubESE

T2E 269
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https://learn.microsoft.com/en-us/entra/identity-platform/configurable-token-lifetimes
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ERAEER

 Microsoft Entra ID — £/ ID Ff&FH M oid ( MHEBIFF ) ES

ELHBIRFAAE | WHIRE CloudTrail BFH UHEKZA,

R EnE A ED 1dP

1. £ AWS DevOps RERAETZAF , BERENRERAZRE
2. BIEFELREIRE

3. HEAERFET , BEFEPENER

4. RERTERHRE S P I MY E AT

FhENERRA

- REBRAESZEBER 1P 1H7E
- BIEERAEEBAREDREEZA
- BEREE AP i F & iR 5 AR B Y 18 B B0 R A1 K fm R 52 O 8%

FERPHERETFERSEER , BB T - RBAERERRERAMAL.

SEREOEAE

- EfEME IdP XM — BERITE URL HFEE IdP 1Y OIDC #H#Z=im B, ¥ Okta
BARSIERLIGHITERES Okta URL ( FFEIRE). MR Entra,

login.microsoftonline.com/{tenant-id}/v2.0,

, FRTERTE
A% https://

- FEUEBERMEKIER (Okta) — EEAERHFECERBERTHEARER, REEA > BAK

RBA

o BEARH IdP {HRESEEE — BB P REEREOEHNEEZR, BREBHoffline_accessHi

EMERBREFHRTEE .

« Okta — BIEZEAERIN —RESIER , T ERFEETRAERRIEZEKEUS ]
« Entra— Bi{E API 55 1] , ¥#{Roffline_accessTEZEREFA 5 H

. BT, B Web ERRERNERIER — BT AP PN EFHEE URI T2 RS AWS DevOps

RERAFEEPETNEN URL,

- BOBMERAYM —WREE AP PRAAFEEAES , FREHEFEM. AWS DevOps RERXTEE

Fﬁﬁ%ﬁ.amo

Fh EfE i AMED 1dP

270
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« |dP B BRFBEEBEALK — B Entra , ¥ requestedAccessTokenVersionkfEnullEATE
REAFEPRES . YA Okta , BAFHITHE URL REERE,

« H—T&HW (Okta) BHEREH — NREBEEHEZEFZIpost_logout_redirect_uriffik ,
fA1E Okta EARERW — MRS ZEBEPHIE https://
{agentSpaceld}.aidevops.global.app.aws/authorizer/welcomef A& HEH Em
URlI,

- FRAEEEHASFEES I RMEEER Entra) — BEEEHBREERAEZEN
BmrE Web EARER , 3B Entra EREXN S 2 BEEETHIE https://
{agentSpaceld}.aidevops.global.app.aws/authorizer/welcometEBE#HE [ URI,

for AWS DevOps R ERREXNFEME

AWS DevOps REERAEMEMAREEFER, RIBER , AWS DevOps RKEEASEM AWS 5
BNTREDMBENER  EFHENEA. SEZRR, EEIRK AWS HESRNER. T8
BIAEEXNEAHERRBEL SR, ENENSRHZIRE,

IR T LUIRIE 6 81 AWS Key Management Service (AWS KMS) R &Y, HENEENEBEFS
ETRRMZER, ARG UATEEEMERE , RS U#T TIHER -

- BYNHBESBBR

- RANERESBBXR

- RIS HREBRERZER

- i ER

- BIUSBEA

- THEEBEMER

MEFHMET , 528 AWS Key Management Service B AERETNEFSELR,

® Note

AWS DevOps fRERAEMEA AWS AN R EBRABRENR , LG BEREFFER,
ERFEARFZESRE  EXMEEAWSKVMS Bf, MEEENWFMEENR , F8E AWS

Key Management Service E1E,

for AWS DevOps RERR K FEEME T


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/

AWS DevOps REEZX EREES

EFEESR

EEFRESRMRLEY. HANEEZ AWS IRFHH KMS €8, BT 2EHEL KMS £ |
BREEVNHEERESREE,

ELBRERFZESL®RK , AWSDevOps REERXNEFATRREBHRERER . AWS DevOps 1
BEEXEFERESNZEEBE AWS Encryption SDK BEE R keyring, BB KMS £ E@RREEX DS
%, EMRBLNER,

BUNERYTIERKEEEFZEER

- Agent Space — HN#Z it DevOps Agent Web FERRERNEHEFE. HeEMPIRXIEER Agent
Space FHEANRKE.

- BRI — MEBRENE=FRBEEBE.

EEREEFZESLM in AWS DevOps REREX , FHERET ISR,
SR BURFZESR

WA LAERA AWS KMS £ A5 AWS KMS API REVEHBEFSELR, SRV ETETHER :

Key type Eap i

CR i SYMMETRIC_DEFAULT
ERAE ENCRYPT_DECRYPT
® Note

AWS DevOps RERNEXEEGS®FEMENCRYPT_DECRYPT£ 8 A EMNHEMNE KMS
SYMMETRIC_DEFAULT£#8, BaIfXEZEHSRMIIELRE SR,

MEFHMEF , 52 B AWS Key Management Service A BIERHPNETHBEFSZESH,

EFEES® 212


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/concepts.html#envelope-encryption
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk

AWS DevOps TS fREIEE
SR 2 RETWIK

TRPRSEFEFZECRNFIER, BEEFZESRBLARF —ESREK , HPIERE
ET AR SRR EER T XRIEN,

EN SRRV AR BREFRUETA (£8 IAM 52 ) 1 AWS DevOps RER N IRIGHIZF T,
AWS DevOps R EREXNEFEAMMEEAERFIEN SR

1. FHNHUEZAER — ANFIERSIRE  SESBERT,. SREBUBNMNE , IR ELOEED -
R FENY & BV 4E 4] AP FERY,,

2. AWS DevOps Agent R 8 — AREESRPITHERDSERME , SIMRERE. ShoW. B4
BBMBERRERR D TEE.

TRIIHSBEN KMS BF :

KMS EiE Description

kms :DescribeKey EEREVRFERISHER

kms : GenerateDataKey ELXARGEHNZENERNZ SIS
kms :Decrypt 2 & K

kms:Encrypt &R

kms :ReEncrypt EMEHTENEB TERMBEER

AWS DevOps RER X SHEMARREEAZATRERIFFELI T, NRROEMEFT ,
KA H RIS

TMPEREHMT, BEELEENAAEECHE.

s
.\7(_|7
%

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "AllowCallerAccessViaService",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/DevOpsAgentUserRole"
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ERAEER

},

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"kms:ViaService": "aidevops.us-east-1.amazonaws.com"

"Sid": "AllowDevOpsAgentServiceDescribeKeyAccess",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": [
"kms:DescribeKey"

1,

"Resource": "*"

"Sid": "AllowDevOpsAgentAccessForAgentSpace",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
1,
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333

1,
"StringlLike": {

:agentspace/*"
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"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:agentspace/*"
}
}
},
{
"Sid": "AllowDevOpsAgentAccessForService",
"Effect": "Allow",
"Principal": {
"Service": "aidevops.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt",
"kms:Encrypt",
"kms:ReEncrypt*"
1,
"Resource": "*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:aidevops:us-east-1:111122223333:service/*"
.
"StringlLike": {
"kms:EncryptionContext:aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:us-
east-1:111122223333:service/*"
}
}
}
]
}

HBEREE TR

- AllowKeyAdministration — B FIRFEH S MN TESBFEIVE. 1§ BR1111222233335 AWS
ERIRF 1D,

« AllowCallerAccessViaService — & F & IAM E=8FTE synchronous AWS DevOps (REBFRER Rk
FRIER KMS 7, ESFEEREVLRNESRERE UK HEREEZE EGZE AT AP HIY
EITIZEMBEZRIE, kms:ViaService R AIHERERFEFEB AWS DevOps Agent lREERA €
8, 111122223333 % MR AEBH AWS BEF ID , ¥4 us-east-1BUXAKERH AWS EiFH,

» AllowDevOpsAgentServiceAccessForAgentSpace / AllowDevOpsAgentServiceAccessForService
— B Faidevops.amazonaws . comfREEFEA RS IRIEFTEN KMS FFAl. AWS DevOps
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REBINEHTRERE. 2 MEH. BHBREZBNES  UREEREFRRSMETRE
{ERF , ERALRBEZXARMNBENBZRENER,. MREELFEE , AWS DevOps REER
REEZERARREHTHAEMENMBRER ., aws:SourceArn FHZREIFZEREH your AWS
DevOps RERRERMNFER , Bkms:EncryptionContextif4 AR NBZRABFTAENER
ARNs, 111122223333 #§ B REN AWS 1R ID , Hi#§ us-east-1BRARER AWS B,

MESBBENFMAENR , 5528 Key Management Service Bi% A B HPH AWS KMS F R £i8
B&E. AWS

iﬂl

s

SR EEVERREETR

BYESRIRESHRBR 2R , BUUEEYT AWS DevOps RERAERKIEEZR.

BEETEAPRUETRAEZHERETFZESER

1. BB AWS DevOps Agent 1 &,
BEEIUERASZERNEMER.
WATRABZEFMAER (BB, HENIAM B8 ),
REFREREERER,

EMZRCHRBET , ENEFZESR,

T HRBERIEE KMS £88 , & A KMS £88 ARN,

BRETRBIXRTREERTETNERBER, FRELCHKIEBRERE KMS iR, BAUERAE
FUZRRE R K,

8. TRV K RBREE,

N o o M~ b

@ Note

MBEETHRNBFEFRETE KMS €8 , FRIESB/STE 1 PHER , mMALES
kms:ListKeys #l kms:DescribeKey&F ™,
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API

EREFZESREVERAREH

EEUVRERAZREREE kmsKeyArn 28, EXERTEMN KMS £ ARN,

{

"name": "my-agent-space",

"description": "An encrypted agent space",

"kmsKeyArn": "arn:aws:kms:us-
east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

ERAEFZESREMAERE

MR EFIEE kmsKeyArn 88, HXARTEN KMS £ ARN, FIERBEERBELSHY ,
‘@& Dynatrace, ServiceNow, PagerDuty, GitLab, GitHub 1 MCP Servers,

{
"service": "dynatrace",
"kmsKeyArn": "arn:aws:kms:us-

east-1:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"serviceDetails": { ... }

}

(® Note
BULREERBIKEERFZESR, CELANENBERFERNEFZESR,

AWS DevOps KEREAMEZEARR

NEARR—EERFER/EY  HPaSABERNEMRRET. AWS KMS ERAINEZEREE

AENNERFEELR  UXECHRENNE, ESENZERNFERPITEMNBARE , AWSKMS
ERMERRBEENENER. EERTER  CL4REFARFIEHEHIMNERS,

AWS DevOps RERASEFMEZBRERELEATINERS

{
"aws-crypto-ec:aws:aidevops:arn": "arn:aws:aidevops:{region}:{accountId}:
{resourceType}/{resourceId}"
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}

MEZEABREREEME 2 AWS DevOps REEXEIRMN ARN, Z0 UE S \EBERGRMAF in AWS
CloudTrail B ERALMBRR , UEZEBIFEAF X,

TREE
MRLEERRFRME KMS 24 , AWS DevOps RERABARELNEN, ELSHRDNEE

PlHEEAccessDeniedExceptionZ A #5355,

/A Important

NREEEFATFZESR LU EASSEEERNENT. WREBEEARMEBR |, = if
AWS DevOps Agent K EERATI|MIVFTA] , BEREMBERNFEE,

TREAERHVKEES
Action -4
SRBEFIEREB AccessDeniedException MMZEMEZRIRE
KMS €8 B = DisabledException MMZEMEEZRIRHE
KMS &8 2 HEE il Bk KMSInvalidStateException MNBMERR
BRE
KMS <8 2 il BR KAERIEX - MEERMEZNER
EERASMERESE <z

1. #ESR8 A Active AWS DevOps RERERERMKIE €88,
2. ZEBAEGHEE  LEHEMRIAREEE,
3. AWS KMS MR R s ITRESSHE , BELEEEREREEUE.

EE . . AWSDevOps REERXFTEEFESR TEBHEFMEER, MREFTERRE
VHNEESESE  SUACRAFSBEITNER.,

SREE 278



AWS DevOps IR EREEE
ERNEZETR

ELRFEAEFZELMBE AWS DevOps RIEBEREF , AT LAEA AWS CloudTrail 2KiE#H AWS
DevOps RER X FHIXE AWS KMS BI5E K,

O] LAUEIB LA 5 X EFE CloudTrail 44 :

o BEHWRIBR — kms.amazonaws . com
- MBZEABLE — aws-crypto-ec:aws:aidevops:arn

- &8 ARN —BRSEHFNEFZE S ARN

MEHMET , 5528 AWS Key Management Service B2 A 2P HYFE A AWS CloudTrail 524
AWS KMS API 0,

VPC %24 (AWS PrivateLink)

&AL E R AWS PrivateLink £ VPC #1 AWS DevOps REBRER 2 EEMAEEF. B LURE
VPC F—#&FE AWS DevOps REEERN , |MEFEAMBRMERKREE. NAT 28E, VPN E#D Direct
Connect i##, VPC FHHTERBAFTELE IP it Bl o] FEL AWS DevOps RER

B LUEIBE L B AWS PrivateLink Rt X BN EHImHREL LT ER. RMASELANTER
SRANBEFRPELRHEMARNEH. GERFREEENHEENE , A BENA for AWS
DevOps RERX ZRENEA R,

WMEFEEN , 528 ( AWS AWS PrivateLink Guide ) F#&EiBPrivateLink 78 AWS BR#,
PrivateLink

AWS DevOps Agent VPC i B ZEEE
FEIRERE AWS DevOps Agent N Ew 2 81 , 788 E _AWS PrivateLink Guide_ FIEEE1E,

AWS DevOps Agent X #EiEiB T 5| VPC in BT API B0,

Category iry o B G
AWS DevOps IR 2FIFE API E1E aidevops
AWS DevOps REERHTHRE aidevops-dataplane
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Category i 4 2 %

AWS DevOps Agent Webhook 4 event-ai

EIYE AN AWS DevOps Agent B9\ H i 2

A LAE A Amazon VPC A AWS w55 E (AWS CLI) JREIE AR AWS DevOps R IEFE
NN A HimE. MEFMEENR , 528 (_AWS PrivateLink Guide_) = #Y% 37 4\ [H i 2o

FEATHREEBEBEAMN AWS DevOps Agent FI N T im 2 :

» com.amazonaws.{region}.aidevops
* com.amazonaws.{region}.aidevops-dataplane

* com.amazonaws.{region}.event-ai

BimE® B LLUEREMATE DNS E#MEHE, EFE VPC mER |, £ VPC £ A HIER
Enable Private DNS Name (Bt FA%8 DNS & 8) REUAH L ER G

MRERNERHBATLE DNS |, B AER H AR EE DNS %@ AWS DevOps KX R H
API iR, THIEHIBEREKRES DNS BRBIEN,

+ cp.aidevops.{region}.api.aws
» dp.aidevops.{region}.api.aws

+ event-ai.{region}.api.aws

IRV ST TH v R 2 M v R BUR

ImMBES IAMER , BUHHEZENHRM, ARBMHBERAFEBN iR TEFE AWS
DevOps REER, HEEF VPC #F FFH to AWS DevOps RERNFH , 7545 B in BB R E#
ENEwH.

ImMBOREIEENTER

- IHTEENEE AWSIRE, IAMERERN IAM A8 ),
- ATEITHEIE,
- AEBITEENEIR
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WMFHMEN , 528 ( AWS PrivateLink Guide_ ) =AY i BB R &% RIS 1FEL

AWS DevOps REREAMN SRR T

EZEEHRFTEP , F=SBRABFTME AWS REN RSN AWS S8 1M,

AWS DevOps REBRERE THESRFTEIWEER : BIO, C5, CISPE, CPSTIC, ENS

High. FINMA. GNS. GSMA, HITRUST, IRAP, ISMAP, ISO (ISO/

|[EC 27001, 27017, 27018, 27701, 22301, 200000, 9001), CSA

STAR., MTCS. OSPAR. PCI, Pinakes. PiTuKri #1 SOC, Ilt%\ , AWS DevOps REERRXZFE
HIPAA 1%, BFINE=FEKABSEELSHFTEIN T —BERZER P REMAE AWS DevOps
RERER,

MBHEARHUEEA AWS NRBEE | FBHAWS B BEEAN S, NE—RER B
B8 AWS SEHE,

O LAGEFH AWS Artifact TEE =5 E. WEFMEN , FSEE AWS Artifact F FE#HE

& AWS DevOps Agent R SR EFEURARERNBEZEN, BLATNESREE , URERNER
MZER., AWS BETHERRIGEIEH -

- Z2HESGHRREAPIERE - ELBEETRRBEER  YRHEEPHEUZ2RESRA/E LN
EERIBN SR AWS,

- AWS EHRER - TEFMMERNES , TREAREHERNVLE,

+ AWS Config - AWS IR EFEEREEBFEATER. EXENNERNEE,

« AWS Security Hub — AWS LR AT R E L HBRHE PN L2 AREE AWS, Security Hub fER R £ 12
IR EN AWS BR , URERERERLEXRENSEER.
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SEFFEECEEER AT LB N, ELBMAENART , @M TELE DRI ERSI LR BRFES
BHRY , FRASERERRERRSEN.

T8 AWS DevOps Agent BB 58,

z28 FEEY AT Description
BERHEERFH 100 =2 BRI LA ERE AWS &
REEXZHE HHPABEIRFEY
NERASZEEE
BB,
BEZERASZEH 3 = AEE—REERXZ
WATHAE B ERSITHESF
RRAEHE LR,
BERKEEXZ/[N 1 B EE—REEAZTH
347 FF A RAERBITHESF
R B E LR,
BEZERASZEH 10 = AEE—REEAZE
W17 FEE A B EREITHRES
DevOps FAAEE L
PR,

R R IE S B AR
A AR TSI E B — ERE R AR SRE

- R AWS EEE#EA - BB Service Quotas it H, EEEEFKF | BIF AWS services (AWS
BR#%). #EY DevOps REER , ENELHE , ARGKBIETBERRESLE. WEFHEF K F2H
MService Quotas EAEEM. FHHERESEE,
« #% AWS CLI - £ request-service-quota-increase AWS CLI &85, MEFMENR , F2H
MService Quotas FAEEM. FHHERESEE,
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