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WMRIBESEA Amazon FSx FHBEIRIE , A wiE,

REBE— XEH Amazon FSx 15§ ?

MREBEFE—IXEA Amazon FSx , RFIEBENKFEETISE :

1. WSRIGHE(R LT3 31 5 — Bl Amazon FSx #8R Rt , FFEF Amazon FSx for Windows File Server A
.

2. MEFBNENFEMET , 52 EBIFSx for Windows File Server 3 &E,

3. W1%E Amazon FSx Z£ & , 2B Amazon FSx lZ =14,

TORIRE 4


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EC2_GetStarted.html
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://forums.aws.amazon.com/forum.jspa?forumID=308
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4. W1 Amazon FSx API FVtEEE & 52 B Amazon FSx APl 2%,

%II

25— R EA Amazon FSx 1§ ? 5


https://docs.aws.amazon.com/fsx/latest/APIReference/Welcome.html
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FSx for Windows File Server =B 1%

B E S A Amazon FSx for Windows File Server BB EE £ HEER,
3]

- —RBEER

- REBEER

 Active Directory

« BREMBRAE R KRG ERE AN

— R EER

RUERE

BALERERZREERERFEEFINENE, THARER Y EABRKIIERRRVFEEFINAE
PREGIFAEEE A, B2 Amazon FSx ERAMURERABERNRRNEHSRI D , TRERBFETRES
MRV IEI R,

RRENEERIEZ AN DR

BERTETREEER /0 FRAVEENTHE M |, EERTRARRRRN T2 N D B|EER, W

iE "I RE
FERMENTFERNEESNEZNFEES , F2R JEESNES,

ZEREER

EMEECERELEREERNREEREZRAFN LTS HNEFEIRE, MFERE Amazon FSx UBFEE
NEZLEESRBEENFFMER , 528 Amazon FSx lIZ &4,

g
57015 S MR BR 424 52 R GeAR RO A9 ENI

&8 Amazon FSx ERR M BB BEMMERRE (ENI) T , ZAEUREEERRIFEEEBAYE S
HABEEU (VPC) Ho 1SR MIBRAEE SR E A aeEEH VPC MIERRH 2 BRERK AP
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e LB EMBE ACL

IR LAME A T2 BE MM FEURHIEE (ACLs) RIBFIBERRKNEN. R VPC 225 , &
RELHECHEETRAPHRERRR. FRELBRIERRKZ FHEBN T2 EEMNMI ACLs 1
FHERRE FRRE,

Active Directory

ERE T Amazon FSx BRRFAR |, B LUEE A Microsoft Active Directory #3815 , LUREE
RAESERE , URHEA,. EXRNERREBERTFIEHEE, ENFERAETUEAERER Active
Directory (R FIEMREIERHLA , UFEMEPHWERNER K, I, BALIERENZS ACL HHAEE
#Z Amazon FSx , EEHETEMIE N, Amazon FSx BIEIZEMIE Active Directory 1218 : AWS 2
‘E Microsoft Active Directory =% B F & ¥ Microsoft Active Directory,

MEBEFERH R AWS ZE Microsoft Active Directory , ZBHEERE Active Directory T2 BHHRTERER
Eo MREBRELRTE , FREEHEBENAREEBHESHERER, NEFHER , F2ERBLRE
#.

MREFEAN R BEREEH Microsoft Active Directory , BB H HM R ERRRAMEE, 4 Amazon
FSx B2 B EE B Microsoft Active Directory ¥ EifE A , RMEBUVHBEBRKATIREE !

- & FHRIRIEMRISE — Active Directory #8uh : ZNRERY Active Directory IRIEH KEMBTIEHLL |, 77
8 Active Directory #BUEFIRTE , 4% Amazon FSx BRRMKEAN FRKIEREES RS AR
AT SE A E — Active Directory #8%, EMEEDCs LK VPC T4 &H#H. VPC #8#& ACL., Windows
B AR A, AR ETE Active Directory R P HEE MM HERERES , AFEXEN
EIEE R Amazon FSx #1TE. MR Windows A A 1EIREY Active Directory #83L |, BT Z
Windows iZ[RZHM DCs, MFEFMEN , FF2EEA Amazon VPC HIEERFEFEUIRH,

- FAEBMNAERMEN (OV) : HEM Amazon FSx IBRRMAEM OU , RERRREETEHENE
A E b E BB 2 5.

- FAMENREEREELNERBEIRS - FRAMENREERBRERZERERMAE Amazon FSx B
fRIGWRF ., MBFMEA , F2REHABEREERN Microsoft Active Directory,

- FBERRIRM Active Directory 4HAE : £ Amazon FSx #ER R 8l |, $H¥EEM Active
Directory 2883117 Amazon FSx Active Directory B8 T B | B R HARE R B T E Amazon
FSx £ , YHRART A N RN E MBS MER, FSx

- £ M Active Directory & A AWS Secrets Manager&$} : Bal LAEH AWS Secrets Manager &
£t 77 BFE I Microsoft Active Directory M8 B G REIEFBEAER, EBFETEELREARER
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BABHEBERPURNFERBRBERR , LRBLENTSRE, UFFAER  F2REA T
1 Active Directory B A& £ AWS Secrets Manager,

J# 52 & Active Directory s EfFER M K =7 A4

B B &R EE M Microsoft Active Directory 5 Amazon FSx B , TERRUERRRPBEEEN
9 Active Directory #H58 , ME ¥ RISFENRENTHAMLREE, EHEERSEH. HITHESH
M AEREFTHBELR , Amazon FSx B ERARI[TEFREFHMALEL Active Directory, 1R
Active Directory fHREEEEHHIBEN , FNERRASLEARERRAINRE  YEEEELFANE
. UTRERBRAETAMN—LEE

- {£/H Amazon FSx EF&H Active Directory #H58 : MNRBETEE | HlMNERREIRE W ZRE |
R A FE F 58 A L AR A R B VT IE R RV AR,

 EE¥E Active Directory FXE#RER | BITREREHANERA , MELUTURAFEEERERRSRK
B Active Directory #58, WFEMFEH Lambda BFRAREHR I BEZWEH| , FFSEFEH Amazon
EventBridge E£## Amazon FSx 2 R R #HEVE/EARRER AWS Lambda .

- EHIERFEEM Active Directory 78 : R EBE X E){HAI Active Directory $EERERE , HPIERE
B @& Active Directory #HRE#11T Active Directory BB TE, MRBEHTRELERRKIIES
HIER , ERTENERRREREHBRNER,

- BNBBHBEN FSx BEUMNERYH : Amazon FSx A ERMMRKIRSMEFA |, £ Active
Directory PEVMNEREMNMF. BBNERNELERYH TREETENERRRRERR.

3

Windows ACLs

EiB Amazon FSx , &R LAE AR Windows FHUZHIEE (ACLs) ETRM DN H, ERVNE
BIREREFIIES, Amazon FSx IERRKE B BEF FEUERRKE R LUEAFIHTIEL Windows
ACLsHfERE B

« BB E SYSTEM FEHEK NTFS ACL 57 : Amazon FSx B3R SYSTEM R EHEREEZERER
FrEER KRR FTTEIRE|I NTFS ACL 3F7], 2% SYSTEM A ER NTFS ACL FFa] AJ e 2 E IR
ERXRRAEEIEN , BERRNWERZRKEO TESBEEELER,

W% E Active Directory RRESEFRM AR A 8


https://aws.amazon.com/blogs/storage/monitoring-the-health-of-amazon-fsx-file-systems-using-amazon-eventbridge-and-aws-lambda/
https://aws.amazon.com/blogs/storage/monitoring-the-health-of-amazon-fsx-file-systems-using-amazon-eventbridge-and-aws-lambda/
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A% E MIRE B 48 3= R TR IE7E K/
EEERE A

Amazon FSx RtMEREZRER E—TAENZTAE. BMEBRHUAZHTESTAMNEET
aEH K FERARMESHEOERIKELA Windows ERER. MEFFMEF , F28 0 BERM A
M E-—THENSTHERERRMK.

ENRZAERE

AEHNERRERECANBEIERTE  TENSITHFEAENTANRE EREXEEBEEERR
HERMANIIREPMENEAREEEIR, flln , MIREEEHTERERMR , ZERNBEERTENLE
REZHANCRE  TEBBREHEFNRTRIATERERMER. WREEANREFER , FlEIE
EREEMIELHTHFREHFAHEEEN=1F , BUBS% Windows Server MIBRE FEA, MFEFME
A, F2RBEETEANRENTE.

BNRERENEEE

ERERRFENTARERBTRER  IELFHRTRERERARBNREERREGE  FEME
EXENRERE, RMERBCREEERRELHIZIEL 20% WA AFRERE. RAtEHEER
MBEEFEREZH , SWEERERMNELD 20% , UK EBNFFHBNETMAKEETE, BOUER
FreeStorageCapacity CloudWatch EEREZRATANTHARETFE , X THEBE, NEFHER , F
SHEERTFRE.

MRENTHEEEZ RN B ATANERS , CEEZENERIRNGIEERE. BTUER FSx £
EEINERNYEREE  EETFERFRAKRIISEBYEERS , JHEENERRRRDTHE
THEEEHARTE.

ATHRRFRENSEREREERE  TEEFEEFIANE  EREEENREFREZEMNERRRK
MEZERE A AREFREFREENTRRBREZERTE, AZHITFAHERFRERIIBYHUER
FERD, T1B , EEHDD REEENERRR , URSIRABBRERE. 5K /IO HEEXRE /N
HERNENENTHEER , TeeTRREME. WEFRET  F2RRFEEENNERRRN

EURREHENHEAERE

EHBEEREEPHE—THEERZRNTAME E Y EFSTHEERRENAEBRENR
FEE, HRSTABREERRE  NMRREBRENREOENBAFENRE , RIE L AEM N E
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Amazon FSx for Windows File Server AF§

BTER , #Ba Ll 7Bk A FSx for Windows File Server, ZZAFKRZ A2 T 5L 8,

1.
2.

© N o g &

ALt AWS tRF SERFHEYEERERE,

£/ 3 AWS Managed Microsoft AD Active Directory Directory Service, B S ERRKIEE
#1TEEE A Active Directory,

3 3 #1T Microsoft Windows Server #) Amazon Elastic Compute Cloud iZE# {TEE, EEER
1T {E R RIFEENERRK.

£/ Amazon FSx 12 & 3 Amazon FSx for Windows File Server iR & #.
BERRAKMSHZE EC2 #i1T{EE

BERBEABRRR.

BB ENERREK.

TBEREBEILN R,

ES -]

RELHN AWS IR

S$ B 1. B2 XE Active Directory

$ B8 2 . 7£ Amazon EC2 # & F R E Windows ¥ 1T{E
SR 3 EEIENFTER

S 4 BB T{EE I AIE Directory Service B 8

- ZR5 BVENERER

S ER 6. ISR RELZME EH1T Windows Server i EC2 #{T{EEE
TB7 BERNBAERRE
S8 EHENERRE

FER 9. BREIR

=n e 4

%
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=M AWS tRE

HERBER AWS , BKFE AWS 1RF, MFEEY WHEBEF AWS 1kF |, 5280 (AWSIRFEE
2EEm) T AP AWS IRF,

BB 1. 5% € Active Directory

£/ Amazon FSx , BRI LA&t ¥ Windows THERBRIELZEERFMEF. B , Directory Service
RETEICESFBHEANSSERH, WRENEELE Active Directory #8131 # A EC2 #11T
EREERIMEES (VPC) AWS R #1417 , LAIUAERER S S BBNEFEURS, BT
#EiB1E AWS Managed Microsoft Active Directory 82\ B)#818 2 BB L EFEB R KB ITIIRE, HR
Amazon FSx F#J Windows 7 8® , FRFZEMR/REME , H+P AWS ZERRE T AEEHE
Ro

IR R BIE R ESEME AR | M Directory Service SEMRFAEEESEREN AR, BRENS
PTEREFRRSU—EHOERAEGC EEH , AFELTRERNIESHESEREPREANERET
BoEE, BERT , Amazon FSx RA2HREZERBES, SEREEESKI»RBEFREERLRRE
PNGIEERER

(® Note
B A LU A EBIEE 2R EL B2 Amazon FSx AR ZEEME.

& HY Active Directory 22 BHHMNERMARE Amazon FSx BRRAKZ LB ENEARE,
EIERAR Microsoft Active AWS Directory B9 Directory Services

- WMREIERE , B Directory Service RZE I AWS Managed Microsoft Active Directory B #,
MEFHMER , 52K ( AWS Directory Service EEIERE) RHEVER AWS FE Microsoft
Active Directory,

/A Important

AR EREEESECRAENER  BREAAMRERZEEL., NIREBSLER , AIE
E ¥ F Directory Service BN EESFAEERLTREPHL R,

S AWS IRE 12


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_create_directory.html
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- MREBBHEAEH Active Directory , 5B AWS Managed Microsoft Active Directory E238 H ) Active
Directory 2 BB M EERR. WEFMENR , 520 ( EEER) PHELEERRNEE,
AWS Directory Service

B8R 2 : £ Amazon EC2 2 A HEE Windows #1T{EEE

&R LAER BB Windows #1T{EEE AWS EE XA , MTIEFR. ERAT HEIERERMEFE
—E#TER K RbterFSREMETRENER, NFEMERNFMAENR  F2RRBHTERE,

BB 1TEE

1. ¥ https://console.aws.amazon.com/ec2/ BiEX Amazon EC2 X# A&,

2. FEEE#EAERIEIE Launch Instance (RAENEL1TIERE),

3. Choose an Amazon Machine Image (AMI) (;#1E Amazon Machine Image (AM|)) EHE#ETE
AHAEREEEE | #A Amazon Machine Image (AMI) , fERA INEEHTEEME A, ZEUERAR
Windows Server 2016 Base S EHTHRAHI AMI, FEEE | iEL AMI %58 "Free tier eligible” (£
EREBEFR) WER.

4. 7E Choose an Instance Type (EEFEHTHERER) EEH , BLUEREHTERNERMERE, =
B t2.micro R , HERAER, FIiE , kHTEBERFTERESREK,

5. 1##E Review and Launch (BN E) , BEREALTREMNBRBEE,

6. EREFTEEBRBEANZLHET  Z2HESETEECALEY RN, SUUERALR
2, BUERSEREREATIIRELNZ A -

a. 1ZIZF Edit security groups (fREE L £ B¥4H).
b. 7E Configure Security Group (FXELZ £ #H#) HEHE L , #EEE Select an existing security
group (BEUIRENZ R H).
c. WBENZLHEBTEFRIENLZLEE , R%IBE Review and Launch (B FEXE).
7. 1E Review Instance Launch (F2EI#1 1T RE)) EHE , i#1F Launch (BXE).

8. EBRMIERERESBYE  FEIRH Choose an existing key pair (RIZEE£BY) , RAZEIEE
REBEINESHY,

RNE , BEALELFHNSBY ., ZE Create a new key pair (BRI FHN£BY)  mASRKRENS
B, R%I1ZHF Download Key Pair (THE#RY), ERECHRTFLESBERNE S , PTUE
KDTEHE. SARELBERTHRELZENLS, BEREERESTERKMBHTEREHENTA
EeRR  BFERUENSREERE.
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https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_setup_trust.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html
https://console.aws.amazon.com/ec2/
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/A Warning

FEEE Proceed without a key pair (T EA @Y MEE) #EH. NRTFEASBE ME
BEITER  RELETER.

ElRER , 5EE acknowledgment (FE:2) ZEUG R , A% IEFE Launch Instances (BB #1718
®).

9. EEMREEZBLMNELNHTEREERE., #ZF View Instances (RIZE1TERE) BT
EREEEA,

10. #BAIBAEE Instances (BITER) EMPREMBRE. MBHTEEEEER., ELRBHITHE
BeRE , HUMAMRER pending. EHTEBAEE , HAREBEEBEA running , XBEILEH
DNS &%, (IR /AHE DNS (IPv4) = (IPve) EXMERE , FEEERA LANETR/BEERR
(EWEER ) , REZIBELHE DNS (IPv4) = (IPv6), )

M. PTEBUEEEL T ENFEERREZELER. BRENSTEERSECEBNRERE |, &7
LAZE Status Checks (AREERE) MR L ERA.

/A Important
FmAC MBI TERKAIEL c R EHEN ID. EFREI Amazon FSx IERRME | 1§

RELNMTECCHE , EULEREENHITER.

SR 3 EEIERMTER

B EERE Windows #{TER , ELFEHEBMERMEESER  AREEARKEEHERIHNITE
RREELER,

RIREEEIRFHEBBECRAMEXZRKNES. Ol , EXAETEE, XA Administrateur , &5
X 8| A Administrador. WNEFMET , 52 E) Microsoft TechNet Wiki I E I E 1R F 7£ Windows
HEERICEE,
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http://social.technet.microsoft.com/wiki/contents/articles/13813.localized-names-for-administrator-account-in-windows.aspx
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MRZERATERMAREE , BOUUFERALEHDESNEEHEAERREREHITERE Directory
Service, EFRIHGEEHAEAZA L , FIFEALAMERKEBNELENZR, FIAEEENTEEARE
ZRBALIRFENZEE, H20 , corp.example.com\Admin,

Windows Server ¥EZ Rk (OS) WRE A MERKEmEMRANREE BN, Windows Server iy
EIEEEN Windows B 1TEREKP, MREETHRIBWERFERER , RALEBE Remote
Desktop Services (RDS) &€, MREEHNF=([EER , EHRER, NHEFHEA , FBEHZE
ERATNRRERERHEE.

5/ RDP A FimEHR ERH Windows E4T{EEE,

1. 7£ Amazon EC2 x# & , EEHTERE , AARZEE Connect (E#R).

2. HERELWHTEEBHFRLRD  EENEEE (BMBUTEEREEL I ENKESEEN
7)o

3. #EE Browse (BE) Y EEZEEMBATERFELNILEEH/ER, BEUERILERE Open
(FIR) , BERNTEARERE Contents (RA) ¥,

4. #IF Decrypt Password (A ZEE), TREASEEREENHTERHEFE ARPETRITERHN
BREESER , UEREHRALNETRHNIRESBBES,

5. AHERNEESERN K JIRERINFLE, CEEUBBLUEREHTHER,

6. 12# Download Remote Desktop File (T HiEixmREE). LHNBBERSRTIEFERIRAE rdp &
R, MEZBEBALL, THRE , S LURIZFIRI BRI ERE LT ERE R 5.
« MREFKT rdp & , B2 %E 2 Remote Desktop Connection (iR if SR EHELR) HEEH .
- MRERTFT dp BR , BEEZENTRES , ARFRK rdp BRUBETHEES R,

7. ZURESRIBERTERERNBMAER., ZREEREHTHEE.

8. RTHBE K FAEERFNEEESRFUREBENGCEHEIERNER  EAHTHEE, NRER
#) Remote Desktop Connection (IR REIEAR) CREEEEIRS |, B RE4EIEIE Use another
account (FFRAHMRF) 818 , Y F B A EHEBZBANRLE,

® Note
AR RERREY FARERKEN. IREEAKBE "RBEN, #R K FERFDE
AEK.

9. HRNERZZBENME A6 LUESUNIZ2BREELRENES., FATISBRIBRHSEN
59 , B NREETHEFE , LU EEERE Yes () = Continue (#18) SAEE.
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http://technet.microsoft.com/en-us/library/cc753380.aspx
http://technet.microsoft.com/en-us/library/cc753380.aspx
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a.

MR E R % Windows PC £ Remote Desktop Connection (&% R EIEAR) , FFIRIZE View
certificate (MR BHE). WRERHE Mac LFEA Microsoft Remote Desktop (Microsoft i& i &
M) , 55##8 Show Certificate (BEREE).

512 1E Details (FHHEM) FE , @ T EE Windows PC J:EI’J Thumbprint (IB15384X)

B , & Mac L& SHA1 Fingerprints (SHA1 /) IHH, EREREKEZT L RBHIME —Z 5
o

£ Amazon EC2 =& i ERE1T{EEE |, ;#EY Actions (B)1E) , AR%IZEN Get System Log (HX
BRHEBF).

£ % 4% B 558 £ S 12 R A RDPCERTIFICATE-THUMBPRINT VIEH , MR LEFEEREN
BIEEMRIEN , ZHRERTE T RIRBRKHN S 2

MREZH# Windows PC £ Remote Desktop Connection (iRif R EIEAR) , FHREEEY
SR ERIIRIE OK, MRERE Mac EFEA Microsoft Remote Desktop (Microsoft iR i &

H) , FAIRERERFIBFRE

[Windows] i#1Z Remote Desktop Connection (&% R HELR) FH Yes () LUEZR B EHH
1T{ERE.

RELCEREHTER , S ST EEMAER Directory Service H #.

S 4 . BHITEEEMALEE Directory Service B 8%

THRFRAMAFEEEEN Amazon EC2 Windows #11T1E B il A #&H9 Directory Service B %,

# Windows #1T{EB& 0 A Directory Service B #

1. ERAEMERRKEGERFmERSHTER.
2. FRETER LK TCP/IPv4 = IPv6 BHEHEES .

a.

BB Network Connections (#8582 4R).

® Tip
BU L EHTERL  EBRGFRTIHITTIGS , REEEBR Network
Connections (& IEAR).

%SystemRoot%\system32\control.exe ncpa.cpl

S 4 BHITEBMAEK Directory Service B # 16
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b. FREMCHAMKERNAET (B—TEEA#) RE A ARZEEML,

c. HERBMHELHET B (EWT ) WERKREAHES 4 REBREREARES 6
hRo

(ZEA ) ZEEEA TSI DNS AARZFHE |, #&mEFHY DNS fRIRIFA & A DNS FARF it B E L
Directory ServiceFi#zft DNS RIAREEHY IPv4 = IPv6 Hhiik , AR BEEE,

4. FRBTERBNRAKBUEHESR  EESHEBRIER  AREFEE,

o

® Tip
BU L EHTERL , EBRGFRTIHMIT TGS , REEEBBRKL System Properties (R
RABREFEAR).

%SystemRoot%\system32\control.exe sysdm.cpl

5. EREFRWYF , EEFHMEE , @A Directory Service B #HITEER , AR BFHEE.
6. ERMERCHAVIETEENZBNERRR  FWATESRFNEREZBNER,

(® Note

A Ll ARENEEE B NetBios B , REEERFUR (), ARBWAEHAERR ,
E LR A Admin. #l20 | corp.example.com\Admin 5 corp\Admin,

7. WEBOEMABBEHNALSZE , FEMRBBTHERE K BEELEN
8. i%EiB RDP EFEHEHITER , YW FEMA Directory Service B# BB EFRAENFEHERBNRE
BAHITERE.

RELNMTERSMARE , EEEBHFEIY Amazon FSx EBRRM.

SER 5 BUIENERRE
BUBERGE (E8A)

1. ¥E https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £ &,
2. TEERML , 1BIZ Create file system (BRAUERRR) LRBERRKEEIRBE,

3. 1f Select file system type (EEERRFKEE) EEF , :##2 FSx for Windows File Server , A #&
i#1Z Next (F—%). Create file system (BN ERZ ) EHEPEENE TR,

SR 5 BIURWERRK 17


https://console.aws.amazon.com/fsx/

Amazon FSx for Windows File Server Windows £ & ER

4.

HRBMGE  BEEEEEY,

BERRMFRENR

1.

£ File system details ((ERRMFMENR) BEED A BAERRENEE, EETBRERRMKE

FRASREANEBELNERRR. BRZSTUUEA 256 # Unicode &, ZHRMETF , il E45%k

FR4-=._ 1/

SHYHNBEE K BREEMHESHEOIE-—EHETHESD.

- BEEEMRSHEAUTBURTTABREHEELFEANERRMR, B EXE SSD M HDD f#
72N

- ERE-TREUNENZEEE—THEHTNERRRE. E—TRHE 2 R&HT—ANE—T
AEREERRRK , & SSD M HDD &7

WMHFFHMER , F2RUTAENMAYE  E—AHENZ A RERRR.
HRFREFHRE , A LUERE SSD = HDD.

FSx for Windows File Server 12t EREfERE (SSD) MR (HDD) #EFERE, SSD REFEEEA
BREMENRERBBN TEEHMERET , SEERNE, EREEIEEHNER S TERRE
X HDD EERBEABEZN I HEEEMEGT , SFEXH&. FAENTMAEREA , URARE
BRK. NEFHAEF A6 F2HEEBRRFEEL

R SSD I0PS |, A LEZEHBHEMA EMEERN,

MREBIZEFESR , FSx for Windows File Server & B B)iER &/ SSD IOPS , LAI#ESE GiB
f#1FARE 3 {8 SSDIOPS, MRS RIEFAEMEEN , FF8W A 96-400 , 000 HE A FEME
B, EXERI (KSR ). XEE (RHE ). BRI (HXZEB). BN (EE
M), EAKEE (RE) MEAESE (FHm ) =4&E1B 80, 000 18 SSD IOPS WiEE. W%
FHME , F2EEE SSD IOPS,

HRRBERE , FUGB AEAAERRAENRERE, NREBFEHANE SSD #FER , FwA
32-65 , 536 FIEIAMEMEY., WREFEHANE HDD f#F , B8 A 2, 000-65 , 536 E#EAH
FREY, BN ERIERRFEZR , BHASEENRTERE, NEFHEF K FSREER
FRE.

fR 8 Throughput capacity (Mix B E) WHEERE, BIAERERAERERRAAKNERMFARI TN
REEHNNSERE, EBNRZEERERTEIARZEZENRTIE. NREZEEBEEN
WXERE K FBEEETHXERE K AREEFE. WEFMEHR , 2 BFSx for Windows File
Server 3 #E,

SR 5 BIURWERRK 18
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® Note

NREERAREFIEY | LUERE 32 MBps REANBEETE, NEHAET
ASUEARNEFIENES SR EAEFN,

CANEREERG2E  AESHBEEYRERER. IENHAET  BoUEEREES
&,

BpmERs

1. ENBRZLERT RECEREERMEIMBIN Amazon VPC, SHEILAFIRE | HEiE

& B Directory Service B $#1 Amazon EC2 #11T{EBE:& 21+ RE Amazon VPC,

R VPC 228 , 785% Amazon VPC HNERZEHECHEZ I HRAPHERRR, WRESE
TREAERZEHE  FRELEENZSHARESHNERRE AWS BE MAERN ., B
THRRET LA EC2 HITERELSNERIRER  CEERTIRAUFEERRENZH
4 -

a. FETHEANMEHRA LA TIEREE,

A EIRE
uUbDP 53, 88, 123, 389, 464
TCP 53, 88, 135, 389, 445, 464, 636, 3268, 3269,

5985, 9389, 49152-65535

REERPEFIERRR AP mESTH/TERAMBIAY IP it NEZ 2348 IDs ¥ M .

b. HBEHRA , UAFFFAAEREREEZMAERRHEN Active Directory, HEHITILE
1, BRTUTHP —RRAE

TEHFRETE AWS Managed AD B $&BRIBE Z =848 1D,
TEHHRETEBREE Active Directory fBIZiR | i5EEIBIRY 1P it

- 2

- 2

SER 5. BULHERRK



Amazon FSx for Windows File Server Windows £ & ER

® Note

EREBERT , BECRTERREIEH AWS Managed Microsoft AD Z£E4HAVR Al
MERER  FHRELZLFHEEEXENEARR , BLAFFRE Amazon FSx IBER R MK
WRE. MEFMEEARBNFMENR , 528 ( AWS Directory Service EXE{ER) #
BIAWS Managed Microsoft AD 5t 3R 1& 4 -

WEFMER , FSHEA Amazon VPC SRR KFEURH,

3. ZUAEBERRREAZIENSFHERARS K SERRFBEECHTHESN FREES, W
REEBVZURAREERRK (F2EIRS) , FATERRARFZERIFN FRRKRE I
AEnERARFRESD FRKE.

NREEBVE-THEERRN  FEEERRENTFREE.

4. SIERRER  EH IPv4 (EERR IPv4 XE ) EHEE (BAR IPv4 M IPv6 X&) . &7
DRERSERARRAMNMEBREE., NFFAEY K F2REEEEREEL,

(® Note

MBRMEEERFHLHEEBERA FSx for Windows File Server R R4k , BURALIE
Amazon £ IPv6 CIDR EIIEIRE VPC MF MK, WMEFMEN , 328 (Amazon
Virtual Private Cloud £ &™) T8 VPC B IPv6 ZIE,

Windows & 7 B %
¥ Windows B8 , A THIEHE :

MREEEKERZKINA R EEM Microsoft Active Directory #8315 , 55122 AWS Managed
Microsoft Active Directory AWS , R#& /5 E P IEIEEM Directory Service B #., MBFMHE
& , 2B A Microsoft Active Directory.

MBEEBEZERRFEMA BEREEM Microsoft Active Directory #8135 , FFREBREEWN
Microsoft Active Directory , 3 $2f#t Active Directory B FHIFFMIEA . MEEZEH , FE2EEH
B &R EEM Microsoft Active Directory.

- Active Directory FI TR B1H A B,

SR 5 BIURWERRK 20


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_getting_started_prereqs.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-migrate-ipv6-add.html

Amazon FSx for Windows File Server Windows £ & ER

/A Important
HRE—THE 2 MFFEZAHAERERRE , Active Directory fIEi BB TEEHEIB 47 &
F T, ILPR&IEEE R Directory Service #1 B K EEM Active Directory 815 & 1,
Amazon FSx EEBEEEZEAZDREZRZA DNS IP tbit, T EFEIBABREERRE
B, Rz , 55 AWS Virtual Private Network VPC ¥4 Direct ConnectEiE, I
AWS Transit Gateway E35#.

- DNS falfkzs IP #hik — 4835 DNS fAARIFHY IPv4 5 IPv6 Hhiit,

® Note
&9 DNS falf2R 4 A RX A EDNS (DNS WiEFZ# &l ) . 2REH EDNS , BHERR
MATREEIRE N,

« Amazon FSx FAZR#ERZM M AT Active Directory RIEIRFE B AE R, BAILRET
HEP-FELHR :

« i#1E 1: AWS Secrets Manager #% ARN - ©%& Active Directory #8135 L FRISIR E R £
EEZBNRBEHONE, NEFEFMEER , FSBER T Active Directory & AE R AWS
Secrets Manager,

- BE2 EXFEAEH

- IRFEIRFE EHESZR - A Microsoft Active Directory FIRIEIR FHEREZ B,
BEFEREE. Sl , YR EXAMPLE\ADMIN , & H ADMIN,

- RFIRF B - RIBIRS KRR,
- (EA) ABEN OV) - EEMARRRRZABMEMLNREEERE,

« (BA) ERERXKEEESRE — Active Directory PRI EERERAMNEBERTE, AR
Hh TREEEE, . MEFMHEA , 52 B Amazon FSx RIEIRF

3
g
@
m>

&, E%FMFE (DNS BlIE )

1. $rENE  BEARNZBEERIK LERN AWS KMS key IIZE 8, SR LUEBIEESH
B ARN AWS KMS |, iZ1ZH BEMTER aws/fsx ( T8ER ). BESREEFFZESH, MEFAE
B, B2REmEERNE,

2. HREK-ER A6 AREFRAERFIER. NFRANREERFIRREKNE
BEREFREZGCESRERERFI

¥

\

%II

0

SH ER

SR 5 BIURWERRK 21



Amazon FSx for Windows File Server Windows £ & ER

3. HREW-ER , HALEEERRKKEIEBNEM DNS 58, SERBABHBLEERNLR
TEPEEME (FQDN), MEFEFMEF , FSREE DNS AlE.

B D M=

FEHESARMONAHPRENFMER  F2H EHRBROREENER,

1. EXREMASAEEEN. WREFTHE Amazon FSx BRXEBRMDERRK , B EHLLER
Eo

2. MRBABEHEHN , ceMeERAROFERNVBRNEE, BULIFERTEREER  BEREST
EREN BB iEGFERRAREERE,

3. HRBABRONREZHE , BULMEATERRE 30 X , 4§ Amazon FSx BRBERAKBBEH
BIMERER 15 90 R, RENBRAREREMBAFHD , T REAVEHS AWS Backups

4. HRER - 2R K BARSIBNENSEBRIEEERRR. EBREES X NBNRER , AiHY
REE, BRENESERRR. NFFHMAEF , F2HEC Amazon FSx B,

&E-F_io

BEENEREI T

1. MBIEERTE Create file system (BRI EH LWERRFKHER, #E8E  BOUEFE
BIYRBRRHKZER , AUNTAMES U BLRERRKERE. 1B Create file system (BUERR
7)o

2. Amazon FSx BV ERRME , FREZREERRMNBEPREFERERRK D, UWRFAE
Ao BEFERE Y EMKERZLRSIBRBPETERREN DNS 28, ETIEFF , BFET
RAGHZMEE| EC2 #ITEEE.

FTER 6. i$IEMIERELZME Z 1T Windows Server By EC2 #1T1{E
E%

B[ E A LA Amazon FSx BRRZKHE|E| 2 A Directory Service B #&HY Microsoft Windows
Amazon EC2 #{TEHB. EXRAZTNERBREERRAENEBTE,

SR 6. KEMNERAZMHF EHIT Windows Server ) EC2 HH1TE R 22



Amazon FSx for Windows File Server Windows £ & ER

/A GUI £ Amazon EC2 Windows #{T{EE FRSERRLE

1.

o o bk~ w

7.

£ Windows #/T{EE FHBERKEZ o8 , BLALXKRE EC2 HITHEE , YAAEMARRRSK
20 A AWS Directory Service for Microsoft Active Directory B . & Z#ITULBIE |, B AWS
Directory Service EXEEMHPEETIHP —EREF :

« |AEMA Windows EC2 #1T1E 88

« FEIA Windows #1T1E 8

EREENMITER, WFEFMEER , F26 (Amazon EC2 EAERRE) HHERZE Windows
AT ERE

EHRE , BRK File Explorers
HEBEERP , HREEARE (KR-—TEBEAR) BE KRR EFWNSERUEE,
5 Drive B ESZREFNHITRHAE,

&R LAE A Amazon FSx fEikHYFEER DNS B , SifE A HEER) DNS 5 & SRR ERRF. It
BFRAEATRR DNS B BRABRAE., MRELEEH DNS HIBHEERAE , F20H &
Fi DNS Bl & FEEH.

SHHERK  MAREERMK DNS BBNLAEHE. RN Amazon FSx HEHBA \share, &7
LAfE Amazon FSx E£12 4. https : //https://console.aws.amazon.com/fsx/. Windows File Server
> Network & Security [BEt , 5 CreateFileSystems}, DescribeFileSystems AP a5+ B B FE %
DNS &7,

- HRIMA AWS Z & Microsoft Active Directory FWE — T FERERRZH , DNS BB TR

fs-0123456789abcdef@.ad-domain.com

- HIMABRERE Active Directory WE—TJHERRRK , URTAZTHEEZRRKE , DNS
BRI T

amznfsxaallbb22.ad-domain.com

Hlan | ' A \\fs-0123456789abcdef0.ad-domain.com\share,
EEERASETEERAREMER K REBBETK.

SR 6. SSEHERAZME E=H T Windows Server B EC2 #1171 E 23


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://console.aws.amazon.com/fsx/

Amazon FSx for Windows File Server Windows £ & ER

TRT7 SERBAERKE

RELCKERAZRFZHTER , B LK Windows IRIEFHNEAEHME H - KEABRAE,

BERNSAER

w

1. FRGEEAXFHRESR.

2. EXFRESFTRE-LRE., flW: #4#World#

3. MRERMBEEERATNRBBNAR,

4. fEH File Explorer , SEZRRHZT W SR ERREHLFTER,

SR 8. B EHERRR

RELCHEHMEMEA Amazon FSx BRRMMHERH '5'2 B BETiRG . RIBRR , SRROE
ERERREN 30 7 EROFRPBEBEL. T8 , SUNEREMERERENRES. ROFEE
HEBNENER, NFRCEENFHER ﬁ*%ﬂﬁ EfE.

REZEBYERRENED

1. BRI https : //https://console.aws.amazon.com/fsx/ B Amazon FSx £ &,
2. HEBAERRP , BEELALMBRIERINERRAEER,

3. RERRENBEHERSIERS , BEEELRD.
4

ERBWENBRYHEART  BRHEGNEE., LEBHRZTEE 256 # Unicode & , I3
S, BFNTIR®RFT  +-=._ 1/

i#4Z Create backup (BiL{&)-
6. EEMRBFEPNIERS , WELAUERERRKIMRES , FEERD

o

EEBRLFNEGR  HIREBEERYRRTESR CREATING, ETRFEELYENKRE, EROATH
EAE  HREERELSTA.

SR 9. BHREIR

TERARER  CRZEBRELSRIBFEERIRE AWS EHVIRS.

SBRT7 BENEABRAE 24


https://aws.amazon.com/fsx/windows/pricing
https://console.aws.amazon.com/fsx/

Amazon FSx for Windows File Server Windows £ & ER

BEER

1.

£ Amazon EC2 A L , RIEZHHTER., WEFHAER , 528 (Amazon EC2 £AEE
&) PRI TERE,

f£ Amazon FSx x# & £ , MIBRZEHNERRSK. MEEBHEHHFSEBMMR. TiB , BMAFTE
MBRFERZINED. TISBRRLRERF

a. BABIR https : //https://console.aws.amazon.com/fsx/ B Amazon FSx &,
b. REFABRKRT , BELAUFTEINERRRER,
&4} Actions (BI1E) , 112 Delete file system (MERIERRHK).

d. ERRMMMRERRREFELSRT  RERESEZRIERED ., NREEEM  FRURKRE
DHERE, LERBRENEBDRINESD,

o

/A Important

BRI RBHRIFTNERRR. ERLBRIBRBOUAREER. MRERRE
—REBRTEE , EUURBREEGNEMCFERZINRE.

e. HEERRMIDARF , WALEMERHERRMR ID.
f. EEMRERRR,

9. EERGRELEEME , BEERRPHRESLELMER. BRERKRR  cRTEBHR
EERRT.

h. RESTURBERIRNEAFBEINHES. REAEESH  BERO,
i RERRT  BEESMROERRR ID MENEAFED , REZEMRER.

. MBRMEDEEEG SRR, ABEFTRES ID ARG , RARBERRES.

&1 Amazon FSx R R AN B B EH 1] S MIkR.

EEMBREBILHREBEEILD Directory Service B # , 5528 < AWS Directory Service EE 5™ )
A9 R BR IS B B 8%

LB 9. ERER 25


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/terminating-instances.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/simple_ad_delete.html

Amazon FSx for Windows File Server Windows £ & ER

FEUERNESR

BANEAREIENAFRMGE , € AWS Eis MRAEREEFIRRFE Amazon FSx ERRH

FE

- XENAFR

- # AFEER AWS EiR

- RABIHBBFIER

- {EFTEER DNS BBENER

- IBESBAERREK (DFS) A =M
- {£F DNS Bl&FEER

- ERAERAZEFERER

- BY, B, BRERHAA

X B P

FSx for Windows File Server X EffR25A S @R (SMB) BFAWE 2.0 £ 3.1.1 i , AIEBETEE#fE
AEEEESTEBNEERRERIBERIRK.

T% AWS EE#HTEE X E B Amazon FSx #BEFEMA -

+ Amazon Elastic Compute Cloud (Amazon EC2) #1{T{E#& , =3& Microsoft
Windows, Mac, Amazon Linux 1 Amazon Linux 2 #{T{E#&, WMEFMEN , BE2EMEERL
=

+ Amazon Elastic Container Service (Amazon ECS) &85, MEFMEN , F2E (Amazon Elastic
Container Service FE A B3E8) HH FSx for Windows File Server FifE[E,

« WorkSpaces #{TEE - EEE S TH , FF2E AWS ZEREFEH FSx for Windows File
Server ¥ B Amazon WorkSpaces.

« Amazon AppStream 2.0 H{T{EE - EEE S T , TS AWS EERXEFEH Amazon FSx
B Amazon AppStream 2.0,

« f£ VMware Cloud on AWS environment F#{TVMs - BEEE -5 TH#E 528 AWS PEKRE |
£ VMware Cloud on AWS Environment H1{§ A FSx for Windows File Server FH L AE =R,

THEZRFEZEE Amazon FSx BEEA :

XEN R PR 26


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/wfsx-volumes.html
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-for-windows-file-server-with-amazon-workspaces/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-amazon-fsx-with-amazon-appstream-2-0/
https://aws.amazon.com/blogs/apn/storing-and-sharing-files-with-amazon-fsx-in-a-vmware-cloud-on-aws-environment/

Amazon FSx for Windows File Server Windows £ & ER

* Windows Server 2008, Windows Server 2008 R2. Windows Server 2012, Windows Server 2012
R2. Windows Server 2016, Windows Server 2019 # Windows Server 2022,

 Windows Vista, Windows 7. Windows 8, Windows 8.1, Windows 10 ( ‘@%& WorkSpaces
Windows 7 #1 Windows 10 RE#% ) # Windows 11,

o Linux , fff cifs-utilsT &,

* macOS

it AFIER AWS Ein

{8 Amazon FSx ERRMMEERAEE IR (VPC) HHEH . BRUTAEREHAMN , EHMAURESR
R VPC R {EAI{z B 1FEL FSx for Windows File Server &R & #, LA UREERZRRKETEN
AWS RS VPCs 5 AWS EiF FEUERR K. BRT T %S EHFMAEE FSx for Windows File Server &
BHERZN  CHEERRCHRERERFLN VPC Z28E , WEERNEERETEEZREN
BFEmzERE. MECEAMEEZERERSFHANFMENR , 528 £/ Amazon VPC HIEERR
mFEE

O AREERZFKMNAMERE VPC B2 #E A FiwfEE FSx for Windows File Server &R & #f.

TRHHA Amazon FSx XERBEXERRTHVAFHEFIRNRE  BURRERRKELNFEE.

fUR A FR... FEL2019 £ 2 A 22 HZBiEUME FH 2020 F£12  FH 2020 £ 12

EER5 B17 BzaiEiZ B 17 B2RBEI

R R R R

BIAERREN

= v v v

BIAERRK

ZVPCHIEE v v v

CIDR E#i

BIAEZRREN A Em P bk

VPC CIDRs £ RFC 1918 # P #ib@HT
A P it EE % CIDR [2 3R &8

Hh CIDRs ¥ N E:ET;:G

Sl . 10.0.0.0/8 o

ft AEEER AWS Eii 27


http://www.faqs.org/rfcs/rfc1918.html

Amazon FSx for Windows File Server Windows £ & ER

NAWAFEK. TFH2019F2 822 B2aiBIME FEH 2020 F 12  FH 2020 F 12
EF45 B 17 BzEi@Y A 17 BzREN
HIERRK HIERRK
« 172.16.0.0/12
« 192.168.0.0/16

® Note
ERERRT , AU REAIRLSE P it SE , EAHPFEFE 2020 F12 417 AL
BEVHERRR. ERERHN , FRERRENFERERLFNERRK. NFFEER
SHERRMRELNER.

RAEK VPC EHE R AWS IRF |, 5 AWS [Ei5

BE LN RTE VPC R EAF IR AWS tRF , Si2fEA VPC HEHEERERFEEREERRK
AWS [E15 18RFBERY A F i 17 HN FSx for Windows File Server R & &, E&FEH VPC HEHERE
i FEREE VPCs B, £ —1& VPC RVEE#ITER A LLFES — @ VPC HHY Amazon FSx &2
Rift. BNfE VPCsBRTER AWS 1RFE | BlME VPCsUA TR/ & | th Al BUEST L ZEL AWS B,

VPC BEEREME VPCsz BRIMEER , LRI LAERFAE IPv4 5 IP 58 6 hR (IPv6) ik 3RERME
FMzBRRE. BHAER VPC WEEEREEZMEE AWS BERAH AWS EE B8 VPCs, WFE
VPC EEMFHMENR , 528 (Amazon VPC EEERE) M ER VPC BE?,
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1€ DNS Bl& R , EEMA TR

. HARNIAETERITGERE (FQDN)hostname. domain , 530

accounting.example.com,
- AEERBFTMETE ().
- BBHABEIERTER/ETH ().
« AILRBFHRE,

¥ DNS BB B , Amazon FSx B FRZRRMEFEANEFTE (a-z), THEFKEEAKE.
PEFREFREHBTHINEEFTS,

4. SHEEERERE  ETEMEAENEE,
EER - ZAERTD  MEEEENTAER , AREET I,

6. B TIE Create file system (BUERRMR) EA LW ERRFERE, BEEBRUERIRUEL
CEEX

X E Kerberos YRR EE ZFE (SPNs)

KRB FEB Amazon FSx ERAEH K Kerberos B 9 ERFMINER, Kerberos BFEERRE
HWAFRRHEZENE D RE.

EEAFEH DNS 5% 17H Amazon FSx BV BB Kerberos B0 8% | S4B IBHES
Amazon FSx #& &= X # Active Directory EFE#1# £ DNS BIZHRIEEEEZ# (SPNs), SPN —X R

#% DNS Bl % ERIR A 45 58 R gt 22 M1 B it 32


https://console.aws.amazon.com/fsx/
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BEEAE — Active Directory EYIHE BB, MREBERRBEZRRM Active Directory E I 4%

EH) DNS R HE SPNs , BAAFASEHMIBR,

Kerberos 89 BHEEZ™M{E SPNs :

HOST/alias
HOST/alias.domain

MERBIEZ A finance.domain.com , A TEMEXEH SPNs :

HOST/finance
HOST/finance.domain.com

® Note

£ Amazon FSx # R R ## Active Directory (AD) EFEYI 4R L FH HOST SPN 2 &1 , &%
= EMIBREE Active Directory E ¥4 £ DNS BI#& SPNs ¥ EER{EMIRAE HOST SPNs, 1R
AD #1777 DNS BI&SPNs , BIEFRE Amazon FSx IR AR SPN A= KK,

THRFRBNARAIT T 5IEE -

- ERBERRHEMN Active Directory B LS HAEMIRER DNS BJFE SPNs,
- MIBRIXZFIMVIRE SPNs , MREWFE.
« B Amazon FSx #E R R #M Active Directory B Y42 I #7189 DNS 5|#& SPNs,

ZHEFTER PowerShell Active Directory 1 #H

1. BABIA Amazon FSx £ R # 2 Active Directory BY Windows #1T1EIEE.
2. LIEEEH 75 PowerShell,
3. FEAUT &S RE PowerShell Active Directory #48.,

Install-WindowsFeature RSAT-AD-PowerShell

FR7E Kerberos HI RIS EREE B (SPNs)

33
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T RIRERREMN Active Directory B4 L SR AMERIRE R DNS Bl# SPNs

MREEEH EIBIRAE Active Directory P EYIM4 £ 5 —EERRHA DNS BIEERE SPNs , &4
BARBBRIEL SPNsFAEAS SPNs FiBERRRKNE Y4,

1. HEATHGSSREMBEEN SPNs, alias_fqdn # BRAZESE 1 PEERRFKEREBN
DNS Bl&,

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqgdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FEATIEHESHEMERE—EZRFERIEA HOST SPNs,

« alias_fqdn # BMRAZES R 1| PEERRKIEEBMNTE DNS 5E.
- file_system_DNS_name # R ARBIERRKH DNS B,

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[@]) ${FSxAdComputer}.Name

3. HHBESR | PREERZFHEEABNFE DNS FlE 58 EADE,

£ Amazon FSx IR R # M Active Directory EiE#I# £ 5% E SPNs
1. BT TGS, BEK Amazon FSx ERRMKEIREFHH SPNs,

« file_system_DNS_name #% BUMX A Amazon FSx 1EEHERRHAMN DNS B,

ZEE Amazon FSx THEALERERRZKHN DNS B , FEEERRE AR EEERRE
HMEAEE LNBEREZEERK,

&t 7] LAFE DescribeFileSystems API #4E#) [ FE R EL1S DNS & #,

FR7E Kerberos HI RIS EREE B (SPNs) 34


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server Windows £ & ER

« alias_fqdn #§ K ABES R 1 FEERKEMEEBTTE DNS BlE.

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqgdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

##Use the following command to set both the full FQDN and Alias SPNs
Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-AdditionalDnsHostname" =
@($Alias, $Alias.Split(".")[0])}

(@ Note
MRRIGERRENVEMY R AD 777E DNS BIEH SPN , AIFRTE Amazon FSx 183

RIRH SPN BSEAK, MESKANMBRIESLE SPNsHFHMEN , F2B EEREREHK
#9 Active Directory EiS¥ 4 = S R AMERIEHH DNS 5J& SPNso

2. FERAUTEHIESTE , BEE A DNS BB EREHM SPNs, FHEELCEIEME HOST SPNs
HOST/aliasM HOST/alias_fqdn , IARRF L HIFTR.

file_system_DNS_name # BU{X B Amazon FSx $8iRIEER RN DNS B, EEHE
Amazon FSx XA LSRERZAN DNS B , FRERRRA AR BEERIZAFMHENR
BEH WK EZSEE,

&t 7] LAFE DescribeFileSystems API #E/Y B FE R EL1S DNS & #.

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@].Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. HHBESR | PREERKFEHEEABIAFE DNS FlEEE LARDE,

FRE Kerberos H RIS ER BT (SPNs) 35
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EHrgiZZ i DNS CNAME 8%

BIENERRR IEEE?"E SPNs 2%, Bu BRI ERBERRFANS(E DNS $LSEBRABNTA
Amazon FSx 2R R#ATEEE DNS BBH DNS 5o é% , LA E] Amazon FSx,

ZE dnsserverfl activedirectory Windows ##H F BT AH P BE RGBT,

ZHEFTER PowerShell &8

—

EH DNS EEFAMBEENES D (PHAWS ZERBEHEBRKEE S AWS Managed
Microsoft AD , AR #BEBEBEREEEBREE Active Directory FZE )k DNS BEIEFF Al My H b
BHfH ) , BABHA Amazon FSx 8RR AR AEE Active Directory BY Windows #1T1EI#E.

WMEFMENR , 5520 (Amazon EC2 FAERE) HMIELEZE Windows #ITEEE,
2. LEEE 529 PowerShell,
3. PowerShell DNS Server #HAEEHTHEFPHNIE T, FAUTHOEITRE,

Install-WindowsFeature RSAT-DNS-Server

BEHHEI Amazon FSx EEERERHKAEET DNS 81

1. ERAESPERE Amazon EC2 #1TERE , XFEHAEREHE DNS EEFITMEFHERE (AWS
2 & Active Directory FIIAWS ZERMBEHBZBEAREES , UKBHEBEESLACEERERE
Active Directory FZ )k DNS BRI EMEE ) .

WMEFHMER , 5528 (Amazon EC2 FRERE) PHELHFEZE Windows #IT{EEE,

2. EHSRRERYF , HIITTIESE. LIESEBSBEMIRER DNS CNAME BB RZN
Amazon FSx 8RR K. WRKTE , ©@AMMalias_rqdnk Amazon FSx IERRMRTA
DNS & ## DNS B& 2 ## DNS CNAME E2#%.

PITESE

« alias_fqdn # B BIREER R FEIEEEAN DNS Bl&,
« file_system_DNS_name #% BUX B Amazon FSx BIERIEE R A MK DNS B,

$Alias="alias_fqgdn"
$FSxDnsName="file_system_dns_name"
$AliasHost=$Alias.Split('."')[0]

FEH s DNS CNAME 528% 36
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$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name) | Select -First 1

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

3. HHEESR | PREERZFEHEEABNFE DNS FlEEE LRI,

BIRIE S A DNS Bl A Amazon FSx iR R A #E DNS CNAME B, REETLER DNS 515
REIENEER,

(® Note
SE# DNS CNAME Fos&AIE @ el fs @ % — EE R REM Amazon FSx BRZME , AF
AR A E R R B RNEERRRER. EMFin DNS RINEMBER |, MfIEXEHER
DNS Bl & #1TiER. MEFMEF , FSEEEEH DNS 5l & FRUER R,

B EBERYH (GPOs) i@ #l#1T Kerberos B 7 B &%

& ] LAFE Active Directory HEXE FHIBHEBER Y4 (GPOs) , EFEUER R AR HI 1T Kerberos &

DERTE

« BRHI NTLM : i NTLM REZER AR - FALBEREREBREZLEMEL NTLM RE
F#4T Windows 3 RFRM IR IR [ ARES.

« BREINTLM : & NTLM & 5 B R EinMRERGIIRRN - MREREMEHE T L  BRHINTLM : 4§
NTLM REEH ERHARF[BRRE , FEALBRRERELATAFREEEA NTLM 55
B 7% 1Y = v A BR 2R 5 AR B EE

1. BEABMA Active Directory 9 Windows #1T{E 5 , 2 Amazon FSx ERRZAELUEES
FomMAEP, MREEREBREE Active Directory , B EIEASIEL S ERE A TEM Active
Directory.,

2. BRIERK  EFEEIER K AREEHERXEHE,
3. IEEREEERWH,
4. MREHFEBRYIHETFE

3
<t

<3

Bo

fEFABHABER Y (GPOs) 38 FI#11T Kerberos & 7 BR 7 37
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5. RHEBREMNMEEZLZS  RE NTLM : #& NTLM REEHERIGREKI[EE., (WRLZEREHK
R, BREBIUFNER, ) EABLZ 2R ERSIERD , BHAR (RX—TEBEGR ) &E 6 A&
EEBM,

6. BIELIIERE,

7. EREERURTEREETE

8. EERTEAFIRBFERRMAREE NTLM ERFIAMRTR , FERBELL . RBE NTLM : #EE
U 2] AR B8 5 AR AR T o

FRAR (B—THEAR ) RE K AREFIRLZLRERITRPRIEBM.
9. MAENMEEHINEENETMEMRIEFERE,
10. BEERURERERE,

EHERAZEFIMER

Microsoft Windows ERAZREERRFLNBEER RS B %, ETETRFENTAFERK,
AEmeFAAREFASER (SMB) BABEFIERIRR LHNERKE, BH FSx for Windows
File Server 18R RMRFEM B B KITEER Windows HER L Ashare, BAILAEA Windows HAER R E
FERAENE (GU) IE  AEEEYNEEFEHENHMERLA,

BN fiE & &£ o i) a] IR B BN BE#PE | Microsoft Windows 1F&7 B (CA) HEN IR E# IS AR ETRE
FENEEES, FA CARRA TS ERRRAHERR BB ERNEREHEELERAZNG
Bk 25 FE A F2 =X P T PR E &R 1K

WNEFE FSx for Windows File Server ERRZRFE LB UNEEBREZHLAMNGEMAENR , @ CA XA , B
S BN, EF. BREZRHA,

REERKE

EEFIEMNERAE | 5#FH Windows Map Network Drive hAE |, A B E #1178 L A RIREMR SR
MRS ZE Amazon FSx BRHAE, BERLEZMFAIEZHTEE LHBEENEFB AT Linux FHER
ERAZ, HEFERBEEHTERNERNEXEREMAEMTE. MABEAZZR , BHNERE
RNMEAETUFREREZ FHNERNER K K REEARTHEZRNER K —K.

MBUSHRERAAUCRERRG L ENOHAET | FSR TR

« BEY Amazon EC2 Windows #{THE FHERELE.

EAERAZEEIESN 38
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« 7£ Amazon EC2 Mac #1T{E & F i EER L
« £ Amazon EC2 Linux #{T{EE & HER

~Nu} ~Nﬂ}

BR&F Amazon EC2 Windows #{T{EE FMERAE

&1 LAfE A Windows File Explorer Siii S 12/RFJT , £ EC2 Windows #1TER LMAERAE | L
17EL FSx for Windows File Server &R &%,

£ Amazon EC2 Windows #1T{E#8 LM H{E R L= (File Explorer)

1. X&) EC2 Windows #{T{EEE , WS HEEZ LN A Amazon FSx &R RHKM Microsoft Active
Directory, & EE# K , 557t AWS Directory Service EBIERHIRIZE T HP —EREF
o ELEIN A Windows EC2 1T {E &
« FEINA Windows #1T{EEE

2. E#EZF EC2 Windows #TIE., WFHEFMEF , F2E (Amazon EC2 A EIER) PWERE
Windows #1717 {E &,

EiRR  ARERRE.

EEBEEET , FRBERNAR (B-TBEAR ) BE K RREFMFVIRUBRE,
SHE R | R IBRBRAR,

SHEERK , MAERREN DNS BB EERRLHEEABA DNS 518 , URHAAEE.

2

/A Important

EEHRSHOERZIANAEREBRRES , F/H IP it 3k DNS ZB Ut R EBEE
A, A, ZTHEME—THERERRFZEHLL Kerberos HEBEN 5 75 EZE DNS
A AEEE A DNS BB,

&7 LLiE$2 Windows File Server, Network & Security , £ Amazon FSx £## & ES#
ERRHLK DNS ZBAETIEEIBIAY DNS Bl& ., & , LA LLE CreateFileSystem
DescribeFileSystems APl W EIEF IR EIEM, MFEFMEF DNS BIBHNFMHEA , F2H B8
DNS 5l#&,

- ¥R A AWS Managed Microsoft Active Directory FIE — T F [E#E R R , DNS BB TFr
o

AR &t Amazon EC2 Windows #1{T{EE EMERA= 39


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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fs-0123456789abcdef@.ad-domain.com

- ¥HRMABKERE Active Directory WE—TJHERERRK , URTAZTHEERRKE , DNS
BB TR

amznfsxaallbb22.ad-domain.com

fign  EEERE-TREERRFEN DNS 28 , FEEHRBAATIIAR

\\fs-0123456789abcdef@.ad-domain.com\share

EECAZTAREERRKN DNS 28 , FEERRBATIIRE

\\amznfsxaallbb22.ad-domain.com\share

HEEAEERRMERBEEA DNS 518 , FEEHRPBATIAR

\\fgdn-dns-alias\share

7. BREBRARENMERNER  BEHERAZRTEEZARENER K ARBETH.

#£ Amazon EC2 Windows #{TEE LMHAERAE (HTRT)

1. BXE EC2 Windows #ﬂlfﬂlﬂﬁ- WS EHEEZEE A Amazon FSx R R M Microsoft Active
Directory, HEE&M , 7Bt AWS Dlrectory Service EEEEPEETIHF—EER

o EHEINA Windows EC2 #4117 {E &
o FEIHIA Windows ¥1T7{Eg&

2. LA AWS Managed Microsoft AD B #HHEHE 5 2EHRZE EC2 Windows #1TER. MMFEFH
&, F28 (Amazon EC2 EAEER) FHERE Windows #1TEEE

3. EEz® , BHERGTREREE,

4. FRBBRENMBEEARE. ERXMAWDNS EBNLAZBRBEARRLA, BULIRE
Windows File Server, Network & Security , LAffEfl Amazon FSx £ &8k DNS &1, =¥ ,
& T LAE CreateFileSystem=k DescribeFileSystems API R EEHHK T,

- HRIMA AWS Z& Microsoft Active Directory FE — T F[EERRZH , DNS BB TR

AR &t Amazon EC2 Windows #1{T{EE EMERA= 40


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/launching_instance.html
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https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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fs-0123456789abcdef@.ad-domain.com

- HRMABRERE Active Directory WE—TJHERRRK , URTAZTHEERRMSE , DNS
BRI RO

amznfsxaallbb22.ad-domain.com

UTRHBERAENEND T,

$ net use H: \\amzfsxaallbb22.ad-domain.com\share /persistent:yes

&t a] LAE R 2B M PowerShell S RIBHBERHLE | MA R net use®d o

£ Amazon EC2 Mac #1T{EE L HEERAZE

BT LAIEE A Active Directory 50k il Af2EX FSx for Windows File Server #£ 2 & ## Amazon EC2
Mac #1TEE LHBERREZ, MREHTEEBRMALZL Active Directory , B L EHETEBFIE

Amazon Virtual Private Cloud (Amazon VPC) #J DHCP i2IE£ , BA‘2& Active Directory #3Z5# DNS
ZHRARE. ARETRBHITHEERE.

#£ Amazon EC2 Mac #4T{EI# (GUI) L HBERA=

1. BXE) EC2 Mac #1T{ERE., HEEEHEM , B Amazon EC2 A EEEHBRIET I H D —ERE
-

- EAEEARE Mac BITEE

- 5 B(& Mac #1718 AWS CLI

2. HEAERPERKEH (VNC) EHRE EC2 Mac TR, MB/FMER ,
R&ER) PHER VNC EREHITERE.

3. £ EC2Mac #{TERE L , EHEZE Amazon FSx EXRHLH , MTFAR :

:I:I'H

B {Amazon EC2 &

a. BRUFinder , 1#1F Go , AR BEEEZ @RS,

b. HEMEMRBYEFARP , WAERRHEAN DNS B BNEERRTEBEBA DNS 54 |
URHAMAEE, RREE ER.

1£ Amazon EC2 Mac #{T{ERE L HEERAZ 41


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-launch-cli
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-mac-instances.html#mac-instance-vnc

Amazon FSx for Windows File Server Windows £ & ER

& 1] LLi#E 2 Windows File Server, Network & Security , £ Amazon FSx ¥ & LS
ERRHKH DNS BB IEREBEAY DNS BlH. ZE , BRI LLFE CreateFileSystem
DescribeFileSystems APl 2 ERIEIEF KRBT M. MFEMLA DNS BIBHNEFHENR , F2HE
‘B DNS BlH,

] Connect to Server

Ismb:,f/amznfsxwdanmybn.example.com;‘share{ n

Favorite Servers:

K TG SR Correct |

c. ET—EEEL , BEERUEE.

d. ¥ A Amazon FSx BR#&IRF #Y Microsoft Active Directory (AD) B2 AE ¥ , 1T SIEHIFF R,
RIBIBIE ER,

Enter your name and password for the server
m "amznfsxw4anmybn.example.com”.
Connect As: Guest
© Registered User

Name: admin

Password: ‘uuun.{ l

Remember this password in my keychain

e. WMREEKI , WO LAE Finder REFWE T FZ Amazon FSx &£/,

£ Amazon EC2 Mac #1TEE LHBEREE (w575)

1. F4E) EC2 Mac #4TEEE., EEEHM , 5% Amazon EC2 A EEEHBETIEP —ER
F:
o FEAEEARE Mac H1TEE
« 5 BE Mac #17{EE& AWS CLI

2. FRAERMEMKESH (VNC) EEE EC2 Mac H11TEE. MEFMEN , 5828 (Amazon EC2 f#
BEiEE) PHER UNC EEEH/THEE,

3. HERANATHTHEERAE.

1£ Amazon EC2 Mac #11T{E# L HBERA=E 42


https://console.aws.amazon.com/fsx
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mount_smbfs //file_system_dns_name/file_share mount_point

#& 1] LLIZE$E Windows File Server, Network & Security , 7 Amazon FSx =2 & L 8# DNS &
W, HE , BOULUE CreateFileSystem= DescribeFileSystems API REMEIEEFR K EIT
o

- HRIMA AWS Z& Microsoft Active Directory BB — T FHEERRH , DNS BB TR

fs-0123456789abcdef@.ad-domain.com

- HRMABRERE Active Directory WE—TJHERRRFK , URTAZTHEERERRMLE , DNS
BRI T

amznfsxaallbb22.ad-domain.com

HEFPEANHEDSEEREERNT TIEBHE

- //file_system_dns_name/file_share - I8 EEHBHHNERRHKN DNS ZBMHLH
« mount_point - MEHFEERRMKZ EC2 H1T{EE LA B &%,

£ Amazon EC2 Linux #{TEEB LHEHERL=E

& T LAIE N A Active Directory 3k il A ZHX FSx for Windows File Server #R & ## Amazon EC2
Linux #117{E 58 L# &, FSx for Windows File Server & H =,

® Note

s THTTIEESE , fltn SMB BABE. RE , URBERMNSARGEK/ , EMAES
fl, Linux cifsiSHSERIZURMEAMN Linux ZOMA |, TREE LA FimH Amazon
FSx BRRMBPBRENEZEMNIE, MEFMEF K F2EEEEEAN Linux B

Bcifshxtt,
- Linux AFHTXEAE DNS RAHBHE, NEFMET ML AFRNEEEE
L

1£ Amazon EC2 Linux #1T{EEE L HEERA=Z 43
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£ A Active Directory B9 Amazon EC2 Linux #{TEE FHEHERAE

1. WMREERAEBITHE EC2 Linux #1T{EEE A Microsoft Active Directory , 552 { AWS
Directory Service EXE1ER) FHFEMA Linux H1TERE , SIEVEBMEEER.

2. ERZEEC2Linux #i1TER. MEFMENR , F2H (Amazon EC2 EAEERE) FHERE
Linux 171 88

3. BEZRHEWY cifs-utils EH , BHT TGS  HEHCRANBHERABERERZEK , HlW0 Linux £
# Amazon FSx.

$ sudo yum install cifs-utils

4. BIUHHEB B /mnt/fsx, ERENGHE Amazon FSx EERRFENLE

$ sudo mkdir -p /mnt/fsx

5. {FEA TSI kerberos B3,
$ kinit
6. FRAUTHSHIARRAE,

$ sudo mount -t cifs //file_system _dns_name/file_share mount_point --verbose -o
vexrs=SMB_version,sec=krb5, cruid=ad_user,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize, cache=na
file-server-Ip

#& 7] LLiZ$E Windows File Server, Network & Security , £ Amazon FSx =2 & L83 DNS &
B, B#F , BULME CreateFileSystem=k DescribeFileSystems API RENEEHKEIE
o

- HRIMA AWS Z& Microsoft Active Directory FWE — T FERERRH , DNS BB TR

fs-0123456789abcdef@.ad-domain.com

- HRMABRKERE Active Directory WE—TJHERRRFK , URTAZTHERZRRMLE , DNS
BBWM TR

amznfsxaallbb22.ad-domain.com

1£ Amazon EC2 Linux #1T{EEE L HEERA=Z 44


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_linux_instance.html
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CIFSMaxBufSize # MR AR O AHTFHNRARE, T TGS LUEELLE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

B B R EEE AN LR A 130048,
7. BTTHGS , EEOERBERMARERRMS (CIFS) BENERRE  LIEDERRKECHEA.

$ mount -1 -t cifs
//fs-0123456789abcdef@/share on /mnt/fsx type cifs
(rw,relatime, vers=SMB_version,sec=krb5,cache=cache_mode,username=user1@CORP.NETWORK.COM, ui

hREFAEANBETTEEEERHITTIIEE

« //file_system_dns_name/file_share - IEEEHENERRHKMN DNS BBMHEA,
« mount_point - BEHEERRM 2 EC2 #i1TEE LA B 8%,

« -t cifs vers=SMB_version-EEERRAENEI S CIFS 1 SMB BIAHERA. Amazon
FSx for Windows File Server £ SMB 2.0 F| 3.1.1 hix,

« sec=krb5 - IEEFEH Kerberos £ 5 IRETE 0 EBF,

« cache=cache_mode - SREREUER, CIFS tREXAYILZRIF a2 EMAE |, ™ B IE R W
EXEHEAENROMNIEESE ( ERE Linux X4 ) . none BEMEA strictM&EE , BB
loosemRE A BAGEREBREMERER T —,

e cruid=ad_user - EAERMREUEE EM uid 5REA AD HEEES,

e /mnt/fsx - EE EC2 #1T{EEE £ Amazon FSx ER AL ZHH R,

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - ¥sBMMBEAEFE X NMEES
CIFS BIAMEATNRAE, CIFSMaxBufSize ¥ BN ABROATFHNE KB, BT THIH
A CIFSMaxBufSize R & .

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

ol H R AR B [E AR/ EFR A 130048,
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« ip=preferred-file-server-Ip - B/ IP iR EBERRARFERFREN IP itb
it

B S HBE R R RIFOVERMAMRER IP it , WTAAR :
- £ Amazon FSx XA , TEERRRFHEF RENAREZLRIER L,
« 1 CLI describe-file-systems @53 [@ % DescribeFileSystems APl te R EI FEH,

fEARIA Active Directory B9 Amazon EC2 Linux #1T{E#E LS RA=S

THREFE4 Amazon FSx R AHEEBIR A Active Directory (AD) B9 Amazon EC2 Linux #11T
fEfE., HMAKMA AD 9 EC2 Linux #1T{EE , BReeEAEAE IP it # & FSx for Windows File
Server ERHAZ, BALUEH Amazon FSx & , EfRFNERMFRES IP bt WBKEZLR5|E
B A HESERRFENIE P tbit,

WEHIER NTLM Bo5EE. EEEEN , BERRRHBAFTRE , MAEAER FSx for
Windows File Server &R XM AR Microsoft Active Directory fBIBIH K S, FRAERFHNEAER
SESRE EC2 HTEE LBUNXFERPIRMcreds. txt, WERTEFHENFERESR. &
IS AN,

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM

BRE)FNERE Amazon Linux EC2 %171 &&

1. {#F Amazon EC2 £## AR Amazon EC2 #1T{EE, MEFMEN , 52 (Amazon EC2
FREER) PHREHTEE,

2. E#EZE Amazon Linux EC2 #I1TEE., MEFHMEN , F2E (Amazon EC2 EH &) #
REHEZE Linux $1T{EE,

3. BEZHEIY cifs-utils EH , BEATTITS . WEHANBHIERRERZSE , AW Linux £
#J Amazon FSx.

$ sudo yum install cifs-utils

4. B /mnt/fsxxB5TEIHE Amazon FSx ERRAMWD 2,

$ sudo mkdir -p /mnt/fsx
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5 FRALHBERNER , & /home/ec2-userB#HE I creds. txtEABREER,
6. FXEcreds.txtBRHT , UERELR (#HEE) AUIT TG SRENNEAER,

$ chmod 700 creds.txt

HEERRMK

1. BAILMEREFAE IP it #E R MA Active Directory WIERE A, B LUFER Amazon FSx &
2E , EREFNVERMARSE P i WERELXSRIER L , SERRKENLE P bt

2. ERANUTHTHEERRMR

$ sudo mount -t cifs //file-system-IP-address/file_share /mnt/fsx
--verbose -o vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none

CIFSMaxBufSize # B AR OAHFNRKRE, FITTFIGTUEBLELE,

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

BEEREFEEANNLERA 130048,
3. HMITTHHS , EEE CIFS B8RS , UEIERZRFECHE,

$ mount -1 -t cifs
//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_mode,username=userl, domain=CORP.EXA

hREFHAEANBETTEEEERHITTIIEE

« //file-system-IP-address/file_share - IEELEHEBNERIRFEN IP thut FHEH,

e -t cifs vers=SMB_version-EERRIZFKNERA CIFS 1 SMB BHAHEMA, Amazon
FSx for Windows File Server X # SMB 2.0 | 3.1.1 iR.

« sec=ntlmsspi - FEEMA NT LAN Manager Z& X B EERTE (NTLMSSPI) ETE 9 BE.
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« cache=cache_mode — 3R EREER, CIFS tREVHYILZIB A RE S L EMAE |, M B IEFERIE
ERERBESENROMI/EESH ( XWE Linux X4 ) . BEMEAIEE none strictf , @A
looseMiEERABAGEEEREEMERERT—H,

« cred=/home/ec2-user/creds.txt - EEEHEMENESFERAEXAER,

e /mnt/fsx - BE EC2 #1T{E# £ Amazon FSx ER A=W EH B,

« rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize - ¥¢BMMBEAEFE X NMEES
CIFS BIAMEARTFM R AK{E, CIFSMaxBufSize ¥ XA UL ATFNRKE, HIT T
A CIFSMaxBufSize & .

$ modinfo cifs | grep CIFSMaxBufSize
parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

£ Amazon EC2 Linux #/T{EE t BB EHEREH

&7 LA B By & FSx for Windows File Server R X = | LUEEHERM Amazon EC2 Linux #1T{EEE
E#H R ENBF1FEL FSx for Windows File Server 8RR &, BEEERM , 545 HEHIEE EC2 HiTER
F# Jetc/fstab BR, /etc/fstab ERTERERRENEN , EHTEREEH B FAITmount -
afii s BHE /etc/fstab BEHIIHNERRK.

HRARIA Active Directory 8 Amazon EC2 Linux 11T , B REFEAEFLE IP it # &, FSx for
Windows File Server BREE, & LIEH Amazon FSx £ A | EREFVEREIRES 1P kA4
HBEZLRIBFERL K NBERRENFTASE IP Hit,

THREFERA Microsoft NTLM &2 5%, B ERRAERBEAERE  MEAFEAERMA FSx
for Windows File Server #& R Z#H Microsoft Active Directory B E., B UERA TGS , &
creds.txt EREEREAFEIRFNEAEHR,

$ cat creds.txt
username=userl
password=Passwordl123
domain=EXAMPLE.COM
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FEARMA Active Directory B9 Amazon Linux EC2 #{T{E®E L BSHHBRERHAE

BB FIE%E Amazon Linux EC2 #1T{Hg&

1. fEMH Amazon EC2 £ & & Amazon EC2 #{TE . MEFHMEF , F28 (Amazon EC2
FREER) PHREHTEE,

2. EJRIEHNITERE, MEFHMEET , F2E (Amazon EC2 EAEIER) TRIEEZE Linux #
1TEE,

3. BEZREM cifs-utils Ef , BT NIGS  KEAARBEMARERIE , HIW0 Linux £
B Amazon FSx,

$ sudo yum install cifs-utils

4. FE3 /mnt/fsx Bk, EREAEBE Amazon FSx BREARNVE.,

$ sudo mkdir /mnt/fsx
5. 7 /home/ec2-userB#HPE U creds.txtBEAERER,
6. RERBRHT , UERELR (HEE) UUBTTIGTERBER,

$ sudo chmod 700 creds.txt

HEBHEERRR

1. BULMEREIE P iyt , BBEERMA Active Directory WERILA, BT LA Amazon
FSx £# 8 , ERFNERMAMRER IP it WERERZER5IEB LEGERRKNLE IP it
Hko

2. HFEMEAENLE Pt EBHBEERAE  FEUATITHEE/etc/fstabiESR,

//file-system-IP-address/file_share /mnt/fsx cifs
vers=SMB_version,sec=ntlmsspi,cred=/home/ec2-user/
creds.txt,rsize=CIFSMaxBufSize,wsize=CIFSMaxBufSize,cache=none 0 0

CIFSMaxBufSize # BRI AK O AHFNRARE, BT TGS UEELELE,

$ modinfo cifs | grep CIFSMaxBufSize
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parm: CIFSMaxBufSize:Network buffer size (not including header). Default:
16384 Range: 8192 to 130048 (uint)

BHEREFEEANNLERA 130048,
3. fEA mount@ SEHE 'fake' iIBIELAK 'all' Ml 'verbose' BIBERAIFAfstabE B,

$ sudo mount -fav
home/ec2-user/fsx : successfully mounted

Jiok

4. EEREERLE | BFEHME Amazon EC2 H1T{ER.
BEHTERBATAR  BPRT TGS REEBERRAERSSHE.
$ sudo mount -1 -t cifs

//file-system-IP-address/file_share on /mnt/fsx type cifs
(rw,relatime,vers=SMB_version,sec=ntlmsspi, cache=cache_code,username=userl, domain=CORP.EXA

ENBEFTHIEE /etc/fstab BRNTSEREEHHIT FHEE :

« //file-system-IP-address/file_share — I8ELE#HE 2 Amazon FSx fERRHKH IP
Hat A,

« /mnt/fsx - ¥EE EC2 #1T{EE L Amazon FSx R RFEAHEHE,

« cifs vers=SMB_version-EEERRZFKNER A CIFS 1 SMB BEAHEMRA, Amazon
FSx for Windows File Server 2 SMB 2.0 F| 3.1.1 hix,

« sec=ntlmsspi - FEEMA NT LAN Manager Z2 X B MM E R EREHE NTLM HhE-EES
PERE,

« cache=cache_mode - ZEEREUER, CIFS REVIBIEA e ENAE , MAKRE
ZHEMERERBEESENROMIEER (XA Linux X ) . BRFEHIRE none
strict# , @A looseTstERABAHEREBRERMERERT — B,

« cred=/home/ec2-user/creds.txt - EEEHEMENESFERAEXAER,

« _netdev - FAERRRERZRUNEEZERFINEE L. £ LRB APy EETERE
HERRR , EZAFR ERAMEBEREAL.

c Q- EEHUNRERZKRIIESZEdump , EEH ED. ¥HM Amazon FSx , LL{EEA 0,

« 0-FEEERBRfsckiBERERREMNIEF, BMN Amazon FSx IERRM , ER0EHL
fsck T EEREB RF#IT.
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B, B, BRERIAH

AEBR\MAEBATIIEBREEERAE.

- BUHHERAA
- BRRENERAA
- BREANERKA

&AL E A Windows R4 H A& R GUI #1 Amazon FSx CLI 7£ PowerShell F#TiRIREE |, LA
B FSx for Windows File Server ERRXME LHEREA, FAXAERK GUI (fsmgmt.msc) B ,

BO ke EE - AEARNRTRAERRRZAANAREZERBIEE, ATHRELIEE 6 FEH
PowerShell REEBURZEERIR LOERLA,

Microsoft Windows &5 H|#¥{Tan B ERM B HHRMBRF, ATHRERETURDEUNFNES ,
IERZBIFIEL Windows EE Rt BERME &, MEFMER , F2RDEEL.

/A Warning

Amazon FSx E3k SYSTEM A EELEN SMB EXHLANSEER R L HEETS
NTFS ACL 557, REZELNERR LT HFEAEN NTFS ACL 377 , RAERMEFEEHN
ERAAEEEFI

FEALAERRE GUI EEBERHLH

HEEHE Amazon FSx BRRKLMERAA , EUUERLAERR GUI, HHERR GUI RHE
RVE , AREE Windows fAfkEs LRV A HAERIKR, TIEFRANMAEREHNERLA.

i RER REREE FSx for Windows File Server iR &

1. BRENER Amazon EC2 #1TMEIRE , WASHEEE M Amazon FSx IR RMATINIAR Microsoft
Active Directory, &Z#ITIRH%E , 5% AWS Directory Service BB ismHPIRIE T H P — @R
F

« EHEIN A Windows EC2 41T {E &
« FEIHIA Windows ¥1T{Eg&

2. UEZRXREESFENEIINEREF P ERELNHTHER, £ AWS ZE Microsoft
Active Directory AWS # , WEFEBEAZE K FSx BEXE S, £ 8 HKEEM Microsoft Active Directory
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B, HEERAREERES  NCEEVHEARUNEESHEBER. NEFHEEA , F28
{Amazon Elastic Compute Cloud Windows #{TEEEAEERE) FHERE S Windows #,
1TIER.

3. BARKBATATHAER , W FEFALEEE 55 #T fsmgmt.msc, EXRMEMBHAAER KX GUI TE,

4. SHHEME, BRERES —HEK.

5 #H5—IEM , WA Amazon FSx BERRKEMNBEH B BRI (DNS) 28 |, fil0

amznfsxabcd@123.coxrp.example.com,

EEE Amazon FSx A LSHRERRAEN DNS B8 , BRERERRK. BREERRHK , R
REERXAFHFMST EENFERERLER, BWALITE DescribeFileSystems API & 4E#) B FE
FH{S DNS &%,

6. EEHME. A%® , Amazon FSx BERREMNEEEHREHLAERRITENFTESR,

L 3t AR E BB AR B9 Amazon FSx RS , BTLUERRR G L EE Windows R A,
B ABA \share, EAUEM T HIBERSTILIRIE -

c BEYFHERAA -EHAERKRIED | BELABSKPNEA , LAEE Amazon FSx R R
WERSDHA, BEMAAYEREYHLAERREBE,
BN BARBAEER R  FREBYHNERLR, BRUSTUTERE
- FRALAERRTIE  EEAMERREKER  H—T "88,  RER-T "BEUHERK, X
B AEERRK,
- FEHBTY

New-Item -Type Directory -Path \\amznfsxabcd0123.corp.example.com\D$\share
\MyNewShare

- BUERLA -EHAERRIESD  HREEETAAERPBRACEREAANAR (K-TEBE
AEE) BE  RRZEBM. SUEBYE , RAREEREE,

- BRERAA -EHAEHRIEY  AREEERAERTBRNERAAARAT (B-TBERA
#) BE K RRBEFLHA

(@ Note

HRE-AAE 2 NZTRAEERRML , REELMEM Amazon FSx IERRZHH DNS B8
EARE fsmgmt.msc |, TRREALRAERNR GUI TEBRERLAATEXERLAA (=
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Windows £ & 155

REMHT., FRAERAINEMEYE ) WRECARERRHEN IP it =X DNS BIE B BE

1TIERR , Al

® Note

mREEA fsmgmt.msc 3
ERRAFOWHLA , AlES

AERX GUI TEFEELRF.

BAERR GUI TERFEFLAZE FSx for Windows File Server

—RARNRATRERZFEHAANERAAARZER , AstE

BEEE, EERRELERE , B LIEA PowerShell EEEREA , TR

EIEEE PowerShell B9 #E

A LAE A PowerShell B9 BET FSx for Windows File Server i

RHA

b s

AR ERERLRAEE , Sl

- BEIZALARREERMFRIZELZE Amazon FSx

|_.|-LFE":T E’J*;*/\ﬁ AWS Eij J’}\

im B

« URARAAEEFENERAATHERE  MIUEBRERLRME

£ZE T MU IE PowerShell E{FH Amazon FSx CLI E1Ti& i

for PowerShell,

T35 4 Amazon FSx CLI Bl &

File Server ERRZMK LWERHLH

HAEES®T
New-FSxSmbShare
Remove-FSxSmbShare
Get-FSxSmbShare
Set-FSxSmbShare

Get-FSxSmbShareAccess

I2 PowerShell i85 , &R LAE A

BE

iR
BMHHERLH
BERERLR
HEHRANERAA
REAENEME,

HREV L Y EUR S E (ACL).

iE ap

s

\

52 £ /A Amazon FSx CLI
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EEERAR
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HAEEGS R

Grant-FSxSmbShareAccess EBZEFENAFFEEGIEE (ACE) MilgZE£ANZ2HE R
1,

Revoke-FSxSmbShareAccess WREZEMNZLWATHBRZETENFIE LFF ACEs,
Block-FSxSmbShareAccess BEZFEANIERL ACE FTIiBEHEN LT EIRIE,

Unblock-FSxSmbShareAccess REENZEERFTFHPBRZEEENFIEIESL ACEs,

BETPTHELRPERHEMEGTRENSE, EEFEBULERE , BEA 1T &H-2, H170 New-
FSxSmbShare -7,

& AEREEZE New-FSxSmbShare

BRI LB ABREEE New-FSxSmbShare , AEEAILERIATEAER , LEVBARBTE
HE MABBREFBAZAER,

FEATHHE b —{EiE1E , #&7E FSx for Windows File Server iR ARB L EVERLAMENZEA
BRI,

- EEUEBAFAELEBRAENYN  FEATISRS.

$credential = Get-Credential

- HEMA AWS Secrets Manager EREEBRAERYH , FEATIG S,

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

BUFETRR (CA) £E

& ] LAME A Amazon FSx CLI for Remote Management on PowerShell 223358 r Y (CA) #
=, & FSx for Windows File Server ZAIABREERRKLEVYN CAHAEEGSEMAMN
S A, Amazon FSx E—THEERRAMEVEE—HHEE L, it , E—THERE
RERHLEEVN CAHAEEMA , BYESEATA. £A New-FSxSmbSharefn s , 1#§ -
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ContinuouslyAvailable BIEFEA $True , MIEEHRZRFETAHNHRE, UTREI CAH
EHEFITT,

New-FSxSmbShare -Name "New CA Share" -Path "D:\share\new-share" -Description "CA share"
-ContinuouslyAvailable $True

A LAER Set-FSxSmbSharef SRR BEREERLZ LM -ContinuouslyAvailablei®#IE,
HERENERLARSHETA
FATITmSREBAREERAZNIFET ABME,

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { get-fsxsmbshare -name share_name }

WMRERA CA, BEAEITSATIT

[...]
ContinuouslyAvailable : True
[...]

WMRARRA CA , B ES A TT

[...]
ContinuouslyAvailable : False
[...]

FEERAERAZLRARETR  BEATII®S -

Invoke-Command -ComputerName powershell_endpoint -ConfigurationName FSxRemoteAdmin -
scriptblock { set-fsxsmbshare -name share_name -ContinuouslyAvailable $True}

New-FSxSmbShare fi S {EHEREF LK

Amazon FSx T X BELHEEERET , BEAEMENBERERE AEEE Amazon FSx BR R
AR A IRV IE L T #14T New-FSxSmbShare PowerShell a5

A LER T EP — B R RREREEER
o 1T New-FSxSmbSharefn S HIfE & A /BEE FSx ERRKMVABEBIZGF,

New-FSxSmbShare a5 A E @ EE XK 55
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« SBAILAER fsmgmt.msc GUI EREERMEBURE., FFMER  F2REAHLBERRK GUI
EEERAA,

New-FSxSmbShare 55 1 F B E5F kB 56
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ARENMAY  E—AAENZTHEERRMRK

Amazon FSx for Windows File Server 2t MERRRZAAXBEE . E—JHENZTAHE, T7%
HREANEFA TR EATEERREEHNTBEE, MERKTAM SLA ( REKEHE ) WE
 , 5528 Amazon FSx RI&K =,

E-TAERSERRMBE— Windows ERARF[ATERBME—THESE (AZ) RN —BFHEF
WREERK, FRE-—TRAEERRKR K ENSBER U LEXRSBERATE - THE

€. Amazon FSx B EERTERYE  WEBNMANKENER R LT , BBRBAESHER, &
HEERE4AHE , UAREAERRRRENTEHZRRYE  E-—THEERRRBERTESEEX
30 D ENFHER, FHE-TABRERRRE A ERXRXFAEERIBERTURELZER , 4
NHARZETHSRE  IERE—ERARISIFEREMEERIRERT —BHRE , £ EEER
T, B RRRFTN RO ERERRI,

ZUARSERRAREAIHEMBEAZs (REFHVTHESNGHAIRAEDS ) B Windows {ERAMRK
SRE A AMEEAX , FIA Windows Server REFEBEREE (WSFC) KT MM EAZs £ 1Y — B 7R
%, EREESEEN AZ ANME AZs cEESER. HERE—TRHELNRE , SATREHEER
E-SERBEAZSHERREREENWAML , WEBEBREBED S0 A EREEERAHE
MEFEARBHE BN T AL, EREHEBTENER Y HBHREENERRRIATERRENT
RS .

BEE-TARIZATHEERRARIZHE

ZERIERHANSTAMNMAMERER  RMEBHAZSHLEETFEHFEARBESHHERRR.
E-TAEHREREANZNRBRITFAE, CEREERERARABATNTERIRERERBEN
RELETHAE  UREFERTHMENERIBER (RPO) FXRNEE TR MR REAN
WMFRAR. BERRTHMEN RPO FXRNITHEH , At EIETERRREZFT IS RIS + B
B, UREBLEBERT , B LR DURERENEMRE , TARETRAETHMERE 20 7iE,

EMtE2RCREERRENTAMER  IHRAREHITEEFVEEERRREE. BEEFEEE
MBABRBTESESHPBRENTBHEERPNERTRAETEML,

KA BEEN YRR E

TRIBER FSx for Windows File Server &R RGN ESHA L EMNINEE -

EEE-TRAERZTARERZRNZEE 57


https://aws.amazon.com/fsx/sla/

Amazon FSx for Windows File Server Windows £ & ER

EEBER SSD HDD DFS % DFS 8 E&] DNS CA #=
fE1zE8 e B 2R
B v v v v
AE 1
B v v v v Ve
AE 2
Multi-AZ v v v v J*
@® Note

*HAREBULEE—THAEE 2 BREAKLETSETHAN (CA) £ , BEEZE SQL
Server HA BN Z T A EEHERRZAK LFEH CA £,

RisBEREF

MRBELUTEMAER , ZTRAERSERRARSEBRFEANVERARFZAEBEESNERMAMKS -

- TTHESPETEALE,
- RIFVERMARSEELER,
- RIEFNERARSSETETEINHE,

ER-—EERARFAEREIE —EERMARSEN , FNFEATERARFSEBREAMEERR
HEMMBABREHRERR. EREFFEBETNERTRAE , Amazon FSx & B E) kM E R 1T /8%
MRFERARR. REBBEFEERAMFATERARS LNREIR ST ERARB[EARER
FARRER 30 WATTR. MERBSZTHEARBUSETE 30 WATK , MERBFEER FEEHH
BERABRFRTEERRISHRE,

ERRRARREBENLDESENEEHEA , /O TEEEEF , M Amazon CloudWatch IEE ATEEE
TRELZER. SRZTABEERRR  REBBNAELENERENEAERFERNZ D
FEETENREERABRB2EREL. HREHR HDD RENERRE , URBAEEN IOPS #&E
MIFEEH A LEFITEFEREBIENREE. BMEZBCEERARAHEERAZSEBEYHE
RAEXANEE.
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Windows i FinW RiE B EHER

ER-—EERARFREBEI S —EERARSER , FNEATERARFSEDRAE/EES
RABRNBEABRRERRES. REFFHEBTFNERTAR , Amazon FSx & B B kM E R T /8%
HRFERMKRS. BRERRKHKN DNS EBRETE , AR EBEH Windows BAENREH
B, BAFENANATREERRKEREE. FEBEEFEEEAMEATERARSE LNHRESREE
B RARFRABERPREN 30 WATH. FEBEERKRZSITABREEHEEESE 30 AT
B, MEAREEEATFRETHERARITEE'ERRERLE,

Linux Al Fimky R EER

Linux AFimT % #E B8 DNS #AERE., Rt , eMFSERERENHEDERIFaERAMR
. EZTAHBREERRRELIOIREY FHEBTNERMARSI 2R , eMEEBMERRIERE.

EEERMLAARERE

BULEBERZTARSERRENAEIERERIFRERE, ERBUERRRANAXESR
28 , Amazon FSx BB HERZRANERMAR:E. ZTAREBERRREEDREBEEXEMRMR
2% , M Amazon FSx 8 B RFNARFERMARSE. AR K EXRRASEDEEFNEER/R
2% , Amazon FSx 8BUVX EREERRSR.

&R LATE Amazon FSx £# A, CLI M API FERBIXERSENFRNEE. HPZREFHE , &
MERRMEREBEEAEMRS , BELEOTERRR. IEBUERRRNRAXERENER
AREENFMER  F2H EEREIERE,

E-THENZITHEERRKER
E-TAENS TRERERGER TORNBLBEN AN F TR | MU TSGR,
TR

EXEVYERMEER (VPC) B , vEEHM FHFETRHESR (AZs) AWS B, JAERFERERT
BME 6 BEERHEATTARENSE, B VPC 2% , BA U EZE TR EEFIE—NZE 8@
. R VPC ESETARRDHE FHEE. FHEBIEN VPC Tl P A EE. FRASANTRE
— A A I“E—“ﬁJZO

FSx for Windows File Server E— T A EERAREELEEUBFIEEN FHK, ZEENTRKEE
ERERRKEEBAMENTAES,

Windows Fi Pk A H B E R 59
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ZUAREERRARTEMEFAR , —EARANMRFNERARS , 5 —EARGoERARSE. &F
EmEF R4 ANVRERE AWS BE AR AR A AR,

HRAWS ERERA , RMERCERREFERARSFEBNTHERETRB A iR , USIEERE
=3 ig

ERRFE MBS

MR ER VPC MARERER - BEBE T, EEEI Amazon FSx IERRR

¥ , Amazon FSx B EERRMEVLEABKN VPC FHE - NS EBEMEMER N E, SRR RETE=
RAFmE ERACBEALHE, BHEMRNEHIR ST Amazon FSx MIRBEHE R , BMEE RIERS
VPC i —#% . ZAAEEERRREMESELEEENE , SAERAREISE—E. E-—THEESR
RiA —EEE @R R E.

/A Warning

A8 U M BREE AR SR R AR AR B B A SR ME ARG T T . 18 R M BRABER SRIE AT RE S B3 VPC M
ERRBEZEERKRAPE.

TRBEREA FSx for Windows File Server Single-AZ 1 Multi-AZ R ZFENERFERAE -

BRABDEHE THREBE EMERETENEE IP it B &
E—-wHIE 2 1 1 2
BE-THE 1 1 1 1

Multi-AZ 2 2 4

BYERAMRR  £RBRERRE2H , 2 IP it TERE,

/A Important

Amazon FSx A X EHEt FHERRM  WEERRKLRELFTHEKREN ., MREME P it
AR ERNAA IP bl | EEIERRAEMEMRSRE , Amazon FSx € BB
Hoao
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{$ B Microsoft Active Directory

E 88 FSx for Windows File Server 2R R il , A LUEE A Active Directory #8138 , LA
FREEPBREBFNERNERREBHREZEEIZEE, Amazon FSx T B2 Microsoft Active Directory ¥4 i
A, LLEZRB AR Microsoft Windows IRIEE S, Amazon FSx #Ei Active Directory {# i {2 # FSx
for Windows File Server B R R IR MM EIREIE : #E £/ Amazon FSx AWS Directory Service for
Microsoft Active Directoryf f£ /i B ¥ Microsoft Active Directory,

Active Directory & Microsoft B #BR# , ARREFERE LYHNWMHEEENR Y REESNEAERRS
BMEALER. ELYHBEBEISHAER , SINERFARSE. BEREAENERIIRS,

A& | A& T LAE Active Directory FERHEBENFERES P RBFBES , WFE FSx for
Windows File Server IR %, EAEGTUERAEEEN S 2 K2 H @B RNER KRB FE.
A, BAILEEAENERNENRREHEZ S FEUEFEE (ACL) #HEEEBE Amazon FSx , MAE
HEITEAE S,

® Note

Amazon FSx X # Microsoft Azure Active Directory Domain Services , AL Microsoft
Azure Active Directory,

BREERREIBIED Active Directory #HER | BREEEH 5B -

- BRBEREZAER
 DNS fAlfk=7 IP bt

BIUBRRKR , BEELZEF S INA Microsoft AD I B -

* DomainName
» OrganizationalUnitDistinguishedName

» FileSystemAdministratorsGroup

T, BULREAEIFTNERRSE , YEFHERIZFEL Microsoft Active Directory BEHREHEE
ELEM, WHEHFHEN , F2RES ECEREFTNIERRERK,
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® Note
Amazon FSx X #& Active Directory Connector 1 Simple Active Directory,

WMRIERY Active Directory fHREES £ B F M P BT EEE R RKAVELR , B8 FSx for Windows File Server
AREREREER. EESERRAREC THAMRE | 557 Amazon FSx TR AFEMERERILE

B TE Amazon FSx APl {3 A F M StartMisconfiguredStateRecovery@is, MEFME
A, F2H EEREERREHRME,

&
- B £H Amazon FSx AWS Directory Service for Microsoft Active Directory
- EF BEREEM Microsoft Active Directory

&8 8 Amazon FSx AWS Directory Service for Microsoft Active
Directory

AWS Directory Service for Microsoft Active Directory (AWS Managed Microsoft AD) £ ElxiR it £
ZE. 5 UHAMHER Active Directory B #&. SRR UETIEEHIBE P EHIEL Active Directory B
%o

MREHAEBER AWS Managed Microsoft AD REE S MEE , HPIEZREES Amazon FSx
ERRHK AWS Managed Microsoft AD, 1kt —3& | BFE AT LAEH Amazon FSx with AWS Managed
Microsoft AD. RS EMRA R, 8 AWS REMERBHIE., B/E. STHME, THEE, T4
MERES  BLEIRENREECSHIEAE,

& ERBEH AWS Managed Microsoft AD 5% E £ Amazon FSx , ] LA#E A Amazon FSx £
B. BREFTEAPFEIFH FSx for Windows File Server ERRZ K , 551212 Windows REEERT
HAWS Z & Active Directory, B A JARZFEFANKSER &%, WHEFHAEF , FSRTR5 EX
B ERRH

BAB TR S 7E B IR EEM Active Directory #818 ( AHBERER ) LEESHFEE, B2W
It , BAI LA Amazon FSx BERRAKEZMAREN B REE Active Directory #18, MFEFFMER ,
E2REEH B REEN Microsoft Active Directory,

LA BEAUREEHRRE , fEREREHERP IR, FHERG Sl ERERH K IEL
) Amazon FSx R R #M , EEAEMENERIEREK T EH Active Directory R,
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/A Important
HRE—-TTHE 2 MIFMEZTHAEERRMR , Active Directory TEMIH AT (FQDN) F5HIB
47 {8+ 7T,

B ST IR R AT

FEEI A AWS Microsoft Managed Active Directory #8139 FSx for Windows File Server R X ##
2, BRESCENWERE T HIEERAERE

« B VPC Z2FHE , 3R Amazon VPC MERZEHECHEETRETNERRK, FHRESR
B FSx BERRM FRBENZTLEMEN VPC Mk ACLs AFFEEELNRE , YRR TEARH
ERo

FSx for Windows File Server port requirements

You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135,389, 445, 464, 636,

3268, 3269,9389,49152-65535
UDP Ports 88,123, 389, 464
S
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
. ~
i -~
N, DNS server
FSKQ E
: TCP Ports 445 C\
e
< | |
. A
FSx for Windows VB et
TCP Ports 5985
.
Ty

=5

Administrator

TRERSEERENAG,
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B E EiRE
TCP 49152 - 65535
/A Important

BE-TAE2MFEZTAEBERRRITBEZE A TCP EH#EIE 0389 LHNELRE,

® Note

MBEFEHANR VPC 8 ACLs , BIESEAAHFRE FSx BERFN B REEZIE
(49152-65535) L HyEH T &,

o MREBEH Amazon FSx BRRRERE TR VPC HIEFE HH AWS Z&E Microsoft Active

Directory , FEfERZ VPC ERIEER TR RRHAM Amazon VPC 2 BB ER, MEHMEN , B2
EEARR/ VPC SR FE F AWS Managed Microsoft AD £l Amazon FSx &,
/A Important
B Amazon VPC R FHEEREEBEUERRERKN AR , 8 VPC #8i& ACLs
EREEEE O

5 Amazon FSx #8EE 5 7E T E3RERFHEE Active Directory #8112 &l uh RV EAR
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FREREREEHER

WA LSRR R HKE A AWS Managed Microsoft AD §%E. A% , B LESREIH AWS Managed
Microsoft AD #iZi B2 IR 5 B K EE Active Directory #81gi < B B M # RETREFHR. B Amazon
FSx FH) Windows B 7 5% , SRAFEQRRET , HP AWS ZERRET L AREEHER,

BN TRBEREEEMEN AR | M Directory Service SERFARIETHBENAR, BRENS
PTEREBRAGU—EFOEAEGCEEH , AFELIBEFNIEFYSIERISPRANERET
BoBE., EHERT , Amazon FSx REE AWS SEMIBEE), £ Kerberos B0 BBRMIG | K
BARAFHRNESBRBHEREHLARPEETRE , ARHE®28%E AWS Managed Microsoft AD , &
KA FimEgMm FSx for Windows File Server ERZMERERBERER. NFEEENFHEENR , 728
AWS Z2EERPHNE LEHEEHHE EEMNATEHEEEEF AWS Managed Microsoft AD,

BIERBE Active Directory #2378

B3I Amazon FSx ERRMH 2wl , BEEM A Amazon FSx B T E3RER T Active Directory #8
SR ER. MEFMENR , 52 B EE Active Directory #8112 il 15 #9843

T %8 E3 & JR 7T 173 Bh ¥ AWS Directory Service for Microsoft Active Directory ¥ B2 FSx for Windows
File Server £/ :

 AWS Directory Service EXEEREH M A A Directory Service
{ AWS Directory Service EE1E®) HHEI AWS Managed Active Directory
{ AWS Directory Service BEEigr) FHE M S1ERRAYEFHE

EREH VPC ZiREH AWS Managed Microsoft AD £ Amazon FSx #
[iY

ST LMER VPC HEHIE | #§ FSx for Windows File Server R Z#EMAE —REHFRE VPC F1
AWS Managed Microsoft AD H #. & LAEA AWS Managed Microsoft AD B # A , BERR
HIMATRE AWS 1R F Y B .

(® Note
LR ERE R R AWS E1E #HEH AWS Managed Microsoft AD REE , MREEEF
RIBEE VPC BERE , BERMFER BEKEEMN Microsoft Active Directory, MEFFHMER |
E2HEHA B REEN Microsoft Active Directory,

ERERE R FRRER 69
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BRERZFEMATRRE VPC #H9 AWS Managed Microsoft AD I TEREEBETHILER -

1. RELNBRRR,
2. L HEN B &,
3. BERREMAHARB &,

WMEHMERR , 5528 ( Directory Service EEIgrR) FHHFHEM E &,

EEXRTERNBEIRE | B LER AWS Transit Gateway 38 Amazon VPC 23 VPC HiEE#R,
o, EREME VPCs 2 AR RE,

EWHEERRERERTDIE  SUUBARERERE VPC NBESPEMEK, NEFEH VPC EHEENE
MMER |, 528 (Amazon VPC EEEEERE) &R EE A,

VPC $IEEEREME VPC 2 EMMARKER, LERTELEALEHEBERBIABHESE 4 R (IPv4)
NAAMR R BEAES 6 X (IPve) it , EEMZBERBARE. BUUFER VPC BEEERKEREME
AWS [B1F W& 2 EH VPCs AWS [Eif, 1% VPC BEEMFFMERN , 5528 (Amazon VPC Ei&E
B B EZE VPC HiE?,

ELKERZBENMARERRZKTEMN tREFH AWS Managed Microsoft AD B &85 |, 2B % —
B %R IE4, Bt EEEHM 1k S H£ A Microsoft Active Directory, & EEHM , B LAEH AWS
Managed Microsoft Active Directory B B &L A TheE, EEE—F TH , 528 ( AWS Directory
Service EE1EM) PHHA LK B #%.

ER 5% Active Directory #A1E 12 &I Uk 1V E 4R

B3I IA Active Directory B9 FSx for Windows File Server #£ R R 281 , A Amazon FSx Active
Directory 587 T E3RER7¥ EE Active Directory MREHER. E|FmEFEMA FSx for Windows File Server
B AWS Managed Microsoft Active Directory =% B 3 ‘&2 Active Directory #HAE , & AT SAfE A ikt
o MG EIE S RIE (Test-FSxADControllerConnection) A~ ¥ 4813 fh 19 =58 48 13 122 1 v
TEENBERERREEN. Rz , FEAAEYE — BTN RIS THERERRE.

ERTH B Active Directory #8312 &l vh A B 47

1. TEMREFHEFRE Amazon EC2 Windows #1TE#E , &AM FSx for Windows File
Server ERRFKEMAER Amazon VPC Z£F . HRNEMESROTBEE , FE FRKAAR
HHER P ERRA RS

2. # EC2 Windows #{T{E#& N A Active Directory, MEFFMER ,
Service EEIER) R FEMA Windows #ITEEE.

ﬂI‘H

28 ( AWS Directory

ER7E Active Directory #81Zi12 |k #9247 70


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/Welcome.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_directory_sharing.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/join_windows_instance.html
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3. EREEC2HTER., WHEFMEF , 528 (Amazon EC2 A EEmM) PHERELN
Windows 1T 1E 8

4. 7£ EC2 #{T{EEE LBERX Windows PowerShell {8 8& ( ERUEREE 5 2 #H1T).

EEAHREE L E Windows PowerShell FTEE# Active Directory 148 , BEA T HRAIEG S,

PS C:\> Import-Module ActiveDirectory

MR LR EEER , FEATISRTETRE,

PS C:\> Install-WindowsFeatuxre RSAT-AD-PowerShell

5. AT wTTHMERRIELR,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. FAUTHTERMzp BR

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

7. #% AmazonFSxADValidation #E#A#718 = B gipY TERER,

PS C:\> Import-Module .\AmazonFSxADValidation

8. ERE Active Directory #BiZiiR 414 IP it B  YEA THHSEHTEZRAR !

$ADControllerIp = '10.0.75.243'
$Result = Test-FSxADControllerConnection -ADControllerIp $ADControllerIp

9. THHHIREMEVAFIE , SURBINERBFENER,

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

ER7E Active Directory #81Zi12 |k #9247 71


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html
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Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success True

PS C:\AmazonFSxADValidation> $Result.TcpDetails

Port Result Description
88 Listening Kerberos authentication
135 Listening DCE / EPMAP (End Point Mapper)
389 Listening Lightweight Directory Access Protocol (LDAP)
445 Listening Directory Services SMB file sharing
464 Listening Kerberos Change/Set password
636 Listening Lightweight Directory Access Protocol over TLS/SSL (LDAPS)
3268 Listening Microsoft Global Catalog
3269 Listening Microsoft Global Catalog over SSL
9389 Listening Microsoft AD DS Web Services, PowerShell

o HIRERATRFH LG RBER,

PS C:\AmazonFSxADValidation> $Result = Test-FSxADControllerConnection -

ADControllerIp $ADControllerIp

WARNING: TCP 9389 failed to connect. Required for Microsoft AD DS Web Services,
PowerShell.

Verify security group and firewall settings on both client and directory
controller.

WARNING: 1 ports failed to connect to 10.0.75.243. Check pre-requisites in
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/self-managed-AD.html#self-

manage-prereqs

PS C:\AmazonFSxADValidation> $Result

Name Value

TcpDetails {@{Port=88; Result=Listening; Description=Kerberos
authentication}, @{Port=135; Resul...

Server 10.0.75.243

UdpDetails {@{Port=88; Result=Timed Out; Description=Kerberos
authentication}, @{Port=123; Resul...

Success False

FailedTcpPorts {9389}

ER7E Active Directory #81Zi12 |k #9247 72
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PS C:\AmazonFSxADValidation> $Result.FailedTcpPorts
9389

Windows socket error code mapping

https://msdn.microsoft.com/en-us/library/ms740668.aspx

(@ Note
BT LRREF 25 |, AT LUER AWSSupport-ValidateFSxWindowsADConfig
Runbook B3 B R EEH Active Directory 088, MEFMEN , FSH
AWS Systems Manager Automation Runbook 2% H#J AWSSupport-
ValidateFSxWindowsADConfig,

# F B & EEM Microsoft Active Directory

MR BHAREE A AL B R E IR B REE Active Directory EXE S0 MEE | BAIUEB VS
FSx for Windows File Server R R # M A Active Directory 81,

BB ERRKMABREEN Active Directory B | #&# FSx for Windows File Server #&RZHUR
HE#Y Active Directory B3 (Active Directory fAREH B EMIE, FRENEMNZ LEBERET ) |
UREENFERENMREEER ( BERANERMAMRS ) AMERBE/M Active Directory I,

@ Note
BRI LA BEIR - ‘238 Amazon FSx IER R - REtZIBEER EFEERTREMN Active
Directory f R, BEEiEEM , FHEENERRHEMA AWS Managed Microsoft Active
Directory , M #%  #9 AWS Managed Microsoft Active Directory E2IREH B &R EE Active
Directory 2 B2 B @& REEBER.

- Active Directory #8i8 L RIEIEF A E BB ZEE , F Amazon FSx AXRFERRMAMA Active
Directory #8318, BAUKELBEAERRMAMNT , SFHFHE H AWS Secrets Manager
WIREHE ARN (BE ),
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- (EA) RECHPMARZRRKZREFHHEBEN (OU).
(ER) CEZRBESERIRYTEEDENREEHE, flun , LBSFETEgER
Windows LA, EEERRKRER KR LN FEIRHIEE (ACLs), IBERNMERRWHEEE
%, MRERIEELEHE , Amazon FSx TR SR ILIREZEIRA Active Directory #8151 Hy {815 & 8
BRI,

(® Note

IRIR B H BT B E B FBTE Active Directory R4 BRME—M, ETFHHERT , FSx for
Windows File Server 7 &% I #3588 :

- MREAGEEABNHECEFE
- MREKRIEEER , B Active Directory FEFEE R "HEEES ) WEE,

WMEHMER , 55281 Amazon FSx ERRFAEMA BEEE K Microsoft Active Directory #8135,

&

. SERIRHE

- BRIBIRFFFA

. EABREE Active Directory B REETR

+ Amazon FSx JRIEIRF

« BT E IR Amazon FSx IRISIR B sk B4R

« BRFEIRMY Active Directory #HRE

« # Amazon FSx BERER K MA BEEER Microsoft Active Directory #15
- NSARFE DNS IHH W ERERRMAR IP it
« EHFBEREE Active Directory #HRE

« #F Amazon FSx RIIRF

- EREBIREE Active Directory EHT

FeRIRH

#& FSx for Windows File Server f£R R IMA B EEE M Microsoft Active Directory #8IiH 2 8l , FE
BT 5 SR | LU BHRERE AT LU Amazon FSx ERZRFERIIMA BREER Active Directory,
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N EB SR E 4 RE
IBLERBE A Amazon FSx R R KM B EE Microsoft Active Directory B9 5 R4 , BRER

=
=
BN ERE,

« Active Directory #3112 &l
- HZEBH Windows Server 2008 R2 = F & MR < K #8151 Th BE fE i o
« REFAR A
- EL—EARERESEHESERBRNLEE %,
- DNS RSV EREMBNER , WTAR
- EEMARRREHRAEH
- EBRNREEP

- DNS falfR2§H Active Directory #8igii &3k IP it XBRFE FHER | iEBURMRE L Amazon FSx
BRIAFHEE

BAMK 2020 £12 A 17 B2 BIYMERERE ¥R 2020 £12 A 17 B2REBINEREREK
%

IP it BN RFC 1918 FAF IP Hb it #5E \P tth 31t AT ATEAEATSEE A , (BATBRSN -

A s E BRREMERN &, B Amazon Web
« 10.0.0.0/8 Services #EH AWS [EIF B9 IP it F 22K
« 172.16.0.0/12 IP #bit, INTEKEESIHE AWS #5 IP i

HEE S AWS IP thutEiE,
- CIDR ER&EA 198.19.0.0/16 K IP ittt

+ 192.168.0.0/16

MREBEEFEHIEFNLT P i SEEFH 2020 F 12 A 17 B 28I H FSx for Windows File
Server ERR#H , EALUEBERERRFENEARELFTNERRK. WEFEENR , F2845
ROERZFNERRK.

- BIEEE Active Directory WS ZEBULEFETHER :

- BEEBTRE—EHAE (SLD) X, Amazon FSx 7% #& SLD M,

- HRE-TRAE2 MBS TAERERRMR , MBS BTERER 47 EF 7.
« BB EHRMEM Active Directory #UE S BT E T 5 %R IG4

- VPC HESER R K BIRH F 8K 24 A TE Active Directory Bt ER.
R 75
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« VPC F#38& F1E1m Active Directory 5 & T8 < B3R B &2,

Amazon FSx EEE R E &1 Active Directory BiE b E & A MB1gi #2435 = Active Directory #8

¥h. Amazon FSx 27285 E 18 389 LE88 TCP M UDP M {E M= HIth. ¥R Active Directory
PR EAE IR, | BEARTPFTS Amazon FSx BEREER, AL, FREREHNRERENEM
SFHSEEIFMEELMBEEHL,

/A Important

BIYEBRRMH® , F2BE Amazon FSx £ OU HE VW ERY M4, ERBEERENER
R ETHRo

& A LAE A Amazon FSx Active Directory 5t 58 T E3RE8 % Active Directory 858 , B35 RIE Z @HEE
BHLER, EERFFEZESNVRAERSIGEE R UUEASBSAEEGLE 2HEIE
£B8% AWS Managed Microsoft AD, MFEFHHEF , F2REAEREREHIER

/A Important

R & E A Microsoft DNS #A7E5% DNS fR# , Amazon FSx R MMERZH A DNS i
%, MREFEHAFE=SDNS , IEEERBRIVERIZAE2EFTHRE DNS ickER,

AERBPBERAZMIMA BREE Active Directory FBIRHAREER, BIIBBREEERBERRFAKMN
ABREE Active Directory 2 81 , 8 Amazon FSx Active Directory B35 T E AR MBI RE.

o« FERIEHIBL X SR B AE L FF Active Directory #8151 %135 82 Amazon FSx 2 Y ICMP H &,

- DEELEBRIERRFTBRERE Active Directory B Amazon VPC 2 B EIER., BRI LUE
H Direct Connect, AWS Virtual Private Network, VPC $1Z&HE s K& EHELHEAWS Transit
Gateway,

« JE5% Amazon VPC HIFEEE VPC R EHHXBAFE R Amazon FSx B AFBELZNERRK, BE
BRIERRBC FREMNELSEERN VPC K ACLs RFHEEEN LHNHRE , W TEMR.
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FSxa

FSx for Windows

TRBBBA B E.

TCP/UDP
TCP/UDP
TCP/UDP
TCP/UDP
UDP
TCP
TCP
TCP

TCP

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCPPorts 88, 135,389, 445, 464, 636,

3268, 3269, 9389, 49152-65535
UDP Ports 88,123, 389,464 ﬁ
—
-

TCP Ports 53
UDPPorts 53

Active Directory
domain controller

N

S
>
DNS server

TCP Ports 445
e
<

TCP Ports 5985
.
Ty

L]

SMB client

EEREREAG,

EEE
53

88
464
389
123
135
445
636

3268

=

Administrator

Role

#1 B R (DNS)

Kerberos & 7 58 7%

BERERT

RERE HFEUEAWE (LDAP)
mEEEEABE (NTP)

2B EH R /IR ARG 3% (DCE/EPMAP)

B #%R% SMB xRt A

BB TLS/SSL i E M B 17 BUEA W E (LDAPS)

Microsoft Global Catalog

TR RAF
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BIAWE EEE Role
TCP 3269 i#iB SSL B9 Microsoft Global Catalog
TCP 5985 WinRM 2.0 (Microsoft Windows Zix & IE )
TCP 9389 Microsoft Active Directory DS Web Services,
PowerShell
/A Important

BE-mHE2NZAAEERRRIBBZFENT
TCP E#Z3E 0389 FHNEHARE.

TCP 49152 - 65535 EAR RPC K E R =R
BERERABEEEEREEE Active Directory #8iZi#2 4135, DNS f@RES. FSx A FiM FSx
EEEN AR EER,

@ Note
MREEANR VPC Mk ACLs , BEMXAANRBERRRNBRBIERE ((49152-65535)
J:Eljﬁttlll)lb%o
/A Important
R Amazon VPC Z2FHEEREETHBERREMN H 0 LFEBUERHRE | EXZH Windows
By A HEF VPC #88% ACLs E R [ B RUE IR,
AR % & = 35

BEEREBHEEEM Microsoft Active Directory B IRIEIRF , EEK SR IMA BRERE Active
Directory 1B EREF . RIFIRE 2 BREE Active Directory FEERIBIEEBKNFERERE,

UTRYEABZMGEEMAERRMZ OU 1 Amazon FSx BRIk F Y —HERIKFT A,
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« MR Active Directory EFAEMEfK MMC R {ERAZMIEH

- EREB

- BEUNE ARE RS

- BREEADNS THER

- REBARKEIRER

« MR Active Directory EFAEMEfK MMC R {E AEEThEE

- ISR

- BUEBKYH

- MIRRE Y4

INEFFMMERA |, 3528 Microsoft Windows Server XX 558  ESEREHNIIEEEEFHEE
SIS B ABEIE S EES | FFEUEIE,

MEREFFFIANFEES , F2H BT EIRIE Amazon FSx FRIIRF B8,

FHABZERE Active Directory B REER
&
- f5F 778 Active Directory B AE ¥ AWS Secrets Manager

EBEBEH Amazon FSx for Windows File Server 2R R MA B HEEM Microsoft Active Directory
i, BEELREER. ELREERTHSEHSEERRENGE. THEETAM,

£/ Amazon FSx #Y{E Bl BR SR B

{55 A 1B Bl 9 AR S R 5 2R Z 3k Amazon FSx FREERERR , UEEEE A BHERE Active Directory
WERRK, TEZALBNEAREEES,

{# F Active Directory &4l

£ H Active Directory FH#HREE B Amazon FSx ARFIR F A EREEEY Active Directory 55 ] MAHRE,
PRBtAELE /L (OU)

ATERRESHRFMEE Amazon FSx ERYIH , BEE#E FSx for Windows File Server i8R R %
FrEFAMAREEE L (OV) BEEE B & vt B RE 5 B o
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# Active Directory #&up-to-date

BB IERRHM Active Directory # B8R fEup-to-date , FBEEITEMEE, Hla0 , MREH
BREHE Active Directory FAUKRREAERNZIBERBR , —BERFR , FELEFERR
HELENRKEIR R, WEFMEEN , FSREHERXEE Active Directory #HEE,

#%F Amazon FSx FRIGIRF

NMRIEERAFHNRBERFEFERZERE , AN EEBHENGFAI AR , F8EMA Active
Directory , WHEEERRAHEBABR 2R EER YN TEZEFF T, NEFHEBEA , F2EEE
Amazon FSx IRIEHRF .

& F #8B% 48 k45 BE — Microsoft Active Directory #81k5

W RIERE Active Directory IRIEE KEREIEFIL , FBEA Active Directory #UE R R |, A&
Amazon FSx ERAMEAN FREIEREES RS TAMNATE R E — Active Directory #3
vho FAHEEDCs £H VPC Z2&F##H. VPC #85& ACL, Windows BrAMER A , AR IERTE Active
Directory R iE P B WM H LB BRG] , AR ESEREREE F# Amazon FSx #1T
B, MR Windows % FE ISR Active Directory #834 , & 1] 3 Windows &R E H b2
Hluh, MEFHFMENR , BFSBMEH Amazon VPC HE R A K EFEURH,

ER R FHERRIRRBIRE

FRAREHERNEERAEER (VPC) PEEREERER, BRI LER VPC Z£FHER
BIRBHERAFNEANSELMERRESEE, fln , RABRREAHELRERODBEREE
Active Directory 812 &L , XROBEEFERAN FHERSZLBE. NEFMENR  BF2HEAR
Amazon VPC R R B EUIEH,

5138 Amazon FSx B N E Y4

/A Important
BURRRHKR , 5288 Amazon FSx £ OU HE VN ERYH. ERBESEBENE

RAMREHR

BB R Active Directory #H5E

EEHE A FSx for Windows File Server 2R R & MA Active Directory Z 81 , sEZVEZRZFER
Amazon FSx Active Directory §&7% T B 3REF Active Directory #H %,
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£ M Active Directory Z A E R AWS Secrets Manager

A AE A AWS Secrets Manager R4 77 i FI & Microsoft Active Directory #8155 #& IR0k = &
ANER, EEFAEFEEAERAENBRERERPURNFTREHRBEE , RN RER
&,

WA LAERTE IAM BURREEH W EN T , YR EZRBN B BRIREEK.

# Active Directory & A& 17 FE AWS Secrets Manager ( 125 )

SR 1 B3 KMS £

B KMS €8 LUnZM#EZ Secrets Manager H1#J Active Directory E A& ¥,

=ik

(® Note

HAMZELE FBEIFNSE  FOER AWS FER KMS €88, 44 AWS KMS key #
TELBEMA Active Directory Z iERRFWHEREFHPEML

£ https : //https://console.aws.amazon.com/kms FARX AWS KMS &,
BERILE,

HRSW\ER | BEEHE

HREWAR , BENBNEE,

HAERZEIE | FEIT FHIEE

o K~ w0 bhd =

a. HREWMMBRE , 1B KMS,
b. #HEHMN K BEE-EESSRK A ARBET I,
6. EET—%,
7. HREE , B KMS £BHBHE,
8. (BM) WRHEIR , 2t KMS SR\AVIEIR,
9. (EH) HRNER 6 R KMS RNER , RREET P,
10. (A ) HRELREES , RHEHEEELSRYN AM EAENAE,
1. HHTRMER  FREZNAFSREESMERULSB/N AR  RREET D,

12. (BA) BRERERAE  FRUREEZHHESRETPEALESRN AMERENSE, &
E—F_io
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13. $HEESBEEK | BEFBEYEBRBERAXFIELUTAR , LAFF Amazon FSx £ KMS
288 RBBET -5, FBLHE us-west-2 IR AZPE AWS BiE BE2RHEN |, A
123456789012 MR BIEHI AWS 1RF ID,

{
"Sid": "Allow FSx to use the KMS key",
"Version": "2012-10-17",
"Effect": "Allow",
"Principal": {
"Service": "fsx.amazonaws.com"
.
"Action": [
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "arn:aws:kms:us-west-2:123456789012:key/*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-west-2.amazonaws.com",
"aws:SourceAccount": "123456789012"
.
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-system/*"
}
}
}
14. EETH.
(® Note

B LAME M Resourcef aws:SourceArn MU SEHER ERBZMNERRA , BUHREEBMA
B AR &,

$ER 2 : B3I AWS Secrets Manager #%
EEBRUBRER

1. FBEBIRRAIR https://console.aws.amazon.com/secretsmanager/ R EBEBH &,

2. EERETHHIRE,
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3. SHEMERER  BREHMBRAOMEER,
4. HRASW/MEY  FRT NIBERMEEHME SR

a. ¥HRE—{E<£E® , ¥ A CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME,
b. HREF—ESWNE , EWAAD FRENEAERE (FEREEE).

c. HME_E<® , @A CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD,
d. HRE_BELBNE A WALERELA AD FRAEEINER.

SHENMZRSR  BALEL—ESBREIZ KMS £#81 ARN , REZBET -5,
HAREER  BATHMEEESRBBENEREERE,

(GEBR) HRER K MAREEBIIER,

SHETEIRET A |, IBERE.

® N o o

BTOBERFIEEIHABER , LA Amazon FSx AME , RBRBET -, FHELE us-
west-2 R AZPE AWS EiF ERRZHEHN , ¥i§ 123456789012 R BIER AWS BRFE ID,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "fsx.amazonaws.com"
b
"Action": [
"secretsmanager:GetSecretValue",
"secretsmanager:DescribeSecret"
1)
"Resource": "arn:aws:secretsmanager:us-west-2:123456789012:secret:*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:fsx:us-west-2:123456789012:file-
system/*"
}
}
}

]
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}

® Note
BT LUE X Resourcef aws:SourceArn MU LEER ERMZNERRE  BUHREE
BN EEEEE,

9. (&R ) BULLRE Secrets Manager BB BB EAE R, BET—%,
10. EEZT K.

£ AWS Secrets Manager (CLI) 7  Active Directory & A&

SER 1 B KMS £48

B KMS €8 LUNZ MR Secrets Manager H#J Active Directory E A&,

EEE KMS ©i8 , BFEH AWS CLI @55 create-key,

R EH | BRE --policy BEIUUIEEESE KMS SRBFTHNSREBK, BELBESETHER :

« Amazon FSx WARIEERE , BD fsx.amazonaws. com.

« MEM KMS BifE : kms:DecryptHl kms:DescribeKey,

- B AWS EiF M IRFHEIR ARN X,

- REISH|ABENHREEER -
« kms:ViaService HAFE{RFERZEIR Secrets Manager 1T,
* aws:SourceAccount REIBEZHIERS,
* aws:SourceArn [R#IA4E Amazon FSx R R,

THEHIEEA LT Amazon FSx A SRETHREN BB RRENBERREIHBINE KMS
L. TS EBMEEEN AWS IRF ID MEE , AREHAELERESHEBE , LR Amazon
FSx. Secrets Manager 1 KMS £ 2 B EEFEURS], FRESEHN AWS CLI IRIFEAMA
Active Directory I RRMRAU R BRI EFH,

# Set region and get Account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Create Key
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KMS_KEY_ARN=$(aws kms create-key --policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Sid\": \"Enable IAM User Permissions\",
\"Effect\": \"Allow\",
\"Principal\": {
\"AWS\": \"arn:aws:iam: :$ACCOUNT_ID:root\"
},
\"Action\": \"kms:*\",
\"Resource\": \"*\"
.
{
\"Sid\": \"Allow FSx to use the KMS key\",
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"fsx.amazonaws.com\"
.
\"Action\": [
\"kms:Decrypt\",
\"kms:DescribeKey\"
1,
\"Resource\": \"*\",
\"Condition\": {
\"StringEquals\": {

\"kms:ViaService\": \"secretsmanager.$REGION.amazonaws.com\",

\"aws:SourceAccount\": \"$ACCOUNT_ID\"

iy
\"ArnLike\": {

\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"

}
]
}" --query 'KeyMetadata.Arn' --output text)

echo "KMS Key ARN: $KMS_KEY_ARN"

(® Note

B LAME M Resourcef aws:SourceArn MU SEHER ERBZMNERRA , BUHRTEERMA

FOEEA:E ]
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HER 2 : I AWS Secrets Manager M

#HE A Amazon FSx B I W # LUFEUEM Active Directory , 8 AWS CLI f3< create-secret 5%
ETSSH :

« --name : WEFBIT,

« --description : % HENEIR,

« --kms-key-id : B#EFR 1 FEVARNEREMER 2 KMS £#8H ARN,

« --secret-string:JSON F& , HBIELUTHERXN AD BAEH

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME : BZE#HEFEMN AD RBIESFEAHE
B8, Bl svc-fsx. BURMEMEFE |, Hl20 CORP\svc-fsx,

« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD : #&#) AD BRIEHR F 2%,

« --region : B Amazon FSx R ZRMHKM AWS [EiF . WRAWS_REGIONKERE , BIFERAEER
EHEiF,

B MERE |, A put-resource-policy Sa SEIZEERBE , YRETHSE .

« --secret-id : EEEBRNIMZEZHEH ARN, THIEHIFEH FSxSecretff B --secret-id.
« --region : BENME AWS EE HE[E.

« --resource-policy : &#F Amazon FSx FEXMZEFF ATHY JSON BURM ., BERSATET5IE
H :

« Amazon FSx AR 8 , B) fsx.amazonaws.com,

- HEH Secrets Manager EifF : secretsmanager:GetSecretValue#l
secretsmanager:DescribeSecret,

- & AWS B M IRFHEIR ARN X,
- RFFEHTIREEE
- aws:SourceAccount PREIBENIRSE,
« aws:SourceArn [R#I A4 E Amazon FSx R R#.

THEHFEIEAMERANME | IEHE /LFT Amazon FSx EAMBENERBR, LEFSEHE
HEUERY AWS 1R ID MEE , AREAELEREEREE , LAHE{R Amazon FSx RH R 2 BRYIE
EFBUEH,
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IS BURKMS_KEY_ARNABZES B 1. M FERUZSHBH
ARNCUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME , CUSTOMER_MANAGED_ACTIVE_DIRECTORY
R A K Active Directory IRISIRFBFE. bl , FFHEFREHN AWS CLI IRIEEHREAEAMA Active
Directory FWERRRAREH [EHE,

# Set region and get account ID
REGION=${AWS_REGION:-$(aws configure get region)}
ACCOUNT_ID=$(aws sts get-caller-identity --query 'Account' --output text)

# Replace with your KMS key ARN from Step 1
KMS_KEY_ARN="arn:aws:kms:us-east-2:123456789012:key/1234542f-d114-555b-9ade-
fec3c9200d8e"

# Replace with your Active Directory credentials
AD_USERNAME="Your_Username"
AD_PASSWORD="Your_Password"

# Create the secret
SECRET_ARN=$(aws secretsmanager create-secret \

--name "FSxSecret" \

--description "Secret for FSx access" \

--kms-key-id "$KMS_KEY_ARN" \

--secret-string "{\"CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME\":\"$AD_USERNAME\",
\"CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD\":\"$AD_PASSWORD\"}" \

--region "$REGION" \

--query 'ARN' \

--output text)

echo "Secret created with ARN: $SECRET_ARN"

# Attach the resource policy with proper formatting
aws secretsmanager put-resource-policy \
--secret-id "FSxSecret" \
--region "$REGION" \
--resource-policy "{
\"Version\": \"2012-10-17\",
\"Statement\": [
{
\"Effect\": \"Allow\",
\"Principal\": {
\"Service\": \"fsx.amazonaws.com\"

iy
\"Action\": [
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\"secretsmanager:GetSecretValue\",
\'"secretsmanager:DescribeSecret\"

1,
\"Resource\": \"$SECRET_ARN\",
\"Condition\": {
\"StringEquals\": {
\"aws:SourceAccount\": \"$ACCOUNT_ID\"

},
\"ArnLike\": {
\"aws:SourceArn\": \"arn:aws:fsx:$REGION:$ACCOUNT_ID:file-system/*\"

echo "Resource policy attached successfully"

(® Note

O LA N Resourcefl aws:SourceArn U LEEREMZNERRE  BEHREESM
K EEE &,

Amazon FSx RIEtRF

A BERE R Active Directory By Amazon FSx B RRAFKERH AT EH A EEE U REIR

Fo Amazon FSx £l REIRFREEERLNERRE , YHTEESEKYWHBUEMAFIEH M
A Active Directory MBSV EETHK. ELEKIIEIUR X KHIE Z [ AREEMIEH Microsoft Windows
Server B8, ZEE Amazon FSx I{TIELET , Amazon FSx [RIERF X BELEE RIERF T
IR E —4EEF .

HANSEEESHBNKEE RNV ERRITELETH , RMEZNEBEZEERRBEIMNRKEERS | &&FT
FHERZE IR Amazon FSx.

mEmfAIE A Active Directory & RE R MMC Snap-in 5 # 2 ik 12 #1250 3 P& Th 85 Th BE & TR E PR A
FHER , F2E SRF U ERE Amazon FSx BRISIR F sk B 4H.

MREEAFTHRBIRFSEMERRE , AIFHRBIRFEXEAEEMA Active Directory FT & HIFF AT
R, YHEREERRAEBH R EERYGN TEEHFT . WEFHEENR , F2HEEE Amazon
FSx ﬁﬁi%rpﬁﬁo
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ATHEARZTSM | BREH Active Directory FRISIR F B AERERTE F AWS Secrets Manager o
EFRFEUMXFFRBRZRAER  INELLREER. NEFAEN K F2REAEREEN
Microsoft Active Directory.

3 AT R4S Amazon FSx FRISR B B4R

Amazon FSx RIER F S EE BB HESBE B FSx for Windows File Server ERZRFEMA B R
‘B2 Active Directory HBIBFIEHNEIR. BEZRIMELFFA , LA LUTE Active Directory User and
Computers MMC Snap-in F{E A ZERZEFIREREINEE , W TIIEREFFIR,

158 F 22 45 M & 7T

158 F 42 A B F T g BR 25 ok = S A+ 48

LA Active Directory 8IS RAEEEE § 5 E A LN RK.

BB Active Directory fEFERMEE MMC Hr A,

EEBERD , ERAEEHE,

RESFAREEERZ OUNRKRE (R—TEEER ) B8 K AREBEZTEGH,
EEHEREEEEL  EET -5,

BT LIRIE Amazon FSx IRBIRF NEENEE , RREET -5,

£ Tasks to Delegate (EZ IRV EH) HE L , I Create a custom task to delegate (B EZE
M BETER) , REBIERE Next (T —F),

BEEERRPNTING , ARZBEEMDH4.

. BEEUHERRPEVERNNYH  AREHESRPRIREZRNDG. REREET -5,
10. SP¥IEFA , BETHIEA

N o o bk~ w0 Ddhd =

- EREB

- BEUNE AWRF RS

- BRE A DNS =2

- REBARBEIRER
11. B Next (F—%) , RH%BIZ Finish (E&K).
12. BAEA Active Directory £ & ME i MMC #R A,

55 A 3 P& Th BB 38R T

1. LA Active Directory BB B EE & & 2 B ABHN R
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BB Active Directory £ EFEfE MMC Hr A,

EESEEURS  YRARSAERIIEE (NRBARKIEE , ZE2SBERKEGEHR ) .
EEBERD , ERAEEHE,

REVEHE (R—TEBEER ) BEBRZ OUNRBTEE , AR EEEM.

£ OU BHERT  BNRLMHRSIER.

ERLRSIEBP | BEGER., ARBEIHE,

EAAEEEEL , BEEINEFTA , REBWA Amazon FSx RREIRFREFENEHE, SHHER
. BERELYHNETFRER. FRECENTIIER :

© N o 0o ~ w N

- EUEFA
- BB
- IERE B YD1
9. EWMEHM A RRENHEE,
10. EAFA Active Directory EAERMEHE MMC #r A,

&MY Active Directory #H5E

B EHA Active Directory B FSx for Windows File Server R X & 2l , BEEAH Amazon FSx
Active Directory B3 T BE3RERF® Active Directory 58, I E , FEB L BBRMERERT BERTHERE
Active Directory #HRE,

ER ¥ I8 Active Directory #A&E

1. TEHEE FH B EE Amazon EC2 Windows #11T{E %8 , It 5 & B A FSx for Windows
File Server 1R R AR Amazon VPC T2 &, MREM EC2 MITEBEBLEMN
AmazonEC2ReadOnlyAccess IAM FF A, BRI EAERA IAM BURIE KRR R EC2 #HTERAE®
e, MEFMEEN , F2E (AM E£AEER) PHEA IAM BERERESIE 1AM BUE,

2. # EC2 Windows #1{TEEE A Active Directory, MEFHMENR , 5528 ( AWS Directory
Service BEXEIER) FHFEMA Windows HITEE.

3. ERFEEC2HTEMR, WEFMEN , 52K (Amazon EC2 fFAEIERE) FHHEHEE Windows
Z1TEIRE

4. 7 EC2 #1T{E%8 LBARX Windows PowerShell 2% ( £/ Run as Administrator),

EZEZAFRREELEHE Windows PowerShell FTEE# Active Directory ##H , BEA T ARG S
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PS C:\> Import-Module ActiveDirectory

MR ER BOER , FEATIGTHEITRE.

PS C:\> Install-WindowsFeature RSAT-AD-PowerShell

5. FATIHHSTEMBRBELE,

PS C:\> Invoke-WebRequest "https://docs.aws.amazon.com/fsx/latest/WindowsGuide/
samples/AmazonFSxADValidation.zip" -OutFile "AmazonFSxADValidation.zip"

6. FATIHTERzip BR.

PS C:\> Expand-Archive -Path "AmazonFSxADValidation.zip"

7. #8AmazonFSxADValidationiE#H$718 = B BifY THERER,

PS C:\> Import-Module .\AmazonFSxADValidation
8. M BMATIWIRBELENSH

« Active Directory #3815 #8 (DOMAINNAME . COM : /)
- FATIHHD —ERBELEFRBEII|EBHTHSCredential ¥,
- FEUEBHARNEERAERYYS  FEATIGS.

$Credential = Get-Credential

- HEMA AWS Secrets Manager EREEBRAERYH , FEATIG S,

$Secret = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$Credential = (New-Object PSCredential($Secret.UserName, (ConvertTo-SecureString
$Secret.Password -AsPlainText -Force)))

- DNS faBREE IP #3it (IP_ADDRESS_1. IP_ADDRESS_2)

o T8I Amazon FSx IR RKH FHBEE (SUBNET_1, SUBNET_2) F#E& ID ( Hl4n
subnet-04431191671ac0d19),
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PS C:\>

$FSxADValidationArgs = @{
# DNS root of ActiveDirectory domain
DomainDNSRoot = 'DOMAINNAME.COM'

# IP v4 addresses of DNS servers
DnsIpAddresses = @('IP_ADDRESS_1', 'IP_ADDRESS_2'")

# Subnet IDs for Amazon FSx file server(s)
SubnetIds = @('SUBNET_1', 'SUBNET_2')

Credential = $Credential

9. (BA) EHTRE|EILE2H , BEFHREADME .mdERFHMWIER , REEBEN, ZREES
4. DomainControllersMaxCount 3 EX A IR #& MR B 5F AT B 3%,

(® Note

MREXLRFEFRRENL , BlDomain AdminsBESELREMERE, Hlin , BEREEX
EERFEMRAAdninistrateurs du domained#HE., MREXIEEE , HEFEHE
#%Domain AdminsE AR K BAERIRMKEILLH,

10. FRHLEGSTHTRELE,

PS C:\> $Result = Test-FSxADConfiguration @FSxADValidationArgs

1. ARG RS,

Test 1 - Validate EC2 Subnets ...
Test 17 - Validate 'Delete Computer Objects' permission ...
Test computer object amznfsxtestd53f deleted!

SUCCESS - All tests passed! Please proceed to creating an Amazon FSx file system.
For your convenience, SelfManagedActiveDirectoryConfiguration of result can be
used directly in CreateFileSystemWindowsConfiguration for New-FSXFileSystem

PS C:\AmazonFSxADValidation> $Result.Failures.Count

0
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PS C:\AmazonFSxADValidation> $Result.Warnings.Count
0

LT REBASBRIAES RS

Test 1 - Validate EC2 Subnets ...
Test 7 - Validate that provided EC2 Subnets belong to a single AD Site ...

Name DistinguishedName
Site

10.0.0.0/19 CN=10.0.0.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

10.0.128.0/19 CN=10.0.128.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=Default-First-Site-Name,C...

10.0.64.0/19 CN=10.0.64.0/19,CN=Subnets,CN=Sites,CN=Configuration,DC=test-
ad,DC=local CN=SiteB,CN=Sites,CN=Configu...

Best match for EC2 subnet subnet-092f4caca69e360e7 is AD site CN=Default-First-
Site-Name,CN=Sites,CN=Configuration,DC=te

st-ad,DC=1local

Best match for EC2 subnet subnet-04431191671ac@dl9 is AD site
CN=SiteB,CN=Sites,CN=Configuration,DC=test-ad,DC=local

WARNING: EC2 subnets subnet-092f4caca69e360e7 subnet-04431191671ac@d1l9 matched to
different AD sites! Make sure they

are in a single AD site.

9 of 16 tests skipped.
FAILURE - Tests failed. Please see error details below:

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

Please address all errors and warnings above prior to re-running validation to
confirm fix.
PS C:\AmazonFSxADValidation> $Result.Failures.Count
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1
PS C:\AmazonFSxADValidation> $Result.Failures

Name Value

SubnetsInSeparateAdSites {subnet-04431191671ac@d19, subnet-092f4caca69e360e7}

PS C:\AmazonFSxADValidation> $Result.Warnings.Count
0

MREEHTHRITEFRIESRER , F2RARTITEEH (TROUBLESHOOTING.md) A
BENHELEIEEAmazon FSx WED .

P

¥

7% Amazon FSx R RE A B HEEM Microsoft Active Directory #8153

BRI LRI FSx for Windows File Server {8 R ik , A LAFXE Microsoft Active Directory
&, FEMAZKN BRERE Microsoft Active Directory #813, ZEE#ITUEE | FHIRME Microsoft
Active Directory B TSI & :

- IRAEFERE Microsoft Active Directory B 87 4F1E & 7 (FQDN),

® Note
Amazon FSx BRI A RE —ZEMAE (SLD) 8.

- #8315 DNS AAR=RHY IP Mk,

« Amazon FSx FAZRAE R R MM AL Active Directory IRIEIIRFHNEAER, BOLUIREATHIH

P—-EA

« J®I1E 1: AWS Secrets Manager #% ARN - @& Active Directory 815 L RIEIRF R &
EBNEBNNE., MEFMHEN , F2EEA 7 Active Directory B AE R AWS Secrets
Manager.

- BIE2 . NFEAER
- RIERFERERTE - BAE Microsoft Active Directory FIREIRENERERRE. B2 ERE

FEHREB. Hla , ¥ EXAMPLENADMIN , A ADMIN,

- RFIRF B - RBIRS KRR,
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gE , BUALUEELTRE !

« WEFEFE Amazon FSx BRABMAR S EBBE (OU).

- PEFREANERE K HNEEES Amazon FSx BERAFRNEERIR, BIEUNEEFESRREE
Active Directory H 2478 2 M — Y,

IEELEA® , Amazon FSx B AZRENBRBIRSE , BKFHNERIXKMABREEMN Active
Directory #813.

/A Important

MREMAERRHK Active Directory #815EH Microsoft DNS A5 DNS , Amazon
FSx A MERRAN DNS iL#k. MREEANRE=H DNS , BIEBUERRFKE2E ,
IEHEEFERT Amazon FSx EERMAN DNS HB, NMEZRZEANERRKEZIERE IP it
HWWEFHEN , F2E SARFE DNS IHE W IERERRM P i,

BRYE 2 Bl

BREEZRCTER PERMREFRY £HBREER Microsoft Active Directory,

:lJIhI+

B MABRKEE Active Directory 9 FSx for Windows File Server i RRZ#f ( £# A )

-

BRI https : //https://console.aws.amazon.com/fsx/ B Amazon FSx 2 A&,
2. HEERRL , BIZ Create file system (B RBRZMR) UUHBERZEEBIRE,
3. 1#1E FSx for Windows File Server , A®REET —, Create file system I ERRHK) EHEHFE

BN#Ro
4. RENERRRRMUEE. EFSATUER 256 {@ Unicode &, ZHRMEF , MLBHRFTT +-
=._:/

5. HARERE A6 BUGB AENHARRRAFNREERE, NREMFEANR SSD & E , F@A
32-65 , 536 FEIANMEMEY., WREFEHANE HDD f#F , B8 A 2, 00065, 536 E#EAH
AR, EUNERIERRFE2E K BRAZTEENREIE. UEHEEN , F2HEER
BERE,

6. fRE Throughput capacity (BIX A E) NTERRE. WX ERERAERRRARNERERIT I
REERNEERE, EENRXEFENTIARNGRENFRERE, NRETERBEZEN
BEERE A FEEEEW*ERE K AREBEE, WEFHEN , 28 BFSx for Windows File
Server EE,
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B UERIERRF2EBERRAEECUWMEAERE, NEFAEN K BSREEREERE,

7. BERELZHERIRKEIBBEN VPC, ERARAMKEENWER , 55 EEH Directory Service H #
# Amazon EC2 #11T{ERE/EEIHY VPC,

8. EFTHEENFREBENEME,

9. HR VPC Z£E , X Amazon VPC MARZ£FHECHEE TR ETNERRR, FHEE
Y FSX BRARZ FRBHNZEEEN VPC #% ACLs AFFEEELNRE , YW TER
Ro

FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon F5x file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135,389, 445, 464, 636,

3268, 3269, 9389,49152-65535
UDP Ports 88,123,389, 464
.
Active Directory
TCP Ports 53 domain controller
UDP Ports 53
Y
i Pl
N, : DNS server
FS/(Q E
TCP Ports 445
-
<
FSx for Windows B o
TCP Ports 5985

=5

Administrator

TRERSEERENAG,

BAAWE EiEE Role

TCP/UDP 53

NBEREH
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BIAWE EiEE Role

E‘\_'III

TCP/UDP 88 Kerbe

C - RS A

TCP/UDP 464

'

Ka

AR fl

TCP/UDP 389

P B 3 f T & M OKE

(LDAF
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BABE EER
UDP 123
TCP 135
TCP 445
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BABE EER
TCP 636
TCP 3268
TCP 3269
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BAAWE EiEE Role

TCP 5985 WinR
2.0
(Micrc

Windc

=)

TCP 9389 Micro:
Active
Direct
DS
Web
Servic
Powel

TCP 49152 - 65535 i

/A Important
E—THE2 N2 TRERRRKNZFE R TCP EHIE 0389 LHEHRE.
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® Note

MBEMEAR R VPC B8 ACLs , TIEXAATRE FSx RERBKN DT EE
((49152-65535) LR EHRE.,

- EHAR , AFFTEREREEBRERE Microsoft Active Directory #8189 DNS {a] iR 25 F #8135
AR EEBERY IP ik, MEFMER , FSE Microsoft HEI & Active Directory B ER
KB X o

- BREETELFRERANLEEGRIERZSE Active Directory #3152 H/3k. DNS {@ARES. FSx A
Fimfl FSx EE BB AR L,

® Note

MREEERK Active Directory #815 |, BN AMIREL Amazon FSx 185 R HRIER VPC
Y F#EE% = 7L Active Directory MR ES , M A VPC FH FHERME LA H i+
B2BEAEEER, S LERA Active Directory #835 M BRI MMC R A SRR IR S FE L

===

axX fAE o

/A Important

# R Amazon VPC Z&FHEERENMBBIREN T ARMERE , BAZH
Windows B5 X i&H VPC #8E% ACLs R @B RUERIE,

10. &F¥f Windows & 2§25 , i#1E B RE & Microsoft Active Directory,
11. B A BHREE Microsoft Active Directory B =B EEHZBNE,

@ Note
BEEBTIEAE—EEAE (SLD) %K. Amazon FSx BRI~ # SLD #13,
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https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts
https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts

Amazon FSx for Windows File Server Windows £ & ER

/A Important
HRE—-TTHE 2 MIFEZTAEBERRMR , Active Directory #i8i B BT EEREIB 47 BF
TCo

12. A BEREE Microsoft Active Directory B $&HEEE N E,

® Note
REESRUENEBEBIRFEEE MG EEREEEZ OU WFTH , RMREKRIEETRR
OU W&EFH,

13. R EHKEEH Microsoft Active Directory B #k#i A Z > — @ B FHEiBW{E DNS I ARES IP ik #Y
=

14. RBIRFEAER - BRAARBBRBIRFEAER

« J®I1E 1: AWS Secrets Manager #% ARN - @& Active Directory 815 L RIEIRF N ERE

ERANEBEBNWE. WRFMENR , F2HEA T Active Directory & AE R AWS Secrets
Manager,
- BIF2 NFEAER

- RIERFEFERAERRE - A Microsoft Active Directory FIREIRENERE BB, BUE2EHE
HFEHEE, Hla , ¥ EXAMPLE\ADMIN , #{# A ADMIN,

- RFIRF B - RIBIRS KRR,
- HERER - REIRFHER,

/A Important
MARBIREFERAERRE , B232WEFE (corp.com\ServiceAcct) SHfFEE

% (ServiceAcct@corp.com).
WARBIESERAERB (K, FUCAHRNERE
(DNCN=ServiceAcct,OU=example,DC=corp,DC=com),

15. HRERERRFKESHEEEE , 5 EDomain AdminsBEF BT ERERRMEESEHE (W
RECENEE ), CEEN BEEEFERRRAFLINTERTENZREE, WREREH
{8 , Amazon FSx €A R EDomain Admins##H., 5= , Amazon FSx A X EERERESET
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¥ Delegated file system administrators group ( ZfEERDomain Admins#&#l
HEFTEE )

/A Important

MREAREABZREZRKESESHA , RIRTEK , Amazon FSx B EHEEM Active
Directory #8i5iFF fEAA AEDomain Admins# . MRIARFENEZBEEE K JER
FATENFAETRAEER 6 X AENRERMUZRBFENERE,

/A Important

RUFEEBBYHE , F222WEFE (corp.com\FSxAdmins) 815 E i
(FSxAdmins@corp.com),

Y B YERIATE (DN), HAlEBHIEHA
CN=FSxAdmins , OU=example , DC=corp , DC=com,

BIAMABERER Active Directory B FSx for Windows File Server & & # (AWS CLI)

THEHIFEIL FSx for Windows File Server R %
##iSelfManagedActiveDirectoryConfiguration , ¥ ffus-east-2AAEFHAFEA

aws fsx --region us-east-2 \
create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--security-group-ids security-group-id \
--subnet-ids subnet-id\
--windows-configuration
SelfManagedActiveDirectoryConfiguration="'{DomainName="corp.example.com", \
OxrganizationalUnitDistinguishedName="0U=FileSystems,DC=coxp,DC=example,DC=com",FileSystemAdmini
\
UserName="FSxService",Password="password", \
DnsIps=["10.0.1.18"]}", ThroughputCapacity=8
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/A Important
BUERRKR , 5285 Amazon FSx £ OU HE VM EMYH4., EEBEERENERR
MR E TR

S AMN FE) DNS H B ERERRE IP it

R & E A Microsoft DNS A 7E5% DNS fR# , Amazon FSx R MERRKR DNS ok, IR
IBERAE=5 DNS , BIEEFE)ERE Amazon FSx R XK DNS IEH ., AERAMAESERHN
BRRARK Pt , MEEEZLAFEHBERRAFNIEE DNS BFERH. FiE  BARERRKEER &£
MERERRMza , & IP it TEEE,

WATER{S A DNS A TE B M E R R4 IP itk

1. 7 https://console.aws.amazon.com/fsx/ A , BIFEES IP it ERRKE , LETERRKH
MEAEME,

2. EMREZEREIREBP , MOTTIEP—ERE

- HRE—TTHE 1 ERRK

o EFHAREIRY , EBEMARIE T HEREMERAERRE , AE Amazon EC2 A HH
R R EEH,

- EFANE-TTARE 1 ERRKH IP it ERMRETELE IPv4 IP .
- HRE-THE 2 RS THEERRH

- EREFNFRERERT  EFEBAE TS ERNEEMERESAE , BAE Amazon EC2 £124
B R B SR R .

- BEERAZREFHERE IP it SBRERENE IPv4 IP RH.

« £ Amazon FSx @ FHBERYT , BEMRAE T HETSWEMEFERESRE , BAE Amazon
EC2 X AH MR AEETR.,

- BEFEANSHFHERE P it B REXRXEILS IPV4 IP #,

EUEF 5 DNS HE R IP it 104
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® Note

MRBEEAE—THARE 2 Z A AEERRZHKIRE Windows 121 PowerShell 1% 25H) DNS
HE  BEZFERATENLE IPv4 it ARE FHARNESRBKR AT, MEFHMAER , 2
B A Amazon FSx CLI for PowerShell,

EH BREE Active Directory #H7E

= EHBIR Amazon FSx ERRFKISE. TEETAMY | BHHEE T HEA Active Directory B
BERFEHMERRMAMN Active Directory FARE :

- DNS falfR2S IP bt
- BEREHE Active Directory B IRISIR F B H

& & # Amazon FSx 1’;%%’*\, Y B EIE Active Directory fARERF , EEAFEHE , BRXFEHME
SRUAVRIEH. BREREEEAEFRVBETR -FEE , EFUREEEL P ETETRK
MEFHMEN  FSRERER ?&'"’“IE Active Directory E#.

HU%E%TE’J B EE Active Directory #HRER 4 BB , ERAAMRESYRIIFREHR, ikEEEE
ZE. APl fl CLI WERRKE RS ERERASNBZRNIEIEEE, %HS(E%E’M“IEEME?& , AR TERR
ERRXANRERKEFRTH,

/A Important

MREERFNRBIRS ERMERRE , FRANNBEBIRFEERERRRHEEAMNIREE
B 14 B9 ST B IR IR T

NFE B HEE Active Directory {AREMERBEN R E LM ET , BF2R BEERBERREHRMAE

BRI LAER AWS BE XA, Amazon FSx APl 58 AWS CLI REFIRBIREZEALR , URERR
REREE Active Directory #HAERY DNS fAIfRES IP ik, EATLABERSER AWS EE XA, CLI
M AP| Bt B EE Active Directory fHREEFVHEE , WFFHMEN , F2EEEBRERE Active
Directory E#

FH B REE Active Directory fA8E ( A )

1. 7E https://console.aws.amazon.com/fsx/ : // BABX Amazon FSx £ &,
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EEFRERRA AR EBELEFHEKERE Active Directory #HEER Windows BER R #.

ERRELL RS EEP |, BIFEFH DNS [R5 IP wutBRERSFEAESRE , REEEHN
Active Directory B E.

EHBENEE AR P AT DNS [R:S IP it |, RFHRBIREZRAER (FHEZBNE
1) s ARN, ZAJLAER AWS Secrets Manager RIZBUEH B AE R, MEFMERA , 5
SR A 7H Active Directory EAER AWS Secrets Manager,

BIEFEFHLAELE) Active Directory #HREE #1,

BT LAMER AWS EE R A 5 EIREHERE AWS CL,

FHBERERE Active Directory #H5E (CLI)

& EF # FSx for Windows File Server I8 RZ M B K EE Active Directory #H8E | A AWS
CLI &84 update-file-system, FRE TFHSH :

« --file-system-id ZEREEEFHZERRHKEH ID,
« UserName HIEE®E Active Directory IRISIRE W ER & B,
« Password BEE®E Active Directory IRFEIR F I FT B8

« DomainJoinServiceAccountSecret @& Active Directory #3813 L BRIEIRFE M E A& B BH
M AWS Secrets Manager &

(@ Note

FEERRRMCEAES B/ EHNEIHEREIRSHE , LEREELM Active
Directory, fERMH—HEHEAEH,

« DnsIps BE&KEE Active Directory DNS A IRESHY IP bk,

aws fsx update-file-system --file-system-id fs-0123456789abcdef@ \
--windows-configuration
'SelfManagedActiveDirectoryConfiguration={UserName=username, Password=password,\
DnsIps=[192.0.2.0,192.0.2.24]}"

MREHBERT , RIFSER HTTP 200 EIfE, EEFAIAdminstrativeActions¥ 4R
AR R EHAMRE,
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https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
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#%¥ Amazon FSx [RIBIRF

MRIGERFIRBIRFEFRERRE , AFBRBIRSESXHEEF A Active Directory P FEBIFF A A
ER , YHRAEERAGEBHREERYHNTREZFFT. I, FREFRVERBIRE 2SR/
RFEBREREBBERRNEERFH -2 : A ERANABEEREAERKIRS.

KM ZUB =R Active Directory B0 2K & 32 B2 iR 75 0k = AHBFE# AV Active Directory 3F /] F#HRE,

£% Amazon FSx HIREIRF R , FRERBIRFEE TIIERE :

- FEVRISIRE ( REKEM Active Directory ##l ) EFEERRFHEBEHNREERNHNTE
EHIFF,

- AT RBIRE ( REKEM Active Directory B8 ) 2EEEMBRFIMNEERE (RE
{E#Y Active Directory B840 ) B9—&B4% : RFFE Active Directory H /A #8182 4 vh L RR B B 18 B 45
BEABRBREHEERFERAEKIRS.

MRBHIRFAFEELER , TRRERLETIIER

- HRAE-TTHEERRZL , EXRZAETEEEE R MISCONFIGURED_UNAVAILABLE,

. WRSTABEMERG , MERHETEEEA MISCONFIGURED , i RemotePowerShell 855
BARERE,

20 T MR R O 1 BUAR B

T3 Microsoft 32 5542 - 552 B3 a0 {a 6 P 48 33042 h uh A M BUR RERE RFFB EBUR

REMFEFIEN AFFEEBER

1. EBEKEE Microsoft Active Directory FHIFIE X B B ME =65 =% 2023 F9 A 12 H
HEFMRAH Microsoft Windows E#f

2. EEAZBRERE Active Directory FFTEMRBIZEFI ML IR BREBEES |, FRE T HIERE.

a. EEZEMERE > BE>Windows :RE > T MERTE > ABBUEK > T2 M&81E,
b. ERTAEEH  AFEKIRFEREMASBEEER,
c. EBHERMBERFZREY <REZEMH.. >,

d. ERAYHRESR K BEENERRFELENERENERENFAENTEEANTT. (&E
BERRMZESREMER FERNET. ) FONERTRIABENERERS.
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https://support.microsoft.com/en-us/topic/kb5020276-netjoin-domain-join-hardening-changes-2b65a0f3-1f4c-42ef-ac0f-1caaf421baf8#bkmk_take_action
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/A Warning

HBRNEEERRHAI/EENEAENRBIRS. FOSEREBNERE, IAA
FHMABFEMEERBER. ke  FHBENESEEAENRBIRSHTEEEH
18, WAE LR R E EBUR.

SRR ENEERR , AEMEREIESgpupdate /force E# 1T,
4. TR HKLM\System\CCS\Contro\SAM — “ComputerAccountReuseAllowList” & &k H5 2 1E A P E
#9 SDDL. EZFBmEEHE,

5. EXMACLR#E 2023 F 9 A 12 HHEFNBRAEFRNER, BEBRTIIHNES — @RS H#SE
ZEMIRE, RRFRARELZHERRBA NetloinLegacyAccountReuse €88 ( FREA 1). MR
HEtRE LB, 5ME c:\windows\debug\netsetup.log.

Bt B IR EE Active Directory EE#T

BELAMER . AWS BEEXEA API 5 B 5K EE Active Directory HEEEFAHEE AWS CLI, 10
THRERTR,

EREHMEERFENBRERE Active Directory 1R | EREHE , BERZFANRESRTAIR
BEH. FEHMTKE , MRESYIRE T H, Active Directory fAREEH AEEEL /D EN B T RET
o

EERAPEREN

EREZRFHFMEFIRBETINEFESIERD , B URASEEFEEN 10 BREEH.

Updates

1 &
Update type Target value Status Progress % Request time A
Storage capacity 154 @ Completed - 2020-05-22T12:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T12:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00
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HHRBIEREE Active Directory B , B LURRIL T ER,

ERTEE

XENERENT

- DNS falfkas IP ik

- BHIRFEAER
B&E

EHERREBUEMENE. SREREBIRFEAENEN K EEREREER , BBRFEHBET
SESHELMAF,

R RE

FHAWBRIAREE, WA BREE Active Directory B#7 , WREMNEM TR :

« fF7E - Amazon FSx EREIE#FFBER , B REHREE,

« #4TH — Amazon FSx IEfE RIBF#7E Ko

- EXEN - BRRREHMSHIITHo

« KRB -BERRREF KK, BERR (7) UEFERXBNFHEHREN.
HEE %

HERRREFTNEERETAB D LK.
R E

Amazon FSx W E| EFHEERER AV B/,

£/ AWS CLI 1 API BS iR E 5

B LAE A describe-file-systems AWS CLI @55 # DescribeFileSystems API BifE |, 48 MBS 11T
FHRERRAEFHHER. AdninistrativeActions IS HESEEEEEREMN 10 BREEFH
1k,

T 5 &EHIFER CLI describe-file-systems an S EIFER M #k, IHSERMEEREERN Active
Directory i8R RBEEH

"OwnerId": "111122223333",
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https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server

Windows £ & 155

"StorageCapacity": 1000,
"AdministrativeActions": [

{

1,

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",

"RequestTime": 1581694766.757,

"Status": "PENDING",

"TargetFileSystemValues": {
"WindowsConfiguration": {

"SelfManagedActiveDirectoryConfiguration":

"UserName": "serviceUser",

"AdministrativeActionType": "FILE_SYSTEM_UPDATE",

"RequestTime": 1619032957.759,

"Status": "FAILED",

"TargetFileSystemValues": {
"WindowsConfiguration": {

"SelfManagedActiveDirectoryConfiguration":

"DnsIps": [
"10.0.138.161"

}I

"FailureDetails": {
"Message": "Failure details message."

ELi B R EE Active Directory B3
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FSx for Windows File Server 3X&E

FSx for Windows File Server It i RRFKHEREREE , LUmEZEREER, LT Amazon FSx 18
RABRMEENEIE | Sie W AMEEARBRBENE AHMEEM R,

£}

- ERRHEMEE

. ﬁfﬂz&&’*%i@ﬁ
- BIAEREH WA
. EJE%?JE%&E’JH S
. RIFAEREY MEE

&
I

N

[T
o
il

&
I (e

- Ef RERENQEERE
« {£/A CloudWatch F51& 8 & %Ak
- HERZKWEEEBEETHEZ B

ﬁ%%\l bi&ﬁg

1@ FSx for Windows File Server B RRZAET SR FIRE 2 BEAK Windows ERFARET , UKk —H#HE
EEERARSNEFTUREREE. SEAERAR[FEARENICEEARIREEZEEFNER
B BE

T EIEREA A FSx for Windows File Server R R K EFEE R,

File server Storage volumes
Key property: Throughput capacity Key properties: Storage configuration (Storage
capacity, Storage type, SSD IOPS)

EI NetworkThroughput FileServerDiskThroughput DiskThroughput (HDD)
—=
Network /O —] Disk I/0 < —
@ == —_—— . —
—= _II _II
FileServerDisklops — —
i
El p Disklops (SSD) — =
—= CPUUtilization
MemoryUtilization

ERFRFRMFFECEERARNTHENE , ERSUERE /0 WEXERRBGFRAF R, &
RABRBAIFER BB AHER, LERFEANEEBURAHEE /0 REIMEEERAREE KD,
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ERFRENAERNPNERR  ERARFSRURFINREABKRMAEER /0, KRR ERE
et SR AARER AMEER /0 WP R A Pk, B RIFERI MEEBURRA R 1/0 BRHILAR R /0 R
#lo

MEE 1/0 MEENERARBFLREARNERRAERRENBIEERE, B /O MENAREEER
ENMRFARNAS. ENERRMRANER R AHER /0 MeE , B SWiREIE BN IOPS Bk
HBERER :

- BRMARBF[REMEER /O MEFR , FIRREAERRAMENNHIEERE,
- EFERBEHAEE /O MESFH (CAERRREDNNFTEE, MEHEEMNSSDIOPS &
&) o

Htt A seZ 85 1R
BRIAFMEBEHHILE, WXENSY /0 1R (I0PS) AIE.
IR

FSx for Windows File Server &R R AREZEARENZIEBARIRE , LUEREBHFRERN —BER
EVEE, SRTECERBARNFNES  tHER , TATECERRBEFUERE 31T /0 2#
RS RIE/E , Amazon FSx 2 E G ERERERE (SSD) MENEREVWERRELE , UREFER
(HDD) RENE —NHEVWILEE,

wIXEH IOPS

Amazon FSx IERRMEXBRE (#MSEE=ILE ) . XEES (RYM ), ZERP (#AXH) .
BN (ZMEE ). AR (RR) MEKESE (#MK ) FSx REHKS AWS &5 2 GBps M
80, 000 IOPS , LAK 12 GBps Ky#iA & 400 , 000 IOPS, ITHEEHTEEERRK LESNISER
EEM IOPS , FIRRAERRMKNALAERE, RERENFAFEE  URIFEHNME A SFFEA
TR RN,

E— R FinWee

£ Amazon FSx , A LU FEERRAENE—AFE A NESERRKNTEHIZEN IOPS &
%o Amazon FSx & SMB Z@iE, It ZE—FAFHEFRENERRK , EHE:E2E GBps
WEAENE T EE IOPS, SMB ZEiE R REAF iR fE RSS2 EEA S EERER , UREAREK
HEUBHRBAEAR, #MA Windows XER SMB EEEEER LWRE  BUBHUEEAE
iz, MEERLETUHEEREEN SMB ELR.
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1= ]
ﬁi x& Be

BERETHFEHEERE  BHAAREY. ZENS /0O BB , URBRECHNABRRERE, ATXE
RETHEER , RTERRETHSSFERNEERE 2/ , Amazon FSx B AR 1/0 MEEH 1/0
RERHE-BRREANREERSEENIIEE. Amazon FSx £ 1/0 EEMGIRBFEEARREE
BWIXEN IOPS — ERAMETHEEN IOPS ABERNEXERFIGZBME , WHEINIT /10 BRIER
ERELEE,

WEEREHNMENTE

WEEBRERETHEBINERRENREE

« WEE% /0 - ERARBAIUAFIERENAFRERERENNEE,

- BRMMRE CPU MECEE - TARREHERERNBITERZFINER , fINERERMBRNER
B,

« BER 1/0 - ERARFIEERARFEFREFEREZBXE /0 EE.

TRESEHSEMEHXEHETEEE MK /0 (E#EXER IOPS) MERE /0 ( WiXEF IOPS)
WRABHRWFHEES  URTARREMNZESSTBHNEEREE , fINERERMBRMERE
2, #HARAELFER Amazon FSx API 2 CLI B |, B LURIZESHER 32 MB (MBps) WENEEREE
&, BFERE , EEBEREARABNERIEER K MFEEIEEE,

@ Note

FEE , BETIEEXE 4,608 MBps RESNBIEEREER : XERI (HHFERIL
). XEEE (RHEE ). XERI (HEXE). BN (EEE ). TAEEH (RR) M
DmARREE (MK ).

3% 1/0 MEREe

FSx Bk 1B #% 8 (MBps) #85% 10PS 2iE8E (GB)
(MBps)

2 BRE (BXR%y

bk
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FSx Bk 2 W EI%X 8 (MBps) #3E IOPS sci=ie (GB)
(MBps)
32 32 600 BT 4
64 64 600 BE 8
128 150 1,250 8
256 300 1,250 BE 16
512 600 1,250 32
1,024 1,500 - 64
2,048 3,125 - 128
4,608 9,375 - BEE 192
6,144 12,500 - 256
9,216 18,750 - 384
12,288 21,250 - 512
Bk 110 B
FSx WA & HiRRI= & (MBps) WiBE 10PS
(MBps)
BHAE BRE (88X 30 HiE BRE (88X 30
DEE) 7iE )
32 32 260 2K 12K
64 64 350 4K 16K
128 128 600 6K 20K
256 256 600 10K 20K
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FSx BiiX & RiTEEIAE (MBps)
(MBps)

512 512 -
1,024 1,024 -
2,048 2,048 -
4,608 4,608 -
6,144 6,144 -
9,216 9,216" -
12,288 12,288 -
® Note

Wi 10PS

20K
40K
80K
150K
200K
300K’

400K’

MBS T AESEERFGHEESER 9, 216 5 12, 288 MBps , BIERE AT EHN
BEASPREIA 9, 000 MBps # 262 , 500 IOPS, &8l , HHRFIEZ A EEHERIZFENEIUR

B, MAE-—TRARBERRENFERNBEARE , URFIA Hitiix

R RERRPETRIMEER S,

EEEERRNAZERE

Bk , BHER

EI&EH Amazon Web Services EE T ABUERRHEF , Amazon FSx 2R IBEBRENREER

B, BHBACHNERRRRERBNROEETEREN. HARBNEEZE

B, A EBLALEZEERESR IREREBENRBEIERE

THEEHEER 1GBps WRERBIERRSE , BEKENELD 1, 024 MBps BV #EIE

REMENREFRE  RUERIARNSERBRREAERERR.

SSD 7 A& (GiB) HDD {75 & (GiB)
5% 640 18 £% 3,200 @
641—1 , 280 3201—6 , 400

RIEEZRBXE

EI;'QE

EAfE

ERUEBRNARZSBITHEER
mE TEEEMAFER, Flm, nREHN

==

BRE., T&

AE (MBps)
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SSD A& (GiB) HDD #F& & (GiB) RIEEZHEESE (MBps)
1281—2 , 560 6, 401—12, 800 128
2,561—5 , 120 12 , 801—25 , 600 256
5,121—10 , 240 25, 601—51 , 200 512
10 , 241—20 , 480 >51, 200 1,024
>20 , 480 NA 2,048

BEEZERTEEERRAR LBANRE  LUREERENBIEAEER. HlN , RAEZER S
ELRBZERERSIFANITHFEIN =S , IRRERARSFTLUEATAN /0 REREREE
SRR, NMRLEMAEEERMEE  CRZVEEERREHAEREMEBRNCRERNE Wik

RitEIREBE R UREER KN,

BRI ERVREERE R , BHETO LRNEATHAR, MFFAER K F2EEEHEER

fim

o

&R LA Amazon FSx 2 AW ERENEE > MEEREIRR , REZETHEAHAE R AR MAE
BREMAR  WHESRENBLEZIERENER, ERCELEIRRDETAR | SIEARSEINN
HENSTFEINNEER. BRNSTAERAERAR , AAtEBRAEERAREZTIERENS
EREEFNFE, BEERERF  URIFEHBNNEBRZEDE  IERECHEEANGEIER
B, U LEEEEAHEERNMETE., NFEFMEN  F2EFREZERKER,

REFAEHRENTE

BERABRNREFRE, FFEEN SSD IOPS BRMEXEERR MR /0 Mg, B UREE
EER , RIENTHEEREHMENREFR.

/5T LABRRS M 07 B BALIER SSD I0PS, MBEHMETR , FSMEEREFEEREE SSD IOPS,
2 TSR R AL HDD SR ARE SSD BERR, NEHERT  BENEERERGN
RIS,

BHERRMEE T HIERE R EBREIEEN IOPS :

A REEE SR AE 116
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EERER RiEBIZE (S TB REFEHN [ IOPS (S TiB WfHEE
MBps) i)

SSD 750 3, 000"

HDD 12 BE%E ; 80 XIEE (=@ 12 [BEZE ; 80 EHIEE

ERRFEHZZ 1 GBps)

(® Note

"W B SSD BEEENERRM , BULMFEBENN IOPS , BALEAE GB 17 500
IOPS , S{EE=RR#E 400 , 000 IOPS,

HDD = &3¢

¥ HDD R FHIERE , Amazon FSx B ARERFITRERRIEA N, WMBREXIREEHERE
MEEHAE K ERUGKERBRRESRENLR, MREANMRELHUKENREREZE K ERF
WEETARGREENLER, MKERKA , EENRERZIENES. CHRERENEERS  ©
AEREERED /0 WKBMER,

HDD R FHREN TREEEUTIQAKXRT

(Volume size) x (Credit accumulation rate per TiB) = Throughput

$7A 1-TiB HDD B4RE[E |, 1REWIXEFE %A 80 MiBps , #ZIFEELL 12 MiBps WHEEIER , %
ARE 1 TiB WEE.,

HDD REHRETHESEIEENRER , EREUAR ISR, IOPS @A ERARIEITER
BB MEERIK, DiskThroughputBalance 1EERMEERE A S MEER IOPS FAXRBREHEE
HEHMHEBEET. flw , MRENTEEHBBEZ HDD IOPS [REl (5 TiB #78# 12 I0PS) , MRk
|IOPS £ % (HDD) #%i#i@ 100% , W EHBHERFEEEE AT , B LUTE DiskThroughputBalance
EEFEILE, ATEENIFASEEHDSRE /O, BUREFEHT NIEP—HRE

- RETEAEN /0 TR, LARBERERE.
- BMERRENREFRE , URUHBESEERB RNV IOPS,

HDD & &3 #E 117
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« AMERRMUUER SSD fFR |, TREESEERBRAEE IOPS , LENSETHFEHNTE
Ko

#FH  HERENGEIERE
THEHIRAREISENAERETENMATERERRFMEE,
FRE 2 TiIBHDD EAREM 32 MBps BIZENERRKEATIEEEREL

- BREXE - 32 MBps EX71 600 MBps &5 ( B2HB*ERER)
- WBREIAE - 24 MBps E%# 160 MBps &8 , HERIK :
- ERMARIEIZEN 32 MBps B2 260 MBps S HKEIZEER , ABRIAFNBEEREAR
i
- EEUBEEXENUBREXERERA 24 MBps % (5 TB 12 MBps * 2 TiB) #1 160 MBps 1R &
(= TiB80 MBps *2 TiB) , UEEFERNTERER

Hit , BERERRAN T EE S St EEERARSEEBARRPEIEFEIMNERATHE
X2 , BEESE 32 MBps FWEXR] 600 MBps WIRERZE  URHHEE-RAOUBENERE
£ , BIBRE)&3iE 24 MBps HIE%F] 160 MBps H/EE#IXE | i , RARIUER.

£ CloudWatch 158 & 3% AL

B A LAfEF Amazon CloudWatch RKBIEMEEER R KN EMIZEMN IOPS, MEFMES
A Amazon CloudWatch E5#2,

HERRRNEBBEETHEDZE

FSx for Windows File Server T RZANMEEECRA L BERE , SELEDHIERIZAENRE. WM
BREERK , LRCRANYEERERANER , fINEREERKBRSRES IR, NETHRERRENEE
WEHAE , 5528 FSx for Windows File Server 3 &g,

illI
3
o
dn
=

ES |

o HIETE R R ER X E A IOPS BRI ?

- HEER /O MHRR /O cEMNEERME? [T ERNMER /0 E2HRR /10 TE ?

- STEREN CPU SICREAERS , AMERAMAE /0 RIK ?

- HERBE? BNERRARERAZOBRE? EREREATRHEREMBER?

0l RERENRZERE 118
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s REERHEYNGEERLEIES - BARAEEE2ERERARNMARE?
- BNEETRIEX , REXELE?

MTHEERR TN EIZEN IOPS PR 2
EERBEERAGBLEN OPS R4, HSRRBHERREERRE T WAERNEHE.

WS 1/0 MuERR 1/10 2N EZERME ? AT ERAVMEE /0O Bk /0
[= ?

Amazon FSx IERRMAE —RNZEERM[RE , PEBABKERNRHEEFIERRBENA PR, 8
R 110, ERABRFEARENCREARN , THEASKEFHNERNNEE. BRABRFLEHER
EEDITEERRAMENNREURE, ERMWE /0. TEFRHA Amazon FSx ERRFHIMER
HEER 1/0,

Network /O metrics File server metrics Disk /O metrics Storage volume metrics

_5 S——
5 — —

—= ——— I ———

Storage capacity metrics

MEFHMER , 528 FH Amazon CloudWatch B2,
ATEEY CPU SR AERS , BIFERAVMAR /0O RIK?

ERMAMR2R CPU M RBAETERRRECEDNMERERE , ERRREEERRE LA I8,
AR EMBRRELIIRE T REE R E CPU NS BRBEAR,

EITPHNEEERMBREB TRSEALRE, SUTNEXEEEMMBREBNERE , URPLRET
Ro Bl , BAILRHRECAERERREERENR LT , AIRERECHRPMERNDNEFE
B, RMEEREEERRARAERIN  BESERRMRERREAERENBHNT, NEFME
A, F2REHEEE R M BRRE K TR

NREEHMAFENRENE  EANERERAEREIIEERAA , I ERFERTENSELBERE
B, BAEEEIS CPU AR, MHEFMENR , 52/ Microsoft Storage XHEHWEFEZ[ L
BATFERAESE,

Y ERRRMEEEFN IOPS Rl 119


https://docs.microsoft.com/en-us/windows-server/storage/dfs-namespaces/enable-access-based-enumeration-on-a-namespace
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TERBRE? FNERRREAZSIRE? EREEEAXKIREMNER
w7
BEATHESRBENRE  BHAEY. TENS O BE  URBELHMWMERMS, AT XS

BHENTHEEH  RTERRBAMISHEERE 25 , Amazon FSx ERMBE /0 MR 1/0 BE
REE-—EREEAREEESERERNIIEE,

Amazon FSx £/ /0 SEEMFRIBLEFERAERREEHELEN IOPS — ERXRRXKSERIEZEN IOPS
AERRHEEERFBEEEE YEZERFHELEERERBEERY (RSRERH )., W
FRERRBEERFMNFEFBOFMENR , 5528 FSx for Windows File Server % &t

REERRREARN LEIES - RREAFEEERRRAENERE?
ERRNEEESLES  HHRIN TFERERABEINBBLRERRERAN T RADRENE

BRE, EFf—EXRTEFESFEE , BNRERRNEBNDE , AIEHERRTTRARSHTHE
SHETHE

MRERESHWITHEEREFAEN K MASRHCTASRE  BIFREVEME) IR ) E IR &/
RUREREE, T, IREXBEGHTHFEARAERAEYN  YALHEHTCERE  EX5H0 , RAESR
EEZBNDFERESERMARB[ME (BRENGEIERE ) WRSAFUKENE (ZBEME
FRE , i HDD t1#:% SSD &7 ) o

(® Note
HUEBRRRSH e AR /0 NEER , LA RBHUEES, Hlu:

- REFERENBECRETUELAESHHHREEE 0 Pk BEEEENTERR
ek aE

- HRZSTABEERRR BEEFERRE. TRIAITARSFTHSSHEEHEHR
ERENRELESH. AHBERENENENSEREREETENRBEERMARBI 2B
[E2F , M Windows Server @#11T Al £ ARk /10 ERNERE S . MFFMEF |, 7
ZHREEREERE,

BOERTREXR , KEXE LS ?

EERREHE, ERRETFRAARTHESEZERR  E—TABRERABRSEBEER. £E
LHE , EEREEER,

TERBE? RIWERAREAZLBRE? EREEERATREREMFERR ? 120
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HEWELSHDEBESR , Amazon FSx EHBEFENTABETHENERSTHIERARR. WRA
BRRAFHEFIENNRBEFE , Amazon FSx EEBRERBREBEEZXERRAM:R , REEFTFHOA
BREFIER, TERRAAEBENOERENETHER , EETRETREEER,

ROIEEERHEL |, RERIE L ? 121
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& FSx for Windows &R &

Amazon FSx IR ZEEEINEE , IiHBEREREEFIER Amazon FSx for Windows File Server #&
RRTE , URRTEHRILN I HEERNEAESER , URENEBZAMNERAT R, UAT2ETLUFE
F AWS CLI #1 API AWS B XA, £ PowerShell E#{TIRIGE M Amazon FSx CLI , AR R4
Microsoft Windows Server Bl R EREEHN —LERRFERLEE,

- BERE

- EEREE
+ SSD IOPS

- BIARE

- DNS 5l

- EEERMBR
- BEEA

« RFEHE

- ERFEREX

. EsE

THEHRUEUEANERRREEDENRENERER. RMSRMEIES , HEIEHETHLER
REEENER , URBANREER,

&

« Amazon FSx R R EE

- fH Amazon FSx CLI for PowerShell

+ BXE Amazon FSx i&iix PowerShell T/EBSER

« ffH Amazon FSx CLI 7£ PowerShell F#{TIRIGEEBN —AMERRKEREES
« ¥ PowerShell £ Amazon FSx CLI K FEUE {THER B

- BREARUEZBRER

- BEBIBHERR

- & DNS BI&

- FAEIERERNRBNER

+ FSx for Windows File Server FHEERARBEREES

122
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« &IE FSx for Windows File Server - 1%

- {£F DFS i A%E™

- EERZXERE

- EERRER

« #Z5C Amazon FSx &R

- £/ EFERRHK AWS CLI

Amazon FSx {E = R#FIREE

BT LAE A Amazon FSx £ 4. AWS CLI 3% describe-file-systems 5 API ##4E
DescribeFileSystems 2K# 4% Amazon FSx R RFHAMEE,

AVAILABLE
CREATING
DELETING
UPDATING

MISCONFIGURED

MISCONFIGURED_UNAVAILABLE

R

Description

BERABRERYT , JFEMER,
Amazon FSx [EEE VU HHVERRK.
Amazon FSx [EEMBRBENERRR,
ERRABREEETEFREIARER.

A Active Directory IRIENEE , BRRRE
REZEMRE, CHEZRREWELER , HF
KETRAMEWNER , mEEOTREEERD. W
HﬁLJ?TFﬁﬁE’Jﬁnﬂ : nﬁ/ Eﬁ ﬁﬁ%\ﬁubfﬁém

TE SR RRAREE,

A Active Directory IRIEFHEE |, ERRHK
BB EEH. WEERTAMNER , F2E
ERIARENAREREAREE,

« BIUHMERZMLE  Amazon FSx EEET
MWERRR,

- BRRBEEEFER,
. REREZRLELE , Amazon FSx EEEREE,

Amazon FSx & RRFHARRE

123


https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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EERFAME Description
« Amazon FSx L %17

£ Amazon FSx CLI for PowerShell

AR Z R BN 1E PowerShell L 17HL Amazon FSx CLI 1T IRIHEIR , LAEI{T FSx for Windows iR %
HHERRREETE, St LUEH Microsoft Windows RAEBFEHENE (GUI) R#IT—LLEE
£3%,

PowerShell - ARIZREEMN Amazon FSx CLI I AE R AR EEEHETNEAERAERRRE
B, EEE FSx for Windows File Server 1R % # LB E)iEix PowerShell T/ERER , BABEFET
HI S S RAE4

- BESMELRZEEE FSx for Windows File Server £ 2Rk E A HAMIELREN Windows EEH TEE.

s UIERAREEESFHEAMNKES D E A Windows EEHTEE. MREFEHHE AWS Managed
Microsoft AD , BIAWS Zifk#) FSx EEE#H. MREEAN I B REEMN Microsoft Active
Directory , MG ER UV ERRARBACTEECNRIEEESH AN BTHE. NEFHMENR , F2
B{E A B REE Active Directory BRI RIE BT,

- BERMHN VPC T2 HEBAR R AFHERIR 5985 EHRE.

PowerShell F ARIE#EEH Amazon FSx CLI fFAL T L £ ThaEE :

« £ Kerberos B0 BB RBEBEFERERE,
 ERAFRIERRFKECEANEE TERBBEAESMER Kerberos %,

EEMERIERE Amazon FSX BERKRLHITEREE CLI 5 :

- BULEVREBEEITHIER PowerShell TEMEE , W E THERBRAMITH T,

o BOLMER Invoke-Command#TE - PHRE—HTEHR K MESEIRFEIHITHERR
PowerShell TYEFER,

MR ERESY N TASHYHBEEERHFEESDD , AIEEMEH Invoke-Command,

fi£ | Amazon FSx CLI for PowerShell 124
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® Note
HRSTHAEEERRR , LRECTEERREAHREFWERMMRSSR , £/8 Amazon FSx
CLI for Remote Management, MFEFMENR , FSEAUAMANMAY . E—aAEFNZ A
EERRXHK

IREEMFEAERRZHERN Windows Remote PowerShell i B 3R 7 EUE % PowerShell,
BHEEREIRBNERA anznfsxctlyaalk.ActiveDirectory-DNS-name , 40
amznfsxctlyaalk.corp.example.com, A LAER Network & Security R5|1ZH AWS EE X
e LERRRFAEFEEPHN REKHHEE, F£H AWS CLlI describe-file-systems@p®
RIpIEE FEFEE K RemoteAdministrationEndpoint B4,

A LAfE A Get-Command cmdlet #EEX PowerShell A cmdlet, BB BIZ WIEREER, MFEH
B | 552 Microsoft Get-Command X,

B LAEA Invoke-Command cmdlet , ERERRZELFERA THIEEE |, £ PowerShell &85 L#AT
Amazon FSx CLI T RIREIE CLI :

PS C:\Users\delegateadmin> Invoke-Command -ComputerName
amznfsxctlyaalk.corp.example.com -ConfigurationName FSxRemoteAdmin -scriptblock { fsx-
command}

WMEFEW{AITE FSx for Windows File Server 8RR L MBI REAER PowerShell TERSERXHIEREA , 552
B9 B8 Amazon FSx i&if PowerShell TYER B

EXE) Amazon FSx &% PowerShell T/ERER

AR ERERMTE FSx for Windows File Server 18 %= {A] ik 25 L By B) R Hii= i% PowerShell T/EPSERAIEREA
ERERRZRFK LBEIRR PowerShell T/EREER

1. UBUERRANMEENZR FSx EEEFIERE Sy , EEZEARERARBBERELN
EE#HTERE.

2. 1EEHEHTEE LR Windows PowerShell 1%

3. 1 PowerShell # , I A T HI&H T , 8K Amazon FSx R R &K FRABR RS T/ER
B, Remote-PowerShell-Endpoint % BN AZLEEENERRHKR Windows Remote
PowerShell i 2, £ FsxRemoteAdminfiiA TR RIBERTE,

B8 Amazon FSx &% PowerShell T/EPEER 125


https://docs.aws.amazon.com/v2/documentation/api/latest/reference/fsx/describe-file-systems.html
https://learn.microsoft.com/en-us/powershell/module/microsoft.powershell.core/get-command?view=powershell-7.3
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PS C:\Users\delegateadmin> entex-pssession -ComputexName Remote-PowerShell-Endpoint
-ConfigurationName FsxRemoteAdmin
[fs-0123456789abcdef@]: PS>

MR BHHAITEETBEHA Amazon FSx Active Directory #818 , RS R RIEERBER BB A
AEBAER. BAFSx EEEREREBNERERRE. NRENHTERSMARSE , BTE
EREBREHEBEAEHR,

/A Important
IMRIEHER B REEM Active Directory #HRE | W ERABEE Active Directory FFHHBIRR
ERNERTEEREIRS , Windows Remote PowerShell i B AJAE 2B E ., MEFHEE
7, F2H 2 F Amazon FSx [RIEIRE LS HMEA

£ Amazon FSx CLI £ PowerShell - 1T 2 EEN — A MESR
RIFREETS

{# A T~ % Amazon FSx CLI for Remote Management on PowerShell &% , K BRI REEHRE
E{lﬁﬁ%%\l L%IE1£3%O

EEMEFRERAR
EATHG S REBCHERRARTREAR,
- EEERARHRNREEEMER  BRT TR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FsxDedup }

FE L EATIGS  EEUERRVANGERLNEEERMREE MIAITECAERRER
HH,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FSxDedupConfiguration -MinimumFileAgeDays 0 }

MEFHMET , F2RALAEEERMBRREERT R

—RMEERREREES 126
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- EATHGTHU NER, EXFEREAERTRSE  EEANBEEN , MIEBRHHT.

$QuotalLimit = Quota limit in bytes

$QuotaWarningLimit = Quota warning threshold in bytes

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Enable-FSxUserQuotas -Track -DefaultLimit
$Using:QuotaLimit -DefaultWarninglLimit $Using:QuotaWarninglLimit }

WEFRES  FEREERFEE.

FREEES K BRREHZEARERNENRERELBAIRA
ERAERME (THERLF 7 BRHF 12 5%) BRRYER  WTHR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowStorage -Default }

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxShadowCopySchedule -Default -Confirm:$False}

B

MBERMET | ERPER O EARREERARE,
5 il 17 /5800 P Y DN &2

ToamTEHEREERRKN AP REHHTME,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Set-FsxSmbServerConfiguration -EncryptData $True -
RejectUnencryptedAccess $True -Confirm:$False}

ISR LABREA PR R B RUEY TARRE By |, 3R %) B wlE AR A A P U £ A b2 ERTEAR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock { Close-FSxSmbSession -Confirm:$False}

WFEFMES , F2REEEGH PN NEREME TFEERMNFERAES

FREZESR , BREEAERAGERNENRERELIARA 127
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¥ PowerShell £ Amazon FSx CLI W ZEUE T E 2 BT

BFZBERREH BEFEHRR PowerShel ERZEZNERRSE , BEARRABEECWHENE , W
1INz

EEARELT LK INERE Windows Remote PowerShell ix % |, Bt Al ABTEAEHRIER. 4
m , |E LT test-netconnection endpoint -port 5985% T,

EERRFNZSEERD AR PowerShell SE#EFTENE AR A

EREXARNZ2HELAEEEARA , AFFERE 5085 LHRE , T 88 MiEl% PowerShell T4
PR, MBFHFMEF , 52 BAmazon VPC £ FiH,

IBIE AWS Z & Microsoft Active Directory M AEFEZFE Active Directory 2 &
BRE T ASEE

ZEHEA Kerberos &9 B F A Amazon FSx Remote PowerShell , R EE £ Bk L35 E A #
HEBRULETERESIEF, MEFMEH , F52E Microsoft XX E Kerberos R EZ|EF

(KFSO),
BB E)E % PowerShell T/EMSERAF 2845 BRI EEER

BEEKTHIEB FHBE-SessionOptiond® : -SessionOption (New-PSSessionOption -
uiCulture "en-US")

n||||
13

LT REERRHK LEEIRE PowerShell T/EREX-SessionOptionkE A KRV EE 5,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName Windows Remote PowerShell
Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {fsx-command} -SessionOption
(New-PSSessionOption -uiCulture "en-US")

PS C:\Users\delegateadmin> Entexr-Pssession -ComputexName Windows Remote PowerShell
Endpoint -ConfigurationName FsxRemoteAdmin -SessionOption (New-PSSessionOption -
uiCulture "en-US")

ERRAEEEBRFER

Amazon FSx for Windows File Server €8+ ¥% H &1 Microsoft Windows Server Bk 8 i 17 /51| {7 &k g&
1&id, HERRSEE—BTMNE—X , URNHHBEFHERNOED, SUUEERRAAEIHBEE

% PowerShell £ Amazon FSx CLI By 17 EUE 1T R FE =2 B 128
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WERRNFERPE, WREKREE , AR 30 PENTAREBRBRR, HERRNGERBER
RRZERE , 2FHERE , UREASZTAERSERRIREIENRZARF EHEHERENT
AERFRANBAEZBNERF. NEFHES  F2REEBEER.

FSx for Windows File Server Al BAFEHBREBNWRKRRE , MRS ITEESENRESZIR, SRR
TEHEREHEFRRNBRER  SIREELE 14 REE—XHEFRABREE., nREHEERDS
17T, MBZKRE 14 RNPEEMFERE , FSx for Windows File Server S#EY ERRMKEITHE |
DREAREZLMNTEMYE., IFENTRARERIAKHBEEFAREBNFRET A F28 2E8EE

ER .

EEMHETETR K RUEHE-THEERRRELER  BETE 20 2, SAAESERRR
PATA  YEBFERE Y ERFN NEaERARSFcBRE, IFFHAER  F2HEEER
EEF, HRESESHOERRENEFIRERABMBEANTEBENRERE , Rt EILHE
BENTMERBRNBATHBLAEREN NS ERARFZERL. A7TREEHERD 6 2
BEEERRARAHEGLIK  EREHEHEERRR,

(® Note

ATHREHEIDHHRENERTEM | Amazon FSx for Windows File Server @£ #ER 152
B, ERAEERRANERREEUREENTAFES ARKE,

PEFBEHERER

FSx for Windows File Server T B EERRANW MBI FHRBERE TEESSFNIRIEZRIFHETRE,
SO LA AWS BIE X4 AWS CLIF] Amazon FSx AP| , S BE#ERFERBEREEE K WTHRE
FR,

BEGEEERRNEHREE (28 )

1. 1E https://console.aws.amazon.com/fsx/ : // BAEX Amazon FSx £ &,
EEREERPEERERRER.

EELESFHEBEAMERRNERRR. BAERERRRFAEAETH.
EEEENERNERRAREEREE R

BEEFUBREERERE,
WAGHETBHBIRFREBIN B PNERE,

BERE  URTFEE, FHHERASEEE R EEEREERF,

N o o~ Wb

BESBHERR 129
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&= ZE#F A update-file-system CLI s T @ E S EHERRBVERKRE , 528 £/ EMEREK AWS
CLlo

EIE DNS Bl

BT Amazon FSx IR TERM BB BRE (DNS) B2 |, B LUSEIZIZEN DNS BIREER
RIEEUEBE, FiB DNS Bl& , BB ERRRREBFRAILIEZEELE Amazon FSx i , #EEA
HEM DNS BFBERZE Amazon FSx L FHMER A MAZTEEFHETMAIEREAER,

BaTLAER A A% DNS BB EFHNFIB AR FSx for Windows File Server i8R R KB BBH | W 7EAS
BOERZFWERRKEBEIL AWS EEXEAS BB AWS CLlI, ZB—X&Z A% 50 {8 DNS 5|5 &
BERRE IR,

@ Note
FSx for Windows File Server f£ = &£ 0[1E 2020 £ 11 B 9 BRZPEBTF 12 : 00 2B E
B DNS Bl x#&E, ZEHE 2020 F 11 B 9 HREPEFEHRF 12 : 00 2HI BV HNERRHK LME
FH DNS 5% |, @817 T3 E1E :
1. ERRENERRRK. MEFHENR K BSRERAEREREBNED.
2. et EREFNERRK. WEFHMAEN , F2EEHEDEREEFNERRK,

—BHERRKEATR , BTG DNS 5l# |, EAREHRENEFARFRNZERRR,

(® Note

LEE TN EARBRRBTLETE Active Directory R T/ , MEFTZFERINE DNS HER, £=
7 DNS #tEEE A e EHENT B,

MREMATERRHEH Active Directory #835fEF Microsoft DNS #A7E5% DNS , Amazon
FSx AgMERRHH DNS ik, REEAE=ADNS , IFETBEUERRKZERF
B)ERE Amazon FSx IR R DNS HE, NMEREZEEANERRKZIER IP it WEFAE
7, ESE BIEHAAFE DNS BB W IERERRE P i,

BU L ERIFERRRE  URREORIFERZAR | % DNS 5IREIRE A FSx for Windows
File Server ERZAMKE A, B—IX&Z A 50 E DNS 55 B8R R MR E LB,
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BR T #% DNS B2 RIEMERRMEMEAB 2/ , EERAFIWER DNS BB BEREERRMR , KE
HIEHAT T FIEE -

« FXJE Kerberos &7 BFE MMM R = E B (SPNs).
- BENE Amazon FSx R R TEX DNS ZHH DNS 5/H 5% E DNS CNAME ité#%.

WMEFMES , FSELEA DNS Bl B FHER.

FSx for Windows File Server &R X & H DNS B2 BBSHBRFES THER :

- AN ATEEEEE (FQDN),
- TEERBFTNEFR ()

« BEREIERETRER/ETR ().

« ABAREBFHE,

¥7A DNS BIE B , Amazon FSx B FZRFAMEFANEFE (az), THRETRKEEAKXRE. IR
FRFEHBPIHIHEFS,

MREEFRCHERRFEEVBABNEEEURE , ITEREAXE. NREEFBUE &8 RE
ERERMEYEBANERRKAEB | Amazon FSx &0 EERINVFERER.

® Note

E Amazon FSx EREEZERFE L EIBRAER , ERNAFPRSERPEER , Y EBEMH
EREERRFK. ETHEHEEFER , B Enon-Continuously-Available ( 3E CA) X A/ A FixE
BUA 4RI A8 R EB 4 B B A ik E R B AR

FE

- DNS Bl & ikAE

« AL Kerberos &7 5 & A DNS 5l&
- BIEERRIFHENEDE DNS BIE

- # DNS Jjll % B8 R R 2 7 B Hh

- EEBREEERMKL DNS BIE
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La)|
DNS Bl & AR RE

DNS 5#& A A8 T A H A —fEAREE :

- A A - DNS BlI# E& Amazon FSx R R8BI,

 E3 — Amazon FSx IEfEZ 3 DNS BB W AS HEER R KB BEH

- B} — Amazon FSx IE1EEUH DNS Bl E BEEERRKMNEE | LASEMIBR,
« HEE Y - Amazon FSx £#& DNS 5l & B8 R Rt BB,

o« fEIEMIER — Amazon FSx EEEUE DNS 5l & BEIE R R E B

BB Kerberos B 7B & H DNS Bl&

KR EIEB Amazon FSx {EAE# TR Kerberos B & 5 EHEFMINER, Kerberos BEFIERZR
BHAFRREHBLRLNE2EBR. EEAFH DNS BIE 7 Amazon FSx R R & A B ik BUE
Kerberos &0 Bz , M BREHEERRRM Active Directory EFSY# £ DNS BB RE B A
78 (SPNs),

MRESEH EIEIRAE Active Directory P EYI4 £ 5 —EERRHKA DNS BIEERE SPNs , &4
AAEBRIEL SPNsH RS SPNs ST B EERRBNERYH., WFEFHMBEF , FSEERE Kerberos
M ARTE EREE M (SPNs).

BRERRENBDH DNS BIA

BRI LAEA AWS CLI, 1 API #:48 B 5182 FSx for Windows File Server #& R R &M {H P BN
DNS AWS EEBX#EABIR , M T IREFA,

WARELE R A EABAAY DNS Bl#&

- FRAERS —EEERRARURAERRAHFHEFA TR, BEERERLR5|ZEH R DNS
BlAE,

- ffM CLI & APl — fff describe-file-system-aliases CLI &89
DescribeFileSystemAliases API &4,

AR B2 4R 10 AR R BRAY DNS A&

- EREEE —EEEERTD  BERO  ARBELERANRE. ERHEEST , 18 DNS Bl
=L G
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« fM CLI 8 APl — f£f describe-backups CLI @ 8 DescribeBackups AP #

% DNS Jl| & B2 1% 3= Rt 22 1/ B B

SO L R FERI IR ML ETHY FSx for Windows File Server =Rk , REH F APl BEQEREEZIHHN
ERRFGRE AWS BT A AWS CLI, #5 DNS BB , RBETIRER.

HEUMIERRKEEE DNS 58 ( £28E)

1. BRI https : //https://console.aws.amazon.com/fsx/ B9 Amazon FSx &,
2. EBfg AF—EFZR5 BEUEHNERRREPRELHERRRENER.
3. HEUERAABENTFIN - ZEAERY  WALEHEERRFKEILEBIA DNS 51E.

v Access - optional

Aliases
List any custom DNS names that you want to associate with the file system

financials.corp.example.com
acctsrcv.corp.example.com
transactions.corp.example.com

Specify up to 50 aliases separated with commas, or put each on a new line.

4. EREZRBUTAHE , SALEBRERBEE R (SPNs) AR EHHE M BIH Y DNS CNAME
AC#% , £ DNS BB RIFHE, MEFEFMER , F2HEH DNS 5l& FMEH,

EEIFHH Amazon FSx R R (CLI) BEE3E DNS Bl&

1. BAUFNERRGR  BEMAL S BHEER CreateFileSystem API #4F |, #§ DNS Bl & BRI
ﬁ/ R LESIZEQH%O

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 2000 \

--storage-type SSD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[financials.corp.example.com,accts-
rcv.corp.example.com]

2. ERRREATRE , EULIEBRERB TR B (SPNs) AR ERE I B K DNS CNAME
AC#% , £/ DNS BB RIFHE, MEFMER , F2EEH DNS 5l& FMEHR,

#% DNS 5% 8248 52 R 3 R Bt 133


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeBackups.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/fsx/latest/APIReference/API_Alias.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html

Amazon FSx for Windows File Server Windows £ & ER

IR R IR0 BT B ER DNS BI& (CLI)

1. REAERAFENBEOEILFNERRER , BUUER L2 BHER
CreateFileSystemFromBackup APl 24 , I FFF7R :

- RIBFEER , RimtdARBAVEMB B H ST ERRFAEBEB,
- BERVERZEMARZROPNEMBIE , BEM Aliases BEREZESE,

= EBABIE M DNS BI# , M Aliases B , AR S REHABENREAHENER
BABRY#T BB

T%| CLI s S E2ASM{E BB B2 Amazon FSx RIEN BN ERRHKEE,

aws fsx create-file-system-from-backup \

--backup-id backup-0123456789abcdef@

--storage-capacity 2000 \

--storage-type HDD \

--subnet-ids subnet-123456 \

--windows-configuration Aliases=[transactions.corp.example.com,accts-
rcv.corp.example.com]

2. ERZEREUAR K SULEBRERKEEIEERE (SPNs) UREFHHE L AIE K DNS CNAME
o8k , £ DNS BIBREFNRE. MEFMENR , F2BEEH DNS 5B FEER,

BEHRAERRER DNS 58

A LAEA R AR FSx for Windows File Server 8RRk L3118 AWS BE T4 MBKRBIE
AWS CLI , i1 AR FATR,

BEREERM DNS B8 (EHA)

1. £ hitps://console.aws.amazon.com/fsx/ : // BARX Amazon FSx £ &,
2. BEFERRHK K AREEELEEE DNS 5IEH Windows EBRR#K.
3. EMBHEEZLRG|IERL  EEFEEE DNS BIBUETRERE DNS FIEHRE,

- HERIBE DNS Bl & - ERABIH BB AT , WA SEREBAY DNS Bl&. RIEFEREB.
- HEHUHE DNS BIB B - EE R BIRFES | BIEEZFUSRBMNEIA. RIFTUEEB,
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BRLUERRMBEFETERGEENENRE, EMBEEFEUATMNRE. HEEERRKEL
FBNEEEBRZEE 2.5 7,

4. ERBTFAR S IEBRERBEEREME (SPNs) AR E#HHE I BIE K DNS CNAME 72
& , £/ DNS BB FEUENERRM. MFFMEF , FF2EEA DNS B2 FIER.

#% DNS 5l & BB B ERRH (CLI) BB

1. f#H associate-file-system-aliases CLI as 53 AssociateFileSystemAliases API #4E ,

#% DNS 5l & BB B RERRFE A

T35 CLI SR &8 M8 5l & B2 45 E M AE R AR B E L REH

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com transfers.corp.example.com

Bl FER R Amazon FSx 1E1E B2 48 R R4 12 I BERR Y Bl & AR RE,

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
},
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

2. f#H describe-file-system-aliases CLI @55 (DescribeFileSystemAliases =R H API
B1E ) REIZBIETERBIBIR BB ARRE,

3. EMELifecycleATHA (REZTREFEE 25 7ENERF ) K, LA LUEA DNS B FEUEH

BRRFE , HERREREETEETE (SPNs) , ARFEHHEILFIEH DNS CNAME icék., mME
SMMES  FSBEH DNS Bl FEIER,
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HUH DNS 5l % B8 R RFHIBAE (CLI)

f£H disassociate-file-system-aliases CLI as 52 DisassociateFileSystemAliases API

R4F , BUH DNS 5l& RR A ERRFENEB.

THla S EEUE — 85 & EERREAIBIE,

aws fsx disassociate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
--aliases financials.corp.example.com

Bl fEE R Amazon FSx IEEERRE R XK EUH BB Bl B Ak RE,

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": DELETING
}
]
}

£/ describe-file-system-aliases CLI @5 (DescribeFileSystemAliases ZRI%H API
B1E) REZREWARE, MBRIEHZSEE 25 i,

e & /e R MRV E R

BULUGERARAERRTE  ERERENFERE TERE , 7 FSx for Windows File Server R 3%
FLERABER, HAERRIEREAERNE  TEREREEERERFENAE , UIRFERMLERERIUR
R, SuLAERLL T ERHITTIEE :

- EREHEEEZENEE.

- FENEEGRET/ERE , ESEARERAERBNMERR,

AT LAE A Windows JREH AE R GUI T EF Amazon FSx CLI £ PowerShell LTIRIRER |
LA#E FSx for Windows File Server ERZ# - EBFH & TIERERFMBERBESR,

e E TR ERMBERAES 136


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DisassociateFileSystemAliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html

Amazon FSx for Windows File Server Windows £ & ER

£/ GUI EEER &N THERER

T 5|2 R 5¥40ER BA a0 A Microsoft Windows &R K TE | £ Amazon FSx BERRFE L EEE
A& I ERBRFNBERER,

RBHHERRIE

1. REEH Amazon EC2 #1T{EEE , WHE HE#EZE Amazon FSx iER R A 0 A AR Microsoft Active
Directory, &E#H{TI/EZE , 551¢ AWS Directory Service BEIEREHREZETHHD —EREFRF
« 4D Windows EC2 #1T B2
« FE) A Windows #1T{HEE

2. UERRREEESRERENERAES ) ERELWHTER. £ AWS ZE Microsoft Active
Directory AWS A | ttEH B AZIR FSx EEE, £ HEEEM Microsoft Active Directory A |
LWEERAREEERES K JILERYHHEREANEEESHERITAR. NEFHAEN L F2H

{Amazon EC2 &™) PHEHRZE Windows #ITEE.

3. BARKBAMATHAER , WA 1T fsmgmt.mscRun As Administrator. EEMERBLAER K
GUI T &,

4. SHHEMF , BRERES —HEMK.

5. #¥E—ZPER , 8 A Amazon FSx R R/ DNS 18 |, i
fs-012345678901234567 .ad-domain.com,

6. EEME. A& , Amazon FSx ERRFENEEEHREHHERNRITENFTES,

EEMERAEITERE (GUI)

EHABERKRTIESR  BETIEREBLUREERZE FSx for Windows File Server 2R RKWFIEEA
EITERE, NRFERAERERAERNELEFTI Amazon FSx BERRMLNERAT  KRBEBETRHE
THEMSE. BRI ERBRAIRE (R—TEBEEG8 ) R , AR BEEATERE , HUPE
TERE RV EAR
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Amazon FSx for Windows File Server

g2 Shared Folders — O >
File Action View Help
e ARA e (RENEYN 7 -
52| Shared Folders (F3-0CCB|| Jger - Computer Type 2 0g
@] Shares &, Admin EC2AMAZ... Windows 1
gi Sessions % :
2| Open Files Close Session
All Tasks »
Refresh
Help

HEDENEEMARMMN TFEER  FRBTERROIRE (B-—TEEA® ) RE  EEDPEEE

FRR TIEREER , REMBIENEIF,

@i Shared Folders

File Action View Help

e 2E C= HE

User a Computer Type
& Admin EC2AMAZ.. Windows 1

| Shared Folders (F5-0CCE. 0y

| Shares

i: ;E:: Disconnect All Sessions
All Tasks ¥
View
Refresh
Export List...

< Help

hsconnect all sessions

EERBIESR (GUI)

EHAERNRTIES  ZERBERIRERRLETHBNAMEER, BRUSERBLERERR
TERIERR, WEARBRNEREMERERELIFABBEERNER, BT UABRERERER
BOEAER  RERMBFEFEREENRE (E-—TEEAR ) BE A ARZZEMFARBESRE

LI
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Windows £ & 155

g2 Shared Folders — O
File Action View Help
s 2E 0= HE
| Shared Folders (F5-0CCB| | Open File Accessed By  Type
‘E" zhar.es L hsnesve Admin Windows
‘5;'__‘ GESSIDE_T D\sharelMarket... user 2 Windows
gay HpEn He Close Open File
All Tasks -]
Refresh
Help
£ > £

Clase this open file

EETENEZEERRAR LMERMNER  FEARBERNAST (R-TEELAR ) 88 6 ARE

BHENEEMARBNER , AREDENEF,

g2 Shared Folders — O
File Action View Help
e n@E 6= HE
2| Shared Folders (F5-0CCE. Open File Accessed By Type
55'- zhar.es hErvsve Admin Windows
*E'_' sssiens Dihshare' Market... user_2 Windows
g Ope : :
Disconnect All Open Files
All Tasks »
View »
Refresh
Export List...
<
Disconnect a Help

£/ PowerShell EEB{E A& TERERFMBEMER

A LAME A Amazon FSx CLI 7 PowerShell 11T

£ Ll o

1= Uy B

B 6 EEERRRLEEERTNERETHE

REERFBRBIER, EETHMMERL CLI, 5528 A Amazon FSx CLI for PowerShell,

LT RAARERE THEERNBBEREENSD S,

/A PowerShell B3 £ & TEFREERMBERBIESR
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we Description

Get-FSxSmbSession W E R EERRENAERBA F i BRI < AREFAS ER
(SMB) TEFEERAVAEBAE o

Close-FSxSmbSession #ER SMB IT{ERKER,

Get-FSxSmbOpenFile HHEREERRR AP REBERNHEREN,

Close-FSxSmbOpenFile BRI A& SMB fRIAREEHEH + —E A FimBABMIESR,

BETPTHELRPRHEMEGTRENSE, EEFHULERSE ,
FSxSmbSession -7,

3

£ #1T @ 5-? , Bl Get-

FSx for Windows File Server L e ERREEREES

File Server Resource Manager (FSRM) 2 —#& Windows Server Zhat , Al BB EE B M9 |ERIE
Amazon FSx for Windows File Server ERRHAE LMW E R, FSRM RHBBL BEREFBITMIRETh
gE , MBS ER A, #HITEREERENSHRY  UREBBEKFIRERSE,

£/ FSRM , BRI AREREFRS , UL ERAEERBSHE. BRIV BHRER, HEX

REENERFARFIERERR  URELEABRTFAEEXNFRRE., SELMRAHEEHEE
BIRTE. ARRASHRNERRZR  MEFASEERIENRFEN A

HREE .

o EIBPRHIGE A B M BPFT T AF S DR R 2 B R R R A A
- HEBIBRER , FIUE A 5 2B E SR IS R 8%

- BHEBTEBREERRPAFBLEERERNEE

- EXERHENRE. EREAEIRTAERNSHREKS

- REREMEBOMERRTEO TR

BRI BE
- BEEE - REANKHEERE , URSIEAZNEARR TUEANEYE, £T0REEMEE

B, UpLEERAEEEEENFER AT ERNRENEMEER, BEVHBEEEMERA , X
IEEAEREFIEATREHNRTFE,
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- EEEE - ZRERETUARFIREENRNEREE., SUNARERERENERER | fluwd
HTHE, FRERIFEENRPHBEAX . BRGRAGERFATERNEERER, BEE2
BB, WEHIEFEBERNRTREE,

- BEIE - RBEERVARTINE K EDHTREMBUEERGER, 28 THEEREER. &5
HRER, EAREERE , YRBERBEEERS. EUNRENHRME, A, REPNEER
MAEMELBTBERT BER

- BERS - EEARERRRARNGFARE  SREAREER, EEER, REEENER. KER
JIHWERNEEAE, REREGUHYETHERFENEALN, B THEFHMBRNESR UK
HiFFREEMHAERNIRE,

FE

« File Server Resource Manager A P9
- BEEEE

- EREFE

- EREGE

- BRDE

- BERS

- EXEEEK
- FSRM R&7E
- EHHHF

- BEAXM

File Server Resource Manager AF§

SO AR M TR Amazon FSx for Windows File Server &2 Z &R File Server Resource
Manager (FSRM) , B AT AR B IERRFKELARA FSRM,

FSRM EZEE SSD f#FEHEHIXERES 128 MB/s HE =B Amazon FSx for Windows File
Server BREAKLZTTE, BULEERURERRFECE  BREHEEFEEEREHRA SSD WEHEEE
RE, MEFHMET , FSBEH FSx for Windows EZRFENFEFEAREERIAERE,

HEEUERRKEBA FSRM ( £#28 )

1. 7E https://console.aws.amazon.com/fsx/ : // FARX Amazon FSx i &

1B %A 141
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MRERARFEREESER  EFSRA.
SHHEMFRFENN  EETHHEP—ERE

2. HEBRIRL , #IF Create file system (BUERRR) UHBERRKREILBE.
3. i®#E Amazon FSx for Windows File Server , RRIBET—F,

4, ERUREEVEIER

5. RHLEEF

6.

7.

« CloudWatch Logs - i#EX CloudWatch Logs H&FE&H#H AWK FSRM E4 B35, CloudWatch
Logs HEERHEM BBAEAL ' /aws/fsx/ ' FTEHHE,
« Kinesis Data Firehose - i#H Kinesis Data Firehose {48 RAIZW FSRM E4 BHEFE
8. EHHEER 6 AREZBRIERRR.

HRMERRFERRA FSRM (CLI)

& B E FSx for Windows File Server {83 R RUA FSRM , 75/ AWS CLI 85T create-
file-system, £ --windows-configuration 28 HEE T %] FSRM fHAE :

« FsrmServiceEnabled : 58E% true

« EventLogDestination - #§%E FSRM E4 A5 B WYY Amazon Resource Name (ARN), AT LA
2 CloudWatch Logs B &4 ARN = Kinesis Data Firehose R {3 & i#i ARN,

aws fsx create-file-system \

--file-system-type WINDOWS \

--storage-capacity 300 \

--storage-type SSD \

--subnet-ids subnet-0123456789abcdef@ \

--windows-configuration

"ThroughputCapacity=128,WindowsFsrmConfiguration={FsrmServiceEnabled=true,EventLogDestinations=

east-1:123456789012:1og-group:/aws/fsx/fsrm}"

ERAERRRKLENFSRM ERE ( £#2A)

1. 1E https://console.aws.amazon.com/fsx/ : /| BAEX Amazon FSx £ &,
2. BEEERRMR , RARBELEBUH Windows ERR#.

3. EEFEEXRSIER.

4. EERFARKFEREEERRF , BEEE,
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5. BITHENEE

- PESTFEHAGFEN , FEEREM CloudWatch Logs B 5E##H 5 Kinesis Data Firehose
T BER

- ZEA FSRM |, FHEECHKA

- EEEHFSRM , BRECEHA

/A Important

EBES , SUTAERSAERRRKEI EDREBBNAELESSH K ME—THES
ERZBEKEREEHEEEN,

6. EERTF

AL EERRRFRET EENENRSIRRPERENEE.
EIRAERRME (CLI) £A FSRM #HRE

£ E £ EH A FSx for Windows File Server R R K -BAMER FSRM , 55EH AWS CLI i
update-file-system,

A FSRM
EERA FSRM , 387 --windows-configuration 28+ EE T %] FSRM #HEE :

« FsrmServiceEnabled : $%EA true

« EventLogDestination - #§7E FSRM E# A3 B M #: 8 Amazon Resource Name (ARN), AL
2 CloudWatch Logs B 54 ARN = Kinesis Data Firehose X {383 ARN,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef® \
--windows-configuration
FsrmConfiguration="'{FsrmServiceEnabled=true, EventLogDestination="arn:aws:logs:us-
east-1:123456789012:1og-group:/aws/fsx/fsm”}"'

£ FSRM

A E{FH FSRM :
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aws fsx update-file-system \
--file-system-id fs-0123456789abcdef® \
--windows-configuration FsrmConfiguration='{FsrmServiceEnabled=false}'

/A Important

EBES  SUAERSERRRREI EHREBBNAELESSH K ME-—THEISER
RS EEEENEAER.

FSx i=2im PowerShell

ZERTEMNFEH FSRM The |, B4 AR Amazon FSx CLI £ PowerShell E#E#TRIBEIE, WFEHE
BIE A |, 552 E Amazon FSx iEi% PowerShell T/ERER,

BLREEE

& B LAE A File Server Resource Manager (FSRM) it 8 & 1 3k 2 %I F§ & 7€ FSx for Windows File
Server ERRFELFEANRTFEEE. ESBRFITEREREERRPNERE  UREREA
ERLRNEBERNREREERA , HHEEERTRIE.

EEENEEAR
BEEEEREMERHENESE Sl EAZERRKLNERK -
EMEALRE

Pt EREEEIEARHIRFFER. ELAEERRFEAEBRINERE , REFERK,
BEAEEWIERAS

Lo\
REFFEREECHKESRNEBEERS, REBEARERFFRAE , MERASBERE,
BLERSIA

BHREARHAIESFEANERE , TERRERE , SFADES, REEE (#FXx#EHA ) NERE
B, BUEHESEA R, EULSEERESEERNRK , MALBREFNREMRNRE, BEERMR
BOREEARE KRR E A SR AL EE R,
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ERECESEAREEER

- —HM - BRECHENXRERHARNEEER
c BR-REBEBEREEAEZSEER R
RN - ERERER , BESEERRENLERE

BBEMBER

ERERARESRBEENHAEHRL TERRNER., ECERENRLEVEDHEREHE
5, FSRM EHBABERR TERRNEAERREINEMH FENRELERE. LEZEAR
BREEZECRE B KB ERR CEEA —BEBERHNER.

F{EEA

M{EE%® FSRM KBS EBFENARER. SUALASEEERESZERE , XESERERESE
BERHNE L. ERFEABREIREBTDLLE , FSRM AIL#IT R HIEE

B4k
K E 45242 Amazon CloudWatch 3 Amazon Kinesis Data Firehose SAHEITESIE 047, SEATIL
EEEHBREMSEMR (BF. BLERNEBE) , WREHATARAN, EHTCHEEAEREEREL
REBEERRRESIFEEER,

EHRE
EXREAESRS  RUHCEARGTEEZERMNERNRWHFMEN. FEERS 0I5B IEE B L 6E

RESERRAERARASRZHNERR  YMEEERTEREENHERRE, NHFHAER , F2RE
FHE,

BRUABERERESBERTRBFENRE. Sl , ETER 75% HENEASZHH 90% A
BNESEHREREERHE.

Quota Management &5 &
& LA EER =18 FSx &% PowerShell S S R 5IREEE 4 -

1. BEGS - EREERRLEEY, HE, BR. BRNEREE. 5% Efolder-by-folderE A %E
i, BEAEEDD,

2. MBS AGS - B, MEABSHRERTERCEAGREERBNIEEA, FHELHDRES
BHEBE , EULSELERFEERAZZEERR,

e

H
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3. Auto Quota 8% - B3, #Hl, X, BRNEFNEDHERLRSE  LABELE TERRNEHE. E
REEBEZETFERREA—HNEERY K MEFTFHEVERNEER A FEAELDT.

Quota Management FSx i&¥% PowerShell ts S H/FE

@ Note

LB FTE EAIERER R EEAERRAMN Windows Remote PowerShell i 3 7E 2
$FSxWindowsRemotePowerShellEndpoint##, BRI EERRANFMEAEE LN
Amazon FSx =& R EILixS: , EA AWS CLI describe-file-systems@To

[y
New-FSxFSRMQuota

HERRLEUHMNER, BRSRIIEAETUFREENRTNERE, SR EMERTER
B, UAEEEAEEAEERERELEA,

B

« Folder (string) - #E., ERAGRENERRER,

« Size (string) - FEASABREAMLE : BLEEKR/NRES,

- Template (string) - ERA. EfANRELRESHELEHE, ELETELE | BREFAER
8 MEHMEREHSRABER,

« Description (string) -i2f., EHEMNER,

« SoftLimit (boolean) -iBf. MRFHKA true, DEIEETE , AT FEHABERFKERFEBR
#llo

- Disabled (boolean) -#MA, MREA true, SUERAMREBEIRE.

« ThresholdConfigurations (array) -#HR. REHEMES]  EEETERAEBRERINNE
£, BEEEEETIEBME

« ThresholdPercentage (number) : MR EMENEERHF B D L. AR 0 | 250 2EH
=8

« Action (array) : EFREREFRIRN —SZESE. SESEBETIIEMY
« ActionType : E¥THEIEETR, BAIEETIIE
1. Event : BEH4RHIIERIRENSHAF. ECETEHR WX EBETIIEME

%

EFEEE 146



Amazon FSx for Windows File Server Windows £ & 58
« EventType : EFl. BEWIER
« MessageBody : ERAEHEHNALNF,
2. Report : EXREAERS.

g4 -
1, B 5GB A& , M A A B EE A,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMQuota -Folder "share\test" -Size 5GB

2. R REBANE M KEE

$thresholds = [System.Collections.ArraylList]e()
$warning = @{
ThresholdPercentage = 75
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Quota usage has reached 75%"

$thresholds.Add($warning)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {
param($thresholds)
New-FSxFSRMQuota -Folder "share/test" -Size 1GB -Description "Test quota" -
SoftLimit -ThresholdConfigurations $Using:thresholds
}

Get-FSxFSRMQuota
RERRFHEN—=ZEEE, T ELEEAENFEENR  SEAPRS., REMEFHE.

S
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* Folder (string)-:&HR. ERTHEINEFANERNRER. IREREEEHARERE , ot EE
E’%%\l Ltmﬁﬁﬁ@ﬂﬁo

&
10 Hy?%ﬁﬁ%l Ltﬁﬁﬁiﬁﬁﬂggﬂrﬁo

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota

Remove-FSxFSRMQuota
RERRZK LEENERRBRERE,
B8 -

« Folder (string) - #E, ERPBREENERRERL,
« PassThru (boolean) -i&M. MREREAL true, SELBROEZEYHF.

g4 -
1, BRECEE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMQuota -Folder "share\test" -PassThru

Set-FSxFSRMQuota
SR B ECEERERE,
28 .

« Folder (string) - 4E, SEEENEENERREE,
- Description (string) -i®#M. BENFER,
- Size (string) -iEM. EERF KR,
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- SoftLimit (boolean) -iEM. MRFHRA true, EREEBFTAUMRE , BEAEELHKER
Ao 18 PR 1
- Disabled (boolean) -i#MA, MRZEH true, EEAEEE, MRRES false , FRALE.
« ThresholdConfigurations (array) - #fA. fREHALENES., SEREHEEHETIE
3
« ThresholdPercentage (number) : R EMENERERHE B D L. WMANK 0 2 250 2EH
=
« Action (array) : EFREREFRN —RZESE. SEBERETIIEM
« ActionType : EHTHEERE., SRUEETIE
1. Event : BB RHIERRENSHAF. ELETEEHE , WX BEETIIEM
- EventType : Effl. B REHA
« MessageBody : FRAEHEHNARNF.
2. Report : EXRERAERSE.,
« PassThru (boolean) -i#M., MRFREA true , BEEEREZNEEHF.

g5 -
1, EHEFE R/ NDIHER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuota -Folder "share\department" -Size 2GB -Description "Updated
quota for department share"

}

2. FRBEE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuota -Folder "share\department" -Disabled: $true

Update-FSxFSRMQuota
BiE ERRUHEEREANEZHEE  LEFRFTEREN B AERTER.

S
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« Folder (string) - #E, S2EFTHMVEENE R KRR,
« PassThru (boolean) -#A., MRRES true , SEEEHMNEEN 4.

g4 -

1. ENFTEREEERHENBABRTER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMQuota -Folder "share\department" -PassThru

}

TR EE RN

New-FSxFSRMQuotaTemplate

BUMHEESES , UERREN TEEERER,
B8

- Name (string) - #E, BHEHALRNZRE,
« Size (string) - ¥E, EEHEIAABIEAITHK/NERSE,
« Description (string) -i#H. EEHARNRA,

« SoftLimit (boolean) -iEH. MRFZA true, SABMEREEVER | UKEHE |, BR8]
TR,

« ThresholdConfigurations (array) -#H. REHEES]  EEETEAEBRERINE
£, BEMBERBETIIBM

« ThresholdPercentage (number) : R EMENEERHF B D L. AR 0 | 250 2EH
=8

« Action (array) : EXREREREN —SZESF. SEDEBETIIEY
« ActionType : EMITHEERE., SAUEETIE
1. Event : B4 EHIERZRENEHAF. ELEEEMHE WX ABETIIEY !
- EventType : EF. BEIER
« MessageBody : ERASEH4EHNARNIF,
2. Report : EXRERAERS.,
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g4 -

1, B 1 GB PR&IEA,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 1GB -Description "Standard
1GB hard limit template"
}

2. 83 5GB MERFIEA , BHRER 90% HE

$threshold = @{
ThresholdPercentage = 90
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
MessageBody = "Quota usage has reached 90% of the limit"

$thresholds = [System.Collections.ArraylList]e()
$thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $thresholds -ScriptBlock {
param($thresholds)

New-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 5GB -Description "5GB soft
limit with 90% warning" -SoftLimit -ThresholdConfigurations $Using:thresholds

}

Get-FSxFSRMQuotaTemplate
RERRFGEN - SR EE A,
BY .

* Name (string)-#ER., EHBNBERRELAEHE, MREREEER , o 2ECMELREE
o

REEE =
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g4 -
1, HEVERRK LN EE S,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuotaTemplate
}

Set-FSxFSRMQuotaTemplate
1SN BL S AR B
SH

« Name (string) - #E, ESRNEBEHEARERE,
« Description (string) -i#M. SEARNHER,
« Size (string) -iEHA. &R AR/DREH,

« SoftLimit (boolean)-iEM. MRFEH true, SEFHALEBYHMEERKEHARE , BF"
1T BR & o

« ThresholdConfigurations (array) -#H. REHEEES]  EEEFTEAERBRERINE
£, BEMBEHETIIEME

« ThresholdPercentage (number) : R EMENEERHF B D L. AR 0 | 250 2EH
=

« Action (array) : ZZRERERNN —SZEEE. SEEBEHETIEY :
« ActionType : EMITHEERE., SAUEETIE :
1. Event : B4 REHIERRENSHAFR. ELEESEHR , WX EEETIIEMY
« EventType : EFl, BEWIER
« MessageBody : ERAEHEHENALNXF,
2. Report : EXREAERS.
« UpdateDerived (boolean) -i#EM, MREAH true, SEMRUEARE N EEEE,

- UpdateDerivedMatching (boolean) -#MH. MRFA true , Bl AEEFHRNHARETERE
MBABR I R AS A B KR

« PassThru (boolean) -i#M., MRFREA true , BEEEERENELRYH,

g -
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1o & NBCHRFE A B RN IR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMQuotaTemplate -Name "5GB Soft Limit" -Size 10GB -Description "Updated to
10GB soft limit"
}

2. BUEBEHAN , WEHMEHREINIEERE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMQuotaTemplate -Name "1GB Hard Limit" -Size 2GB -UpdateDerived

Reset-FSxFSRMQuota

ERMENANSIEESARNRE

Parameters

- Folder (string) - #E, @2EEREENERRER,
- Template (string) - 4E., EERANEEHLRZE,
L)

gl EREHEUNAEREHEAPERNRE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMQuota -Folder "share\department" -Template "1GB Hard Limit"

HEOEDD
New-FSxFSRMAutoQuota

New-FSxFSRMAutoQuota iR EERENER KR BV EBHEAESE. BEBDEARESEESHER
BEFERKRWIEEER , UREREERKRPEINEMHFER KX , BBEEDEE,
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Parameters

- Folder (string) - #E, B BBERGIREMNE B KR,
« Template (string) - EMA. AREBBEAGRENRERASHLEE,
« Disabled (boolean) -iEHA., WRFKEA true, ESESEANRETELEBHERERE,

g4
1o BYBBEALRSE , AEDBEENEEIEREME FERRK,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMAutoQuota -Folder "share\department" -Template "250 MB Extended Limit"

Get-FSxFSRMAutoQuota
Get-FSxFSRMAutoQuota T ERERRAHMN—RZEEHEHE R,

Parameters

* Folder (string)-Ef. ERfFHENEBEARBENENREE, S0TN. . EBEERER
RUEMBTERR,

MRBREEERRERE , a8 ERERR LECEEDERERE,

g4

1o MEERRK LOFFEEBERARE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMAutoQuota

Remove-FSxFSRMAutoQuota

Remove-FSxFSRMAutoQuota i T EREENERXRBREBEALLE, EXBKREDERESE
B, o ERITE BB R RS AN FER RERFT AR,
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Parameters

« Folder (string) - #E, ERHTRBREDEARENERRER,
« PassThru (boolean) -i&H., MMRFREA true, SELBRNEBEAEREYH.

g4
1o B EERRBREBERESE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMAutoQuota -Folder "share\department" -PassThru

Set-FSxFSRMAutoQuota
Set-FSxFSRMAutoQuota i T &N BEBEAEEMNHALERTE.,
Parameters

- Folder (string) - #E, @EES Az BEBHEATENER KR,
« Template (string)-ER. EERANEESELEZE,

« Disabled (boolean) -i&H., MMRFKAtrue, SEHEHERAGETE, MRREA false , AIFA
HEERBGAE,

- UpdateDerived (boolean) -i&MH. MEFA true, EEFITEBUN BB ERARENFEREN
£,

« UpdateDerivedMatching (boolean) - #MH., WMREA true , REFH BEIL LUK RIEHH
PTHERLEE,

« PassThru (boolean) -i#MA., MRFZEA true , EEEE BN BBERABRED 4.

g4
1. BFERBEREHEMEANEEREAR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Template "100 MB Limit"
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2. FREBEMESE  YERITE BB ENAEEHE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMAutoQuota -Folder "share\department" -Disabled: $true -UpdateDerived
}

Update-FSxFSRMAutoQuota

Update-FSxFSRMAutoQuota S EBEMTEEHEAGRENEBMY , URKPITENEEE , LR
i BRI ERERANZEE,

Parameters

« Folder (string) - #4E, @2EFHNEHEARENERKER,
« PassThru (boolean) -i&MH, MMRZEA true, SENEFNEBDERAEREYH.

g4
1. EFtEAERMNER  XEENEHRNEDERAREDH.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Update-FSxFSRMAutoQuota -Folder "sharel\department" -PassThru
}

EREE

EREHSERERZTBEANBEES KL AEREEREEARER U NEREELR TR
EREA. ERFEISES (ELHNER ) FHRER (ERLBTHRNER ) | BTNHE
REEEESZE K MARSRKEERBIER.

Wn{el £ AR AR SR AFAE

T35 FSRM hRe R EREREHE -

- BREM - CXAEE-—SSERRFE , UEREHHIELZNEREE,
- BREEFINARR - BLREE-—SEERFE , LERERERRPHHEREMF RFTIRLRE
REE,

- BEREEHAN - ELAEE-NSARRFE , AERHRNSHHENELNEREE,
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T3 FSRM Zheg A& AAE SR=E+E

- RERE - UESHBRERFAGERS WO MEEERRRENREAE, flm , BaE
SERTIEANE R ERNES,
BREBERN

ERBEFABAZAEARLEERER, SUNRKEEISEN (ELHHER ) NHERER
( EfeLLEPPRAER ) o

FSRM X ETHERF T :
- B () - FEEELIZEFTR
- B (?)-E2HFE—EBER
flan | X * . doc*HFA report.doc . report.docxH H#ZRdocument.doc , MPEKRER ~
$* & HEBR Microsoft Office ERERNEIINEFER,
IR R
EREEERMRLBA FSRM B , RS EBHET THEREA
EAMBAER

=
=

HEEANIANBAERER , 818 *.mp3,  *.wav, *.avi, *.mpeg., *.mps&F *. wmv
HRHER
FEEPERERER* . backup , B *.bak, # *.old

HERENBEERER , 88 *.zip. *.rar, *.7z, *.gz# *.tar
EFEHER

FEETHHASNERERN*.eml , BFF *.msg, M *.pst
ATHATHE

FEAHMTEMNIECHEERER , 8% *.exe, *.dll. *.com, *.bat., *.cmd# *.vbs
REER

TEERNEEERERX , 88 *.jpg.  *.jpeg. *.png. *.bmp., *.gif#Hl *.tif
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Office &%

& Microsoft Office XHHER , B *.doc, *.docx. *.xls, *.ppt. *.x1sxH *.pptx
%\I Lﬁﬁ

4 Windows RFEREKR *.d11l, 84F *.sys. *.ocx, M *.drv

EEER

FEEREERERX*. tmp , 8% *.temp, M ~*
XFER

HFENFHEREN*.log, FF *.txt, *.csv, F*.xml
HERER

BFE Web RBERERSER , B *.html., *.htm. *.asp, *.php. *.aspx¥ *.js

UL EEREANRTRE P UACEAELERERFE , S TUBREMAUFESENEEER.
EREEEEST

FSRM 2t PowerShell s 5 REV MEBERIFEH, FRAELGSREBENSLEBEREEBERMN
EHE-ES:3 8

® Note

LEEPWFTE &S B REBREEEAERRIAMN Windows Remote PowerShell i B E 2
$FSxWindowsRemotePowerShellEndpoint# &, Bu U EERRANFMAESHAER LN
AWS FSx A K FtkiwE: , A CLIAWS describe-file-systems@,

New-FSxFSRMFileGroup

BUEEEREBEABERCNEREE, EERATRARNERER. EREEMNMRANRETR

Ho
S
- Name (string) - #E, ERFENER,

« Description (string) -i#H. BRBEANER,
« IncludePattern (array) -iEH, BEEEEEZERNEXFTHET,
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« ExcludePattern (array) -iEA. BEEEHRZERNEXFHET,

gl
1. BN N FRERNEREE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileGroup -Name "My Text Files" -IncludePattern "*.txt"
}

2. EREENMEREXARBRELERTE.

$includePatterns = @("*.cpp", "*.h", "*.cs", "*.py")
$excludePatterns = @("*.tmp", "*.bak")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
New-FSxFSRMFileGroup -Name "Source Code" -Description "Programming source files"
-IncludePattern $includePatterns -ExcludePattern $excludePatterns

}

Get-FSxFSRMFileGroup

RERRAEN— I EARERFE. ERBEACEERGENRSPEANERERNES,

28

- Name (array)-EHA. EFERNERFEEBES, MEEZRIEEERE , 0T HEEERRKL
WATEEREHH,

gl

1. BEERRKE LNMEEREHE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileGroup
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Remove-FSxFSRMFileGroup

RENERIEBR-—RSEERFE. BER  ERFAELIEEREEIERETAISMR R H £
Mo

2% .

- Name (array) - #4E, EBRNWERBERBES,
« PassThru (boolean) -i#MR., MRFREA true, SEELBRNERBEYH.

gl
1. BRRE —EREE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileGroup -Name "My Text Files" -PassThru

Set-FSxFSRMFileGroup
B RAEEREFENEMY.
28

« Name (array) - #E, ESNNERFFHEBEBMET,

- Description (string) -iEM. BREENFER,

« IncludePattern (array)-iEM. FWEXFHEES , EEEZTEVER.

« ExcludePattern (array) - iEM. FWEXFHES , EEEZHRPIER.

e PassThru (boolean) -i#H. MREFREA true , EEEEINBHERTFEMH,

gl
1. EFRERBEANERANEN,

$includePatterns = @("*.docx", "*.pdf", "*.rtf")
$excludePatterns = @("~$*", "*.tmp")
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList @($includePatterns, $excludePatterns) -ScriptBlock {
param($includePatterns, $excludePatterns)
Set-FSxFSRMFileGroup -Name "Documents" -Description "Updated document types" -
IncludePattern $includePatterns -ExcludePattern $excludePatterns -PassThru

}

ERENE

BERGEERURHCAETRFIAERRRENRVERER, ERGETHHERFBNTRTHRE, B
IEARBRENERER | URHBEBERNERML,

@ Note

EREAFHERHERERENHIERNEREE, NFERVVNEEERFANFEE
A, FER BRI,

FSRM X EMEEENEREM :

1. EATEREE - HEEAERENCEEERBENER Y ECAEEARTHENERRE
LB, ERFERHATREREENRPAFPLEEREENBRBURE , FEAEATER
BH.

2. HBEREH - EFFEREFNCEEERFENERFERNRSE  ETHLREERE, E8A
EEMERCEAEAMATEHERAETERER  FEAKDEREHE.

EREMEAEAN

ERENSARATEREANAR  TERERGERE  CRENHIERNERTE , UREE
EMBEH, BUEREEHACR  BUNKEEAZZSAERR , MALFREHNREMEBRE,
EXEHMEREAHAR LU NEEREEEAERRHELEYNFTEERER,

ERAEREMSATLEER

- —EHM - BERECNERREFHRNERSRERE
c BE-REFERGEREEAZSEENR
- AHEEN - BBBURER , ESEENRENERERE

S o
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EREEHISNARR

BREEFAMRAEBREAEEAZTERNREEMBETFENRNERGERA., ECEVERE@S
AR, BALEEEABLEEREE  ERXENRTEESFEMAHHNERER. EEFTER
AMRETERRPHBEEREE  ARTENXRBENESBRESERZNRFE  EREEHII
RRIEER A

Bl EAUHEREXANTHTE  BEAEEETEFRREERNBET ERREIHARR,
EREEEA

EEAEEARETEHERAPEREENHENERE , FSRM AIULELBAREEEESHRMUEAR
ERE, EAILERE THERENEA

- EHECEE - ESEHEC4E2 Amazon CloudWatch 5 Amazon Kinesis Data Firehose LA¥E{TES#5 45
o BAILUEEEHNBREMSHR (EHA. BEHER )  LIREBITAERAN. EH4REERN
EBHEREMMER K WEBEAEWERRKES,

- RERE - EERTERERS  RUAERGEITDNFEER. RERSUHBEEIERAFER
FEES | YHERGERRBHAENRE. NUFFAET  F2EREERE

EREETEDD

BA LB =18 FSx 12 PowerShell i S RIIREEEREM

1. EREEGS - TR EERKRLEN., BE, EX. BRANEXREHNERERD. ERFEEfolder-by-
folderEBEREENR , BEABLEH D,

2. EREEEHADD - BY., HEH, SR BKRERTEEFAERHBEAENEREMELR, £H
EBEGESRBEVELEERGERE S SLEREEAZLSAETR K,

3. BREMEHIAMRRSGS - B, ., SHMNBREBEESRENKRFEREGZRANEREmMHINR
N BEREEAFTREFERRTNEERERER  FARHESEREZNRFE  BEAELEGS.
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& 2 BRI FSx i=i% PowerShell s S HIEE

@ Note

WEHE P FTE EAIERER R EEARERRMAMN Windows Remote PowerShell i 3 7E 2
$FSxWindowsRemotePowerShellEndpoint# 8, B ERERRAANWFHFAEA MM
Amazon FSx X &K EILLinE: , S#EA AWS CLI describe-file-systems@o

18

A
L
=l

AL
e r)

i1

New-FSxFSRMFileScreen

e

VEREH  HEEAEREERENERRBEFEERR,

\B

-

« Folder (string) - #E, EEAEREEANERRER,
« Description (string)-iZf. BXRE@MMRA,
« IncludeGroup (array)-#EM. EEENHGERPLEERNERBEASBET,

« Active (boolean) -iEH., MRFBEA true, EBRVYHEEENEATERER, WREBES
false, BRIV EERERNEBEREM., EFRA true.

- Template (string) - EA. EFANREEREASHLNER,

« NotificationConfigurations (array)-i#EfA. EFEAEEARTHHEERE  BANERE
fa%l, FEMEEEETIIEMLE

« ActionType (string) : EETHEMEERSR, BAUEETIIE :
1. Event : #EH4CHIERRENEHRF. ELEESM4E X ABETIIEY !
« EventType (string) : . BEHER
- MessageBody (string) : EREHRHENARF,
2. Report : EAREFAERE, ELEEHER , U4AEE .

+ ReportType (string) : S&#IER, EALUIEE TSI
{§ : DuplicateFiles, FilesByFileGroup. FilesByOwner, FilesByProperty, LargeF
2 QuotaUsage,
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1. B HEEAERNEREAPERER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\department" -IncludeGroup "Audio and Video
Files"

}
2. BV HEEHAERNEREN  YECREEERERHFERRELESHARER,

$notifications = [System.Collections.ArrayList]e()
$eventNotification = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {

param($notifications)

New-FSxFSRMFileScreen -Folder "share\projects" -IncludeGroup "Audio and Video

Files" -NotificationConfigurations $Using:notifications

}

Get-FSxFSRMFileScreen

RERRAEN— L EERERE.,

28

« Folder (string)-#H. ER+TPHEERSENERRER, IREBRETERNRER , o1 E
ERERAKLOFMEERENR,

g4 -

1. FRERRAK LN EERENR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen
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}

Set-FSxFSRMFileScreen
EHEEEREANEM.

B8

- Folder (string) - #E, @EEE U EREAMNE R KR,

« Description (string) -2, BREBEMFER,

« IncludeGroup (array)-EA. fIWERFEEERES K ETREFNHIERPLESR,

« Active (boolean)-i#EM., MRFBRELH true, SEERER
HREAS false , BEEREAMBRTCAHBER (EER ), FERA true,

« NotificationConfigurations (array) -i&MH. FHEXHEREES,
« PassThru (boolean) - EMA., MRFBEAR true , SEEEIBNERETN4

g4 -
1. ERREREANRPFNEREE,

$includeGroups = @("Audio and Video Files")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {

param($includeGroups)

Set-FSxFSRMFileScreen -Folder "share\projects" -Description "Updated screen" -

IncludeGroup $includeGroups

}

2. BEREARERFERAPREXLHFTEEA.

$notifications = [System.Collections.ArraylList]e()
$eventNotification = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "File screen violation detected"

}
$null = $notifications.Add($eventNotification)

REMEATREN (HH ), MR
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\projects" -Active: $true -
NotificationConfigurations $Using:notifications -PassThru

}

Remove-FSxFSRMFileScreen
REENERXBREREM.
2% .

« Folder (string) - &4E, ERfPBREREENERRER,
« PassThru (boolean) -i#M, MRFREA true, EEEBRNERETYIH.

gl
1. B EERRBBREREMR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreen -Folder "share\projects" -PassThru

Reset-FSxFSRMFileScreen

EREREAUAFSEESEANRE.

B8 .

« Folder (string)-&4E, S2ESRZEREANER KRB,
- Template (string) - #E., ZEEAMNBEREREEHELER,

g4 -
1. EREREALUFAEREMEBEAFERNRE,
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Reset-FSxFSRMFileScreen -Folder "share\department" -Template "Block Audio Files"

EXEEHELXGT
Get-FSxFSRMFileScreenTemplate
Get-FSxFSRMFileScreenTemplate i P ERERRZAHNM —HZEREREME L.,

Parameters

* Name (array)-iEf. EEINEREAHLBBES, IREREEEHE , dTEEERRK
MENFFEEREEEAEL.

g4
1. A EREESA.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenTemplate

New-FSxFSRMFileScreenTemplate

New-FSxFSRMFileScreenTemplate T EBEUEREHELR , UEREREANTEEFEHE
B, SIASEEEHHENERTE  UREEAEEARFHENERFEEENEN,

Parameters

« Name (string) - #E, EREASBLANEZRE,
- Description (string)-iZH., EREMEAMNRHA,
« IncludeGroup (array)-EMA. EEENHGEREWPLERNERBEASBET,

« Active (boolean)-iEH. MRZREA true, SEUHEEEZNERAPERZREMELR, MRETE
A false, BERVNEERERNEHE AR, FEFRA true,
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« NotificationConfigurations (array)-#H. EfAEELARBEFHENERE , BAMWE
REfES, SEARHFETIIEMY
« ActionType (string) : EETHEMEER, BAUEETIIE :
1. Event : B4 RHIERRENSHBF., ECEEEHK , WX BEETIIEM
« EventType (string) : . BEHHER
« MessageBody (string) : ERAEHRENASFE,
2. Report : EXREFAERSE. ELETHER , UXAEE .
« ReportType (string) : SREMEER, BAUEETS
{8 : DuplicateFiles, FilesByFileGroup, FilesByOwner, FilesByProperty, LargeF
LeastRecentlyAccessed=} QuotaUsage

g4
1. B ERBANEREEEL,

$notifications = [System.Collections.ArraylList]@()
$eventNotif = @{

ActionType = "Event"

EventType = "Warning"

MessageBody = "Blocked file detected"

}
$null = $notifications.Add($eventNotif)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
New-FSxFSRMFileScreenTemplate -Name "Block Executables" -Description
"Blocks executable files" -IncludeGroup "Executable Files" -Active: $true -
NotificationConfigurations $Using:notifications

}

Remove-FSxFSRMFileScreenTemplate

Remove-FSxFSRMFileScreenTemplate T ERERIAABR A2 AR REAMELR. ELBR
BAR  RREAEINEREARSETE,

Parameters

- Name (array) - 4E, EBRNERSEEAREBRES],
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« PassThru (boolean) -i#R., MREBEA true, EELBRNEREMERY 4,

g4
1. BRE—EREESA.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenTemplate -Name "Block Executables" -PassThru

Set-FSxFSRMFileScreenTemplate

Set-FSxFSRMFileScreenTemplate T B AR EERETHEANEBY., BEMHERFERBK
EABIMNEREM,

Parameters

« Name (array) - 4E, ESUNEREMELRZBES],
« Description (string) -i#H. EARKFHEIR,
* IncludeGroup (array)-EA. fINWERFEEHERES K EHREFNHIERPLER,

« Active (boolean) -iEM., MRERES true , BREAREAEATER (HE ), MEREA
false , FEASEI AR EABIEN (BER ), FEFERA true,

« NotificationConfigurations (array) -i&MH. FHEHHEREMES,

- UpdateDerived (boolean) -iEM, MEFA true, EFEHMRUEARBRINFMERERERER ,
ERELEREERBEEMENR.

 UpdateDerivedMatching (boolean) -i#MH. MREA true , Bl AEEFHM UL ETAREE I B 4
RIEWWIEREM,

« PassThru (boolean) -i#M., MRFREA true, BEEENBEBNEREMEARY 4.
&5l
1. ERAFNERBEETEREME LR,

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $includeGroups -ScriptBlock {
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param($includeGroups)
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -IncludeGroup
$includeGroups

}
2. BEREABAEF/EATER  AEFAMBITENERER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMFileScreenTemplate -Name "Block Executables" -Active: $true -
UpdateDerived

}

EREESINGS
New-FSxFSRMFileScreenException

New-FSxFSRMFileScreenException T T BEIEBREHEHIARR , BEEETAREASEREER
REHMEFERRNEREGERA, EAREMNNRRERKRPEIFERERER  IFEMERKE
RRPHEREEMEHE,

Parameters

« Folder (string) - #E, EAERKEEAINMRNHNER KRB, ISR 58 B R Lt E R R & HAR
BETERK,

« Description (string) - EMA. BREBEHIAMRTAERA,

« IncludeGroup (array) -iEM., ERFESBET K BEEERTERXRENAREANTAHEERS
EAFTHPLEAE 2R,

g4
1. SHE B EERRNERFAZUEREEGI SRR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreenException -Folder "share\department" -IncludeGroup "Text
Files"

}

2. ERZEERFAELEREEAIIRT.
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$includeGroups = @("Audio and Video Files", "Documents")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
New-FSxFSRMFileScreenException -Folder "share\projects" -Description "Allow media
files in project folder" -IncludeGroup $includeGroups

}

Get-FSxFSRMFileScreenException

Get-FSxFSRMFileScreenException B ERERAKEN - NS EEREBEAISRIR.

Parameters

* Folder (string)-#EA. ERFTPHEIREREEFINRINERRERE, MREREEER KK
&, w T EELERRR LNMBEEREEGI IR,

g4

1. HRERRR LNAEEREEAAMRR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException

2. VB EER RN EREREHISNIR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreenException -Folder "share\department"

Remove-FSxFSRMFileScreenException

Remove-FSxFSRMFileScreenException i T EBREENERRBEREREAAINMRT. B
%, ENREEFERREZ I ETHFIARRTER 2 RE R KW EAEREESR PR,

Parameters

* Folder (string) - #E, ERPBREREEHINKANERIREE,
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« PassThru (boolean) -i#M., MREREA true, EEEBRNEREMEHI AT

g4
1. B EERRBREREEAIARIR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMFileScreenException -Folder "share\projects" -PassThru

Set-FSxFSRMFileScreenException
Set-FSxFSRMFileScreenException s T &S SEREMHI RN B,

Parameters

« Folder (string) - #4E, G2EHAZERE@AINM RN ER KK E,

- Description (string) -EH. BREEHISNR T ER,

« IncludeGroup (array) -iEMA, FHERFERBED K ERERIEXENKREANTMAFHE
REMATMLRER,

« PassThru (boolean) - &M, MRREA true , EEEERBHNEREEAINMR T4

g5
1. EFEREEPISNAM R LFFEREE

$includeGroups = @("Audio and Video Files")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $includeGroups -ScriptBlock {
param($includeGroups)
Set-FSxFSRMFileScreenException -Folder "share\projects" -IncludeGroup
$includeGroups -PassThru

}

BRTE

BRIFSVRBERNAR. VEIHMEBENE  BDEPEERBHERGER. 28 TG EERE
R, BEBTENEERR , UARBRTEHBET. BRRERXEINNTEREHBNER , U
BERER,
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BRDENEELN

ERIBEEA=ALSRNERF :
1. ERBM - BUSPEBMER , MEELEERGERNPEERESR | S0 "Data
Sensitivity"= "ContainsPII",

2. BEVRA - RESERA  REBEEENREEDEBHERERIGESR  AINERATE
ARERRUE, fl , BEHERLHRBEFEXMNER(XXX-XX-XXXX) T BB D ER

ContainsPII=Yes,

3. T E - YT BEREFURHEHERYEARA. BUUREE, IEIETRFENTIE,

TETERE , BUUAEAERNBERELERERS. EA EXEEEY  IRSEARERFENE

£

DTHEBEES

PHEEMEEEEETEMREERNPEENEE, SEBMHEEHNEER. BHEE  UKEANA
FHEBE., fla , BELUER OrderedList HEMAREMNENREILE R "Data Sensitivity"#Y
B : Public, Confidential., InternalXl Restricted,

XETIBEER

* OrderedList - $FFBE , HREEARERSY (HlW K, . &), EENIEFHRREHK
RARBREER , FEALERE,

* MultiChoice - RFEBEFENZEE (HlW , BRIRERER "#H M TEEFE Eil) .

« SingleChoice - EAFFEFEFTEN—EE,

» String - RERAERBENE - XFE,

» MultiString - RERLEERBENZEXFE,

- Integer - 8{E,

* YesNo - #K{E (true = false).

« DateTime - BEAFIBEREE,

BUHERTEZEs BRATESEFER, BEUBMERCR , EUNEZERRBUHERENETS E
RARBETL,
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TESA

STEANSEREE  UABSBHERRGER. SERANEE
ERENEBM

- ERRiGZBIHENE

- ERARNNVE (LEERK)

- IR B ENER, ERSMERAMED EHH

\

>
%
5
?BﬂF

5

RESERERHEREXFZEAFRAREANERAR, ERALEHRBERMESNATREEE
R, WP EREH=ZELEERRITNGRA

« ContentString - BEFEDI XN NBNXFFH, IREVESHBIENEFZRHTE  ERANE
A, WMBEAMLRE, Sl , 88 "HR, BFS THR, . THE, N THER,

« ContentStringCaseSensitive - BEEHFP K NENXFFHE, EAEHENESREER , 7
fEFLLRIE, a0, S "SSN" #5/FE "SSN" , ERFFE "ssn" R "Ssn", EFAREFTEEE. E
mABRNAEMEBNET , HP XK NBREE,

- ContentRegularExpression- FARAARENESEN, ELFTELHEHNENR B KN
R, SEEALEE, W, S UERRRREXRER :

« XA 123-45-6789 WHELZEIREE :  \b\d{3}-\d{2}-\d{4}\b

- EEBRATEEIBITHENERFMHEE . \b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-1?
\d{4}\b

- ETEMF U, BERBRHEMERLCER
BUNEE-RAPEESEFRIER , IREZNATHSEMEENE , AEsBER,

ERRDEHRERBERNBELEE RBIEE. ERLES  AERTERNRBEPNVERD EE
7|<o ﬁjyu .

« REEBXHERRTARERNREHEEM
- FRAERBRNRECBEERENRFHAEESR
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WA, B LAERA ReevaluateProperty S8 REFI P EEES BHENERLHTHSRENE
Mo BALUBENT SIAERE -

« Never - EPEREHBHENESR
- Overwrite - EEREFRFINRRENE
- Aggregate - BFEMEHEREE (HRARZEEBMY)

EEEM

EEBMEEAZENRMIFRERN,»EEYE, EUUEHAEEBEREEBN 2P EERREREFNE
Bk, BERSERAUBBIERNERBETRE , BULUERHA Set-FSxFSRMMgmtProperty@eF
BHREEEEMY.

EEDEERK , B FolderUsage_MS B, BRI LIEETIIE :

* User Files

* Group Share

* Application Files

* Backup and Archival

HITHHE

B LBEBR=BFANHTERDE :

1. F8 49 - Start-FSxFSRMClassification R M Bl# 170 8, A EBAMNREFRAISIT X
Mo BEK,

2. iR 9 %8 - Set-FSxFSRMClassification AR E BB 2 B HERE, U ESBARETAERER
BHIToE, FEPEERANECRERH, TEINSERTHASBEERE,

3. ¥#B D - Set-FSxFSRMClassification¥&Bit Continuous 28 EH , UBAZEHTHNESD
B, FEESEFERNECUEREREIIEFTRTABH S E, b ERHup-to-daten & |, B
FREAEZRAEER.

EERBDEE , BALUEE RunDuration RRFBFHITHRERE. MRS EREEENREAR
TR, EEET - RABENHTHERRNECERXFERMBEFLIEE,

SRETHE , BA LI Windows File Explorer FIER LIR—TEE AR , ENEMY , AR EESE
RE|ER , UREERGERNSEBM. KRSIZESETERNAEsEBEREE.
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TEEFEE

AR TS S RERMNZEH S ERF

- Get-FSxFSRMClassification - #2& % 88 B BiAR & (Running., NotRunning, Queued3}
Unknown)

« Stop-FSxFSRMClassification - {E1EHITHH 2 BEATHIN 5 BEH
« Wait-FSxFSRMClassification - EEETHHT , EE7BTHIREBH

ERAELHTRIGHEEMEBNSE, HlM , EAUEFIETHR , BEAIRRSEEZEMNR

BEELRERR , UBRABNEARNERI T,

REESBFEEAREER , A FSRM L EBRANBRHREERAS

« HRNHERELNBRA - BRI ERZERAERRKcH  BERAXRENEREES LHEE
THE  UBRFCMARAUNEREE , YA BEEEZREE.

- REARFEEE - ARESPBEEEAREER , AACEEBIERAS. F£H Namespace 28§
BRARFEFEERR K MAREHEEAERRR,

- BUREFEAERRSE - ERRDESLEABDESRRESZ , IACTEEBIERAS., BEERT
BEBEEANEHET?ER K BEAERNXEBIMIERET D EE.

s EERHEFEESE - ERRBITHHEITHE > E  BEEAENENFERERRK. BRElH
B REMHETEPEEITY E,

« BREEEM RunDuration FE#l - 58 RunDuration 28It D EHITARTHERFKNAE, IR
PHEAERERSATH , IGET —XEENSTHERE.

o BB BEMEL - Get-FSxFSRMClassificationARBESFRAE WA o BEEEREBE
B, REBMTHSETRERTIRAZEEREL  SRXREEEZER,

2. AR

- FRABENRIRIES - £/ BContentReqularExpression , FRTAEE®ZAER |, LU
REFRER. TEEREPHERAUKERN 28 , FRKARRAIRER,
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- BREHESZEEN - BeME6REEZE ContentString=,
ContentRegularExpressionEME—HAl , MARABUNEXNBRIEBHHAA, EAED
FSRM # S EERIENXE.

o HERRTAEMNERIK - A T8 ExcludeNamespace 28 Set-FSxFSRMClassificationZ&HE
BREFE® , URHMAFEESENNE,

3. BHEE

- REENBUERER - EBEURAU AR EN D EEBY. ZEHE. SRANEREEBRMEN
B,

- XHBURER - EFRERHCEESEBENSERAERALTN. ERMREMEES THENSE
TR

4. BHBHE

- EHREIEER - EARERS  URBOERTUEREE , URERETRI EHNBMHE,
- REEEHRD - BERESNEREEERET  FEFIERUURBRFNBERIEEER,

- BRAFEANEBY - BRTBEENBUHEESMNBRA |, LS BHENTEEM,
PEEETT

ol LA EPY{E FSx iEi#% PowerShell in S RYIREEER 94 -

1. BEERST - BEUNEESEBMESR , MEELTUERGERNPEEREE,
2. 7B/ DT - EVNERERBERABRUER RBHEN BB 2 ERA.

3. EEEMS T - EERRMELER LERENEM D HEM.

4. 7 EREFST - BB, FiE, ERNRESEERF.

R 9 % FSx & PowerShell S H B E

@ Note
It B Y PR S 45 B R ER IR B A R R MM Windows Remote PowerShell i 26 E 2

$FSxWindowsRemotePowerShellEndpoint##, BRI EERRANFEMEAEE LN
Amazon FSx X2 &R K EILinE: , S#FEA AWS CLI describe-file-systems@<o

ERIE 177



Amazon FSx for Windows File Server Windows £ & ER

BHERDD

New-FSxFSRMClassificationPropertyDefinition

New-FSxFSRMClassificationPropertyDefinition : B AR EREN I EBUHER. B
MERERIERDERABERGEERNEML,

28 .

- Name (string) - #E, BHEERNER,
- DisplayName (string) - EA. BHEERNETER,
« Description (string) -EM. BHEERMNER,
« Type (string) - #E, 2 EBMHNER, BAUEETIIE :
« OrderedList : ATREEMHEFIBE
« MultiChoice : fEAJREMEFBIEZ@EEE
« SingleChoice : AIRE(EMVE —EEF
- String : E—XFFH
« MultiString : ZEXFFEH
« Integer : B
* YesNo : M{E
- DateTime : HEARIEFREE

« PossibleValueConfigurations (array) - M. OrderedList, MultiChoice 3% SingleChoice
BEHEANERED, SEEREE TIIEMY

« Name (string) : BENER (XE)
- Description (string) : ERHER (F£H)
« Parameters (array) -#MA. AREMHERERN "name=value"BXFHE5,

g4 -
1, B3 Pll BRI BMHEE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type OrderedlList -
PossibleValueConfigurations @(
@{ Name = "Yes" },
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@{ Name = "No" })

2. BN ERBRENEFBEBML,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "DataSensitivity" -Type

OrderedlList -PossibleValueConfigurations @(

@{ Name = "Public" },

@{ Name = "Internal" },

@{ Name = "Confidential" 1},

@{ Name = "Restricted" }

Get-FSxFSRMClassificationPropertyDefinition

Get-FSxFSRMClassificationPropertyDefinition : RN ERRFEHEN—RZ B EBHEE
o

S

- Name (array)-#EM. EHENBUHERERBES, MRERIEECERE , T HEEERRKL
HrTEBHER.

g4 -

1. HEERRFELNME2EBYES.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationPropertyDefinition

Set-FSxFSRMClassificationPropertyDefinition
ERRES EEEESRNEM.
Parameters

- Name (array) - #E, EANBHEERBES,
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DisplayName (string) -iER. BEERNHTERER,
Description (string) - iEMH. BHEZHNHFER,

PossibleValueConfigurations (array) - M. OrderedList, MultiChoice % SingleChoice
BHEFERERES, SEEBREEHE TIIEMY

- Name (string) : ENER (HE)

- Description (string) : ERER (EH)

Parameters (array) -i&HM. "name=value" &N FFEET,

PassThru (boolean) - &M, MIRERES true, EEEENENBEEZTH.

g4 -

1. ERAREBEERN R ER TREREH,

$values = [System.Collections.ArraylList]@()
$null = $values.Add(e{
Name = "High"

Description = "High Risk Content"
1)
$null = $values.Add(e{

Name = "Medium"

Description = "Medium Risk Content"
1)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $values -ScriptBlock {
param($values)
Set-FSxFSRMClassificationPropertyDefinition -Name "RiskLevel" -
PossibleValueConfigurations $Using:values -PassThru

}

Remove-FSxFSRMClassificationPropertyDefinition

RERZEBR-—FSEIEELEER. RAEBRIABERNBIEESR.

Parameters

Name (array) - 4E, EBRHNBUHEBBET,
PassThru (boolean) -i&MH., MREREA true, EEEBRNEBHEEZYH.

BRSE 180



Amazon FSx for Windows File Server Windows £ & ER

g4 -

1. BRE-BMEER,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMClassificationPropertyDefinition -Name "RisklLevel" -PassThru

SERAGS
New-FSxFSRMClassificationRule
BIYBBH2ERA , REEENGREEBHEEREER. SERNSSAE -BHEREE.

Parameters

« Name (string) - #E, ZERAINERE,
« Description (string) -iEM. 7 ERAHER,
* Property (string) - #4E, ERENIEBHEE. YERRENEBEMEERER.
« PropertyValue (string) -iEM. EERE BEWE, XEHEEN S BEEEN.
- Namespace (array) - 4E, EARANRERER KRBT ES,
« Disabled (boolean) -i&H., MRERES true, SLUEFAMREEIHFA,
« ReevaluateProperty (string) - #EMA. EEMAREFTEER. BTUEETIIE
* Never : EFHMEIREREBHENER
* Overwrite : ERRREEW B TR A EREHTME
« Aggregate : ERERBEWHRFEGESR , ENFTMG
« Flags (array) - #MA. EERINBERITR. BAUEETIIE :
* ClearAutomaticallyClassifiedProperty
* ClearManuallyClassifiedProperty
* Deprecated
« ContentRegularExpression (array) -i&H. FEEEATNBRARERET,
« ContentString (array) - iEfA. EERXRRBZHESNTES KNEFRMET,
« ClassificationMechanism (string) - &, AR EERNWES, BTUIEETIIE :
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« Content Classifier : BHEREFRIHRAUARERNEINERRE. ELEERE D HEE
&I LAE A ContentString, ContentStringCaseSensitive 2% ContentRegularExpression 2 £ E
HRERSHRE.

- Folder Classifier: RIBERNERNRNESIBEER
« Parameters (array) -#EA. ARHEMEREN "name=value" FHE5],

gl

1. ERAERREXNEAHLERERE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{3}-\d{2}-\d{z4}\b"

}

2. EA—REFNEERFRE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Property "ContainsPII" -
PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content Classifier" -
ContentRegularExpression "\b\d{4}[\s-1?\d{4}[\s-1?\d{4}[\s-12\d{4}\b"

}

3. EER 7 FREHBENERNRT 2 ESEESR.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Contracts_Records_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace "share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}

Get-FSxFSRMClassificationRule

RERRFEN—HNZE D ER A,
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Parameters

* Name (array) -iER. EfRN I ERA2BES, NREREEEE , w7 2EEERRKL
RIFFE R A,

gl
1. EERERRFE LNFTE D ER A,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassificationRule

Set-FSxFSRMClassificationRule
SR E D ERBINB M.,
Parameters

« Name (array) - #E, EAN 2 EHRABBMES,

- Description (string) -i#M. RAMNHFER,

« Property (string)-#H. ERENI>EBHEE,

- PropertyValue (string) -iEH. EERE BHENHE,

- Namespace (array) - ER. EARNMBEHERRER[ES],

« Disabled (boolean) -iEMA, MRFZESL true, EEARE, WRIBES false , Bl ERAR
A,

« ReevaluateProperty (string) - iEM. EEEHTHERNEE., EATUEETIE !
* Never : EFMEREREBHENESR
« Overwrite : EEREEV BT REERENMTML
« Aggregate : ERERBEWHRFEGEESR , EMNFTMG
* Flags (array) - ER. RANFEERTHA. BULEETIIE :
* ClearAutomaticallyClassifiedProperty
* ClearManuallyClassifiedProperty
* Deprecated
« ContentRegularExpression (array) -iZf. FHHHAREXMES,
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ContentString (array) - Ef. TEZXKNENHESFHMES,
ContentStringCaseSensitive (array) -i&H. BED K NENFIESFHES,
ClassificationMechanism (string) - EMA. EfANHTIEEE, ST UEETIE :

« Content Classifier : REREFREIRAUAREXNEANERAD. ELEEREDEEN
&R LA A ContentString, ContentStringCaseSensitive 2 ContentRegularExpression 282k E
HRERSBNRE.

« Folder Classifier : RIBERNERRNUESEER

Parameters (array)-iEM. #H"name=value"HREFHET,

PassThru (boolean) - M, MRFZEA true , BEESIBH R4,

g4 :

1. EMRAEIERNRRBEN SR Z2E,

$namespaces = @("share\finance", "share\accounting")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ArgumentList $namespaces -ScriptBlock {

param($namespaces)

Set-FSxFSRMClassificationRule -Name "Detect_CreditCard" -Description "Updated PII
detection" -Namespace $Using:namespaces -ReevaluateProperty "Overwrite"

Remove-FSxFSRMClassificationRule

?ﬁlz

BHERRRBR-—ISEIERAL

Parameters

« Name (array) - #E, EBRN 2 EHRAZEET,

PassThru (boolean) -i#M, MRRES true , SEL BRIV B,

g4 -

1.

BRE—2 8RR,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName

FSxRemoteAdmin -ScriptBlock {
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Remove-FSxFSRMClassificationRule -Name "Find Confidential Files" -PassThru

EEEtGT

Get-FSxFSRMMgmtProperty

REENENRENEEE L, EEBNREAZENRMIEERN S BBM.
Parameters

« Namespace (string) -&H. ERRHEKE,
« Name (string)-#EH, EMBNEEBMHERE, IREREEERE , 0T SHIFEEEEMT.

« Recurse (boolean) -iEM, MRFZEA true, SHEGEEHEAFMEERXNEEEBY, FE
WREEZE,

« Effective (boolean) -iEH. MRZEA true, SHNEEEERB 2R IERRNEES
%, BESEEREENDHEEERERKEE, EZE Name 28,

g4 -

1. MIERRFKELNFEEEB N,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty

2. BB EERRNEZBM.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMMgmtProperty -Namespace "share\department"

Remove-FSxFSRMMgmtProperty
REENERRBREZRM.
Parameters

« Namespace (string) -i#H. ERRHEE,
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- Name (string) - #E, EBRNEEBMHERE,

« Recurse (boolean) -iEM, MRFZEA true, SERTRBEEAFMEERXNEEBY, FE

THEEESE,
il -

1. BREEBMENAENITER.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS"

2. B EERRBREZBM.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Remove-FSxFSRMMgmtProperty -Name "FolderUsage_MS" -Namespace "share\department"

Set-FSxFSRMMgmtProperty

BFEETETANEERME. EEBMREAZERRN 2 EBY , BRRELEEE,
Parameters

« Namespace (string) -i#H. ERREE,

« Name (string) - #E, ESUNEEBMLER., YEARERAZERKXNEG I EBMY,
« Value (string) - &, BEEREEEBENNE,

il -

1. REERKRAERM,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Set-FSxFSRMMgmtProperty -Namespace '"share\department" -Name "FolderUsage_MS" -Value

"User Files"
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}

PEEFTD
Get-FSxFSRMClassification
HERBTPER>EEFNMRE, MEAURTIHEHA—EE :

* Unknown : ¥ Ef o BARAE

« NotRunning : BEIRBEEHITHN D
* Queued : DEHATFILRE

« Running : 7B AT EEHITH

Parameters

4o

PARYY

&l :
1. FREX B 318 20 FAR BE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

Start-FSxFSRMClassification
BBERSERER  SoBRNERERRIEE S ERE.
Parameters

« Queue (boolean) -EH., MRFREA true, BB TEKHIEE(TS , MEEETRN 5 piE
AT, FELHABBEA TN EAEREE —EE1T,. MRFREA false WAKRIEE , 2 LENFE
o

* RunDuration (number) -#H., BEEPEEFEEHZEHTZA NG, ERE: -1 5
2147483, $S0K(E :

« -1: #1T EEIHUE
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« 0 : #IT UEK
- MRKREE, YT EEERK.

gl
1. B2 E , RERRERE,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification -RunDuration @

Stop-FSxFSRMClassification
FLEERRKE LEARTPHREBATIN D EER,
Parameters

4o

PARYY

g4 -
1. FLEHITHN D E,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMClassification

Wait-FSxFSRMClassification

3
m

FHERIEREFTH. BERFBITHORR 7 BXABBER , SINRBIBERELERSK
RS,

Parameters

e Timeout (number) -EM, BEETEERNESHE K UV AEN, NIERFESETH 2B
B, AlteEn  EBsESESSPEENT. BWE : -1 3 2147483, 5%IE :
e -1 MEHEFSIETHK (AKX
- 0: REBRMELTENER K EEESF
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g4 -
ERPEEETK.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMClassification

Set-FSxFSRMClassification
ERIER D BEWERERE,
Parameters

« ExcludeNamespace (array) -iEM. ERSEPHRNEMER KET],

« ScheduleConfigurations (hashtable)-i#A. @2 EF T BMHNHIRARBHIEE
- Time (datetime) : IEEMEHMITERE DateTime Wk ( XE)
« RunDuration (number) : B{TEBNEE (EH)
« Weekly (array) : T/EHMES| (iEA)

Monthly (array) : B HIMES & —XER -1 (FA)

« Continuous (boolean)-EHMA., MIRER true, SRAEEET=TE.

e PassThru (boolean) -i#H. MREFREA true , EEEEINBHN 2 BHEEWH,

gl
1. BMAEE D &

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

2. REBBHERNITDE.

$schedule = @{
Time = ("12:00am")
Weekly = @('Monday', 'Wednesday', 'Friday')
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {

param($schedule)

Set-FSxFSRMClassification -ScheduleConfigurations $schedule

3. REEFHFTHRIRBMNEAHRE.

$schedule = @{
Time = ("12:00am")
Monthly = @(1, 15, -1) # 1st, 15th, and last day
RunDuration = 4

}
$excludeNamespaces = @("share\folder /s")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $excludeNamespaces) -ScriptBlock {
param($schedule, $excludeNamespaces)
Set-FSxFSRMClassification -ScheduleConfigurations $schedule -ExcludeNamespace
$excludeNamespaces

}

EFHRS

REBREGRUEEERRBAENFESN , BBETHERENEASLN, BRI THEIMBRNER , UK
EREREERERNERAM. BUlELZEERENES  UoMERMEE. EREE, E8ER.
REER, EXHENLERE.

HEEE

AT THREER .

* DuplicateFiles

BRIBERAPAMELR , S EEHEATHESR, FALBRERSKEATLENREFZENG
BER, RESKEENERSEE—E YRR EBRKREEEARERNEZHE,
* FilesByFileGroup

HERHEREERSER2E , YETESEERFENRFEAE. ERALHRERT BBLRRN
BR (XH. BB, THTES ) SRARZHNREEEZME.
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* FilesByOwner

KBEEESEAER YR ASEEAEIFECHANREREE, CALBERIANEARSRES
BNERE , Y EEAEERFEXNANELE.

 FilesByProperty
KEHESEER  THETEEBMEENERABANMTREA, CALBREEBEERN S EETS
o, FlnERBREE, HBMSRER, EHREFEER 2BERSER A,

e FileScreenAuditFiles

SIHEREEARFFEATEREENECERNEREGEZER. EALREREREREZERN

RN TRICEEAREFACREEREENERE.
* FoldersByProperty

HERBHERERRSE  YRETEEBHENREFEAR, FRALBRERENKAR TRHTRE
RE  fInERAEER, BFEXASERAENESR.

* LargeFiles

FIHBBEEXDRENER, EALBERENEAXERFZANESR , EEERTRRHE.
B S M BRAV RSB IR B -

* LeastRecentlyAccessed

SIHAEEERMARTFIRNER, ERALKREREE TUAREFIBEERERERENFERATER,

* MostRecentlyAccessed

JIHERERBAFRIESR,

* QuotaUsage
BRORERBACERRNAEAERTER, ERAKBRERERRBSHME , WA EHL AR
HERRK,

HwEE

BU U EESBEANRE , LFESTRNERRS :

« DHTML - B8 HTML XX , EBHEFMEHRE BB IhEE,
« HTML - BEHEREXEFHEMNTE HTML B,
« XML - ARERRTEENEBLERER,
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- CSV- AREAREXREAERINEZR 2 BEKK,
- Text - AABERRBIEENHFHEN,

BANRE-REEESEER.

BEEBXMERE®RS

BAR T MER RN R RS

1. EBRHE - BURINNT , BENT R EAEDNBELETHEERES MRUEDE. B

BRABMEREHE  BEAERUREN, FEITE —HEBARS , CLAEATEANEBEY
MBS

2. FRHRE - RE[RENHEEDHT. CRAHERSETENERNERAERS. B
EHREERERESERETALT. HIERSATMERUAESEHER , BuAAFEA Start-
FSxFSRMStorageReportin TREF#IT , MBEFZFFHRERME,

PATHRS
BUHSREHRE2® , BUNEBSEAXBTERS -

- BEET - RS SERENHERE BET,
« FEHIT - Start-FSxFSRMStorageReport AR BEEHAITHRERE , MEEESHREER,

BT LME R EESIRRE 1T , Get-FSxFSRMStorageReport AR & AR &E,

FHFEEHRS

FSRM ELXRBEFHRER , HEERERFIERAENERNE. BEFNELRE , LEERSGE
RRBMNEE DS HH,

R SRS
1. ERATIREERRFERE DS H£A :

\\file-system-dns-name\D$

Hlgn -
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\\amznfsxaallbb22.corp.example.com\D$

2. BEZ StorageReports EXI R, HLERKDSHMBMEERNHTHAREENFERK,

(® Note
FHEE DS HAEFREEEERAENR.

REHREREER
EBEELKRERR , UBRABRRAFHRNREFRE
MAEE R

BEBREELEFTEREER , A FSRM L ERHEREESR.

- RREIEREEE - £/ Namespace SEBBRERFIEHEERKR , MTAERHEEERRK. BHEX
NEHKEBEEREER , TEFSERNRTET Ko

- EEIEFEEERE - T EXFTHHEBTHERRS , UBHBENFERERE, BRERLH
B H M EAEPERTRS,

- REAENRE - FARESHSHRERHRE B TIRENER, W0, # LargeFileMinimumi%
EATEBINESHAENERNE , MRS ERER 1MB WER,

 {£/A RunDuration PR#l - 32 RunDuration S8 UM ELHREFITARAEFZERKNE, WRHFE
REFERFIATR , ISET —XEENBTHEEE

- EEPR¥RE AL - Get-FSxFSRMStorageReport AR B ERETRATEN KL, MRAREHEFTEAR
R, BEEE D BERRDHITEE,

i

c EAMBEEE - REGSEOESUEEE  HHCHINOARANTHD | i THEALE
%-MBAT, A TSARMEE - FARL .

. BOHEMSH - AERNSEEMELSEREELN | BEASBReportTypeBRIE—HE
TS ERINHE, EEARE , BB FSRM REERHE SEH K,

- MEREXEGE - EFRAEREASBRETINFEEREENERE, flW, oM ARBEERE , B8
SERER, BENEERNHFERELNERNRS , LNE-D THREFRBEARS,
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« MAZEBEY - EAFilesByPropertyHERBERNIERDTER. ETREEFTEENE
R

- ENRREHRE - FERERERGERUNWERETEERNEF, KERFELEAECMARMERTE
HRRESHEE,

- HEERS - BEEReBEREARRLEAREEZE. ABRETEREUREEE , IMBKRIHEFES
BEENERS.

- BFRERAERE - EVEHABELARKSHERE , YERVHERAcBRREMNEERBNGE
R

REHREEEDT

A LAIFERWE FSx iEi% PowerShell i S RIIRERREF RS :

1. BEERDT - B, BN, BRANBRAFHREEE , UEEEIMBLEER, WMEHTEHRS
R EEENER,

2. MEHTHS - KB, Fl. ERVNSHELARERE. CASLDTAREHTHRS , NEER
BT A .

S L

Storage Report FSx & PowerShell a5 5 HEE

@ Note

L EHE AT E E A ERER R EEAERRAMN Windows Remote PowerShell i 2 7E 2
$FSxWindowsRemotePowerShellEndpoint##, BRI EERRANWFEMEAEE LN
Amazon FSx =& R EILixE , EA AWS CLI describe-file-systems@o

HERDT
New-FSxFSRMStorageReport
New-FSxFSRMStorageReport : B #FHE , 7 MEENBHUELE - ZEREH/E,

28 .
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- Name (string) - #E, BEREHNER,
« Namespace (array) - 4E, EFMNBERRERRERES, BUUEESERINER .
- ERELDE, Bl , [FolderUsage_MS="User Files"]
« ReportType (array) - #E, EELNREFRMES], BT UEETIE !
« DuplicateFiles : RBERZRXPMARTBNEENESR
« FilesByFileGroup : KiEREFHER B ERBERDE
« FilesByOwner : kBB E D HEER
« FilesByProperty : Ik BB ERSE
« FileScreenAuditFiles : 7| HHiERENHEER
« FoldersByProperty : IREEBM 2 HER K
« LargeFiles : J|HBBIEEXDRENER
 LeastRecentlyAccessed : FIHHIARFRHNER
« MostRecentlyAccessed : J|HBIEFEHER
« QuotaUsage : BB ERITER
« ReportFormat (array) - #EM. WHEXNMEY, BALEETIIE :
« DHTML : B)&& HTML &=
* HTML : ##R HTML &=
« XML : XML =X
« CSV:EMRSRERR
« Text : X FHER
« Interactive (boolean) -iEHM. MRFREA true, BEELEBRNRE, EBHXNBEREEEY
B,
« ScheduleConfigurations (hashtable) - RIFFEAEHN K FRIAKE, SEEETIE
MR HERRIARER S
« Time (datetime) : IEEMEFHITEIH DateTime Wk ( HE)
« RunDuration (number) : STIEIEHIEEE (2H )
« Weekly (array) : T/EHMES| (iEH)
« Monthly (array) : BoHMES , -1ARSZERE—X (EAR)

195



Amazon FSx for Windows File Server Windows £ & ER

FileScreenAuditDaysSince (number) -i#M. & ¥f FileScreenAuditFiles ke , EEEEE
BEREBEHNXRE,

FileScreenAuditUser (array) -i#F. & ¥f FileScreenAuditFiles 3% , IEE BT EHEHREH
WERERFMES, REEELFEAENERGRERISEEEA,

FileGroupIncluded (array) -i&H. & ¥ FilesByFileGroup 3% , s E BB SN EREHE,

FileOwnerFilePattern (string) -i#MA. &¥ FilesByOwner % , EEEMHEZERNER
B,

PropertyName (string) -i#F. &% FilesByProperty 3% , IEE D EKIBEN D EB M.

FolderPropertyName (string) -i&f. ¥ FoldersByProperty 3% , I8 EED AN ER KB
,

PropertyFilePattern (string) -i#H. & ¥ FilesByProperty fl FoldersByProperty , I EZE
EERERNEREN,

LargeFileMinimum (number) -i#M. ¥ LargeFiles 3% , EEUA N THABEMNNZRNMER
Ko

LargeFilePattern (string) -i#M. ¥ LargeFiles % , EEEMHBRERNEREL,

LeastAccessedMinimum (number) - &M, &¥ LeastRecentlyAccessed % |, I8EH LXE
EUARBI KRBT R

LeastAccessedFilePattern (string) -i#M. & ¥f LeastRecentlyAccessed ke , IEEEE
BRERNVERER,

MostAccessedMaximum (number) -i#M, &¥f MostRecentlyAccessed % |, #8E B LIXFE
PASRE KRB L FR,

MostAccessedFilePattern (string) - EM. ¥ M MostRecentlyAccessed & , IEEEEH
BERNERER,

QuotaMinimumUsage (number) -iEMH., ¥H QuotaUsage e , EEET N RIKEEAER
oL,

gl

1. BN B AXREERREE,

$schedule = @{

Time = ("3:00 AM")
Monthly = @(1) # Run on first day
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}

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files" -Namespace '"share
\data" -ReportType "LargeFiles" -LargeFileMinimum 1@@MB -ReportFormat "HTML" -
ScheduleConfigurations $schedule

}
2. BV ERAZAGAZANKANSREERERES.

$schedule = @{
Time = ("12:00 AM")
Weekly = @('Sunday')
RunDuration = 4

$namespaces = @("share\docs", "[FolderUsage_MS=User Files]")
$reportFormats = @("HTML", "CSV")
Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $namespaces, $reportFormats) -ScriptBlock {
param($schedule, $namespaces, $reportFormats)
New-FSxFSRMStorageReport -Name "Weekly Duplicates" -Namespace $namespaces -
ReportType "DuplicateFiles" -ReportFormat $reportFormats -ScheduleConfigurations
$schedule
}

3. BNV EIFITHWEBNHE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMStorageReport -Name "Find large files" -Namespace "share" -Interactive
$true -ReportType "QuotaUsage"
}

Get-FSxFSRMStorageReport

Get-FSxFSRMStorageReport : RREMNERRAKHEN — S S BREEFRE. ERHEHEEBNARENFEHE
E#o

S
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* Name (array) -iER. EDNNBERBES, NREREEER o 2BQERKK LA
BREFHRS

gl
1. HERERRR LNFERERS,

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMStorageReport

Remove-FSxFSRMStorageReport

Remove-FSxFSRMStorageReport : BN ERRRBR—ZBREERS. CELZBRENEES
TH|SE,

2 .

- Name (array) - HE, EBRHHKREEBES,
« PassThru (boolean) -i&MR. MREREA true, SELBEROKEWH-

g4 -
1. BRE—FEERS.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Remove-FSxFSRMStorageReport -Name "Monthly Report" -PassThru

Set-FSxFSRMStorageReport
Parameters

« Name (array) - HE, ERHNHREBRET],
+ Namespace (array)-iEf. ESMHNBREHERRER @], BAUEESERINER
- ERIKDE, B, [FolderUsage_MS="User Files"]
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- ReportType (array) -iEH. EEEXNREHEHMES|, BALUIEETIE -
« DuplicateFiles : REBERXPMNARBNEENER
« FilesByFileGroup : IkiERBFERNEER D HEER
« FilesByOwner : {kBEEE D HER
« FilesByProperty : Ik BB ERSE
« FileScreenAuditFiles : 7| HHiEREHEER
« FoldersByProperty : IKEEBM 2 HE R K
« LargeFiles : 3|HiEBIEE X/ NERENESR
« LeastRecentlyAccessed : FIHHIEREFRNER
« MostRecentlyAccessed : FIHRIEFEMNER
- QuotaUsage : BB ERITEHR
« ReportFormat (array) - #EM., WEHEXNMES, BALEETHIE :
* DHTML : Ej5& HTML 13X
* HTML : 8% HTML #&3X
« XML : XML #&=
- CSV i EHomERN
« Text : X FHER

« ScheduleConfigurations (hashtable) - RIFFEAEHN K FRIALE, SEEETIE
MR HERRIARER EE

- Time (datetime) : IEEMEFHITEIKE DateTime Wk ( HE )
¢ RunDuration (number) : BITEBNEE (EH)
« Weekly (array) : T/EBMES (iEH)
« Monthly (array) : AHES , -1ARKER—X (ER)
« PassThru (boolean) -i&M. MREBEA true , EEEERREWH-

BERESH

I
i
X8
@
INp

« FileScreenAuditDaysSince (number) -EM. #¥f FileScreenAuditFiles
BERSBHNXE.
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FileGroupIncluded (array) -i&H. &% FilesByFileGroup 3% , IEE BTSN EREHE,
FileOwnerFilePattern (string) -i#M. &¥ FilesByOwner #i% , EEEGERERNER
B

PropertyName (string) -i#H. & ¥ FilesByProperty 3% |, I8E S HEKBHN D BB,

FolderPropertyName (string) -i#M. ¥ FoldersByProperty k% , s EED HNERRE
i 8

PropertyFilePattern (string) -#H. & ¥ FilesByProperty f FoldersByProperty , I EZE
EEERNEREN,

LargeFileMinimum (number) -i#M. ¥ LargeFiles 3% , EEUAN THABEMNNRKRNMER
Ko

LargeFilePattern (string) -i#M. ¥ LargeFiles % , EEEMHBRERNERES,

LeastAccessedMinimum (number) - &M, &¥f LeastRecentlyAccessed s , IEE B LXF
AR RE TR,

LeastAccessedFilePattern (string) -i#H. & ¥ LeastRecentlyAccessed k% , EEEER
BERNEREN,

MostAccessedMaximum (number) -iEM, & ¥ MostRecentlyAccessed % |, #8E BH LIXFE
PASREY K8 L PR,

MostAccessedFilePattern (string) - EM. ¥R MostRecentlyAccessed ity , IEEEE
BERNEREL,

QuotaMinimumUsage (number) -, ¥R QuotaUsage He , EEETENREREAES
k.

g4 -

1. ENBEBHRENFREMERK,

$schedule = @{
Time = ("3:00 AM")
Monthly = @(1)
}
$reportFormats = @("HTML", "CSV")

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList @($schedule, $reportFormats) -ScriptBlock {
param($schedule, $reportFormats)
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Set-FSxFSRMStorageReport -Name "Monthly Report" -ScheduleConfigurations $schedule -
ReportFormat $reportFormats -PassThru

}

REMITHRS
Start-FSxFSRMStorageReport

Parameters

- Name (array) - #E, ERBHNHREEBMES,

* Queue (boolean) -EH., MRKRES true , SEJEFIBEITY , UEEET RN 5 DEARH
1T. FELHBBEAFIINE RS EE —EH1T. MREREA false WARIEE , AIIREL AR,

« RunDuration (number) -iEA, EBEREEBUCEZBIEATSONE, BRE: -1 3
2147483, 450KME :

© 0 : BT BATEA
- -1: 84T EFIEUH

MRREE , EYT ERE/K,

g4

1. VBB R TS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Report"

2. ERFEFERFSREFRSHEATS.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Quarterly Report" -Queue: $true -RunDuration 4
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Stop-FSxFSRMStorageReport

Parameters

« Name (array) - #E, EFLHNBREEBES,

g1l -
1. FLEE—FFHRS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Stop-FSxFSRMStorageReport -Name "Monthly Report"

Wait-FSxFSRMStorageReport

Parameters

- Name (array) - #E, BEZEFHNHREABMES,

« Timeout (number) -#A, EEREZRNESRE , UV AEN., IRBRBERSZERZEIB
H woEEE A EREELSETSPEREYT. BNE : -1 B 2147483, HHE :
- -1 ERMEFEIRERTK ( FEER
- 0: MEEHWARELVEER K BEESF

gl
1. BERPEFRERE K.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Wait-FSxFSRMStorageReport -Name "Monthly Report"

EREEEH

Amazon FSx for Windows File Server 7% FSRM EREEIHE., T8 , B UREERERRERE
HRIFEVERN A Fini#esF A R4 PowerShell i , RERE RWFERRS |, HlnERHEZEMREZH
8
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Flgn | BT EA FIRER L EH PowerShell 856K :

- BEEEHIA LLAENEEBHRBTEER

- MBREBRGHH 2 ERER

- BB EBUSERERIHERETE

BATLAE Get-FsrmClassificationm S EIEREM , WARBEFIE £,

ZEZR/A P PowerShell 55 H57FE FSRM 2 EB M S Hitt FSRM REER |, AP RSt MV ER
# FSRM.

FSRM %7

FSRM RERMKERMNARE , TREBFTTALBEEE, EAELRENRESH FSRM M1A7E
BERRRTEF , TREFRRE , MELCEUNREREFRSVNERGES IR,

AREE A
FSRM REZ A =1E% A :
EREEREX

EFAEEAREFERATEREANENERK  EREEEKLH, LEFAHRNERERGEBRN
RN URBIRFERARTEARREEREENEREEZHEER.

y

* ReportFileScreenAuditEnable - [EREE#H FSRM R ECHIEREZIER, MRE
A ,FSRM A" SRR EREMER , MAFileScreenAuditFilesBEREEREMER, B
ARALERESEEAERENERERE.

* ReportFileScreenAuditDaysSince - R ERBERENERBENRARFEEER, E4E
JFileScreenAuditFilesHEMAIEEERA M ELIER , FSRM EFEAE, REEENTER
B (Hlm30 X ) ARRBEEEIRRENER K MIAETSBENEEER,

- ReportFileScreenAuditUser - R ERMUECEERREMERREPNEREAEFTE, E
BET R EESEWMEFERAENE R TEILFileScreenAuditFiles$RE R , FSRM A LS
B, mMREAZ  RBRLEHERSTEMEERE, EULMEALRERSEIRSEAAEHERITHN

= =
Ho
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FARR S BRI

FERBERRRTRERHEBELFEFRERAMEANE R MEFTEERES Y, ELEARETHILEHRE
By, WHERBEOSRE 2 BN — 3.

BEHESEANEHBBNERRE
o REMERIRE - ReportLargeFileMinimumiR EFERAR/DER KD ,
dReportLargeFilePatterni%E A A IE RE N ERBIRMG

- BOEHHERRE - ReportLeastAccessedMinimumERE B LR FEUARMTER R EL |
dReportlLeastAccessedFilePatternik ETE k1 RE N BB RM,

- REEHHNERRS - ReportMostAccessedMaximumz&E B LR FEUAREIFERR R E LR |
I ReportMostAccessedFilePatternikETE XA & RE X R KM

- EEBEREWIER - ReportFileOwnerFilePatterniR EFERERE R EHRIRY |
dReportFileOwnerUsersR EETEMNFEAEFRRFE,

« BEDENRERBRE - ReportPropertyNameslREE DV TER D EBM |
dReportPropertyFilePatternik & FE %1 RE N BB IRM,

« RIERBEBREMWIER - ReportFileGroupIncludediREE B EMNEREHEAEREE,

- BiEEFAERE - ReportQuotaMinimumUsagefR EFERMN R/ NEEAET O L.

BURGE , SUMERGEETHEEE S8, UEBSEMELERE. 2OERERBEEEKRE
EERFEM.

5 PR

BERFREZFHNBZLSERFHRETHEREHE LR, SERHAWMEMRER :

1. MEEEE - REIBETNREHETH LBEELEIEABSRAREFRNBEBR. 2MBEEE
BROABRE IREFTERNNTS ReE AR E RFMEE,
2. BREAAMY - FRTERENHEREREAN DT, BERF THRABSEINREBENER.

SEA AR EH RS RER SRS

« ERRF - ReportLimitMaxFile REMEAMEFNIEREE , BERBEE /M,
« Per-report-typePR ) - #1 ReportLimitMaxFileGroup. ReportLimitMaxOwner#l &%
EReportLimitMaxPropertyValue , REI BT EEREHREBTRTINEE. HEEIBHER

=
==N
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- S{EEFEPR% - 20 ReportLimitMaxFilesPerFileGroup,

SRy

ReportLimitMaxFilesPerOwnerfl £ ER
ReportLimitMaxFilesPerPropertyValuefR#HE P BEFHENETERNEREE,

EHTEZRFE  FSRM E2EERZHRFEEARNEAREREKMEBNIRE , YEHREHELE

EFRF,

FSRM RE# T

FEA AR S RERAME RS EHERE, EAELEmIREBEERB/RAEN FSRM 175,
FSRM £%%E FSx i&¥% PowerShell tn = #YEE

@ Note

LEE R FTE EAIERER R EEARERRMAMN Windows Remote PowerShell i 26 7E 2
$FSxWindowsRemotePowerShellEndpoint#8, BN EERRAVFHMEATE LY
Amazon FSx A HKFSLixE , HEMA AWS CLI describe-file-systems@ito

Get-FSxFSRMSetting

FSxFSRMSetting 1§ B’ E

2% .

i3

g4 -

1. #EFR A B A1 FSRM 3R 7E.

K

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

Get-FSxFSRMSetting

}

FSRM & E

205



Amazon FSx for Windows File Server Windows £ & ER

Set-FSxFSRMSetting

Set-FSxFSRMSetting : BXERRM LN L BERARFEREESRTE. EERERAMTFRS
MEH FSRM 17 AR FRRRIE,

B8

BEREMEKRE :

« ReportFileScreenAuditEnable (boolean) -&H, EHERFERKEHERETEE
FSRM & A,

« ReportFileScreenAuditDaysSince (number) -i&F. E4 FileScreenAuditFiles $R&E K |
EHERGEERNERKRE,

* ReportFileScreenAuditUser (array)-i#M. E@ &% FileScreenAuditFiles & P TERR
ERERFEEMS,

TR EERRRE ¢

« ReportFileGroupIncluded (array) -i#H. RIFEFER K ESSERGTPHERFEAEEME
5,

* ReportFileOwnerFilePattern (string) -EA. fEEERETNERARERZRER., B8
RZFT (* # ?)

* ReportFileOwnerUser (array) -iEM. HEEEBRENERNBE\EAERAEAERES,

« ReportLargeFileMinimum (number) - EBA, AEERBENTERFNMERKD , SMLTEA
B {y,

- ReportLargeFilePattern (string) - EMA, AEERBENERERER. XBERAFT (*
M ?)

« ReportLeastAccessedFilePattern (string) -&H. RIEFIERRENERERES,
XEERAFT (M),

« ReportLeastAccessedMinimum (number) -iEfA, EXERRPEFRERBETRNWERRERX
o

« ReportMostAccessedFilePattern (string) -iZf. REFINERBENERERER,
XEBRAFT (M),

« ReportMostAccessedMaximum (number) -i#MA, B LAERAZBEEERFEURNTAER
REER,
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- ReportPropertyFilePattern (string) - EH. BMRENFERERERX, XBERFT (*
M ?2)o

« ReportPropertyName (string) -i#EM. BHRENERBHEERE,
« ReportQuotaMinimumUsage (number) -i#f, BEAERENWENRSKEEEAEG L.

HEPRFIFRE :

- ReportLimitMaxDuplicateGroup (number) -EA, EEERERBEHPOSNERERE
BB E LR,

« ReportLimitMaxFile (number) -iEH. ZESEEMBTFHREPHEREE LR,

« ReportlLimitMaxFileGroup (number) -i&f, EEEERETHNERBEHE LR,

- ReportlLimitMaxFileScreenEvent (number) -, EREAEZBETETENERSER
EHEE LR,

« ReportLimitMaxFilesPerDuplicateGroup (number)-iZf. EEERBRETSEEEEHE
WEREE LR,

« ReportLimitMaxFilesPerFileGroup (number) -iEf, BERFHEBREHESEARRFENER
HE LR,

« ReportLimitMaxFilesPerOwner (number) -i#H. BEAEEERETFESEAREEEEERDPH
BREE LR,

« ReportlLimitMaxFilesPerPropertyValue (number)-i#H. KBERESED , BRHESE
BHENERYE LR,

« ReportLimitMaxOwner (number) -EH., KHEEEREITSERRPIEEEHE LR,

« ReportLimitMaxPropertyValue (number)-#H. KBERSEEEERTINWELEERE L
PR

« ReportLimitMaxQuota (number) -#H. BEAEREFHFECTSHNHREHE LR,

HMERE -
« PassThru (boolean) -i#H., MREKEA true , SEEEHNERED 4,

g1 -
1. £/ 30 KBS SRR EEREREAER,
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportFileScreenAuditDaysSince 30 -PassThru

}

2. REFARABEBERBERE.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMSetting -ReportLargeFileMinimum 1@@MB -ReportlLargeFilePattern "*.iso"
-PassThru

}

SR

ERERERRHK LA FSRM B, AWS FSx for Windows File Server @ E£ B REETENEHA
7, WiSHEXSERENEB M (AWS CloudWatch Logs 5 AWS Kinesis Data Firehose), iE4H
wm\—ITﬁ'J’JEJJ!&‘\E.'?}"'“ FSRM 124E, SREHMEE , URHEBEREETDHNERER,

FSRM HEEHIAR

EREREERHK LA FSRM B, AWS FSx for Windows File Server iE# 4 WS HEIXEHER
ENBE M, #ERETHIEH -

- BERGRESR - EEREERRTHEARSHENSFNERERERNERK
- BRERERA - EEFAREI EASHBADFEN CRERER
- FSRM BRBEH - HEDBEARE. RBERNRERR

7H FSRM H##
1&17H FSRM A S BEURASIERA FSRM BERER B B
CloudWatch Logs

FEREEEAREENAFEE , & CIoudWatch Logs I AF R A, ELEER CloudWatch
Logs Insights # &, EHEM 2 A& , AEE CloudWatch BRRBAEFEEH,
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Kinesis Data Firehose

H#2Ei% 2 Kinesis Data Firehose X ERRHPEREN B # , 140 Amazon S3, AWS Redshift
= AWS OpenSearch Service, RAIAEABEEHN RS ERESHN TENREREEN 2 B,

Y ESY]
AEBERME B File Server Resource Manager {E#&#step-by-step&iffl, B L& FI/RE A EHFE
YE FSRM ThEERFREABNEREEE,

® Note

HWEHEANFEEABRERZCSEAERRMAMN Windows Remote PowerShell i 2 E 2
$FSxWindowsRemotePowerShellEndpoint#8, BN EERRAVFMEATE LY
Amazon FSx =&k EIbkix S , EA AWS CLI describe-file-systems@fo

HEERMR LEREBRMERSR
SEIREMARIBEE , UL EAEE TEFI ER KRS RFEIB 10 GB,
EEREERRNEE :

#3710 GB FRAIMBEMELLE :

—

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMQuota -Folder "share\department" -Size 10GB -Description "1@ GB hard
limit for department folder"

}

2. (ZER) BREFENE 5% RENRMERA :

$thresholds = [System.Collections.ArraylList]e()
$threshold = @{
ThresholdPercentage = 85
Action = @(
e{
ActionType = "Event"
EventType = "Warning"
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MessageBody = "Department folder has reached 85% of quota limit"

$null = $thresholds.Add($threshold)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList ($thresholds) -ScriptBlock {

param($thresholds)

Set-FSxFSRMQuota -Folder "share\department" -ThresholdConfigurations
$Using:thresholds

}
3. WRCEMEHR :

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMQuota -Folder "share\department"

ERERFERIITEERER

WEIFRE A FEATEERMY "Audio and Video Files, #EEREE 6 HEFEAEKIANEHES
BEEHEXHER K,

FEEAERFARRFIEREE .
1. BUAHETANL I ERNERTERS

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMFileScreen -Folder "share\business-documents" -IncludeGroup "Audio and
Video Files" -Description "Block media files in business documents folder"

}
2. (EBA) BEFEXREE , MECAEEARFHHEHNERRNHNEEA
$notifications = [System.Collections.ArraylList]e()

$eventNotification = @{
ActionType = "Event"
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EventType = "Warning"
MessageBody = "User attempted to save blocked media file"

}
$null = $notifications.Add($eventNotification)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentList $notifications -ScriptBlock {
param($notifications)
Set-FSxFSRMFileScreen -Folder "share\business-documents" -
NotificationConfigurations $Using:notifications

}
3. T

o

ERMEREMN :

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMFileScreen -Folder "share\business-documents"

B0 Pl ER

HEHIRPUAEBHERINTEULERLRBOIER  AKEI BRI E/ASIHBER (PI),
HERBIMDE P ER

1. B PIHSEBY

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationPropertyDefinition -Name "ContainsPII" -Type
OrderedList -PossibleValueConfigurations @(
@{ Name = "Yes" 1},
@{ Name = "No" })
}

2. BAUTEBRRBUEAHELLHREE

(@ Note

THRARKEXNGESERE XXX XX-XXXX X FER, HREEAR  FEEFERE
BRNEARE S SEERE %,
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationRule -Name "Detect_SSN" -Property "ContainsPII"
-PropertyValue "Yes" -Namespace "share" -ClassificationMechanism "Content
Classifier" -ContentRegularExpression "\b\d{3}-\d{2}-\d{4}\b"

}

3. HITOE:

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification

4. (ER) REBBIBUEDHDEMESR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Set-FSxFSRMClassification -Continuous $true

5. BEME (1 XRFETK ) :

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification

}
6. DEFEKE , B LIFE Windows File Explorer FIER FIRZ—TEBBEAR | ZHEM , REEE
PERS|ER , URREREERNI>EEYE., LRSIEBEFERERNAEIEBHEREE,

BYRERNFREFBE

LtE G RN ARBERNENRME , KEFHBIEER , ARETLURE A Fis PowerShell 5
TIRREF M ERIE R,

EREVERNREEK
1. BYREHEND HEM
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2

4.

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {

New-FSxFSRMClassificationPropertyDefinition -Name "RetentionPeriod" -Type
String -Description "File retention period"

}
BYTEREHN D EHRA
« BRIREBH T EREXMH 7 FREHY

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Legal_7Year" -Property
"RetentionPeriod" -PropertyValue "7 years" -Namespace '"share/Legal Documents" -
ClassificationMechanism "Folder Classifier"

}
« BERRK Finance T B0 8%H 3 FREH -

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -
ConfigurationName FSxRemoteAdmin -ScriptBlock {
New-FSxFSRMClassificationRule -Name "Finance_3Year" -Property
"RetentionPeriod" -PropertyValue "3 years" -Namespace '"share/Finance" -
ClassificationMechanism "Folder Classifier"

}

BEAUKERABT S EYRESFHE , fln "TREBLF, . EEERLBAN , FEA
ClassificationMechanism "Content Classifier"#l ContentString "Retention
seven years',

PITHBEUAERREEN

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMClassification

(1BR ) REFBEI2BUBB D EHESR

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
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Set-FSxFSRMClassification -Continuous $true

}
5. BEMRE (1 XRTEEMK)

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Get-FSxFSRMClassification
}

6. DEFEKE , B LLFE Windows File Explorer FIER FIZ—TEBE AR | ZHEM , REEE
PHERS|ER , URREREERNI>EEYE., LRSIEBEFERERNAEIEBHEREE.

7. BER2BARBHER , B LAEHAAFE PowerShell G , BEBEER
fRetentionPeriod BHMIFHEHRHFHMERER., fl , EAURHERRR , LK ERD

FEMEARERSBETLER, NFFRER  F2REREELH,

REFERNREERS

RERPMARYMEEANREFERS  ARERBSVRBEFTERSHESR.
REERBE

ttgEflERd gAY LRI AR 200 MB BiE SR,

BEEVARBEERERE

1. BAUHENABEERKRS :

$schedule = @{
Time = "2:00 AM"
Monthly = @(1) # Run on the 1st of each month

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Monthly Large Files Report" -Namespace "share"
-ReportType "LargeFiles" -LargeFileMinimum 200MB -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}
2. (BA) YEABTHRELUNR -
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Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Monthly Large Files Report"

MFEFEREHVER

LEflgRyZBHRE  BREAEERNEER.
ERMARERTEIER

1. MBEEEBRETRIIEER .

$schedule = @{
Time = "3:00 AM"
Weekly = @('Sunday')

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ArgumentlList $schedule -ScriptBlock {
param($schedule)
New-FSxFSRMStorageReport -Name "Weekly Files by Owner Report" -
Namespace "share" -ReportType "FilesByOwner" -ReportFormat "HTML","CSV" -
ScheduleConfigurations $schedule

}
2. (GERA) UEBTHMELUIE

Invoke-Command -ComputerName $FSxWindowsRemotePowerShellEndpoint -ConfigurationName
FSxRemoteAdmin -ScriptBlock {
Start-FSxFSRMStorageReport -Name "Weekly Files by Owner Report"

BB EE DS HAREFNEENRE, NFFAES  FEN FRHEEFRS.

EIE FSx for Windows File Server LI f#7F

ERACNRFACCEMENRETRE, RTEERE  WRRFHERERER (SSD) , BIA SSD
IOPS W B, BANERIERRERNEUERRK <R  REELERURERRENGILIER
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E  UBBEI/EEHMENMEE, THRUNMER EEERAKNHEENFREFHEMEE AWS EE R
& AWS CLI , ARZFBHFEZE T HEREE PowerShell FETEHREIEH Amazon FSx CLl,

FE

- BREFERAIZEL

- EERERE

- EEERRAENREER

- & SSD IOPS

- EREEERMBRRERBEERE

- EERFARE

- BIERIRREERE

- ERRTAESEM

- EpREIR AN FSx for Windows File Server BRZMHNEERE
« BE¥T FSx for Windows R R #KM REFER
- ERRTEEREN

- EFERZHM SSD IOPS

. ESPEMiEEM) SSD IOPS EH

- EEEEERMER

- HEEERMBRETHED

w5 T EE B A BRE 1L
A LAE R FSx for Windows FIR M RF M AL ERBE(LRERE,

fEFEANEE : FSx for Windows File Server IRt mEREFEE : 5% (HDD) MEREERE (SSD) , |
BERENRA/MEE , MFEITHEERER, HDD REBEARSEIEES , BEXE%. FRE
MEBFLA , URABEERM. SSD REBEAZREVNENZZZEELENTFERMEFT , 2
RENE, EREBEITFASNERIMERER. UERFEENERRENENFREN , F2H

FSx for Windows File Server 3{&E.

ERERMER - RAEREREERREEN  ESHNENFREERE, Sl , FHEERAZTUER
MHEERNZERA K AZEEREFR. ERRABRAZTTULSHSREEIRERIS TSN &M
B, BAULUAERRRFAMERERMERINGE , IREERREERN. RHE , ERERMKRSERE
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REENENEERS —R , BBRLIERTHEN. IFTEEENMBRNFRER , ARNFAH
Amazon FSx B RRMERRR , F2H LA EEER MR FFERT A,

EEHEEE

B ABEEREEREE |, 180 FSx for Windows ERRRNHREFERE. BOLUEA Amazon FSx £
2A. Amazon FSx APl 8 AWS Command Line Interface () R {TULIREAWS CLI, REIEMFHEER
ERFEERNERTETHRAKREELNFETEIE. T Amazon FSx MAIRERFTAREEM , X
REMRFEMBRNVEE, SRESNEZRRRNRTEE  EELIALRFRE.

® Note

BIEEIEIN 2010 F 6 A 23 AR BU 2 RRRFENRBERE , BN 2019F 6 A 23 H
CHRBIZERRFEZHEOERNERRRK,

E 8180 Amazon FSx BRRFENREERER , Amazon FSx SEREZ AN ERRAIE —E%F

B, BRAMEER. A%, Amazon FSx BEERRTRFRENER , LMEANFNEERRERRE
BIFHE, BERECTEFELE/ ORISRV ER , BB AREFEERENEMESR , §TEEEN
RENEZEMTHY. ThHHRELCHE , FRASERRS , IANERTURERTSETERIRKEBR
wP, SEMBEREUEERE , LR Amazon FSx Bl E R FERE E B IR st A I R iEH P EE
MER, TERTUEETBOSEFOBLEEHP 2R , ROAESEREHANEERER. EF
NWREFAETAKE  BREXIHRTFEIENER,

TE®R Amazon FSx A MERRFN B EFRERAEANLEEZEDER,
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Step 1: Storage capacity
increase request to 800 GiB. Step 2: Amazon FSx adds the new, larger disks.

Fg’:cn 3 B

TIOIorT

[ . ‘ — —
—— — —— N— —_——— S—
— — =1 —— S—
S— S— — e
e e — e
200 GiB 200 GiB 800 GiB
Storage volumes Storage volumes
Step 3: Amazon FSx migrates data to larger disks. Step 4: Amazon FSx removes smaller disks.

IIIII c AL
FSxa - FSa E

|||||

TTnTT

LLLLL

‘ | |
Ly — — Dol S — 5 — ——
S— — e === —— =
————] — — == ===
200 GiB 800 GiB 800 GiB
Storage volumes Storage volumes

O LAE Amazon FSx £#24A. CLI = API , FERF B FE&IE({L. SSD EEFEAEE ML SSD
IOPS B EE., WHFMEN , F2RERFEEAEE N,

BINERRARNEERERA

LTRENREFRENFEEERN —LEREH .

- EREM - CRARBNERRENFEFTEE , LEIRIREFRE,
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- BB - BEENNRERELAELAERRRENRATEEMN 10% , ZRARFES 65, 536
GiB,

- BEREERE - FERINIRTRE  EERRENBREHEIERENLAS 16 MBps. EREART
RECTRRBEERENERF.

- WINCENEE - ERERHFR-XEMNER 6 MERRFRECEFTRZE , LEEE—SENE
RABNRERE  URNEARREAE, MEREILURFELEIRIBRIETN. AT E AR
RERREFRECTENRRE  EREERNREERECIEIERZRNGEIERE (TERE
RETHERBBZIERE )  YEERRAKLNRESOHENREFETE.

(® Note
REERRARSHATRGERMUE /0 HEER FlW
RERERRNSECRRTESHEMUREZE  YTREHNEES, WEFHAEA ,
BREMALEE RS,

3

HEMFEINETFRE

EAARERETERENERRFENRTEE. £ FreeStorageCapacity CloudWatch E1ER
ERERIRLUTANTAREE. BUUERIEE F2E T Amazon CloudWatch B7R , W EEREFE
MERFKIEN, WRFMAENRA , F2HEEA Amazon CloudWatch B2,

EMEZRCERERRRARLERED 20% WTAREFRE, FAMARERETRESEHNEELESR
HZE |, WAIRERERT -

ENAMEREARALEENEERER , R BHENERRANREERE. FH AWSHENE
£] CloudFormation S A RIFBEE B EBLB RS RFAENMAE TH. NEFMEENR , F2EFEEMN
RERE,

REFRERMNERRENEE

E Amazon FSx BN FRETARRNERUTRERE(LEFE , ASBITHEEFSX I KW
MEEE, T8 , EA HDD REFHENERRMK  URSRARERKRERE, S I/O HEFARED
HERCERENTHAAEH  TRSTREEYE. EEERRT  BMNERELBNERRENEIX
BERE A AERBHENIREFERE, HRELFENITHAE  RMALERBECEERRREHEIK , £
ENESFRZIERE, EURGRERMMRKENEZE  UAERRAEXIMESRR, WEFME
B, FBREERIIERE,
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EEERRENHFERER

B LAMER AWS EEEEA M SERRARBEEHEEL HDD F A SSD AWS CLI, EfKFEERER
BFEAHSSDBF , BicE , EBRBREB—XREFR 6 VRIABERENEBFTRZH , BEEZBREN
BERRERL , UFHARREALE, RERELITRESELANRISRNFEIETR. B THER
REREREK 6 BRARBRLCEERIELRESROREFANGFEER, WEHMAER , FSEEH
FSx for Windows 18 R R R FEE,

BEEIEERRBMFFEHEEL SSD 2F S HDD, MRERERERZRAENRTRERKSSDEESR
HDD , AIZRERERRENROEREERERMEA HDD FFRNFERRK. NFFMES , F2
B R0 IE R EHNERRM.

BAREED

&R A& FSx for Windows File Server #8 5 Rt E A £ B RBRER (SSD) St @Rk (HDD) R 7

A,

SSD REREANEASHEFERNEEHRENASHEET A, ELTHEAHNEHTEE
BE., ERoH,. FRRENFERAREN, RMtBEZSSSD AR RARERKRERE. SEI/0H
EERENHERCERENFERARM. &% K NREITERARSES , EREER SSD #FE.
BRI SSD RFRAERRRIENIERE SSD IOPS |, EFEEA HDD REREREMER SSD
IOPS.,

HDD RFRESRZN THFEHMRG , SR/EEH, FAENBAERAR , URABREERMK.
E2 SSD f# 78tk , HDD REFEMNAAEIK , B SEM M FRAVEEMETREIE BN IOPS Bk
BE. CHREANRERE /O FRN—HRAREAERANEESK, TEENEMNAEATEER
it (CMS) , HEFLEARBEERNERE,

WEFMES , FEREFEBENEE,

B2 SSD IOPS

HAFER SSD FHERENERRAK , SSDIOPS NEESRAEERRALEENMERIKEREA
BRI ARRR 1O B & , MARREFHNER., BULLERANERBIARESREMN SSD IOPS
HE, BUUMENEGZRA SSD IOPS FUARZABERRARENNRTRENHEERE, WREEH
#% SSD IOPS B iEIE R IXEREZENRG , BUEFSEENBLAERE , UEEHEMRM SSD
IOPS, MEFFMEF , FFZSEIFSx for Windows File Server EER EHRIXERE,

UTREBREFNERRFEME SSDIOPS W—ELEEEIE
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- BEIEF IOPS & - EME IOPS X Al HiE#F -

- BE - BEWLER , Amazon FSx S HBIEREH SSD IOPS |, LA#tiEE GiB f1EZAE 3 @ SSD
IOPS , B{EERZHHEKZ 400, 000 {& SSD IOPS,

- EREME - BEWES | FEOLUEE 96400 , 000 E#ERA SSD IOPS &, ATfEHA
Amazon FSx WFfE I8ESE GiB AWS [EfE AFAE 3-50 IOPS 2N EF , EXEREP (#
HEEE ), EEAED (RH$E ). EXERD (BB ). BN (BEER ). ZKEE (X
R) MIEKEE (FHIK ) 5 GB f#EFEAE 3-500 IOPS 2B E T, EXREFERAEIRMUMNIE
X , BRIEER SSDIOPS BET T GIB EA 3I0PS B , BRELH. HRESEBHRNHE
SSD IOPS , Z#EEABERERRAK TS IOPS #EiB#E GiB 3 IOPS,

- BEREEH - NRCENERZANFBEEE , BIKTERFTEN SSDIOPS $HE AR BRIFERE
2K SSD IOPS B#k , Amazon FSx EHEINSENERRFEURABDER K MALHNERRE
& GB RFREEALEH 3 1@ SSD IOPS,

- HZXEREFEH - REENBEERE K BFBXEFEXENHRA SSDIOPS ERAEREME
#9 SSD IOPS E#k , Amazon FSx 2 BB BN ERRZAIRBBEBHER,

- SSD IOPS #EMKER - EFERKEER—REME 6 N, IRBRERECEFTX 2 , BELERE
RRFELE S8 SSD IOPS, WX EREREHREEEE , LHERRELRE, REREL
AREEEL NI ERSETH. BTHEERBERENTENFERERE , BABRBREERRE
REHZDEFER SSD IOPS,

(® Note
AR, RETHF%E 4,608 MBps HESMNBIZERERE R AWS B : XERE (#
FRmALE ) . XEEER (REME ), XERI (HEXME). BN (ZHEN ). SAESE
(RZ®) MEKES (FHMNEK )

N EE AR E 31 FSx for Windows File Server 1R R &M E SSD IOPS HEMFHME
ZZRHM SSD IOPS,

{5 F B 45 B R BR 2R B R e 1 B AR

ERERMRBERES Dedup , BIRREEEEEREHEEEERHEBM KA, EB FSx for
Windows File Server , #&a[ LA {#  Microsoft Data Deduplication 3R B E R EEE R, KBEERE
BEEEREER , EREMERRBENLR, Bl .

7, Bol B

« ERAEERAZTURAFZHEREUERNEA.
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- BRERABRAEALUAMSOENE  RREIEERRETE,

BULAERRERAEEERMERIE  UAREENRERE, EEENMBRASREFERENES
o —R , WL TERREER . ECRAEEERMRE  AREBMAERER  EESERMER
ZEBRMERUBEESM A, Data Deduplication AIRELIHEE A MASBUHERNEEERTEN,
ERENRBREUEREFNT , FEEEDRHENSRE(CEHNERRR  mEERENERNAF K
BREBRETH,

FALEAEEERMRERNFETEERANENENTE , SEERCBARESLESR, —RAR
ERAZN—REEFY 50-60%. EHEF , HIHEEER 30-50% KFEREXHE 70-80% HIEEER
BERE, BULERANT RN Measure-FSxDedupFileMetadatai®i PowerShell 5 8l &8
EHEEERMREE,

FHA L HFTEEERMEG  UFEENBERTER. il , EUUEERERMBREEREERE
RRER FHT , SUURY BITERERE. AREEERMBRER TESEARERARSIER , it
BRAEH EREEERMBREKAREGet -FSxDedupStatus,

NEREEERRAR LREERENRBRNER , F2R EEEEERMER.
MFFREEERMREBAEENER |, F2H

ERATHEF , Ui EHERRENEAEEERMREN —LE RBE.

ES-|

- EEERMRRELERE

- EEERMBRESHARESR O

- MRRERRE  ERRETSEBREE
ERERMBREREF

EEEEEEERMERMN B RIAREE | BHIT Get-FSxDedupStatus PowerShell sn S UAMIREHEE
ERMBREENTEAARE, WR—DRZBEETEELAY , BUETSEIREZRKRLTHNFESELEMN,

ERERMRERRABNEERRRRLREETE.

« Microsoft EZHF#ES 1 TB BEERN 1GB LEE (T 1TB BEERED 350 MB), £H
Amazon FSx HBERRYEERERR AW EZEFEMEAHRNTIEE , YRALEREREUBTHER
ERARD, MRETR  AEESERRZFNRIZEFEEMEIFESE 1 TBEEER 1GBILEES
KRB
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- ERERMBREBRESR Windows BB TARIE 25% iLBREE , EXRTHRNESR 32
GB iLREMNERRK , 8 GCB B ATARERERMER, ‘CREBEERTREN (£ Set-

FSxDedupSchedulefm T B S & -Memory), FEE , FARSNEEEREETHRTEES
LREIRAENEE.

- BAILMERERERMBREBLNERE , UL FIENGERE, flW , BUURFRKENMAERERE
REAFERKR LHT , IRERECHNRDPERKNNEZEH, ERNERRFEEERZLE , &M
tEBREKERERMRERREAEREHBIT,

MREESHRBREIBNEETEMELITR , BEAEeEIHERE, CAeEE2EAENSEREEE

R, R FmR IS R EEE R R EERE.

MREFERMBREBREBAY , BELPBERRR LNENEREE | AIREEEERMRER
AREERESERTRESE — IR T K.

ERERMBRERNRER O

HREREECERMBROERRI , SavedSpaceM HEZE/OptimizedFilesSavingsRates
0,

ETRNERZRNRERER  EVURSERFRECEFNERE. ECENERRENREER
Eff , Amazon FSx 8 EFRECEFYBIERANEREERMBRES  SERREUTRERIN
B, BAWEER. RESRENCEBTHE , Amazon FSx BEERRRK LEBSEERMR, 0FHEM
RERENREFRECHFAEN K F2EEERERE,

MERERR  ERZETSEBAEZE

ERENMBRNERTAR  IRMRNENCHEZE , IENRBEEHIANT2E , TSEREN
EERFLNHZ[,

RS RREARANMERRENRE  LEEMBRAEBERR M T RKEEHE, WREBERT
B, ST A AR B R BE R AR B B RIARRTE . 18 AR AR A& T LA BN RE M BR AP IR IR E B 22 o

EATHER  SURREEBRER/E 5 DERHT,

1. ZERICHAEEERMERINAE , 56 Get-FSxDedupStatusi$. MNE P REERH
HWFHMES B2 RECREEENEE,

2. FEATIRERRER 5 2 EHITHREBEBNHEE,

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
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$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek

$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}

3. WRBEEBHNTAZHECEHR A FRIEREHFRKKRE.

o

MESEERMBRHFEMER , 5520 Microsoft 7 i B85 B R X4,

/A Warning

FEZRFEAEEERMERRAITIEE Robocopy 1 H , A BGOSR ERREFEHREN
BEREEM, MEFMEN , 5528 Microsoft Data Deduplication B &4 X #-

EAERERM RN REER
UTREAERENMBRN —LREE

- FEREERAREENYTEEERMBRES - BEHEIESiBGarbageCollectionfEH ,
BREMA2:45UTC, MREHNERRRLEREERRK , ATESERNFSETK. ZZU%
LRETESENIEER , nﬁﬂvltlzﬁil'%?iﬁzﬁﬁﬁﬂﬁ*;’?%\ﬁﬁiﬁﬂvﬂﬁo

- RERANBEEREUTREEELMER BB XERETRUESERVEE
B8, Microsoft &% 1 TB BEERE 1 GB WL BERRHMTEREBMBR, F£H Amazon FSx ¥

BERRYEREAERRAFEREEFEMNPHNCER , YRARTEREFZUABTHENER KD,

- BITEEERMREE , URARENBERTERALMBERESER - "‘TMFE%IJEEL:E{KJ«)\TH#E*;’?
FRAHERK LHT , ARERECHNRPERKDANFEH, NEHEBET  BSE CHEEE
M BR 3R B AR R R Ao

EEEFOE

"“IME%Z‘?%\%L RECRAERTLE , SIRFEAETUAERANERRETR, RERAR , BT
EREFRENEZAE YEEEAEMRERESA.
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BT EBRIEEREENEAESAREFERIARATESE. ELRHHNTREAR , BBEREN
ERESRE "HRZEETE. HRAL.

AR EEREREELRE !

- B - ARERERENFHERSRIIEERARS , EEIEHMEE.
- RE - ERERFENRFERERS

BB ERRESE  SLERBSEMAIFRERRENHNERE  UREMAIREERENFHENE
B, SHALRESEACAERFHEERSOREZE , AREMERESEBEENRE

BRBERESE K EHEAEERNEFREAER. REREARCRABEERANNGE  MARESR
ERANERERRTEE. SENRAERKR  SERCERAERFEHE,

EHMZEEAENRARTEABEERENT REHGT , SUEER BB REEYL FHXFENER
o

AT LAEEF Amazon FSx CLI £ PowerShell LETRIGERE K EAERRK L EEFHEREFRTE. &
ETHENAERL CLI, 5528 #H Amazon FSx CLI for PowerShell,

UTRETUAREEEAERFREND S,

FEREMTEEATD Description
Enable-FSxUserQuotas BB R EFHTEAERTEE , AWME,
Disable-FSxUserQuotas EFiHERMEREIHTERER TR,

Get-FSxUserQuotaSettings HEERRKNEBEEAERFFOIERE.
Get-FSxUserQuotaEntries HEERRKELENERENFEN B FEAEMEREEER,
Set-FSxUserQuotas BREMBIGEHERNBFENCEHERTRE, REEAU VU THEAE

UIEE.

BEGSHRLLRARMMESTRENSE, E2FEULERA , FEA #iT @5-7, HI Enable-

FSxUserQuotas -7,
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BINERRREERE

BOLIFEEF#IFEEREE |, 10 FSx for Windows File Server £ RZFENFEIFEE., F£H Amazon
FSx £# & AWS CLI, = Amazon FSx API RIEINERRZFKNHEERE , W TYEFR, WEFA
B, F2REERERE,

BNERRENRERE (XE28)

1. ¥ https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £# &,

2. SEZERRR , AR EELEZHENRFEEN Windows ERRMK,

3. SHYENME, EREENRER. 3E 0 TREZERY  EEEERRNREFEIEZNER.

EMREEREAERALE,

4. SHEWARE  BEASHUKRBENENEILBERATNRERE K EFEHI GB @A
HEVE,

5. WAFMENRERE,

@® Note
MENBSEASEEZL KA BERIEN 10% , ZFXELRA 65, 536 GiB,

6. EREFNURBREREERN,
7. B AEERRRFHAETEEANENRSIERIEREREE.

BINERRKENFESRE (CLI)

= E I FSx for Windows File Server SRR ENRERE , FFEA AWS CLI i5 T update-file-
system. FRET5IS :

« --file-system-id ZREEEFHZERIRHEN ID.

« --storage-capacity WEZEDAXRBHEHN 10%.

IETILAE R AWS CLI 855 describe-file-systems RESIREHEE, F#tHadministrative-
actionsH &K .

WMEFMES , 52 AdministrativeAction,
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https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
https://docs.aws.amazon.com/cli/latest/reference/fsx/describe-file-systems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html

Amazon FSx for Windows File Server Windows £ & ER
= ool =1
ERmFEER

BMERRENRTEER B LUFEA Amazon FSx £12 5. APl 3 ERREEFREEMNERE
AWS CLI , s3I F AR,

EEEEPEREMN
ERRRBRFHMEAREINERRSIERF , LKA SEENFEN 10 BRIEEF.
WERBEFREEH , BURKRTIER.

ERTEE
ARENEARERE.
BERE
EHMERRARNEERERENE,
AR

EFHNBRIRE, SRREEIEEH , UENENT :
« f57E - Amazon FSx B EIEFHFER , BEERFAREE,
o #4TH — Amazon FSx [EEEEE#HHER,

« EH®EIL - Amazon FSx ERINERRENRERE. MEREILEFRELESERRIRKE
BB EHN KB,

- B - REREEMEKIITK.

- KB -REFEEMRY. BER[R (?) ABEBREEFARFERNFEENR.
HEE %

RERECEFNEERERAB D LTMK.
77 5K B

Amazon FSx W EIE FEERE RV IR,

£/ AWS CLI 1 API ES#218 40

A LAE A describe-file-systems AWS CLI #55 # DescribeFileSystems API B3R #2457 F B= 4%
REREBRESEEMER, AdninistrativeActions IS HEREEEESERREN 10
BEREEFEIE, EREBMERRENREESER , AdninistrativeActions@E4AME :
FILE_SYSTEM_UPDATE#! STORAGE_OPTIMIZATIONEIfE,
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Amazon FSx for Windows File Server Windows £ & ER

T %% BE R CLI describe-file-systems tp S EI NIk, ERRXAENFEEZEIEA 300GB, BERE
HEBEHE 6 ISR ESEEMNE 1000 GB,

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
},
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "PENDING",
}

Amazon FSx 2 £ EIEFILE_SYSTEM_UPDATEENE , BTN AR R EFUBRMEBEEERRK. EFMOR
FAHERRAEMAR , FILE_SYSTEM_UPDATEMAEEEEE A UPDATED_OPTIMIZING, RERE
SHETHNEBKE , Amazon FSx 2B A EESTORAGE_OPTIMIZATIONE E 8iE, iE €8 /R CLI
describe-file-systems 5% [El FERY T 5l &+

ProgressPercent B BRETREFREIEFNEE., BRERXELLEFRIER
# , FILE_SYSTEM_UPDATEB)ERMARAEEEE A COMPLETED , ESTORAGE_OPTIMIZATIONEER
SHHE,

"FileSystems": [

{
"OwnerId": "111122223333",
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"StorageCapacity": 1000,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "UPDATED_OPTIMIZING",
"TargetFileSystemValues": {
"StorageCapacity": 1000
}
},
{
"AdministrativeActionType": "STORAGE_OPTIMIZATION",
"RequestTime": 1581694764.757,
"Status": "IN_PROGRESS",
"ProgressPercent": 50,
}

MBERFAREEMNAK , FILE_SYSTEM _UPDATEEBIERIARAEERE E A FAILED, FailureDetails
BHRELXMNVHEBEN , WTHEHFTR.

"FileSystems": [

{
"OwnerId": "111122223333",

"StorageCapacity": 300,
"AdministrativeActions": [
{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"FailureDetails": {
"Message": "string"
b
"RequestTime": 1581694764.757,
"Status": "FAILED",
"TargetFileSystemValues":
"StorageCapacity": 1000
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MEREZEAMBENERER  FE2E BEIREETEFTH AN,

B BEHE I FSx for Windows File Server R FENRERE

BT ERENEREEINEFEIG I FSx for Windows File Server R R KN HEDE , Bt ALl
F CloudFormation S8 B B8 IR FE., AEFRHENBRIRSETHBEIERNGEENESR
RER A6 BEEIEREFNFBERE,

It AWS CloudFormation EiA € HE)HNEBEECETAREREREMENME LY. ERALREREN
Amazon CloudWatch 7~ , UREBNERRZKRBEEEM AWS Lambda EHE,

BRAEREATISH

. BERH D
. TRARGERENE (BE)

. WEBEM (EHL [ER] = GB)
. BINEEERYES L (%)

- SNS STEIH9E 7Bttt

- ARETRE (2/F)
ES]
- REHE

« CloudFormation &7
- £ BEtEE CloudFormation

REBE

HEBLHBRSREE AWS BEinFRE THEIR,

BEENRFERE 230



Amazon FSx for Windows File Server Windows £ & ER

Parameters:

-FSxID

- Free storage threshold
- Adjust Alarm Flag

P ¥ ™~
Amazon FSx for i &

Windows File Server CloudWatch Alarm Amazon SNS

F5x Reports CloudWatch

Free Space to - O
FS\( CloudWatch - & Triggers Alarm %
i « "Ool—
1

1 .

Expand Adjust Alarm
File System Threshold = Yes

| \

h

AWS Lambda

LLERREA T THISER

1. CloudFormation #8ZR& & CloudWatch /R, AWS Lambda BEH#{. Amazon Simple Notification
Service (Amazon SNS) 175 , AR FrE A ER AWS Identity and Access Management (IAM) &
&, IAM BERAt Lambda B #I A Amazon FSx API #24ERIFF T,

2. ERRERENTAREREBRANIEENERER , CloudWatch S#ERE R | WA EMEEZE Amazon
SNS 5%,

3. RAREESHBITEIL Amazon SNS =R/ Lambda E&,

4. Lambda HEBERBREENESLENEHEFNERRRARBEIE , IRTEFTNERRIRHEERS
=,

5. Lambda BRE A LR AR T AR EIERE  FESAERRRATRESENEEE S L.

6. R CloudWatch B /RARREF Lambda BEUIRER & RE/EIXE Amazon SNS 1751,

EEEIWIES CloudWatch B REIEFSTEMENEA | BXERBITRERE FBH4PIRMENERZRK
FEEE Amazon SNS EREETRY,
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CloudFormation &7

W ERR T EAMEH CloudFormation B BIZFE ok |, B T4 AN B 18N FSx for Windows File Server
ERXENHEERE, EEFHAMMBRIG R , B TEH IncreaseFSxSize CloudFormation &4,

BAERNTENZ2E. REEASHRAERRE , YRBERIKENERETER

FileSystemid

EERE. CEEDENREFIENERRE D,
LowFreeDataStorageCapacityThreshold
EHERE, EEERBERNYVLTARERIERE , XYAHENL GB SIERRMBIRERE

B (%) EENERZRENRBERE, EUBAIHERTRE | CloudFormation SIS EHFTE A
GiB , A& CloudWatch ZRERE.

LowFreeDataStorageCapacityThresholdUnit
FEERES %o LA LowFreeDataStorageCapacityThreshold GiB S E i EREN B 2 i
E MNEL

AlarmModificationNotification

AR, MRREHAR , Y088 LowFreeDataStorageCapacityThreshold&#Z Ll A%
fBE RER{EPercentIncreasety &,

Bt , & PercentIncrease %% 20 B AlarmModificationNotification %4 Yes B , GiB HigE
# A FAZ A REI{E (LowFreeDataStorageCapacityThreshold) ¢t R BREEAEE NS4
Hn20%.

EmailAddress

E|HERME, EERM SNS FTRNEFHA it , YRR FREREER.

Percentincrease

BHERE. FEEIRERENEE  UBNREFENEILERT.

£/ BE{tEB2 CloudFormation

THREFERENMEE CloudFormation H& | LLE BN N FSx for Windows File Server &R XK
FRE, HBANEES &,
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® Note
BERLBRSREEEMEEAH AWS RBMNIRE., WEFAEN K F2RELRBNEEFH
EAHEMHE,

B el , BAEE AWS RS HH Amazon Virtual Private Cloud (Amazon VPC) HF#11T Amazon
FSx BRRHKM 1D, WEE I Amazon FSx BRI FFMER , 5828 Amazon FSx for Windows File

Server A9,

BRED B 1 S B AR R R

3
¢

1. T # IncreaseFSxSize CloudFormation 45, #MZEZE L CloudFormation &M EEMMER |
BIAWS CloudFormation A& ) TMTE AWS CloudFormation 12 & FETHE,

® Note
Amazon FSx B Bi{E B ARIEE AWS EiF, BABEERER Amazon FSx B AWS [E1F]
FRABI RS R, NBFMENR , 52 DK Amazon FSx ix BiAIELFEAWS — ik 2

=

REFAET T  BABRBREREEMERST RNE.

2. TEIETEH

i
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Specify stack details

Stack name

Stack name

FSxWindows-Dynamically-Increase-Storage-Capacity

Stack name can include letters (A-Z and a-z), numbers (0-9), and dashes (-).

Parameters

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

File System Parameters

FileSystemid
Amazon F5x file system ID

fs-0123456789abcdef0

Alarm Notification

LowFreeDataStorageCapacityThreshold
Low free data storage capacity threshold (GiB or %)

200

LowFreeDataStorageCapacityThresholdUnit
Specify the Storage Capacity threshold Unit (GiB or %)

GiB v
EmailAddress
The email address for alarm notification.

mmajor@example.com

Other parameters

AlarmModificationNotification
Would you like to adjust the percent increase for the next FSx storage increase event proportionate to the requested increase?

Yes v

Percentincrease
Provide the percent increase for File System Storage. This value should be between 10 and 100

30

Cancel Previous Next

WAERERE,

HRSY , FRESEANSH  IRBERRBENERETER. REBET -5,
WABBRERFIENEMEERRE , RAREET —F,

SHEME  BREXRIERSRFBE, BV ARIEREAEL IAM EROZES R,
BERN B HESR,

N o o bk~ ow
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BT LAEARRERE Y CloudFormation X2 A iR ENRE, BEZSEAN S 2 EARFTE
CREATE_COMPLETE #R&E,

ERTIHED

BUMEBCR , BuFEHERNEARTRMSENHEREFHEE, NWEFHMAEN , BF2EAWS
CloudFormation  fEAEER) FHNEZEENHEE,

E# FSx for Windows ERR KN FEFEREE

IER LA EEM HDD 7 REM SSD RECERRENREEE, & LUEM Amazon FSx £124
AWS CLI, = Amazon FSx AP| REEERZENREEE K MTIEFAR. WRFMEHR , F2
REEERZENEEFEE,

EHMERRENREFEE (X£8)

1. ¥ https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £# &,
2. EBFEERRE  AREBEELEFNRFEIEMN Windows EBERH

3. EBMFT  ERFENFRERE, &  EHEERYT , EHHDD SWEHMRB, ENRTFRER
EREENEE,

4. HHMENREFER  BE SSD, EREMURBREREEN.

AT MER AN CL EREEEREFNLE.

EHMERRKBENFEEEE (CLI)

= ZEFE# FSx for Windows File Server iR RENRFHE |, A AWS CLI a5 T update-file-
system. FRET5IS :

« --file-system-id ZREFHZERRHEMN ID,

« --storage-type E SSD, &#EE{E SSD EFHEEYI#ZE HDD FEFHE.,

IETILAE R AWS CLI 855 describe-file-systems RESIREHHEE, F#tHadministrative-
actionsH &K .

WMEFMES , 52 AdministrativeAction,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-direct.html
https://console.aws.amazon.com/fsx/
https://docs.aws.amazon.com/cli/latest/reference/fsx/update-file-system.html
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https://docs.aws.amazon.com/fsx/latest/APIReference/API_AdministrativeAction.html

Amazon FSx for Windows File Server Windows £ & ER
B i B

BERZXFENREFHEEN HDD EFA SSD #EF2% , BuLAEMA Amazon FSx £# & AWS CLI,
AP ERGEELFEHNEE , T EFIR,

i EREAPERERRREN

ERERRFAHMEACRENENRSIER L , BUURESEEHERN 10 EHREEF.
HRREERERN , ZAURKETIENR,

L3 g kil

THEHE R R,
BB

SSD
AR RE

EFMEAIRE, BAREERERN , UENENTAR
« 57 - Amazon FSx WEIE#FHFER , ERARBBREE,
o #4TH — Amazon FSx EE BB EHEZ K,

- EHREL - SSD MEHETHRBEARE. ENSEAENRELRE  BEFEERE N,
EMHIE , WEURIETE HDD M SSD < HEAMAEFR, EMBFETHE , #AY SSD MKeeral#
REMB AL,

- BREMK - REREEEFRSHIITK,.

- KB - REEEEMAN. RE[WR (?) LEBFBEA,
HEE %

KEAN B D LB RERELCEFNEE,
77 5K B

Amazon FSx W EIE FEEE RV R,

£/ AWS CLI 1 API BS1R E 5T

B LAE A describe-file-systems AWS CLI @55 M DescribeFileSystems API B3R #2457 F B= 4%
BRAREEERFHBER, AdninistrativeActions [E5IEH HSESTEEEHREMN 10 @
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EIREHEE, ELEMERRFEN SSD IOPS i |, AdministrativeActions&E4A 1A :
FILE_SYSTEM_UPDATEF STORAGE_TYPE_OPTIMIZATIONEI{E,

EHERRMEH SSD IOPS

HAFER SSD fFRIRAENERRE , 1 SSD IOPS WEBRERERRRM ML ABNER LA E K
BEARRKETANEE /IO HE K MTARENRBEARBTINER, BULUER Amazon FSx £ &
AWS CLI, = Amazon FSx API EFERRHM SSD IOPS , T IREFFTR, MEEE SSD IOPS
WEFHERR , 52/ 53 SSD IOPS,

FHMERRHKM SSD IOPS ( £##4A)

1. ¥E https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £ &,
2. gﬁiﬁﬁ%\l L, %?ﬁ&#!@ggiﬁ SSD IOPS Elg WindOWS ﬁﬁ%\l Lo

3. HEBMET ,EBEEHH SSDIOPS, & , ERHEEMRTP , EHME SSD IOPS S ERLH. &
#1 10PS 2 #3 & FE B B AL

4. #Y EX  REEDUEAEME. MREEZFBE , Amazon FSx EHBABNERRRE
GiB A EME 3 {il SSD IOPS, MREEEFEAEME , A 96-400 , 000 LERAYEM
BH.

5. EFEMURBIMHER SSD IOPS EHf.
6. BALEERRKHFMNETEANENRSIER LEREMNER.

FHERZRAM SSD IOPS (CLI)

& EE# FSx for Windows File Server f£ 2= R4/ SSD IOPS , A --windows-
configuration DiskIopsConfiguration B, WEBEEMESE IopsH Mode :

- MRHEHEEREE SSD IOPS WEE , FHEXZE AWS WEFM FEA Iops=number_of_IOPS ,
B % 400 , 000 {EMode=USER_PROVISIONED,

o MRIEFHE Amazon FSx BEE N SSD IOPS , & A Mode=AUTOMATIC , EEZEMA Iops &
2, Amazon FSx B ERHNERRKLBEBH#ES GiB #1775 E 3 il SSDIOPS , & AWS E1F
&% 400 , 000 &,

IEAILAE R AWS CLI 855 describe-file-systems RESIEEHHEE, @ tHadministrative-
actionsH &K .

WMEFMES , 52 E AdministrativeAction,

¥ # SSD I0PS 237
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B MmER SSD IOPS E#T

EHMERIZRAENME SSD IOPS BE®R |, B LIE A Amazon FSx £#4& AWS CLI, 1 AP| Ef32
SSD IOPS EFfMIEE , MR YR FFTA,

EEEAPERERM
EERRAARFAETARETNERNRSIFERT , EULRESEEREEN 10 BARIEN.

HAMER SSD IOPS B , B LR T IEF.
X g ctidl

RAIEERV{E A IOPS M SSD IOPS,
BRE

EHERRFKER IOPS X SSD IOPS FrEEM{E.
AR RE

FHWERREE, ¥R SSD IOPS &1 , WREMNEN TR :
« 57 - Amazon FSx B REIEFHFER , EEARBEREE,
« #1TH — Amazon FSx [EE RE B #HEK,

- EFTREIL - WA IOPS B TARTHFEHNBARE, ENERSEAETMRELRE , B
FRELENE  EHEE , TERENFIRELE L —EBRNFERZEEE IOPS MEt,
EHEMETAE , #TRY IOPS Bk AT HBERNMBE AEA,

« B5TA — SSD IOPS E#HE KM TE Ko
« KB -SSDIOPS E# kM, EEFERMHR (?) UEBREEFAUMERNFAE
EE %

&II{

[¢]

BERECEFNEEETABE D LK.
R

Amazon FSx W E| E FH BN ERE RV EFRE .

£ AWS CLI 1 AP| EE4= & ¥

B LAE A describe-file-systems AWS CLI @55 M DescribeFileSystems API B3R 447§ B= 4%
R R SSD IOPS E#5EK, AdministrativeActions [EHEHHESESEEIEERMN 10
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BEFEHBIE, ELEMERREMN SSD IOPS i , AdministrativeActionsEE4A 1A :
FILE_SYSTEM_UPDATE# IOPS_OPTIMIZATIONEh{E,

BEEEERMER

A LAE Amazon FSx CLI £ PowerShell LETRIGERE , REEBERRAEN EEE LM BRERE,
WNZETE PowerShell E{#f Amazon FSx CLI i BEEMEEMEA , 2R £ Amazon FSx CLI for

PowerShell,

LT RAAREEERMBRNGT.

ERERMERD T

Enable-FSxDedup

Disable-FSxDedup

Get-FSxDedupConfiguration

Set-FSxDedupConfiguration

Get-FSxDedupStatus

Get-FSxDedupMetadata
Update-FSxDedupStatus

Measure-FSxDedupFi
leMetadata

Get-FSxDedupSchedule

New-FSxDedupSchedule

Description

EERAZ LTRAERERMR. ECRAERERMERE &
REMAEEERM R RO ERBE.

FRERAZ ENEEERMERIEE,

HERERERMRERES  efRRECNRPIERNDINEFE
i, BREEE  URFFRNEREENER K,

2FERERMBRERRE  SBRECNRPIERNDINEFE
i, BREEE  URFFRNERERENER K,

BHESERMBRRE  TTSHREBYE , HEERRRLNE
LHENRE, KE , URERRK L&ER —EERERMER
EHH TERAMEE,

HEREEERMRSECPRER,
ATENENENRNERERMREEER,

MREMBR—BERK , FREBNMERETUERERRF LK
NEEREFEE, EXEFEEREHMERRAHNER K ME
BEE BRI Z a5t S WL [E 51 = M — B AR M BR.

HREL B B E =M EEE R REERE
BYMBTEEERMEREERE.

EEEEERMER
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EEERMRG S Description
Set-FSxDedupSchedule B FRFEEERMBREENERRE

Remove-FSxDedupSchedule  MIBREEE R BRIERE,

Get-FSxDedupJob HBFTE B BT EEBTREH AT EEE B BRER AR EE
MEA.

Stop-FSxDedupJob BUE — = Z B EN EEE R MBRER,
BEGTSHRLBEARMMEGSRENSE, EEFEULERA , FEA BT o , 530 Enable-
FSxDedup -?,

R EEE R BR

EAILAE A Enable-FSxDedupdsS#E Amazon FSx for Windows File Server ERAZ FRAEEE
RHMBER , IR AFR.

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {Enable-FsxDedup }

?E? CRAEEERMBRE K SEUYRRGENERLE, SUMEANTHTEY. SRANBRIEENAE

@m

AT LAE R Disable-FSxDedup@m® , ERRBRF LT EAEEERMBRINEE,
B EEERHMBREERE

HATARIBREARSHIEN THEER , BEALUERH New-FsxDedupSchedule® S EIFHMNE
BERMBREER , M TATR. EEERMBREEREER UTC R,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.coxrp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

New-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days Mon,Wed,Sat -
Start 08:00 -DurationHours 7

}

B TEEILAA CustomOptimization WHERE , EEH—, EH=MEHANWXEHT , REX
+48:00(UTC) Bt EYR , RRBERBEA 7 /MK, 2RUREEDERT , IEESEL,
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AR BUNNEESENMRMBRERIETSBERABRAEANERFRE, BRI BFTEEERM
BREFZ <A, MREFTFE , ERLEERERES.

A LAE A Set-FsxDedupSchedulem B EAFAREEERMBRIERE , LT,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com
-ConfigurationName FSxRemoteAdmin -ScriptBlock {Set-FSxDedupSchedule -Name
“BackgroundOptimization” -Enabled $false}

& LAMEF Remove-FSxDedupSchedule -Name "ScheduleName" &+ BREEE BHHBREERE,
EEE , BiREMEBackgroundOptimizationERIMBRIIRREEERDBER , EERAFER,

EREEERMEREERE

&R LAER Set-FsxDedupSchedule@ TR AN ERERIMBREEE , M TR,

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -
ConfigurationName FSxRemoteAdmin -ScriptBlock {

Set-FSxDedupSchedule -Name "CustomOptimization" -Type Optimization -Days

Mon, Tues,Wed,Sat -Start 09:00 -DurationHours 9

}

oS EERBENCustomOptimization# g , MEB—ZEB=MBEAANXEHT , "EXLF
9:00 (UTC) BtAEH , RRIFERHEA 9 NK , 2RNREBNERT , IEHEELL.

EEEREIREZHNBARERERTFES , BFEA Set-FSxDedupConfigurationiif,
BREEREFEZEANEE

EERBERATEEERMBRPHENUKRZHEE , FEM Get-FSxDedupStatusii & , MTAT
o

PS C:\Users\Admin> Invoke-Command -ComputerName amznfsxzzzzzzzz.corp.example.com -

ConfigurationName FsxRemoteAdmin -ScriptBlock {

Get-FSxDedupStatus } | select
OptimizedFilesCount,OptimizedFilesSize,SavedSpace,OptimizedFilesSavingsRate

OptimizedFilesCount OptimizedFilesSize SavedSpace OptimizedFilesSavingsRate

12587 31163594 25944826 83
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@ Note
T 28N TEETFRERNEL RIS  BFEAEAELE : B

E. FreeSpace. UsedSpace. UnoptimizedSize f SavingsRate,

HEREBMBRETHED

REATHEA , LA EIE B R A5 EA R R 1) — L % B RSAE,
£

- EEERMBRE LR

- EEERMBESARER O

- MBRES  BERRTEBREM

ERERMBREREF

EEEEEEERMERMN B RIARRE | BT Get-FSxDedupStatus PowerShell s S UAMIRZHEE
ERMBREBHTEAARE, WR—BRZBETEELAY , AT EIREZRAELTHANFESELEMN,

ERENRBRERRAMNEERRRRLERTE.

- Microsoft 2@ & FHER 1 TB BEERMN 1 GB iLEE (ST 1 TB BEERZEL 350 MB). £
Amazon FSx MEERRYEERERRAWZEFEMEHNLIERE  YRALERERZUTHEN
BRARD, MREFR , REESERZANHEZERTERNEFEE 1 TBBEEN 1GBEREETE
REER.

- ERERMBREKIRES Windows BEMNTERE 25% i BERERE K ERXRTHRESR 32
GBiEREMNERRA , 8CB UTARERERMER., LEHBEERUREN (A Set-
FSxDedupSchedule@m TR ELZE -Memory), FEE , FARSNEEREEETHRTEES
EREEREUEE,

o BWAILMERERERMBRERNERE , LURDFIENGCERE, flu , BUURKRENMAERERE
RENFERK LH]T , IRERELCARPMERRNNNFEY, ELNERRKEETORE , KM
RS ERERMRERREAERBEHBHIT,

NREEERMBREBNERTEMEETH , BUAEEEIHER. CUTREEEEIBNEREE
B, WP AR 8 i EE B R R

HERE R BRETHRED B 242
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MREFERMBRABREEAY , BELYBERRR LNENAREE  AIRBEEEERMRER
AREERE S ERTRESE — IR IR

ERERMBRERNRESR O

HREREEEERMBRNERRS , SavedSpaceF BEE/OptimizedFilesSavingsRate®
0o

ECHNERRFNREFRER K EVURsaRFRECEFHERE. EAENERRENRESR
B , Amazon FSx EEREFRECEFHBIUERANERERMRESR , KENCEMREBIH
0., BAWEE., BRESECEETHE , Amazon FSx BERRRA LBESEERMR, mFEEM
RERENFREFRECHFAEN K F2REERESRE,

MERERR  ERZETEBAEZD

ERENMBRNERTAR  URMRNENCHEEE , MERBEERAITZH , TSERER
ERRKLHZE,

BRREREARANMERRENRE  UEERBRABERR UM TIRKEEH, REBERT
B, B DA R R RR B H R RRE . 18 ATFRR G W] LA BN REMIBR h RIEE R 22 [
ERATHER  SURREEBRER/E 5 DERHT,

1. FERFZEMAEERERMERIIEE , A Get-FSxDedupStatusin©. WMFE - REFE @
HAVFEAER  F2H A CREZENEE,

2. FEATIRERRER 5 2 EHTHREBEBFNHE,

$FiveMinutesFromNowUTC = ((get-date).AddMinutes(5)).ToUniversalTime()
$DayOfWeek = $FiveMinutesFromNowUTC.DayOfWeek
$Time = $FiveMinutesFromNowUTC.ToString("HH:mm")

Invoke-Command -ComputerName ${RPS_ENDPOINT} -ConfigurationName FSxRemoteAdmin -
ScriptBlock {

Set-FSxDedupSchedule -Name "WeeklyGarbageCollection" -Days $Using:DayOfWeek -
Start $Using:Time -DurationHours 9

}

3. WRREEBHTAZHECEHR K FRIEEREHFRKEKRE.
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£F DFS r B = E

DFS & ZZ 2 — & Windows Server &k , ATARSVRATERERS XA ER K2 HE—
R EBELEETETHE, EEFABTUERBRAAER®K  EFE-RKESEMURZEARERR
HENER , TEMTR. RTHEBNHRE " EZEAERAFREERLANERZH ,

5/ DFS & ZE A% % @ FSx for Windows File Server iR &4 48

B LAE A Microsoft 2 8N IER R (DFS) v & Z=M , 5% 1@ FSx for Wlndows File Server #£%
R LNWERIAEA—BEAENREBITEEE. FADFS MEZEMHE , BUUEERFEFIE
BIEBAEERENENE —ERRMK 64 TB) RARTERE , Ei%ﬁli%%lﬁ PB. Z<HifREA aa7E
% {8 FSx for Windows File Server #R X #t L5 E DFS @& 2,

DFS @& ZZ M2 — & Windows Server Bk , TRARSNR TR AR LW EAER K2 EAE—
REZEBELFETETE, EEFAZTUERBRAAAERK  EFE-KESEMURZHERERR
HEMER  WTEFRR. RTHEBNR—EZAERERFHEREANETRZN

Names; erver 1 nespace Server
! nce) EC2 instance)

FE G
A0
Viexample.comi\corp Ws-012345678%abedef example.com\finance
F N
b wnance A0
r Ws-9876543210fedcba. example.comimarketing
F ‘ \marketing
X
- e m
Cl
on E

ients Ws-abedef0123456789.example.com\sales
2 instances)

FSXa

43210, phe.comihome

MEFEA DFS & ZE B2 #H Windows BER R step-by-stepfeF , FESH EE—HEZEBTEZ
EERRFKEPHE. FSx

£ AT 7 o e

Amazon FSx for Windows File Server X Microsoft 78R &R K&K (DFS), EiBFE A DFS &
R, WAL ERER 5 BEIZE Amazon FSx ERFRZMK , WERMEE (EBEERMBA ) REM 10
REMTHEESH, AR, EOARATUZIEARIN —BTEZH TERK —HEER. KR RIRE
FHRERERSEABRINERERER , YRHRFETANERREF. RS EFTERBFRER
WEABRX TR TERNBEANEERS |, UER SKERN K,
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BRI AR PIRENBRARMEH DFS A ZERERER , LEBRERIERMEE , £%18 FSx for
Windows File Server E R AP K — o EERN B/ E AFIE,

EE-wRZRTHZEERRRIE

ERERFY S EMEBETAZHEMARSS LEBIE - PiREaE 2™ (example. com\corp) , AEHf
FIE %8 FSx for Windows R R#H ( B1#. 1788, $8E. Home_directories) LWERILA, &t
BEGEZETRENEERLA  SEAERAANSERHEEAEEHEQEFTEEREE FSx for
Windows ERARMKLVHLA. ERLNEAEFEABATEEZAFIERLA L MAXATERR
HANEEERRKIEE DNS BH,

® Note
Amazon FSx £ #7118 % DFS £ AKREHE B 8%,

HZEERREDEZERR DFS R =M

1. WMRENEKRZFE DFS v B = RFREFHIT , BRI LAEA setup-DFSN-servers.template
CloudFormation &4~ E) — ¥T|—J_IFH'I”£EI’J DFS s B =R fReT. WMFEEI CloudFormation &
HIEFHEERR , FE2BIAWS CloudFormation  fEA&#EE) FHITE AWS CloudFormation =32 &
FEIME,

2. LIAWS ZEREBEFHETINEAEEY  EEEL—ESBHBEBNVES—E DFS tr & Z=E1E
k5. WMEFHMER , F2H (Amazon EC2 EAEEE) PIERZEELZN Windows #1T{EE,

3. BB LATFELDFS EEEE A, BRBHBINEERIEEIT dfsmgmt.msc, EEBHRL DFS
Management GUI T &,

4. EEDHE, AREEFHEZE  BALKARFAEBNE—E DFS & ZEMAMRFNERS
B, RREET S,

5. #HEE WALEEIMNGAZM™ (61 corp).
6. BEFERTE , WIRBENERBREEENT T, 1BE Next (F—F),
7. REEXRNVPEHESEEEIZEE , REEA Windows Server 2008 iREIE | RBBET—F

(® Note
Windows Server 2008 #& =, 2 @5 1 2= 8 Y & 5T 7] 218,

8. MEABMEZEERE A ARREBEFEI.
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9. HEHBIMNGBEZEATERMEUNGAZER  BEDE  ARBENEGEZBRAMRKER.

10. WALRDEZBAMRB[REAE @ DFS v & ZEAKRF[HEME R

1. BRRESRTE  RBENFERREEENHT , RAREZERE,

12. FRZERIZIzTmBZEHENAR (B—TERAE) BE  BREWERK K WAERXNEE
(B0, financedt¥ BB , RBRBERTE,

13. WABRFLE DFS mBAZEMER KL UNC XN IEEERLHM DNS 28 ( Hlm |, \
\fs-0123456789abcdef@.example.com\finance) , AEREIEOERKBE , RE 1B ER
Eo

14. IRHEAFEFE -

a. EERREIMT,
b. REMHMAARGHRT , ERIE.
c. EBERBEMK, K DS TEMFENKR , RRBFHEE.
d. REEENLRAFT , AREFHTE,
15. {REMERKRYEFL RS , BIERE, HERREERRZHTEIL.
16. SHHEHMEGRZE THANEMERR  EEKEMNEDSE,

f£F DFS B Z2REREMER , LEREOERENEE

T Y RFE5/8%EE Amazon FSx L2 DFS R AR , LESEOIER NG, FEHEfl+ , TRE
corp MABAZEBPHENSKFTRBIEFEF. ERMER "A-F, . "G-MJ M "N-Z, BEREFRENE
*,\;ﬂlﬂ ﬁ%ﬁﬂxﬁﬂ“\ 110 K/NA |/o FERER  SEZAENAESEAERAZ AR TS E
R, BESRHEH, #1110 FEGREFTEIFEANFERERAA, Fick , BEGEEHRSXE
50 , 000 1I1’?'-?=.<,\Fﬁ DR ABETEE PB H’Jﬁ%ﬁ@;o

£/ DFS WA EERERER , UBRERER WL 246
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J U

Namespace Server 1 Namespace Server 2
(Amazon EC2 instance) (Amazon EC2 instance)

FSxa

\\example.com\corp Ws-012345678%abcedef.example.com\A-F

- FSX@

| L—| —\G-M Ws-9876543210abcdef.example.com\G-M

L L e

Clients
(Amazon EC2 instances) F \(
S/ 0

\\fs-abcdef0123456789.example.com\N-Z

RERBMIERMEEN DFS R =™

1.

WMRIRGRFE DFS v B ZERIAIRERHIT , BRI BAEH setup-DFSN-servers.template
CloudFormation &3 4<Bx &) — ¥T|—J_IFH'I”£EI’J DFS R =R [ARES. MFEE L CloudFormation &
HEEMESR , 552 BAWS CloudFormation  fEF&ESE) FHITE AWS CloudFormation £ &

FEVESR,

BAWS ZEREESHETNERAES D  EREL—EASRPEBHHE S —{E DFS B =M
AR5, MFFMEF , 528 (Amazon EC2 EAE M) FHERE Windows HITEEE.

FHDFS BB XA, FRMBABINEERIHIT dfsmgmt.msc, EERR DFS Management GUI
TE,

BEPE  RAREEFHEEE  WALRARFREBNE—(E DFS h & ZBAMRBFNEMKS
B, RREET S,

HEER K WALERIMNGEZEZ[ (HIW corp).
BEFERE , URBENERBREEHENT . #E Next (T—%).

REZEINFER VB R ay 2 22 B8 1E | R EBIZHUA Windows Server 2008 #3218 |, RE&BRE
E-F_io

@ Note
Windows Server 2008 & =, £ ip & Z= B /Y & 37 7] iR 1E,

BREGEZERE , RERER,
EEENGEEZE T REEUN®E ZEE | EEEE , AREENEGTEZBMAMRESE
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10. WAZANEZEARB[AEAVE M@ DFS v & ZHAKRF[HEME R

1. BERERE  BRENERREEENHT , AREEZRE,

12. AMERRLcHEZEANRE (BE-—TEREAR ) BE  EEFERNX K GAF—ERANE
RRER (BlIWA-F, BB) , REBEHE,

13. MAFRELBE 2ERAHAN DNS B , XA UNC KX (Hln\
\fs-0123456789abcdef@.example.com\A-F) , BELRERERNRKREE , REBEETE,

14, MREAREE :

a. EERREIT,
b. REMHABEARS , EFHE.
c. EFRBERK, WE DS TEMHMERR  RRBEHETE,
d. BREEENHRAF , AREEFHETE,
15. BEMBTHANENRER , FRERE.
16. $HHAEMEETHEDBZHANHMES  EESEOELSR,

EERLERE

BRI LB MAE D ERRENEEAERE | LiGBEREEENE, BXESEEHP—EHE , AR
EFEE FSx for Windows File Server ERRZAANERARSFTURHERNNEE, FESNBMEERE
tEEERARSFLEHESERNESY /0 2E (IOPS) NIEAEMRENGCEE, MEHMEN , BF

2B9F Sx for Windows File Server 3X&E,

ES-
- BIEEBRENEFEL

BEERERENEFFN

ERBUAERRRNGEERER , Amazon FSx B ERRRNERARBIVRATREFESRE
DEEBNERMARESE. BRSTABSERRR , VRIFFHERFREZTEE Amazon FSx BHifR
FMREERARFFERADIEBENTHOE, TEREFERRIBURERARRE  E—
THEERRREEEERE E, FINBEERE-—BHERZRER  EafKElER.
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® Note

ERRVEZRFENE , KBS (SFREIERES N ) TRILE, EERFETREE
BRBIESFAT,

HRZTRABERRR GEERERESEHEDHAHBENRELDE , FK Amazon FSx ¥ H
REFNMNREERARSR. TEAEFERRURERRFEZNZNRE HENEETERARSRE
#YE  HRERARSSHERRREAEEASERE. ERANERMAIRBFIKE LIRE , FSx for
Windows ##TEHB LS AL , URFENED DHTIANERMIRSR.

FSx for Windows EEMILLEHELS EHHERARANCERAENRFERERE. T8 , EFRIEFS
RERBEERTEFSER. EXRTAFEEEH—NED , KEEHERDURFTERSEE. FAit , &
MESHHETEERRRENRANEBE  EHORRERRKR LENRANMEE., IRENTEEET
ERERAMNIOPS , AIEHESEFARFEERNKEE , XEEBINNREER,

HUHE , CHERRBRBEETAH , EATRLENRSHEERE  RAEBLEERRARAER
D, BURENENRZERE, RACESRERAERARNERANBEIERE  KRTIFEEH
A, EMTRESER  LUBLERESHNFERE. &%  BMNERCEERRARAHRERAER
ERENTE,

HMEMREABEIERE

Amazon FSx B Amazon CloudWatch B4 , AfZAEREZRENSENZERERK. B LiUEB
EBERFAEEHOREE (BWXEMN IOPS) BUARABET/FEENEY  URERRFNREXERE., #
FRENRFEEFEERE, B LEA CloudWatch IBENRREES F ML E LIkEMBE, MEFMENR ,
F2 B #E A Amazon CloudWatch 532,

FSx for Windows File Server £ Amazon FSx X AMERRKFMEF EANELEMEEERIR
F, SRBEERRZFEN CloudWatch I5ZERMNEEIRE, ESRAEERE  URHEMATWZZAE@IE
EXRERNNERRRKIEE, NEFMENR K BF2EMEBESNES,

AEHNERRAARECHNHEIESE  TEFAIFEAENTENRE  EREXELERERERAKLER
FWIhEEFF EMEBEARBEE R, fln , MREBEAEHTEEERMBR , BBV EEESEXFARMER
ML  THERBEHENGERATEEERMER. UREFEANERY TELR K BBRXERE
BB ELETEERERESEN=1% , LUES Windows Server MBS FEA, MEFHMET , 75
SR EREVNENTE,

MEMAFERArERE 249
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EmEERE

BRI AR Amazon FSx £#A. AWS Command Line Interface (AWS CLI) 2 Amazon FSx API 3
BRI ERRENBIEAERE , W TFIRFATR,

BERERRMNBEETE (XE-)

1. ¥ https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £ &
2. BEBEFERRFK , AREELETEMEEERFEMN Windows ERERM.
3. SHHEME , EEEFRILE.

FE A6 EREZEERT  EEERRARBEETEZNERN.

BN ERERERENER,
4. BEEPRERIERENTE,
5, REEHNUMBBEEREEN.

@ Note

ZUABSERAMEENBEIERERTEBENRE  YAEXETH, E—THER
RAREEMHEREFEETNEREER.

6. LU EERRRFNEAAANENRIBEBTFERENEE,

EALAE Amazon FSx £1#24& AWS CLI, # API REfZEHEE, MEFEFHMENR ,
BR*rEREFH.

5
*
i
jm

BUERRENHEIELERE (CLI)

EEEMFREOERRENEEERE | BFEH AWS CLI %% update-file-system, RE FHISZH :

« --file-system-id ZEREEEFHZERRHKEHN ID,

« ThroughputCapacity ZEE ; AREA
8. 16, 32, 64, 128, 256. 512, 1024, 2048, 4608, 6144, 9216, 12288 MBps.

ZALAEA Amazon FSx £#4& AWS CLI, 1 API REZEFEE, MEFHMET K FSREER
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ERREEREEHN
BRI AR Amazon FSx £ A, API Ml BBz E RSB NN EE AWS CLI,

EEIRAFERREIERESE

ERZRRMFAMEARETFNERRSIREP , ERSEEMBERRN 10 BESRITEMBE.

Updates

1 &
Update type Target value Status Progress % Request time 'y
Storage capacity 154 @ Completed - 2020-05-22T712:14:58-04:00
Throughput capacity 64 @ Completed - 2020-05-22T712:14:50-04:00
Throughput capacity 128 @ Completed - 2020-05-21T13:55:58-04:00
Storage capacity 140 @ Completed - 2020-05-21T13:55:30-04:00
Storage capacity 122 @ Completed - 2020-05-18T11:36:33-04:00

HRBEBREEMBE , EUURETIER.
ERTRE

RN ERREERE,
BRE

BEEERRARREETEFMENE.,
R G

BN BERIRE, RAXERETH , JeENENT ;
« 57 - Amazon FSx B REIEFHFER , EEARBEREE,
« 17T — Amazon FSx [EE R B #HEK,

« E#FHZREI - Amazon FSx EEHERRKAVMEEE /0. CPU MEREBEIR. FAVHTR 1/0 MeE
FMATARBARE, EHNBIURERER L —ERERERER BT /0 MeE , BEREN
ﬁ%%ﬁ?’@ﬁﬁéﬁtﬂk%&%io

- EX-WIAERBENEHIITH.
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s KM -MAEREFH AN, BERBR (7)) UEBREEFNMABERWFHEENR.

AREE

Amazon FSx WEIEFH BRI EE,

£ AWS CLI 1 AP| Efi28 &

& LAME A describe-file-systems CLI #55 # DescribeFileSystems AP| Bi{ER IR M ES IR E R R K
FEEEWEER, AdninistrativeActions Y5 HEEEESHIEREEMN 10 BREEFHEE, E
BEUERRENMEERER , @EEFILE_SYSTEM_UPDATEEE B 1E,

T 5 HIFER CLI describe-file-systems i SHEIER#&. BERENEEXESFESH 8 MBps
HEHXEREA 256 MBps.

"ThroughputCapacity": 8,
"AdministrativeActions": [

{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "PENDING",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

E Amazon FSx B TR REBIER | ARRESBE A COMPLETED, A% , INWZERETHERR

#REERA , I1E ThroughputCapacity BHEHHER . E®HETRE CLI describe-file-systems 8= H T
S Bl e 8%

"ThroughputCapacity": 256,
"AdministrativeActions": [
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{
"AdministrativeActionType": "FILE_SYSTEM_UPDATE",
"RequestTime": 1581694764.757,
"Status": "COMPLETED",
"TargetFileSystemValues": {
"WindowsConfiguration": {
"ThroughputCapacity": 256
}
}
}

MRBEEFTEMBHAN , RESEE A FAILED , M FailureDetails B =M AKMNIEEE
Ao MEMEZH AREIENHBEN , B2E REIREEREETR L,

EEHERER

B3 FSx for Windows IR R , B4 BEEHERER HEXARTHES —Ei#E

« IPv4 AFENERRRECEAPBRBEBARESE 4 R (IPv4) ETER.
« Dual-stack JELNERRREFEARBERBEAGES 6 iR (IPv6) M IPv4 #EITEH.

RO LARERFE A Amazon FSx B E# 4. AWS CLIAWS API i EA—1{E AWS SDKs FRE
FSx for Windows IERRAENMERER, fla , MREMN FRERERXE IPv4 F IPv6 B4t , &7 B
RENERRFAERIPvi-only EFAEHEBER K S HBERIREH AIPv4-only,

e SRR

MREBEER IPv6 AFIRREFINMEE Amazon FSx ERR& , CEXFEHEHEEN, B8

# Amazon FSx IERZMREAFHEHE T | B LR IPve AF RN IPv4 BB Fix, #E
Amazon VPC, % —1{@ AWS tkF VPC R HBERBFIERER,. 0, 4 Amazon FSx 182
RIFREBERAEHBNERT , BULIEREYN IPv4 AFIRMFH IPve AR REREREERR
RPRNERER,

HBIEFEER , Amazon FSx #l Amazon VPC €4 H IPv4 EuHERBE. Fik , AR IPve B & R1E
|, BAAE KR Amazon REH IPve EIERIBIEHEEE (CIDR) E#igRi VPC M F#5 , Tee#
Bl Amazon FSx R R IPv6., MFEA VPC A IPve W& , 2 (Amazon Virtual Private
Cloud ER&¥ER) FMEERN VPC $iE IPve X iE,
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55 ¥ |
SBERERER

BAILAE A Amazon FSx £#&. AWS Command Line Interface (AWS CLI) 2 Amazon FSx API &
WERREOEREE,

PEFERRARNEREE (££8)

1. 7E https://console.aws.amazon.com/fsx/ : // BARX Amazon FSx &,
2. SEZERRR , AREELCEZEFHMERERM FSx for Windows ER R R,
3. HHEMFE, BEEENMERKRER, 3F K THEREZLSEARTD  EEERRARERERENEE,

BT EREAERALE,
4. SIEFENRRER | BEF IPv4 S8R,

- MRIEEE IPv4 , AITFEE—TWHERE,
o WMREFEEFE Dual-stack , BEERERRIZARHHASFERADN IPv6 bt &E

. H VPC HWKEE IPv6 bt 5B — Amazon FSx € H & —{& VPC # IPv6 CIDR #iE
BIEAAN /118 IP it FE | LLUAEERRFEN RS IPv6 i EE,

5. BEEWN.

ERERRFN AR (CLI)

EEBSURRRENPBRER | BEA update-file-system CLI &5 ( REZEH
UpdateFileSystem API #4E ) , B T~ 5IE BT R,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--network-type DUAL

Z =2 Amazon FSx &R

BTHBEEEERRFEMEM FSx for Windows File Server B8 , KA UEBRERIEE SN PEE
PIEMGEBEER. EBUZLUTRANARNDEAWS ER , flin , kAR, HEEHRE, X
FZEREENERNE , EHERER , RA—SEBUMUMKIRAIIERNER , REERIBENER. &~
FERAEEY REBMMAEL M.

ES]
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- ERETH=

- BB BIR

- BEERRS

. BEERFBNTT

BRESE=
BEEAETE AWS EENER. SERRSQhaERN—AeRR—EEAE,

EBHRUELUTENSRNDE AWS BR , flin , (A&, HEERIRE, Hl , B LA IRF# FSx
for Windows File Server ERRZAEZ—HER , HBEEMRBESTEREBNHESENEEREIR,

RMERCABEEREMNBIUNALERNERSE, FA—MNEELRETELFRREEEN
BR, Bu L RBEHMENERESNGRER, NENMEEERNERERKBNFMEN K F2H
AWS AR EZEGEHKEER,

BEY Amazon FSx RARMEERE  YBERSIAFTAFH. I EBRITSEDERGENE
Ho BALRESRBSR/NE , YA TUERREERBEERER, SUEEBRNERAZATE , B8

ELREBNERS Null, SRR EEREAHEREENERMEIZRER , AINESEREE. W
REMRER , LEMREMZXERNER.

WREEHK R FSx for Windows File Server API, CLI AWS 5 AWS SDK , #&A[ LA
TagResource AP| BIMEEBERAZTEEER, i , BLEEREVHETELEREIERBIEEE
BHER, EEEELEERELRER  RMeERERELRER, EVHAERT_RETERRE

N, RETEEY , AERMSHTEATEARENER. BHERIKAEREVER &9
OB AEERBZARUTEIIRERESTHNAL4E, NEFBREAEERLRAERN LEBRNFRE

F, ESH ERVHMETERERNHT,
B iEm IR

BT LUESE 1R B 2 7E R FSx for Windows File Server EiR, MR &FEAMNE Amazon FSx Fi24 |

U UERAEREERER LMNEBRRSIER K SEBREAZTER, BEUYERE  SULERAEBRS|E
HE K YEBYFNERREBRERAGZENER, T EATAESREBEEBEERASER  BERY
FSx for Windows File Server RIS E B AZEZES,

AL IAM R EBRRAERERGFIERE X EE I FEZESH FSx for Windows File Server
AP| Bi1E | LBV BAERERNEREMBEESERMEZES, CENERREVIBECESEER
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£, HREREVAERAIENER , RtEFEAERNEAERXERERFT IHSLER. &
AU EEBRNERNBEENER. EULRHFEREARR  FTRHIBLERSR/NESELNE
R ERE o

BB LG ERERFITERZE IAM BEH M TagResourcefl UntagResource FSx for Windows
File Server AP Bi1E , A2 FIERBER LR ENERR S BNE,

MERENEREIEMAEBOFMEN , 528 AWS Billing £/ E 58 #Y Using cost
allocation tags (£ A A7 BLER).

BEER

UTEXRRGBERARER

- B-ERKZFEEH - 50

- IRNB—EER, SEAERSRLEARK—N , ESEEREBRRE —BE.

- RE|BEE LR - 128 @ UTF-8 Unicode F T

- EMRE LR - 256 f&l UTF-8 Unicode F T

» FSx for Windows File Server BB AN F LA : S UTF-8 RRWFR, HFMZER , LR THF
TLi+-=._ 1 [ @

- EBREREEEED XNNE,

- Faws: HEREMAWS . UREREFLFENEEEH , SELFEIMBRERN SR
HE. B aws: FENER , TEEZERRFENERTEA.

FELERBERNEBMBRER ; ZXEREEERBAT. fl , EEMREUAE R HEB SR
EXHNERRHDeleteMe , BHAEMH DeleteFileSystemBEEEERRAERRBN , Hiln
fs-1234567890abcdef0,

ELBRRLEIHAERK , SREROVEREM/EN £ AWS 1RF |, Hftt AWS tkF #EFREL
BR. HRLARERNEREFEIRS , S8 AWS 1RF #HXAERE SN —AFEBREHHERN
38

BRE RN

WEEE N BFAERE Amazon FSx BRFTEFMEFMER , B20 EEVHER T ERERNT T,
WMESEARBRESFE IAM BEFH Amazon FSx ERNFMEN | 20 FHERTIZEY
Amazon FSx BREH1ZHL,
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e EHRERRHE AWS CLI

BAUEARSERPTNEFREF=FAE, BUUE IEATEAERRENMEEMTE, E
LREFBRFRECEAMER E AWS CLI ZEIWHRE . NEFMER , HSBAWS Command Line
Interface  EAFERE) PHLEMNEE,

- AutomaticBackupRetentionDays —- R EEERRHKRZ B BEH M KE.

« DailyAutomaticBackupStartTime — &£ %25 A B B{s /0 R E N E XEBRZEEERE (UTC) B,
RIS EREREE  REA 30 0, HRRELESBHEBEHENBRESR,

« WeeklyMaintenanceStartTime - 8 FEHEBRFBRRABRN —HIKE, 51 X2EH—  F2X2EH
=, BAkEEE, REEERBERESR , REA 30 piE, KEBRELESABBHEMFRESR,

TOIRFER A fER EMERRZRE AWS CLI.

EMALHNERRRRE B BHEONEE

1. EZNERELRABMB SRR F THRIRHE,

2. BATTHGS , BERRRK D BRAERRAN D, UREERE B BHiEGHRE,

aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration AutomaticBackupRetentionDays=30

EHERRKENE BiRMFR
1. HENER AR TRRIF TR R,
2. BITHST , MERRMKN ID MRERRR ID , LB EERBRE /BB,

aws fsx update-file-system --file-system-id fs-0123456789abcdef@ --windows-
configuration DailyAutomaticBackupStartTime=01:00

EHERRENFEEERTR

1. ELENER LRGSR RF TS mE,
2. BATTSIEGS , SMERRKN ID MRERRM ID , INEERKRE B HA B EL,
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aws fsx update-file-system --file-system-id fs-0123456789abcdef® --windows-
configuration WeeklyMaintenanceStartTime=1:01:30
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EAED. EEXERNFEEIRERBLNER

BRTEBERSERRENERUERSMAMZI , Amazon FSx BERMHTIEREIE , LE-TRBEFK
EERRKELNESR

« R4 Amazon FSx &0 % & Amazon FSx AR REMERER,

« AWS Backup Amazon FSx IR R AN HEN REHRMAZZBEFE AWS RIEES B B BLiE0#HR
FRHN—E 5,

« Windows B ERTBZLNFEAETRREREREE , VBB EREREERRLELBERMRAE,

« AWS DataSync HERR2#$ 8 H Amazon FSx BERAREB I FE —EARERRATRHEREMER.

F&E

- ERBOREBLENER

- FRERXELAREBENER

- f5F HFEEEE AWS DataSync

ER RN REENER

BT LUEIR E B iR 10 18 R R R {RZE FSx for Windows File Server R & # LA E R, Amazon FSx
AERUZEBEROERIRNEE, ZUUFEAEHSAEOREXRE N . EUUEKREHERRRET
FEREMBNED. Bt LER AWS Backup A AWS EREFREOBRARN -0, ELMH
BRRA RGN MEERRE., ERFNEHRER,

RMEREER ERARERBANBESAEND , X6EA B AWS Backup BEFR B ERS R
AWS fE#. AWS Backup AJREUTEMER (flw , X, BRXIABBEZR ) NMREHRFRER
b a5t &,

£ Amazon FSx , {#f7 EEfile-system-consistent, &M AEMNIEEMYL., SEFEHOHETESEILHE
RREMENFIEES , ARERERR KN point-in-imetREB, &7 REREERHE—HM , Amazon
FSx &7E Microsoft Windows £ AR EBe B R R (VSS), A THRARSMAM , Amazon FSx &
#& 4% 19 12 BUIE Amazon Simple Storage Service (Amazon S3) H,

Amazon FSx iR R &R} , EMEEAEDEARNEREAERENHEOIRESE, ERXRTAE
REERIOHOCERBENERRFLNER, EURARERBDBIUBHMENRR , WEBFTE
RERREERFRA.
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EROEFNEESHEY , FF V0O JESETEE , BERLYE, BN VSS REZFEREMRE 1/0
ZHEBHHMBENEIMARREA  ALNRENITEEREEEVAEBARE (), EENEERSET
fEgE RDataWriteOperations, XZHHEREAENEARIEZL /10 EERAEEN 0T
F. REBENREFN K CNEABRITHERFREETRNBRBE.,

AENRERRRBICHHEORREEL , I Amazon FSx for Windows File Server A& IER
REHITHER. Amazon FSx BB BRI BELNEOREMERER. /A Amazon FSx fE4 3k
FHE 0 EREBEUMBY. ERED. REOVERERRK  ERMKRGEN. FI8  BERRE—E
RARBEHNAE  CEERARBERONER  YRASERERERS.

£}

- ERAEESHES

- EAEAERBNES

« AWS Backup ¥ &t Amazon FSx £

- EREH

- BB EREMNERRMK

- BUBEAERBBNES

- MiERIELD

(vl : O PANAN

- ERMRKREPRES

- BB EREMNERRMK

EREES R0

BIBTAR , Amazon FSx BHANMERAETADSAHG. SLADS ABORELRTHERMR
BEYNSARORRENET. SORESOREARRE BRELAGER BERANEARREE
EXBERELUANSERE. RACRBLERERRZAREROBE  RANRARTRME
R | ATETEETEDES.

HESHRHENSRE —REFE K BAREH., E47% Amazon FSx EBAFTEITERRFKR , TERM
SHBEHEOREHA 30 XK. Amazon FSx API fl CLI VTR R BB TE, BuLlSREHBERTE
5090 X, BSREHEREAO0 (FT) XeHFHEHESHHEN. MBRERRXKER K SEDHMRESAHE
%
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® Note

HREBUERES 0 RRFENEBRRBRKETSHBRG. YREFEABEREZDENE
RRi, BARRCEAEBES B

IBAILAER AWS CLI SRE A — 1 AWS SDKs REEERRFENHAOBENEDREH. £H
UpdateFileSystem APl # 48] update-file-system CLI i, MEFHMEN , F2BREA E
FERFR#HE AWS CLl,

/A Important

R EDE R HONREVNBEERENNRERRAKAMBRFED, EREH
BT BREELERENRD

s
7
b

ERERERBN D

5/ Amazon FSx , U LAERF BB ERRK. EBLER Amazon FSx £ A&, APl 2 AWS
Command Line Interface () R#{TIHLIREAWS CLI, &FEHEREN Amazon FSx #ERR M Kz
TRl K MEREEEERZEM  ELHEOMRITUEA, ELERKREHRONERRRK , 2R
BERAEBEBNER. LREEMER Amazon FSx £ 4., API 5 CLI MIBREA & RREME{ . Amazon
FSx XKEFTEBBMEREM. MEFMENR , FSEMBRIED.

MREBRAERIKERERED (FNEEFTOEEFBHBNEERIMERNE ) |, HOFERE
ARSI, WHEEB TR R,

ERTHNINSERRRNERERDFHD , 2R B EAERIHED.

AWS Backup #&H Amazon FSx £/

AWS Backup ZEiBfg{7 Amazon FSx BRR# , UHEHRFESRARZN A RNRBELNER ., AWS
Backup 2 — & —MiEMIRYE , EEBCEONEL, EH, EFENMER , RFREISHRENE
¥o. AWS Backup AIRAERRFHZ LR, ZHRANBEESHRENEPHH R, AWS Backup 7]
ELFRRMREBERN AWS RFFHEE, ERENERRR , FEi2RHEPNE , BEHITTIE
£ -

- BENRREEHH AWS HER,
. BELEAERE.
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- REREBR,

- 5 AWS EEME AWS lRFER BT

- ERmARINRESD. ERNEFRED,

AWS Backup £/ Amazon FSx WA E{EIhEE. & AWS Backup E#ZEEWEBNEH EFEER
Amazon FSx FEAMBNHEOMHENERRKE —BUEMKEEEBR , ARMERMNEREER,  BREH
4 AWS Backup EERERENEMEM Amazon FSx {BHEBH , EREFEHAERBHEE,

WMRIEHER AWS Backup REBIEL R , BB EEMIRE , HINERNERERE  UREIE
BAUBIERONEEND, o, BEMBRIFERRZR . 18 AWS Backup RELH T AIEHE. EW
Brt RA R B MBRAVIE R L,

FTER S s 10 AWS Backup E# A AFEREMENEH , X FT A Amazon FSx B4 A & B E & 17 B
£8, &TLATE Amazon FSx E£# A& . CLI # APl AWS Backup HEEFMEFR BN EL. TiB , £E
SEMIBR 7 Amazon FSx E£# A . CLI = APl AWS Backup FEVBH R, WMTEMAER AWS Backup
2 Amazon FSx R RAMFFMEN , H528 ( AWS Backup B AEE) HMEEH Amazon
FSx BRE#K.

BRmD

B LAE A Amazon FSx ##8[E AWS IRF A EG FBERE S —E AWS BE ( BEEEZR )
HAHE AWS B ( BERER ) . BRETHERN AWS 2 EIERETEEFHER., BUUEA
Amazon FSx £# & AWS CLIZX APl EY FAEMBNEAESR., ELERIFEAERHRNERER
B, HEER A USER_INITIATED,

&t AT LAEF AWS Backup # AWS EiFf#EE AWS RS E8{HD. AWS Backup 2—E£ZEHH
EERYE  TREBREFOHENTRNE, ZBEBERFERE , ZUNUBBFEARBOEEK | BEHA
STEIEREABANRS,

EEREEMEAENREESSHERBHIEE, SBUUNSHEAESEERE S —@ AWS EiF ,
EEXE AWS BE P R4EKEE  SUURENER , YREEREGESPHTHAYE AWS . £
ALERRDER , SERENEERTE —E AWS EBE AR AWS EiFR, S LA Amazon
FSx E# A Amazon FSx API AWS CLI , F£#HE AWS tRF ( BEHHEE ) REILBEHESR. &
AT LAE A AWS Backup¥1T FE FE s BUR B e 3 8 A

BRFHROEIHNREERERER , #REOERIBHIRFFEERTR. cMLRABEANERR
ZE , B LB RNEEMBRES. BEREAERTARE AWS KMS iR, BIRFROXERR
( Bl RSEEZERFERD —EfRREOERIKRF ) NER (HROR-—EXERFERIIZE
Rt R EARS ) o
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&AILAEF AWS Backup #& Bt AWS Organizations X8 , B EIRFEOEAER, BIRFEARNIIRSR
BR B AWS Organizations BUSR E&. ME A AWS Backup B BIREROERWFEMERN , FSHE
{ AWS Backup & ABIEm) R BEEHER AWS RS,

R D R PR

LT REERBOFHN —LRE :

- EEEMERE AWS BEE,. PE (dtR) MHE (25 ) EESZE , A% AWS GovCloud
( XEIXREE ) M AWS GovCloud ( XEIRE ) EFvEXEEESROES  BETEBELESE
%,

s BOULEEAEERELESRERER AWS
- REEDHARRENRER |, AVAILABLEF BEETHEER,

- MRFRBOEEER , MEEMER. ERMNBEBORTHER , URAFFERRIRFEDER , Waes
RETWLEE, MREERAMRIREND , ERKGC LR,

- BERFRZAUUEHEETHINROERBRIE-BRH AWS B,

B B A AR A

IERBMER 1AM BURBROR TR R F TR ERIRFENFTT. FEERE AWS BEERANLBRER
BB EA , FFRE (IAM B8 IAM £/ %E ) LEEAFERRERDNEEFE AWS EH.

IEATLAE R BURRR Fliefn BRI ECopyBackupBEMEF T, B LAEBUERM Action ML FIEE
BiE |, WEBRK Resource@UAIBEERE , T HEHIFTR,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "fsx:CopyBackup",
"Resource": "arn:aws:fsx:*:111111111111:backup/*"
}
]
}
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WE IAM BRI EHEER , F28 (AM E£RAERERE) T IAM FEYBEMEF A,
TRERNEEER

EEBEORRRFEDERITEN B A AWS B E /L AWS IkRFE |, £ —EBEFXRTEHEHD
B2, BMERERMRR KMS S8 3 INZ /40 89 R B f it 82,

EE—BiRELAR  FMEREROBSEEEMEE AWS IRFHNMEE B ESE , sIREEE K
MRz EE S LR EROFAERE , X E-E£AHERN AWS KMS £, MRFFSE—K44, Al
BREFEELETE (FEE) BHOBER

EETROTERERRRNES  F2M ERHERIRS FHES.
R EREFTNERRR

BRI MERTTANEOREIFTNERRZRSE , B3HERE —ERERFEMN point-in-timetR BB, &AL
5 £ 4 AWS CLISREA — 1@ AWS SDKsRIZERED. SEREREFERRAKAMENEE <
HBYFERRAAENEEER, RECEFNENSEEFARRRS  FHPEESEIESH
HESE,

ATHRREAETUEEFIERNERRSR  FHRERERERRZFMEBEBA Active Directory #315
HEHRERRAEER , ZRAERRMMN Active Directory fIEEE. @1FE Active Directory BIEEHH
B , 5528 £ A Microsoft Active Directorys

EETHRNMEEDEREHM FSx for Windows EEERE , 20 SHEDVEREFNERELK,

(® Note

BRARBERRRFENIEREERESSEENREFREMARNTERRRE. EUTUNERER
RENRERETACE , HNRAERZENFEEFRE, NFFEER  F2REERES

|

o

BB EREFTNERRRR , BUUARETIMEAERRRERE :

- REFRER
- VPC
- ATRES
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. THER

« VPC security groups (VPC &£ &)

« Active Directory #25E

« AWS KMS & <8

- BREDREOFRBERE

- BREHERR

B ERERE D

BRT BB EEERKBO I , LA LIRERER Amazon FSx T4 E A& MBHNERRKR
10, MTRIEFFTIR.

BIAERERMBNVERRZRESL

1. BRI https : //https://console.aws.amazon.com/fsx/ B9 Amazon FSx £ &,
2. RREBEERERD , EELEHEONVERRAESE,

3. EEED , BEEUHEM.
4

ERBNELBOHELS RS  RREBONEE, HOBBRZTAH 256 {8 Unicode Fit , 21F
FH., 2, BFNERFET . +-=_ : /

5. 1#{E Create backup (BI1E ).

LRECEIERRKFES. EUUELRAEERREHFH , 7£ Amazon FSx TR EFRKEIFMTETHE
PHER R, EHFEAERRKRENER BHUSER_INITIATED , EEARAEA |, CREATINGE RIS 5K
ALEAVAILABLE, MIEFHMEN , F2REAFEAERBNES.

il B fig £2

A LAE A Amazon FSx 1A . CLI = API IBRERRENEAEAERBNEBZAES , W
THRFR, &EME AWS BackupEH Backup R FIEREXAWS &% , BAEFEH AWS
Backup £##&. CLI % API, MiERfEMD2KkABELERNEE, LE2MBREMEBRESDPHEME
Bl RIELEERRTEEZXHESD , TRIFIMBRES.

MR RA (F12E)

1. 7E https://console.aws.amazon.com/fsx/ : // BABX Amazon FSx £ &,

2. feEREBBERKRTD  REAEBERERHD.
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3. RBEMKRPEEEMROES  AREEMRES.

4. TERRRAYMEREOYHFEG RS , #EE RGN ID TEEEEMBRNEE.
5. MR CEHEEMPRAYIRE G RZETT .

6. BEFEMERIER.

EHRANFA SN ENRESEXR AEEER LM,
T8y K

BOXPREAERRBRPEANREREIRE , MITRAMERERE. RO A/DBURREM IR
FRE  URERRKLNENRRE, AENENEERRAENRFURET 2N AR ESEE
RME , ENBIROAETRARIIRAEERANREEE. EERKREDR , ASBRABOEEN

% 7 R {ttfile-system-consistent, A BB ENER , Amazon FSx B EEREREDER . BRRK
NWREFUERELNERTESEZSEARRER , ERIRREARZBENER., Hit , HHOAENEKX
NABETHAERRFKLEZNB ST K/, &L AWS Billing Dashboard 5 3 2%
2 FAEFM A AWS Cost Management Console,

ERAREREE AWS 1RE | URREECHRAEE. BEERMY  FEMURGEERRI#E
B AWS tRF 1RE. #E K BEEESHEFRNEE , FREEGHRERRENERREELIK
E&HA. flm , BUEARERARNABREXCBEER K ARREREEAUERZERAERE
BIERBERAE, MEFMESR , 528 (AWSBiling ) EREEMPHEAKED BREE,

® Note

ERENRERER , RERREARTFHERERIN. BXERTFURNEFTREESEIH
DRAEEREN , EXMREEARFUREABEBNBOAL, MREENRFEEZNIALN
DEAERRENREER  IFEERIHURNERN N ITRARREREFUE LEENE
BRD. EVREEERROABREMIFNREFERERR, CEXEBENRTRER RS

BT E,

BRMERS PR

A LAER AWS EE XA M AWS CLI |, BB THER , #SHEE AWS iRFFHEA FEERE S
—{@ AWS B ( EEESEA ) HEE AWS B ( BEEIA ) .
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ERERAEMEEKRSE (BENES ) AEREND

1. ¥E https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £# &,
2. EEEERP , BERO

3. HEiwtpRF K BELEEHNRND A ARBEERRED.

4. 7 Settings (FRE) B , BT T5IEE :

- EENMEESFES K BEEZERBOHVER AWS EEl, BRI TR S —E AWS B
(BERBES ) HHEE AWS EfE ( BEFAESR ).

- (EA ) ERERER  SERERRECERI BNLFES. MREESR 6 BRERE
BRI FEER , SO ERE,

5. SHEME | 1BIE AWS KMS E MU MZERB RS

6. HREE-EZR K WARSIBNERAERNREONERR, NMREELEFERE K XESR4
ENERER  ASSHAMBERR.

7. EEREREND.
L RS EMEER AWS IkRF FERIZERN AWS B,
£/ CLI #MEKRF (BEESxESE ) ARRED

£ copy-backup CLI @8 CopyBackup API #2ESREHE — AWS IRE AMERD , BHREE
AWS BIFZHE AWS EFA,

T ol Sbackup-0abc123456789cba7&# us-east-1EFHER ID B HIHEL

aws fsx copy-backup \
--source-backup-id backup-0abcl123456789cba7 \
--source-region us-east-1

ElfE S B RATEREO R HER,

B LATE Amazon FSx £## & L RBifE# , SifFEA describe-backups CLI 5 H IR
DescribeBackups AP| RELAE X ERET H RN BR R D
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BieERZEFMVERRE

IERLMER AWS EEEEEA. CLI M APLERERZRERES  UBMFTNERRE , MTIEFHR
&

‘it ERERRR

1. £ https://console.aws.amazon.com/fsx/ : // BAEX Amazon FSx # &,
2. REBAEBERERTP , REAEBEPERZHEND
3. NMERERRPEELEERNHES  AREBEERRED.

EEMEHMERRREURE, IREHEEEERRARELGENE  EECRERERENFES
REARLEEE, T8, BUNEERXERE. HEBHH VPC MHEMERE , URRBFEE, &
FRBERA SSD , BETUETIERGFTHEEES HDD
- BREARTBEAARMETHORNE—EHRSHHD 2.
- BIFAREEL A 2,000 GiB,

4. NMEERUFERRFE K, ERBE,

5. i##E Review and create (MBIFEI),

6. REIEA Amazon FSx BRRMBEMNRTE , AREBEERIERRRK.

Amazon FSx EEEBUFHERRSE , — BHNREEF A AVAILABLE , BRI LNEEFERAERR
o
FAREERRELNER

Microsoft Windows & F #7242 Windows ERIAFEEEREHNORE, AR ERR K FHE
AVRREREHRERE LNCRIBRIEENER  HBERRE, REEEETURERIEREGER
Windows PowerShell is 5 E BN FEXK,

FTRAGRENERZREN —EBFY , MARSHHEEFNERBI ERAERRREFRE, BF
RABOPEESFRECERRRINAERL FER,
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® Note
X T &71E FSx for Windows File Server AR ER, BEFEARY *E%EM%EE%%%

LHER  SL4AEERRRLBARSERIRERTERFE. WEFMER  F2EK
ERFEAUERAFEREFRNIERE.

/A Warning
BREEAELINNED. NREBARKER  FREGEENTERRD,

ES-]
- FRBREERRNREER
- REBFEXR

- RERFEFUCAESRBEFENEE
RERFERNRTRNSEABE
- BREYERFETE
- BUBTREEREE
- BRERFERYE
- BuFER
- BRABHEFES
- MIBREESE A
i BRRE S RBERE
- MBRREEFERFE TR, HENMBRIER
- HEFEAEITHREDE

ERREEABNRERR

BA L ARERERABRAREREIAR | LLAKFRKERE®R Windows File Explorer B 2 HY R B 1R FE
E1EU1’;§ZEE5|QB’EO Amazon FSx {# Microsoft Windows Server I2{tHIEERIThEE, K TIK
EXARERER .
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- BRENERRFZEEZHHMAEEER : Microsoft Windows copy-on-write 5 3E R 508 B EXE 718
HELURNEE | Hitcopy-on-write ZEI R Z A BB EEREAREEE=E /10 814,

- £/ SSD REFLEMEAMEERE : AR Windows EESEMRM 1/0 MEERHBE FELS , FLR
PEBEMER SSD AT , YHRXERERSIELHEYNIFESEN=F. EFPRBRENERR
MERANER , LERBBRTRZENE FRIAEF[E,

- ERELFEENEFELYE IREBEAREXFER , flwn , BiB o4 ARFNEFER , FE
E-ERIARLEAXRERTZE (TBMR ) WEFERX , FEBENREEEEEFTREEE—
LA EEE, EREA FSx for Windows EEHR I BRBEEBIT —HMERE, HM FSxfor
Windows FE#E S FEARBEEH Tcopy-on-writeth ATRE LB S /Y /0 RIEEE, EEKEF
BANTHAENNEFSERZRE  FFHMRAEANEFER , IREETHEHMBRERRE
FHEZFER,

® Note
EEMESHEOERREN D EBZESHEB , FSx for Windows #11T—HMRE , T/
AT ERARFLRZH  FERHERRRLNESERFETR. —BURENEER
BHEERRFLREZERNUEURCEANRERER. ATHLEERERENRELES
# BERCEERRFLHEFION 64 B FESR  WKBTITRERERNMEBRZEN
FHEXR,

RERIER

BT LAfE A Amazon FSx E& B Windows PowerShell 6 , ERERRGE LA MNEREEHRE
H, LU 27 FSx for Windows File Server IR R LR ERFRIABHN=H/EERE :

- RERFERTNEERRFELEANREEELR

- (Bf) RETERERRALEANE TEXRYE LR, FERES 20,

- (IBA) REHRE  EEHEBRETIANEBEANBERE , flnsR., 8BNSA

LHETUASEERRARBERS 500 B FEXR ; T8 , KMAERECRBFHIFIR 64 BFFE
A, LEARTAMENNEE, ESEILREE  SHENT - ERTENSREENREER. K
#, EIRHERRBEFELRE SRR —IZARENEHER  UAT —EREZERRHEHNR
T?'VIIDFaﬁo
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WMEFEBBENIERATER Amazon FSx SREREMAMIBRERE FEXNEF , F2HE REBFEX
LA A R F B MR

RERTERFEFENEE

FTERRA LR TERURFMETERSENERERER, TEeRRE/AER K AgEREE,
Hit , EERBEETSERREENERMEEANRTFEZE. ARRENHKEZBTRRBENTHR
BmAMTE, BRERE , BREAEANREZEAIRRENTEER, ESREBRAR TELRE
BEZVREFEZER K CEXEBRTFEHENERRREAEN,

EERRAETELR  SUUEER FERNEERRARLAMEANBARER. ARREIAERRK
B 10%. MRENERELCEFREIERER , RMNBBERSRHE. REBPHRFTREEHRK
ENR TRIZLLERE AN ERE MR,

m

BO R ERRBFRREARER (Set-FsxShadowStorage -Maxsize "UNBOUNDED"), R
B, TZREANEETESEFIAEF FERNERCNERRRRE TR, ETHGEIENITEERR
ERANRERE, NRERERRFINRE , FELETEIRSERRFIRKERFTIE. UESE
FERBEFRRERRVENPHERFNFHEN , 720 [EETERRBERNSAEE,

BAZFERAzE , EUNEREFEARANREEZAE, NFFAER K F2ERGEFERES

o

RERPENNE FRIENEE

ESRASTELR  LUUEEFRERRRBR LN TELYE LR, FEHRRHA20, ATH
SHEANTRAMNBELERERE , Microsoft ERERFERNHE LIRREADR 64, AR
Windows FRESEMRE /0 MEERHEL FER , R BRMEHEMER SSD ffFlE , YWAERE
REIECABIFEEEN=E EAPRERENERRRBRANER , WBE2MEAFTENZ A
AEBE,

BAILRERS 500 A FELANHBE LR, T8 K NREAEARERTERIBXEREE—ERR
MEEAREREFZE (TBAR )  FEBBIREOESFEFUTASLEERER. ERREA Windows
FECRYERRBER LT —BMRE, SUR1EERA Windows FEEH{Tcopy-on-write’EE) , [
i FEA , MBIBSH /0 BFILE,

EERANERRRREER
LT REABRKERNERRKER.

|

- BRUAERRAFLVIFEHEERGEEZHNNERE, Amazon FSx 12t Microsoft Windows
Server 2R EERTHEE, BRIBERET , Microsoft Windows copy-on-write /5 3% 3R 50 8% B &5 8 F
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BRELRNEBE | tcopy-on-write FERZ AHHEEEAEREAREEE=ME 110 BE, MR
Windows AR F M A /10 REMNER | At FEIMET FELREDIREG , RATELE
ZEiBcopy-on-write RIfEE S FER, At , FREVARRZRZ LN IEEHERGEZHN IO X
RERE (BIEATERMARE /O MENHEEREEE , URRERMRT /0 MENREEENE
E)o,

- RPBEEBRLERAE FERKE AL SSD RERRENERRA , A2 HDD EEE K
£ Windows AR S/ /10 MEERHEZBS FEZ , H HDD TR T A /0 BRIERHEBIRA MEE
BE,

- RTHRENRYERBEELR () 20 , CHERRFEZLEH 320 MB AT HZE
BMaxSpace. il , MR 5 GB ElEMaxSpaceffEHER | BHERRMKRT 5GB 24,
E—EZ=DHEAE 320 MB #9 1] A Z=EMaxSpace,

/A Warning
RERTERFER K FRELEIEBERNIHENTEEERMREBE , RFERY
R, ENFEHERRARAER A LEZFERYES. UFEREEFTRSERFENER , F
2H BY BRI BEERIE,

12 R 8 BUAE R M E R

# Amazon FSx ERRZM LRERLEIARR |, BV E T SUPURIE F1E B HE RSB B KA T HIR
, WEFERSMEREIESR,

EHEEAREMN Windows File Explorer NEHMEREZERZER,. EEERER , ZUNEEERR
WER K ARRABTEEFEEEREINEER (BR-—TEEAE).

e
it
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(e < | July-2019

m Home Share View

« v P s This PC » share (\\fs- >
" Name Date modified Type
3 Quick access
I Deskt E| staff-minutes07092019  7/30/2019 1:37 PM Text Document
eskto
P =| staff-minutes( @ ent
1= n
| Documents = staff-minutes( Pe ent
4 Downloads Prirt
&=| Pictures e
& Sh
July-2019 Zshas
Open with >
& ThispC Restore previousylf?rsions
- 3D Objects Send to >
== Con
- Cut
[ Desktop
Copy
5| Documents
@ Downloads Create shortcut
X Delete
D Music
Rename
| Pictures
E Videos Properties
“i., Local Disk (C:)
== share (\\fs-
Documents
§ July-2019
[ test v
Jitems  1item selected 1.19KE

Documents > July-2019

A&, EAE AU RATRE

General Securty Details Previous Versions

File versions:

T Previous versions come from shadow copies, which
. are saved automatically to your computer’s hard disk

~ Today (2)
=| staff-minutes07202019
=| staff-minutes07202019

Name Date modified

Open |v

0K Cancel

Restaore |v

= oo

BE

AR AR MIE R ST BT AR A

BERPEAS L EARR AR

BUERERNEYERBEFRENRE  FERRARLREZERFER, AREFERFAERE
RERXEREZER 10% NEXRRRREFRE,
BERFFETSEKE M,

LIES

7R

RN

HIERZARNEERE Bl ENRR

RERSEAUERERRE
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REEEE UTCWEBE—, B=, B=, BEMERZLEF7:00 MTF 12: 00 BBHNME FE
X,

RERFERBENERER

1. ERZHEHERZFEEFMBEREDN Windows EFHITERE

2. LUERRFEESEESFHENREST S E A Windows BEE#HITEE, £ F AWS Managed Microsoft
AD , ZBHHRAWS ZiM FSx BEEE, EBREEM Microsoft AD 1 , ZFERBEHEES ,
REERUERRAFAEEEENBTHE. NEFHMAEN , 528 (Amazon EC2 FRHEE
) FHMEHE Windows H{T{HEE

3. HATIHGSREERNERMIER, FSxFileSystem-Remote-PowerShell-Endpoint #%
BRBEEEENERIZHKMN Windows Remote PowerShell i 2, &0 LAfE Amazon FSx i3
B, ERXAHMETEMNPERELZLER , & DescribeFileSystem API R/EHY B FEAF 3K

2 Windows Remote PowerShell i 2,

PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowStorage -Default}

Bl R T AT Ro

FSx Shadow Storage Configuration
AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20

RERRBREERIERE

-

EEERENERRKEGTERERE DN Windows EEH1TEE

2. LERXFAEEEHHENKE S D EA Windows EEHTEE. £ - AWS Managed Microsoft
AD , ZBHHRAWS EiW FSx BEXER, EHEEEMN Microsoft AD 1 , ZFERBEHEES ,
REEBURERRARASHEIEENEIT#E. NEFHEA , F520 (Amazon EC2 FAEE

) FHEHRE Windows H{T{HEE

3. HEATImSRERRRIERIERE.
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PS C:\Users\delegateadmin> Invoke-Command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {Set-
FsxShadowCopySchedule -Default}

ElEEBERRERENERIERE.

FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1

EETREMBELEY SITRMERSE  FoMN B ST REERE,
REEFERETENRAHE

A LA fEFSet -FsxShadowStorage BE] PowerShell i , ERRFER M EERRKLERAN
BAMRTFE. BULUERA -Maxsizes -Default 28 , BERFERTRREINV KD LR, FH
Default BB A RELERAABESTEN 10%. BELZEHENDSHIEE -MaxsizeHl -
Default B8,

BRI LAER -MaxsizeEBRFEHFETF , WTAIR

« Myt ABEN : Set-FsxShadowStorage -Maxsize 2500000000

« LLKB, MB, GB siHE B BE{ : Set-FsxShadowStorage -Maxsize (2500MB) = Set-
FsxShadowStorage -Maxsize (2.5GB)

- URBHBEENEOHLRTR . Set-FsxShadowStorage -Maxsize "20%"
- #PRH : Set-FsxShadowStorage -Maxsize "UNBOUNDED"

£/ -Default REXLFREFR , UMEASIE 10% WERRM : Set-FsxShadowStorage -
Default, HEE—STHUNMAERAFARER A F2H [ERTEXRUFEAERRFRAERE,

1£ FSx for Windows File Server R Rk I R EERFEFE

1. DERRXREEERANKES Y  EREEERRAFMBEREINEEHTEE. £ F
AWS Managed Microsoft AD , ZEHERAWS ZikE FSx BEEE, E£BREER Microsoft AD
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1=

0N

O ZBEARREEES S ERUERRRFACTEIEENBTH#E, nEFHHEE
{Amazon EC2 fEAE1ER) FHLEMRZE Windows H1TEEE.

EEE#HTEE EBR Windows PowerShell 185,

FA T BELRN Amazon FSx ERR K LBRBURIR PowerShell T/ER

B, FSxFileSystem-Remote-PowerShell-Endpoint #% MR ABEEENERREN
Windows Remote PowerShell i, &AILLTE Amazon FSx X84, BRRAKHFMEFEEMNA
HREZSEER , 5 DescribeFileSystem API #4ER [E FEH % ] Windows Remote PowerShell
iR,

A, S

PS C:\Users\delegateadmin> enter-pssession -computername FSxFileSystem-Remote-
PowerShell-Endpoint -configurationname fsxremoteadmin

EANTSRS  BREAREERAR LRERFERMEE.

[fs-1234567890abcefl12]: PS>Get-FsxShadowStorage
No Fsx Shadow Storage Configured

£/ -Defaulti®IE , BREXRBEFERES WKREN 10% , YELHERE LRFRES 20,

[fs-1234567890abcef12]: PS>Set-FsxShadowStorage -Default
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 @ 32530536858 20

AILAEFA Set-FSxShadowStorage@ S E -MaxShadowCopyNumber 28I 5E 1-500 H1{E ,

RRFBRERBRLAFNEFELRBE LR, BIF Microsoft HHERAF THEAENER , AREKET
BARBE LRFRA 20,

BEREERMFEFR

15

70N

D

A AERE R RFAIZE I PowerShell TERFER P EA Get-FsxShadowStoraged® , RBEERR

FTEXBNERANRER. NFEENERRK LAEER PowerShell TREERMNERA , F2

B {8 Amazon FSx CLI for PowerShell,

[fs-1234567890abcefl2]: PS>PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration
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AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

0 0 10737418240 20

WHEREREERTHERE , TR :

« AllocatedSpace - BRAFLLEEERE FEANREEE , MMuBAEN, —BH , EA
0o

« UsedSpace - EFEXBHIFEANRTE , MuTHREN, —BRKB , WER O,

* MaxSpace - EFREFAUNRNBEAREFE , LMUTHEAEN, EREMEA Set-
FsxShadowStoragem T AR T ERREFHRENE.

« MaxShadowCopyNumber - BERRZRAMBN R A ERE , £ 1 2 500,

EUsedSpaceBEZEZRTENEREERMEE LR (MaxSpace) I ERYEZETRTENETER

2(E PR (MaxShadowCopyNumber) B , ZFEAN T —ERZEREMRAKENRZER, MRETR

REARENETEAS  FEERETEAGREE  LBRALCEEANRECHERFINE TER, MR
LEEESTE , ZUURMBRBEENEFER , IENE FELRTRNRAEE.

® Note

ERYEAERRNTFHEYR , cHEFEAEERERARTERINREERFETE, BXER
B AR/ BERSRIE I , S RIA CloudWatch FreeStorageCapacity ISZEHE R AREFEZE
B, BERERENREZERMBFTE LR (MaxSpace).

By BFIEEERFERE

BRRERGFEFEA Microsoft Windows RIVEFZER B RIEEMR EBMERTER, BIERIRE
AR ZEER  RERHEFSHEEN, —ARARFE—ARXERFE, C4ALREREERE
FE , TREVEXERFE,

EREERRK LHIT Set-FsxShadowCopySchedule® ¢l , EBEETMRENE FEHHE,
MRENAFPRERMLRN UTC K& , LA LAEA Windows BFER -TimezoneId:EERIEE g5
WEFE, IE Windows BEHEE | 5528 Microsoft I TEREF[E 4 |, S Windows R IETRETT
FETTYEME : tzutil /1. BE#—F 7 # Windows EKMEEEF , 5528 Microsoft Windows
RBAESHROLXHFHNEBERRER.
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BRI LAEA -Defaul tBIBWIERREFEREFERIE, MEFHMER , B BRERFERUSE
A EFE AR

e
W

BUHTREERE

1. EY—# Windows B2 EK#ER A UEREREZERFERIHIEERNIEE, E4AHMERKE
#9 PowerShell F{#H new-scheduledTaskTriggerm &R EZ EEE,

UTEflg2yBiTRIERSRE  ZHEEE UTCHESEE-—EBAMN LEF 6 : 00 M TF 6:
00 ME e ER, RIBFER , RIELEEUN Windows HIRERBRTIEEHE , TRIFEAEN
UTC BENL

PS C:\Users\delegateadmin> $triggerl = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 06:00
PS C:\Users\delegateadmin> $trigger2 = new-scheduledTaskTrigger -weekly -DaysOfWeek
Monday, Tuesday,Wednesday, Thursday,Friday -at 18:00

2. ffM invoke-command#i{T scriptblock@®f, EEMERBIESE , LLERIZE I new-
scheduledTaskTriggerWEERERFBRBE, FSxFileSystem-Remote-PowerShell-
Endpoint #& Hﬂﬁ%ﬁ'ﬁ%%ﬁﬂ'ﬂ%%%. 89 Windows Remote PowerShell i 25, &7 LAIE
Amazon FSx XA, ERRAFHEFEENRBERLRLEER , X DescribeFileSystem API
B VER B & 3 B Windows Remote PowerShell % 2,

PS C:\Users\delegateadmin> invoke-command -ComputerName FSxFileSystem-Remote-
PowerShell-Endpoint -ConfigurationName FSxRemoteAdmin -scriptblock {

3. TE>>IRTRPBMALTIT, LUMEMA set-fsxshadowcopyschedule@ iR EREERHERE,

>> set-fsxshadowcopyschedule -scheduledtasktriggers $Using:triggerl,$Using:trigger2
-Confirm:$false }

CEEEREEERRAR LRENBIEREE,

FSx Shadow Copy Schedule

Start Time: : 2019-07-16T06:00:00+00:00

Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday
WeeksInterval : 1

PSComputerName : fs-0123456789abcdefl
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Runspaceld : 12345678-90ab-cdef-1234-567890abcdel
Start Time: : 2019-07-16T18:00:00+00:00
Days of Week : Monday, Tuesday,Wednesday, Thursday, Friday

WeeksInterval : 1
PSComputerName : fs-0123456789abcdefl
Runspaceld : 12345678-90ab-cdef-1234-567890abcdef

wRRERE

FEREERRALBENE TERERE K BEERRKNIER PowerShell TEPSER A T 5 dp
To MEELWERRK LBEIRIE PowerShell T/ERSERAVEREA , B2 /5 Amazon FSx CLI for
PowerShell,

[fs-0123456789abcdef1]PS> Get-FsxShadowCopySchedule
FSx Shadow Copy Schedule

Start Time Days of week WeeksInterval
2019-07-16T07:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
2019-07-16T12:00:00+00:00 Monday, Tuesday,Wednesday, Thursday, Friday 1
— /,
f=8vA-3-7: b

EEFHEVREAEIALR , BEERRENER PowerShell TERBRTEMATIGRS. NEEERERK
R E =R % PowerShell TYERSERBIEREA |, 382 £ Amazon FSx CLI for PowerShell,

[fs-0123456789abcdef1]PS>New-FsxShadowCopy

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} taken successfully

BERAENEFER

EERAERRRLBENE TELE  BEERRAIEIR PowerShell TEREEH#m A T 5l dn
To MEERERRKE LEIRL PowerShell T/EFEERHVEREA , 582 E £H Amazon FSx CLI for
PowerShell,

[fs-0123456789abcdefl]PS>Get-FsxShadowCopies
FSx Shadow Copies: 2 total
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Shadow Copy ID Creation Time

{ABCDEF12-3456-7890-ABCD-EF1234567890} 6/17/2019 7:11:09 AM
{FEDCBA21-6543-0987-0987-EF3214567892} 6/19/2019 11:24:19 AM

il BR k2 AR AN

B EERRKHIRIR PowerShell T/ERESEXH £ Remove-FsxShadowCopies@i T , MIBRIER
AR LN —BZEREEFER, NEELNERRFE LAEIRI PowerShell T/ERE MR |, 82
B /A Amazon FSx CLI for PowerShell,

ERUTER-—ELERREEEMBRNZ FELS

« -Oldest MBRERENREER
« -All MBRFFIERENE FER
« -ShadowCopyId &1k ID MRS ER FER,

BREERE o ER—EEER, IREREEEMBRNBIER, BESERIER Ds , FIEEHE
HHWEER D, RERERER,

FEMRERRRLEENR FEIAX , FEERRMKAER PowerShell TEMBEHBA TGS

[fs-0123456789abcdefl]PS>Remove-FsxShadowCopies -0Oldest

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing oldest shadow
copy".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y

Shadow Copy {ABCDEF12-3456-7890-ABCD-EF1234567890} deleted

EEMRERRFELNBER FEIAN , FEERRKKAIER PowerShell TEMBEHBA TGS

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopies -ShadowCopyId "{ABCDEF12-3456-7890-

ABCD-EF1234567890}"

Are you sure you want to perform this action?

Performing the operation "Remove-FSxShadowCopies" on target "Removing shadow copy
{ABCDEF12-3456-7890-ABCD-EF12345678903}" .

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y":>Y
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Shadow Copy \\AMZNFSXABCDE123\root\cimv2:Wind32_ShadowCopy.ID{ABCDEF12-3456-7890-ABCD-
EF1234567890}" .ID deleted.

EEMBRERRFELEEX FELANBEHE , 5545 -MaxShadowCopyNumber 2 EHALBER
BHEFELYE, T8 , HEFASERET —ERFERRBZREN , KERRSEDMERZER
AR, EERRZMMNIELR PowerShell THEBEBRFERUTHRS

[fs-1234567890abcefl12]: PS>Get-fsxshadowstorage
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 50

[fs-1234567890abcefl2]: PS>Set-FsxShadowStorage -MaxShadowCopyNumber 5

Validation
You have 50 shadow copies. Older versions of shadow copies will be deleted, keeping 5

latest shadow copies on your file system.

Do you want to continue?

[Y] Yes [N] No [?] Help (default is "N"): vy
FSx Shadow Storage Configuration

AllocatedSpace UsedSpace MaxSpace MaxShadowCopyNumber

556679168 21659648 10737418240 5

i BRE2 AR R

EEMBRERZAKLBEENE FERERE , FEERREMNIER PowerShell TER B A T3
W, MEEERRK LMEIRIR PowerShell T/EREERHVERER , 5828 £ Amazon FSx CLI for
PowerShell,

[fs-0123456789abcdef1]PS>Remove-FsxShadowCopySchedule

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowCopySchedule" on target "Removing FSx Shadow
Copy Schedule".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y"): Y
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[fs-0123456789abcdef1]PS>

MErETERETFR. EENMERRER
EUNMBRRPERELE  SEFARANRYERNRYERER. AN  ATNMEEERG LR
REERFBETRE,

EEERM , FERERRMKIIELR PowerShell TEREEX % A Remove-FsxShadowStoragedn

T MEELNERRRE LEEE K PowerShell T/ERERRIERAA |, 55288 F 5 Amazon FSx CLI for
PowerShell,

[fs-0123456789abcdefl]PS>Remove-FsxShadowStorage

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-FsxShadowStorage" on target "Removing all Shadow
Copies, Shadow Copy Schedule, and Shadow Storage".

[Y] Yes [A] Yes to All [N] No [L] No to All [?] Help (Default is "Y": Y
FSx Shadow Storage Configuration

Removing Shadow Copy Schedule

Removing Shadow Copies

All shadow copies removed.

Removing Shadow Storage

Shadow Storage removed successfully.

Y E AR ETHED
ENTERNELARELTFINE , BFZBERR , W TEHAMAR
FE
- ROBREWREER
- BIWFTBES FEAEEX
BEERIDERIEHRNVERRMK LE T Amazon FSx fep HFEREEE R

RO REREFEA
ETHHP-—BIEAT , RENERRELSHMER

- MREH 500 ERLES , AT EAREEFAFRAFENRISEL , EREXELIRGNEER
ﬁfFEﬂkﬁo
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- MREFIRENEBEERFEFELR , T ARFERGIA-—HZFARENEEER | BIEENEE
FEF DR 500 @,

EMERERERARNTA. WRERAFTFEARBNHMEEBTE , FERENERBENMEEM,
KNI ® TERAHIEX

BRIABRLIEZAN /0O MERE (flw , RAEMER HDD #7778 , B4 HDD RERENEERET
2, SHXERETE ) AREFE S Windows Server MIBRFIE R TFEAR , RATCEZLIITTAMN /10 W
RREHBLTER, FEETIESR , UHBITEHILREE .

- WMREFEA HDD &% , FEEA Amazon FSx £ A Amazon FSx API t1#:EIE A SSD /7. W
EFMET  ESEEEEERAKNGREER,

- BERRFNBEERS NI EABITEEEN=1.

- RTRENEBEERBEHE LR  FRELENERRRELE 320 MB AT AZERA,

- EREHERRERER  FEREER,

MEFMENR  B2EEEAANERRRES,
EEIAEREEFRLEFTMNERRK LE T Amazon FSx R S FZENESE A

ERFAMNITA. Amazon FSx BRI ERNERRRE LERRIERNRE , TANEERDEET
PR FHREEERNED

£ HEREEE AWS DataSync

& LAE A AWS DataSync #% FSx for Windows File Server B RAREHEB I E —BEERRK.
LHEEERARESANEREHE, EEHE—STH , F2RAERERA BREERERZE FSx for
Windows File Server AWS DataSyncH #J FIAWS DataSync  FEFR &) FHAWS GFHEFRIE 2
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#% FSx for Windows File Server B2 Microsoft SQL Server &
B {2 A

= Al At (HA) Microsoft SQL Server BE ZB& 1 Windows Server BB EE K (WSFC) P ZEE
PIEE  SEHBHFTUAEREAERREET. BULUEEA FSx for Windows File Server &= 7 A
# (HA) Microsoft SQL Server BN HARER , F2EME . HAERATERNERNREER , UK
% SMB ERLARE.

® Note
B8l , Amazon FSx 7% # Microsoft SQL Server IFl ( BIEFER#LA1L ) ThEE,

SQL Server & fEA SSD 78, SSD RFREARSNENRKILEHRN THEREMKRGT , 2
ERE.

WEM A Amazon FSx B&{K SQL Server S A BNE MMM AWEEMEN , 5
Storage ZPER LMW THIXE .

W%
aa
=
%)

« fEH Amazon FSx for Windows File Server f&{t, Microsoft SQL Server & 1] A £ 8
- £ EBE/EAAM SQL Server ZBEHI LA AWS
- fEF AWS BRENFEE M Amazon FSx 1t SQL Server Always On Z3&

£ F8 Amazon FSx for Active SQL Server ERE =

Microsoft SQL Server AIEAfEA SMB EERLAHE , MAEAPERERNFEFEE. Amazon FSx

RiBREL , BERXERFETAN (CA) EBEHLA , & SQL Server ERERMILART. BLERHL

FAREA SQL Server EREETHEFRAAERENNEARNAEF. ACTUEE—THE
2RERMKLEEN CAHRE | BESEEME SQL Server FENSTHERZRELER CARE

wmREEE HA,

BYRETHAE

&R LAE R Amazon FSx CLI for Remote Management on PowerShell R CA #E, ZEEEH
EREBUHANAEE | 5B5# A New-FSxSmbShare , 3§ -ContinuouslyAvailableiBHERES
$True. MFFHMENR , FSRELFETHN (CA) HE,
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X SMB iR EFERE
W AR ERES ST ABRSPENSEEETASER /O BE , BEE 30 PARR. B
BERES T, B89 SQL Server ERRER TAIRIESR EE T RN BURE.,

BRI LAFHE SMB AR iR THERERE , UERENEARAHSTRAEERRARREBEESE
., EALUERHEBENRERENMERRARNGEIERERAEREAEANTA  ESRBEBRE
BENAHEEE,

£/ Amazon FSx ##A SMB XA R F

Windows Server RE B EBEENEEESNESVB ERXLARE  UHSEEERNAR., REE
EHEAFELENREFEREHRHATEAZREF., Amazon FSx R R A LA Windows Server &
EREEEN2N SMBERLARE,
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KIRENIERFHEFEEZE Amazon FSx

Amazon FSx for Windows File Server EHIhgE., MEMERY , B EBRRSOCXEAEREAY
EZE Amazon Web Services Cloud, #&RZFEE& Microsoft Windows File Server f#ZH#E# £ FSx
for Windows File Server WIEFE FHIMBEFELSER -

1. BIENEZREBRZE FSx for Windows File Server, MIEFMAES , FS2RERENERFEZERE
FSx for Windows File Server,

2. ERE R AHEREEBBZE FSx for Windows File Server, MEFMET , F2REANBMEERLH
4HAEE R ZE Amazon FSx.

3. BIEHE B HY DNS B HEEIHE A Amazon FSx IERR#HY DNS Bl&. MFEFMER , F2E 1 DNS

Bll& B2 Amazon FSx 2 37 B8,

4. Y)#2 3] FSx for Windows File Server, MEFFMER , 2B B R EVIHRZE Amazon FSx for
Windows File Server,

BRLMEUATERPRIEFFSESBRNFEEA.

&
- BBEENEERFHFFZERZ FSx for Windows File Server

« BANBEERLAELEERE Amazon FSx

- BFRIEBE DNS #HAEE B E FSx for Windows File Server
o BHREYIMZE Amazon FSx for Windows File Server

IR ANERFEERZE FSx for Windows File Server

EERREREEBBZE FSx for Windows File Server iR %4 , BREFER R LERERRE AWS
DataSync , ZR# EEE{L. BELAINEE AWS FERKEBERAKEER, DataSync EiBH
BRI\ MR ER Direct Connect, FAEZE R , DataSync BEENEAREN. FHRIEDE

REBERE., MEFHMENR  B2EEH $HEEREZREBZE FSx for Windows File Server AWS

DataSync,

HABRBAAR , B LMEARANERERS Robocopy , IE= Microsoft Windows K #5551l B &
MEREEmHE. WEWNAEER Robocopy #1ERFHFEHEZE FSx for Windows File Server #95£#H
BF , %28 £ Robocopy BIREEEEBE FSx for Windows File Server,
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IR AR RFEFTERZE FSx for Windows File Server WER{EER

EERRBRKEERBHEZE FSx for Windows File Server , i LA EREERE (SSD) 7R EN
Amazon FSx 8RR . EBTRER , IREREAREANRERARL R , B LERER (HDD) &
FREEREBE Amazon FSx R R K.

HEMEA SSD #FRAAERE Amazon FSx BRR KB EE HDD #78 , LR LUITTIILER,
(FEE , HDD BRRFENBEFREEL A 2TB, MELELERBHERREERETRE, )

1. fB 108K SSD ERRK., MFFHMESA , F2REELEHERINED.
2. £/ HDD RE#ENEREERRR. WFFEESA  F2RBEHEEREFNERRK,.

A BREEREBE FSx for Windows File Server AWS DataSync

EEMH A AWS DataSync 7 FSx for Windows File Server 2R R B E#ER, DataSync —&
ERERRYE , UL, BELANMEZBEBRER ERBBERERAREHEM AWS RERBEZ
BB EFMEZEHR Direct Connect, DataSync AILAEHERIZFKERMPEER | HlBEEE, FE
B M FEGEA,

DataSync X &R NTFS FHUEHBEE (ACLs) , b X EERERERIZHER , LBA NTFS Rif
FHUZHEE (SACLs) , HEEERREZEGIEREERFIERNEKITE,

#&w] LA A DataSync ZEM{E FSx for Windows File Server R Rz EEHER WA USERE
EF[E AWS [EiF 5 AWS IRF PIVERR K. HREMER , BRI LAEA DataSync # Bt FSx for
Windows File Server i8R Rk, Sl , BRLBTAMERER, EHERsBXITHEEBNE
B, URBRREEENETERRBENER,

£ & AWS DataSync , FSx for Windows File Server FJ{\i& & FSx for Windows File Server #i% 2
#& 7] LATE FSx for Windows File Server Wiy EERHMERRFNVEZHAERER. NEFHEENR ,
2 BAWS DataSync  FHEEM) FWNERVE.,

DataSync &£ A R2FA L EH (SMB) BAH EFE FSx for Windows File Server, &R &E
AWS DataSync £ A5 HERENFERAE B BB ETH 2 58F AWS CLI,

FORIFAF

£ EERBEZE Amazon FSx for Windows File Server :8E , BEE/H S DataSync ERM FIARES
MNP, EEHE—FTH , F2BAWS DataSync ( FHEIERE) S DataSync ER,
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MREEHTABENER IS RASNEERNER  BMNEBEERAESR SSD REEHEMN
Amazon FSx R R, ERREA DataSync FB S RFHIERTEER , ESTHSE HDD ERRMKH
R I0PS R&| , BRRKBAFTHEBNERRENETE, NFEFMEN  F2ARREBERREST

BB E FSx for Windows File Server B R{EE %,

MREBHERERS B DEERER , BERRABUUBEREN , REMLBLLE— DataSync 11
FEZNUAMRER , fEUUFERARNEREEEINRER SN, MEFMEN , F28 . aEs
AWS DataSync mZMER R E IR E BHEE,

BRI LA A FSx MEEiEEERER R RER /0 FAXR,
£ H DataSync EBERNER SR
EEMMA DataSync BiERERFENESRE BNV E , FHT FIEXTER .

- EENRETHREIBBREER | URAZRERER,
- BUMRERFERNHBVE,

- BYWREER.

« FITERUSERRRREREE N,

EETHRINMEERREENRBIBBERRAEREET FSx for Windows File Server , 552 BEAWS
DataSync  FAEIER) THEREERFHE 2BENERER AWS, & SMBEIVE , UAEkE

Amazon FSx for Windows File Server 2B V&,

EETHRINTEERRBENERERRRERTE FSx for Windows File Server , 552 BAWS
DataSync ( FA&EEM) PR EHNRERZEXEE S Amazon EC2 #1T1ERE,

EM{E Amazon FSx B R R K2 BEEK

I&ALAE A DataSync EM{E Amazon FSx ERRF BB ER, NRLEELTEEHREEE
REAGBEEETRABHNFTERRRE , fIntE—TJAEBEZWAREHERE , SSREEE., £t
LA DataSync EMERERRFKZEIETEER.

UT REBBEFNHEMSS

1. B RIRA B M ib g R KAV DataSync UE. FEE , RIEME Wb L EBRERK Active
Directory (AD) #8315 , REHME 2B EHE AD FERERKR.

2. B YWERE DataSync £% , SERKEREERE BN, SIS ERMA X EHTEEH
17, IEERREAKBERENIREB BT,
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3. EBARINEME , ENMERRKTNERRRRRNRIER, FEZ K CRFERTHIERR
BRZABRLVNEMBAETENEREN , UTRER, KRR, SRR BV ERRE , M
BRRIF IS 3R R R

REEERAKER 2N , EUMERKIIROERNERRRELARBBEF. EVRERAMLERE
REFFESRER  WETEHHME DataSync 3R,

EERYREERERE , BB LT DataSync 5 , BABS ERARBEERRKBEE Wit
BRRAK. FLRRERRENREZR , BUUT - AKREREREH  LESBFILREURHNE
MEVEMESR , RRURE B A ERRE.

&R LA DataSync EBRER/EEREBHFPHIT , AT STHRBEBRE. WREFTHITSEE
%, RENRECEEER-—INER , EEREA.

BRI BV ER AR LB U ERFERRM DNS 2BHEEA DNS BlE, ENRENERERE
MEAREAREEARFERREN DNS BEREFIERER, MFENIRE DNS BB HFHEE
# , FA2E : £/ DNS BlE FIER.

BITEEERR , EREHTTIEE

- RER , BT MARERRAKHENG. SEERRFRMData DeduplicationfE#. E8ME , &
ffiZ#&EData Deduplication GarbageCollectionfEFERIEETEIMBR — B EBER.

« SFTEREMBENBERRFEFER SSD EERE, S LREMER , £ HDD M SSD #EERE 2 [
P, MEFHMER B2 BEANWEZRFHEEFEERZE FSx for Windows File Server,

- HHETECENENE  REEAEHWIEENIFENE NiERRM. % DataSync FHEFH
B, ERRRENBE R ERREHREERR, NFEFMEF , F2BEA Amazon CloudWatch &

v'a
Lo

- ERIE DataSync 512 , LU BYE T BET R EBNEE ., B DataSync B EIXZE Amazon
CloudWatch Logs ###H , LAE 1B ET AR 0515 B B E 881175

$A Robocopy R BEEEREZE FSx for Windows File Server

Amazon FSx for Windows File Server 2L Microsoft Windows Server 5 E®# | AIZEKEENER
£X£ERBE Amazon FSx BRR#. EANERSEARRNER. SHULEBRFMEHEEERS
HMER  SEBEM. BEBRE. FHIREEE (ACLs), BEEEANEREN. EBUHEEELS
2 . Amazon FSx A ZEESMEBIELERE R ERN Windows THEEFHNERARERNEZE Amazon Web
Services Cloud,
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ERATHEEMAERARERENEFNER. BELHTREIRE , EUNRATRHEERHOR
Amazon EC2 tVEHREEERARF[REFMBERTRER,

5 Robocopy E B 1E RAY 5o R IR

a2z el , EELEZTHIEE
- EHIFEPE Active Directory MIEEE T Amazon FSx ERRZRHM VPC 2BV BKER (FH
Direct Connect 5 VPN),

« 1£ Active Directory P2 EESERMABIE 2 ZRFTHRBIRE ., MEHMBENR ,
AWS Directory Service EXE{ErE) PHASEREZREENREIRS

« B3 Amazon FSx EERMK , MALHWBEREE ( AEBEPE ) Microsoft AD B .

« BEEREHAEWMALE (H0 \\Source\Share) ( AZZBES & AWS) , Eh BT ELEFEHS
Amazon FSx IR EREZR,

o #FE Amazon FSx BREZBK LEREZNME ( #l70 \\Target\Share) , FEZBREERE
78

B (

2
W

THREZRA=FEEBEREFDEEREN B WiHEERRBEFRER.

BB EAEFIUER REERRKERER HH i FSx R
AR FEEER
BEEBERVEAFFAER FREELFTEHREE FERAEELFREHEE
BHWERNERNRER BHRERNERNRES
WEEF T (NTFS ACLs), % AT (NTFS ACLSs)o
i in B R FEFRIE FERESEARRBIE fEAELHAR Amazon
R BEFEEA Active Directory {218 FSx BERRAMEESR
EFHENKE , WEE B R E , XA
RoboCopy £/ /b &R, RoboCopy £/ /b &R,
REEES (Z¥) & EHRESARRIGE ERENLER Amazon FSx 1§
BEFEGTURERER £ Active Directory #8 RRMEEEFE VWHE ,
BHEBEESFENKE, I # &l RoboCopy /A /b HEZ
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® Note

* ¥ A AWS Managed Microsoft AD FITEZR R , Amazon FSx BRRAMEEEFHFE
BAWS ERH FSx EEE, EHEEEM Microsoft AD F |, Amazon FSx ERZRREEEH
EARBEEEE IR ERIERRARFAESEEENET#H#A.

£ Robocopy BHER

BAILERTYRER , SEREREENRSBEREERFKERZE FSx for Windows File Server IR %
%o

£ F Robocopy #HEEREBE Amazon FSx

1. 7£E2 Amazon FSx #E R R #F MR H Amazon VPC H B E Windows Server 2016 Amazon EC2 #,
1T{E%8, FSx

2. EHRBEE Amazon EC2 HI1T{EEE., MEFFMER , 5528 (Amazon EC2 Windows #1T{EIEf5E
AEERE) PHEEZE AN Windows H1T{E5E,

3. FARGTRIER, SR EERARBFLNRERRLS ( ATBEHAIL AWS) BRET E R
A (flmy:), TR, Bt , BULLARIPE R Active Directory B EE SEHN K
SRHBEAER,

C:\>net use Y: \\fileserverl.mydata.com\localdata /user:mydata.com\Administrator
Enter the password for ‘fileserverl.mydata.com’:

Drive Y: is now connected to \\fileserverl.mydata.com\localdata.

The command completed successfully.

4. # Amazon FSx BRRAMAL LN B EEREZMEFE Amazon EC2 H1T{EEE LN TR RIBEE AR
(BlEnz:), MTFR. Bt , BULLAFRERFREAZAER , ZIRFRRISGEHE Active

{# A Robocopy BB #ER 291
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Directory #A5IEE S8 HF Amazon FSx ERRMREEEFHENKE, HRMA AWS Managed
Microsoft AD KSR R4k |, %E&H4EB AWS Delegated FSx Administrators. EEEEEN
Microsoft AD Domain Admins® , AR EEBIERRAKFACTEREENBFTH#E.

WMEFMES , F2EH PRRENE R ERREEFIMERERREM Robocopy BEBERAY L
RIRME

C:\>net use Z: \\amznfsxabcdefl.mydata.com\share /user:mydata.com\Administrator
Enter the password for 'amznfsxabcdefl.mydata.com':

Drive Z: is now connected to \\amznfsxabcdefl.mydata.com\share.

The command completed successfully.

5. RABRIMBERTBEUEEES S HT. UEHES/HBGHRERTIFELR Windows
PowerShell , 3#11T % Robocopy i F , ERRRKERAEREBEHLA,
ROBOCOPY T R—EETENERER A AER , A EAREREFHENMERREF. AR

LLROBOCOPYHHEF , REREHLANMERRNE FHSEHE Amazon FSx BEH A, &
AEREERMERK NTFS ACLs, Bit, BFEBIC. HEEEAMEREA.

robocopy Y:\ Z:\ /copy:DATSOU /secfix /e /b /MT:8

LR SEHIEA T I TREMNERRE

« Y- RENMNARZIERE Active Directory B % mydata.com R RIREL A,
- Z- &} Amazon FSx £# B A \\amznfsxabcdef1.mydata.com\share,
« Jcopy - BEEEBRNTIERBM :
- D-&#
- A-B
T - A&
S - NTFS ACLs
- O-BBEEEA
- U-BREH,
 /secfix - BEFMERERLNERZEM , EERHBNERZ M,

5 F RobdCopy B hiees Ko 292



Amazon FSx for Windows File Server Windows £ & ER

* /b — £ Windows FEVEHMERERRERER , BIEH NTFS ACLsIEAE B s £ F & YT
CIB

« IMT : 8- EBEEZEARMTSHTHELINMITHREBE.

® Note

NRAEHEFERTAROESERARER | LAER /o8 R 7T EH B
X, WEA robocopy/biEE, A TENMBERE , MRAREROGHEE  REY
Robocopy BT BHBRR T , MTAAREEHENEEER, FATEFRRBES
LA B R S

KA EE L FBEEERZE Amazon FSx

ERERTYER , SEENERAZHEEBRE Amazon FSx, EEFH , RKFEERFARSERE
EE@E Amazon FSx E’gt‘é‘*/\ %ﬁ- Eﬁ#ﬁ{jﬂﬁggo

@ Note

BEAKERERZE Amazon FSx , AR BEBERASHE, NEFHMAER , F2RSEEN
ERFEEEBZE FSx for Windows File Server,

BRANEREZERZE FSx for Windows File Server

1.

ERFRERFARSDI L , RABNERPEBEUEEE S 2817, UEEE F 2B Windows
PowerShell,

Tj_: PowerShell FSmbShares. xml#{TTHHH , SR EERFARFPAERAZEHZTR A WE
o EMEHIF & F: RALELERAZCERMARES EAORBEEAR,

$shareFolder = Get-SmbShare -Special $false | ? { $_.Path -like “F:\*” }
$shareFolder | Export-Clixml -Path F:\SmbShares.xml

fmEE SmbShares.xml i8R , & F : ( WHEHASR ) WAMESZEBMA D : \share , B4
Amazon FSx EREZMHMM D : \share,

BIEANERLSZHRERE A FSx for Windows File Server, £ AI1ZHY B By #th Amazon FSx i8R %
HARFEERFARI[OAF IR L, ERRENVERLHER, AEEATHHSSEEAZE,
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$shares = Import-Clixml -Path F:\SmbShares.xml

5. FERATHES —EEIE , {5 FSx for Windows File Server &R AR LBV ERZLZFMEN
EAERYH

FEUEDAFRELEBRAERYYS  FEATIRS,

$credential = Get-Credential

=ZEFEH AWS Secrets Manager ERELEBEAERYH , BEATIT .

$credential = ConvertFrom-Json -InputObject (Get-SECSecretValue -SecretId
$AdminSecret).SecretString

$FSxAdminUserCredential = (New-Object PSCredential($credential.UserName, (ConvertTo-
SecureString $credential.Password -AsPlainText -Force)))

6. FEATIRSEKERLAERBEBEZE Amazon FSx ER[R:S.

$FSxAcceptedParameters = ("ContinuouslyAvailable", "Description",
"ConcurrentUserLimit", "CATimeout", "FolderEnumerationMode", "CachingMode",
"FullAccess", "ChangeAccess", "ReadAccess", "NoAccess", "SecurityDescriptor",
"Path", "Name", "EncryptData")
ForEach ($item in $shares) {
$param = e{};
Foreach ($property in $item.psObject.properties) {
if ($property.Name -In $FSxAcceptedParameters) {
$param[$property.Name] = $property.Value

}

Invoke-Command -ConfigurationName FSxRemoteAdmin -ComputerName
amznfsXXXXXXXXxX.corp.com -ErrorVariable errmsg -ScriptBlock { New-FSxSmbShare -
Credential $Using:credential @Using:param }

}

HE R EBERE DNS #BEEE#E E FSx for Windows File Server

FSx for Windows File Server £ E{ERRRIRMBZMEZBRE (ODNS) 88 , B LIARFZEE
RRFEMER, Bt u] LR EZZENIE DNS ZBREEERRK , HEREEX DNS B8\%
EA Amazon FSx £ R R DNS BI&,

# REBEDE DNS #HAEE B ZE FSx for Windows File Server 204
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%EiB DNS BlF , B LUEERRFERERRNITIHBERLE] Amazon FSx i , BEBEFHREHN DNS &
FEIRFEFMIE Amazon FSx EVER, EEBREBREEBE E Amazon FSx BFEMEMEREH
DNS EBHWIEREARN. FUNERIFERRAR , URREORIFERRHE , #& DNS
BB BN B FSx for Windows File Server IERRME VBB, E—R&ZZ W 50 18 DNS Bl & B
REAMELBEH, MEFMEEN , FSEEE DNS Bl&,

DNS BRI B BBABRFETHEKR :

- HEENILETEPBIEHEZTE (FQDN) , #l#0 accounting.example. com,
- AIBEREFITNETR ().

- BRREIFERTERAEFR ().

« AR FHE,

¥ DNS BB B , Amazon FSx ERFRFAMERANEFE (az), THEFERKEEAKXRE. I8
FRFEHFFHHEFZH,

THREFRBMMAERA Amazon FSx £324&. CLI # API |, #% DNS BI& &R AR FSx for Windows
File Server ERRAFREV A, MEEELFERIZAFBE DNS B2 WEHFHAER  SEREHERHN
MERRG  F28 i85 DNS Bl B EERRFE TR,

74 DNS Bl SRR B RRAFEMEAR ( F28)

1. 7£ https://console.aws.amazon.com/fsx/ : // BABX Amazon FSx £ &,
2. EEERERRFE , ARBIEFELEEDNS BIZEILBEA Windows ERRH
3. ERRHELZLZSIERL , FIFEEE DNS 5IH LBEMERE DNS B8 H5E .

ERERERE DNS HAEBR E FSx for Windows File Server 205
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Manage DNS aliases )4

Associate new DNS aliases

transactions.corp.exa mple.mnﬂ

i
Specify up to 50 aliases separated with commas, or put each on a new line.
Associate
Current DNS aliases
Q 1 &
DNS name & Status
financials.corp.example.com () Available

If you associate or disassociate DNS aliases, your file system will experience a temporary

loss of availability.

4. HEBBTRIB ST , WAKERBIRY DNS 5l&.
5. EEE@% y H%Eu%%ﬁiggﬁﬁ%l Lo

A EREEE R FETRIEBN BB ARE, MEERTAR , BlESEERRKIERIH
(BZAREE 25 DENERF) .
# DNS BB BB EERRR (CLI) B BB

+ f#f associate-file-system-aliases CLI a5 5= AssociateFileSystemAliases API 24E |

#% DNS Bl & BB B ERRFEE BB

T35 CLI SR E#$ M 1B 5l & B4 E M AB R R E LR,

aws fsx associate-file-system-aliases \
--file-system-id fs-0123456789abcdef@ \
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--aliases financials.corp.example.com transfers.corp.example.com

Bl FEE R Amazon FSx 1E1£ B2 48 R RARE 1 BEARR Y Bl B AR RE,

{
"Aliases": [
{
"Name": "financials.corp.example.com",
"Lifecycle": CREATING
3,
{
"Name": "transfers.corp.example.com",
"Lifecycle": CREATING
}
]
}

EEERREEBBANBBME  BEA describe-file-system-aliases CLI &%
(DescribeFileSystemAliases =B API 1) . B Lifecycle BIBMES "7TA, B, &7
DEATCREFIERRRK (RZAREE 25 7#NEF ).

HIR/EYIHRZE Amazon FSx for Windows File Server

EEBRRSNEREEMT. BRLHHEREN DNS HEZ®R , T—S RSB EMRZE FSx for
Windows File Server i =&, &EE#:2| FSx for Windows File Server &R &%k , BHT 55

238
- EfFYIH,
- ERPE SVMB A FiRERHBERRENER,
- BITERERNERAZHERY,
- BIEW Amazon FSx BRRAMZERE E- B (SPNs),
- ¥ DNS CNAME Fc#x LA B & RY Amazon FSx iR R#.

THZEHREHNTEEASTROER.
ES |

J#2E FSx for Windows File Server
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o %{FtI# % Amazon FSx
« ERTE SPNsUA#E1T Kerberos 5 7 B &%

« E¥ Amazon FSx R R K DNS CNAME &2 8%

A t1#2Z] Amazon FSx

EEEEYIRIIERN Amazon FSx BEREREK , BAEHIT T HIENE :

- PETFIESARBERRENA iR,

« {£/H AWS DataSync = Robocopy ITRXERRL ., MEHMER K FSRERENERRTE
#Z FSx for Windows File Server,

- MTBERERAZHEERS, MEFMENR  F2REAKAL

ok

FEBIERLHHEREERZE Amazon FSx.

X TE SPNsIA#E1T Kerberos & 7 B =%

HFIEZREEIB Amazon FSx A EEH T Kerberos B E D ERFE MM, Kerberos BERERRMK
WAFREERRZENEIEBRE. ZEAMH DNS BlH7E Amazon FSx A F xR A Kerberos &
DERE | BAEFIEE EZE Amazon FSx 2R R & Active Directory S £ DNS Bl & B IR = 58
7 (SPNs).

Kerberos 89 B REEZM{E SPNs.

HOST/alias
HOST/alias.domain

Flan | R BILZ A finance.domain. com , BIMESER SPNs I T Ro

HOST/finance
HOST/finance.domain.com

SPN — X R BEE2EE — Active Directory EEYIHE BB, MR AFRBERZRH Active Directory & i
YIHFERER DNS BB EH A/ SPNs , 4B S Amazon FSx R RME L SPNs 2 BiiG E MR,

THRFRBNASKEMIRERN SPNs, MEREM , Ak A Amazon FSx IR R # Active Directory
B SV 22 ST ETEY SPNs,
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ZHFTER PowerShell Active Directory 18 #H

1. BABEMA Amazon FSx &R R#kZ Active Directory B Windows #1T{EE.
2. LNEEE 57K PowerShell,
3. FRALUTHHZE PowerShell Active Directory 1 #H,

Install-WindowsFeature RSAT-AD-PowerShell

HERIBIERREM Active Directory SR 4 = SR FAMBRIER DNS 5l& SPNs

BAEMREM SPNs, alias_fqdn # BMABEE FEERKMHEEIBA DNS

1. AT G
IERE DNS #HEEE R ZE FSx for Windows File Server.

Bl & 1 A

## Find SPNs for original file system's AD computer object
$ALIAS = "alias_fqdn"

SetSPN /Q ("HOST/" + $ALIAS)

SetSPN /Q ("HOST/" + $ALIAS.Split(".")[0])

2. FERATIEHFESERRLE—ELSBEHERAEA HOST SPNs,

« alias_fqdn #& BMKREHE FEERRFMEEBATE DNS BlRE A EEE DNS HHEER

% FSx for Windows File Server,

e file_system _DNS_name # BRBRBIERZ KL DNS B

## Delete SPNs for original file system's AD computer object

$Alias = "alias_fqgdn"

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSPN /D ("HOST/" + ${Alias}) ${FSxAdComputer}.Name
SetSPN /D ("HOST/" + ${Alias}.Split(".")[0]) ${FSxAdComputer}.Name

3. YT PEERKKMEMEBNEE DNS A EEELLS RS R EIEEE DNS #HEEB E FSx

for Windows File Server,

R E SPNsLAETT Kerberos & 7 BR5% 299
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£ Amazon FSx IR R H# Active Directory &I £ 5% E SPNs

1. BITTHGHS , BEN Amazon FSx ERZRFKREHH SPNs,

« file_system_DNS_name #& Bl B Amazon FSx ¥R ER R DNS B,

EE Amazon FSx I A LESRERAMKHN DNS 21 , FREEREM , ARBREBELNER
Rif. BEERRAHMEFEANRAREZEERE, BT LE DescribeFileSystems API #
{ERY EI FEHREX1S DNS & 78,

« alias_fqdn #& BMKREHE FEERRFMEEBA TR DNS BlR & A EEE DNS HHEER

% FSx for Windows File Server,

## Set SPNs for FSx file system AD computer object

$FSxDnsName = "file_system DNS_name"

$Alias = "alias_fqdn"

$FileSystemHost = (Resolve-DnsName $FSxDnsName | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity $FileSystemHost)

Set-AdComputer -Identity $FSxAdComputer -Add @{"msDS-
AdditionalDnsHostname"="$Alias"}

SetSpn /S ("HOST/" + $Alias.Split('.')[@]) $FSxAdComputer.Name
SetSpn /S ("HOST/" + $Alias) $FSxAdComputer.Name

(® Note

MREBERZAENERYHH AD F127E DNS BIEH SPN , BIFXE Amazon FSx X
RiEH SPN & KH, MESKAMMBRIEE SPNsHFHAER , 528 ERRERRER
# Active Directory BRI LS KA MIERIRAH DNS Bl#& SPNs,

2. FEATHEHHIECE , #F2E A DNS BIBRREHH SPNs, HREIEISME HOST
SPNsHOST/alias#l HOST/alias_fqdn,

file_system_DNS_name # BU{X B Amazon FSx $EiRIGER RN DNS BB, EEHE
Amazon FSx XA L SHERRAN DNS B2 | BEEERRR AR EEERRAFMER
BEH LR EZSEE,

#& A LLFE DescribeFileSystems AP| #24E#Y B FE R EX1S DNS & #,

ERTE SPNsLAETT Kerberos & 2 By 5% 300


https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html

Amazon FSx for Windows File Server Windows £ & ER

## Verify SPNs on FSx file system AD computer object

$FileSystemDnsName = "file_system_dns_name"

$FileSystemHost = (Resolve-DnsName ${FileSystemDnsName} | Where Type -eq 'A')
[@] .Name.Split(".")[0]

$FSxAdComputer = (Get-AdComputer -Identity ${FileSystemHost})

SetSpn /L ${FSxAdComputer}.Name

3. Ak PREERRMKMEMEBINEE DNS BIREE LIRS RGN EIELE DNS fHREEB E FSx for

Windows File Server,

® Note

& B LATE Active Directory HEXE T YIBH A BRI (GPOs) , EB A DNS FIREREER
RIFH P iR EF T ER P A Kerberos &0 BFBFINE

- BR#INTLM : #& NTLM SREEH =8 in AR5
o BR&INTLM : & NTLM B 7 B 3% 57 38 3 b A AR B3 66 SR 5

MEHMER , BB ERAEEBERYH (GPOs) @ E|# 1T Kerberos &0 B EMR 5 : £H
DNS 7l & FEUENIE R R K.

E ¥ Amazon FSx R R A DNS CNAME F2 &%

AIENERRREREIRE SPNs 2 , BB EFRBRERRFENSE DNS IR ARNTA
Amazon FSx R X TEa5% DNS &M DNS 528% , LA % Amazon FSxo

LZHEER PowerShell cmdlet

-

B ABIA Active Directory B Windows #{T{E#E , &# Amazon FSx ERRMUERE F 5 M
A, ZEAEREE DNS EEFIIHNEMERKE (AWS Z& Microsoft Active Directory AWS A #Y
ZMPEERBAREEE , URPBEHEEES , B EEBRER Active Directory FZJfk DNS &
B EMmEE )

WEFMENR , 55208 (Amazon EC2 A &) FMIELEZE Windows #17E
2. L\EEE G2 PowerShell,
3. PowerShell DNS AR EEETEHTHEFPHNIE R, FAUTHSETRE,

FE# Amazon FSx IER R KM DNS CNAME 52 8% 301
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Install-WindowsFeature RSAT-DNS-Server

E#HREH DNS CNAME E&

1. THESHE® WETHRE DNS CNAME ie#kE#alias_fqdnk Amazon FSx ERRHKMNE
Y. MRBRTE , e@AMEalias_fqgdnA Amazon FSx R R TEX DNS A DNS
Bl& E 3 #HH DNS CNAME F2 8%,

BITESHE -

- alias_fqdn #% R ABREERRFAIEEEAL DNS BlE,
« file_system_DNS_name #& Bl B Amazon FSx BIERGERRFHAITEER DNS B,

$Alias="alias_fqdn"

$FSxDnsName="file_system_dns_name"

$AliasHost=$Alias.Split('."')[0]

$ZoneName=((Get-WmiObject Win32_ComputerSystem).Domain)

$DnsServerComputerName = (Resolve-DnsName $ZoneName -Type NS | Where Type -eq 'A' |
Select -ExpandProperty Name)[0]

Add-DnsServerResourceRecordCName -Name $AliasHost -ComputerName
$DnsServerComputerName -HostNameAlias $FSxDnsName -ZoneName $ZoneName

2. #HEE PREERKFEHEBBNSE DNS 5l& , ER LASBRE A EE DNS HREER E FSx

for Windows File Server,

FE# Amazon FSx {2 R R#H DNS CNAME FE# 302
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Ef45 FSx for Windows File Server {8 & #%

EE i R 4#EFE FSx for Windows File Server #f1 AWS R A R FEM, ATAMMNMENEERS D, BE
ZEAWS SRS RNFIES D WEEREN | UEERENEREFREMEENE, T8 , ERKRE
# FSx for Windows File Server 28] , REZEVERHE  HAIETHHEENER

- EMBERME?

o EELIRIFLEIR ?

- BERELERNERAM?

. EfFFHPPLERTE ?

o FEASHITEEIR(ERS ?

- BERBEREZENG ?

WNEFE FSx for Windows File Server 8 M ESIREFMIER , B2BR T EE,

E-|

- BEINFEER

- /A Amazon CloudWatch E#%

- {3 58 Amazon FSx for Windows File Server API FEIY AWS CloudTrail

BENMFEEE

AWS IEHEETE | & o] LA AMREEIE FSx for Windows File Server, &AL REHE P —L T B BEH,
TEE MELTIEZFEFFPN A, BEL|EEHLEREK,

HELEREIER

B LMERA TS BB B T EREEE FSx for Windows File Server , 3t 7 84 $E 5505 O 45

« Amazon CloudWatch 87 : EEEERBANE—EE , Y RIBREZ ARG EZREHELER
BEERAT RS EEE, LLEELEIXE Amazon Simple Notification Service (Amazon SNS)
FE® Amazon EC2 Auto Scaling IR K EHl, CloudWatch B RTF 8 REERBFIEMRERTBAD
£, REBXECEBES CHIT—RIEENIFEE, MEFMENR , F2BEA Amazon CloudWatch B

2,

BEIMFEEER 303
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 Amazon CloudWatch Logs : E#2, FH&FERE AWS CloudTrail Sk E A RIRH BFFER, W
EFHMERN , 3828 (Amazon CloudWatch Logs £ &1ER) V(T E2E Amazon CloudWatch
Logs ? .

« AWS CloudTrail AFER - ERF2EHE A AFER. EB#K AFEREIEE CloudWatch Logs
RENEFEEE CloudTrail AFER, £ Java PEABGEREEAREN , URBBENWAFERE
CloudTrail XA & W AKREE, WHRFMEA , F2H (AWS CloudTrail EAEERE) RRIEA
CloudTrail HEER,

FHERTE

E5¥2 FSx for Windows File Server 5 — B EE &7 21 FEEE#2 Amazon CloudWatch B RAEE
WIEHE ., FSx for Windows File Server, CloudWatch F1E i AWS E 13 & &Rk 7] Kat-a-glance it
B AWS IREBAIARRE,

Amazon FSx EE1REAMEEBRIREE R

B &S M CloudWatch B
- BERARIBNEE
- BERRERERENEAR
- RERMARF[ANFETHEENEE

« CloudWatch 7R

Amazon CloudWatch & &RIxEE R :

- BRIEREREE
- BEREERNER
« RIEMEARE

sk B A LAERA CloudWatch #1417 T 5 B4 -

- BY B BRNUEREFERNRERR,

- ARGEHGREEUANKRREZNBIEREER.
- EESNBBELHRE AWS BERER,

- BURREEENBREBENE R

FHERIE 304
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0% Amazon FSx ESmEIMALBRRMHMET, , B2 EARERMISE.

{5/ Amazon CloudWatch E&$5

Amazon CloudWatch &% FSx for Windows File Server £ 2R KEWERKRER , WEHEEATE
TENBEMISIE, BLERITERSREB 15 @A , BELEEWMELER , UHBERATH IERREIE
RRFHIMEE,

FSx for Windows File Server &1 T 5l #8152 # CloudWatch 54 :

- HE% 10 ERESAEFRERRRNERARFNAF iR ZBENER.,

- BRABRFDEEFANEMNEWEEFEAR, ERMAMREE CPU MKEEE , UARERFRBUREEAE
# IOPS FEAXE,

- Wik /0 EESERERARFERBFHUERE ZBENER,

- REWKEEESAE HDOD R FHRENMEREZEMAR | MR SSD RFHEKER IOPS £

- REREEESINERTFHE  SERNEEERMBRMEENRBETHA.

TEZREA FSx for Windows File Server i & &%, Ex4MIgERHE,

Network /O metrics File server metrics Disk /O metrics Storage volume metrics

'%
—

Storage capacity metfrics

<

RIBEFEER , Amazon FSx for Windows File Server &L 1 o 2R HARAS 15 ZEE BFIX E CloudWatch |,
BTIFGARTEL 5 DENEREL

* FileServerDiskThroughputBalance

* FileServerDiskIopsBalance

ZE CloudWatch BYEE4#REER , 5528 Amazon CloudWatch £ A &P EE Amazon
CloudWatch ? o

fi£F Amazon CloudWatch E5#% 305
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ERERRRUBIERZETHIAHE AR FENAEERARFZENAEBENA R ES
B, RELIHHE-TARERZERMER.

BL Amazon FSx CloudWatch B8R EARBMTHE, MTETSEAREMHN T HEMR - EMRE
o

F*E

« CloudWatch EZMHEE

- FARERRAREES

- MEEBENESR

- FRERRRIEE

« B3I CloudWatch /R

CloudWatch IEEM#E

FSx for Windows File Server €#§ T 515 8 i Z P B 18 5= REH Amazon CloudWatch AWS /FSxan
B[ -

* DataReadBytes

 DataWriteBytes

* DataReadOperations

 DataWriteOperations

* MetadataOperations

* FreeStorageCapacity

HREZAEBSEZ VA 32 MBps MIERER#E , FSx for Windows File Server €48 A T Z&IFTIR R F51E
& ZE Amazon CloudWatch FEJAWS /FSxfi & ZE /A,

R 1/0 E1Z

AWS/FSx tn R Z=EEE T HI#8EE 1/0 81E,

EE Description
DataReadBytes AERERERRANEIREL THE,

EEMEE 306
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BE

DataWriteBytes

DataReadO
perations

DataWrite
Operations

Metadatal
perations

ClientCon
nections

ERMARFER

Description

By : fuxi

BREVRETER : Sum
AFmREFRERRENBEARELTEB,
Efy : fuxi

BRHHFTER : Sum
AFnFIRERRRABRIURERE.
E1{y : Count

BRWHFTER : Sum
AFmFRERRENBEARE-E,
E8{¥ : Count

BREVRETER : Sum
AFmREFRERRENFEERRERE.
E {7 : Count

BRHAHITER : Sum
RAFmEERARSR2ENERTERRBE.

EE{¥ : Count

AWS/FSx i R ZEEE T JIERMARFIEE,

ERMMEE
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BE

NetworkThroughputU
tilization

CPUUtilization

MemoryUtilization

FileServerDiskThro
ughputUtilization

FileServerDiskThro
ughputBalance

FileServerDiskIops
Utilization

FileServerDiskIopsBalance

Description

BERARNMEREEE  MHRRFANE SRR, g
FERMRERRE LHMERAKED , 2FERAFR /0,
EFEAER  SIMEEERMER. EFRANIIRE , F
WEFER , URSTHEAERNERRESREETR
EE.

Bfy:Bok
ERMAMRIRH CPU BEREAXRA S L,
Bfy: B85k
ERARSENCREBEREARED L.
By : 80k

ERARFAEFBFURECEOEREEE , DEiEE
RERENMERSBEDLERT,

=R VAR =Ts i
ERARSEEBEURECEN AU EAERESE
EErDL. BRARGEREZERES 256 MBps HEKH
=R VAR =T s i

ERARSNHEEUEE BN IOPS , LBEXER
ERENMHERSIT 2 ERR.

B : Aotk

ERARSEEFBEUERE BN A IOPS 1REXE
EEot,. BRARGERZEZERES 256 MBps HEKH

ERMMEE
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W 110 B

AWS/FSx B ZEREAE T HIRE 1/0 8,

EE Description
DiskReadBytes FEREFHERENBIURMEN L TES.

By : i

BMEVHETER - BA
DiskWriteBytes FRRTUHGRENE ARENLTHER,

B{y : {usil

BMEVHETER - BA
DiskReadO FIRFHEREZERARFNBEIURERE
perations

B : Count

BREHETER - Sum
DiskWrite FRRBTFHEEZERARENEARERE,
Operations

BE{¥ : Count

BREVHEETER : Sum

FSx for Windows & FHiRE [E5E

AWS/FSx R ZEEE & T AR EFHERERER,

BE Description

DiskThroughputUtilization ( f£PR HDD) 1 2R {7 AR 85 B2 H R 7 R RR (2 2 R A R Rk Bk
E , UREURERENHERSE 2 LEERR.

By : 80k
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BE

DiskThroughputBalance

DiskIopsUtilization

REARINE

Description

( PR HDD) ki & M 7 AR E Rk 10PS WATA
BEBEEBL.

Bfy: 5otk

( 2R SSD) & = Al AR 25 M R 7 B AR (2 2 B Y B AR
IOPS , AR FHTRERENME IOPS [RE B 2 LR

B : Aot

AWS/FSx iR ZHEEE TIREREEE,

B

FreeStorageCapacity

StorageCapacityUtilization

DeduplicationSavedStorage

Description
TAREERENBE.

B : i

BBHMEER : Average. Minimum
ERERREARERRERRNEL .

B BoL
NRBATELRMEG | WS EER MR RO RS

BE,

By : fuxi

FSx for Windows File Server 15 H i B =R F#E

FSx for Windows File Server 512 {Ef FSx B2 , WiRME —#EMNIEE FileSystemId, &7
LAfER describe-file-systems AWS CLI &35 8 DescribeFileSystems APl & 5 RS HERRFKEH ID,
BRRM ID KA fs-0123456789abcdefo I,

ERMMEE
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FHAERRREE
B8 Amazon FSx BERAREMBEEELRE TH -

- RERERRENAFREHRENVERFER:S.
- EENERREPRAEENNREERRE,

FSx for Windows File Server 87 CloudWatch F¥&IEE , EMERRRERARSNBFUERRE
HMEEMEIREAR, TERA Amazon FSx ERRBRERB LY , URTAREENREEMNER
CloudWatch 1818, —{EIEERETHNSBBHRRATELEERENERRABM., ARABHEEMBK
FZHEEENERR R MEE

FS'g
Network /O metrics File server metrics Disk /O metrics

Storage metrics

Key property: Throughput capacity Key property:
DataReadBytes
Data\WrniteBytes
DataReadOperations DiskReadBytes
E] DataWriteOperations NetworkThroughput DiskThroughput DiskWriteBytes Storage volume metrics
= MetadataOperations Disklops DiskReadOperations
ClientConnections DiskWriteOperations — —
(] ) ==
(=) = =
@ — Storage capacity metrics
—= CPUUtilization
MemoryUtilization

5/ Amazon FSx £ A Hh R EEREMAEE MR , R T RFTIAH FSx for Windows File Server
CloudWatch 1E£&,

B .. EE FEBIisE
e

R

LREBRRFENE IOPS ? #10OPS  SUM(DataReadO
perations +
DataWriteOperations
+ MetadataOperations

HE JHIE (AR REN )
CRERERRFNBEILE ? L)

Di
o

SUM(DataReadBytes +
DataWriteBytes )/Hif
( AW REN)

f# A CloudWatch {512 311
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EfmE ... Bl & HEBER
VG
R
LCRERRRFLTANRERE? ATAMfE  FreeStorageCapacity
BRE

. JRTE F P s F 48 R [ IR 85 < B2 3 BB AR FAFimE ClientConnections

A ? R
CDARRRRENEREREASLIRER  MTFBE  StorageCapacityUti
A EREKRTEEE ? EFEES lization
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© Summary Storage Performance CloudWatch alarms

Warnings and CloudWatch alarms info

Shows any Amazon FSx generated wamings and triggered CloudWatch alarms that you have created

File system activity Info

Shows a high-level summary of file system activity.
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$ aws cloudwatch list-metrics --namespace "AWS/FSx"
aws cloudwatch list-metrics --namespace "AWS/FSx"

{

"Metrics": [

{

"Namespace": "AWS/FSx",
"MetricName": "DataWriteOperationTime",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"

"Namespace": "AWS/FSx",
"MetricName": "CapacityPoolWriteBytes",
"Dimensions": [

{
"Name": "VolumeId",
"Value": "fsvol-0cb2281509f5db3c2"
},
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"
}

"Namespace": "AWS/FSx",
"MetricName": "DiskReadBytes",
"Dimensions": [
{
"Name": "FileSystemId",
"Value": "fs-09al06ebc3adbb087"

"Namespace": "AWS/FSx",
"MetricName": "CompressionRatio",
"Dimensions": [

{
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"Name": "FileSystemId",
"Value": "fs-0f84c9al76a4d7c92"
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5. WMRMHEFL CloudWatch EIZEFERMEREXE FEHIEE , 557 Whenever this alarm: (B8
LB ;) B State is ALARM (AREERER). £ Send notification to: (BIXBHZE : ) # , i#
#3I CloudWatch /R

320


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-missing-data
https://console.aws.amazon.com/cloudwatch/

Amazon FSx for Windows File Server Windows £ & ER

EEA SNS £E. NREGEMEVEE , AN ETBHITRBEERERBNEFEFibit.
EEERFEBERERCPERREREM,

@ Note
MBEFEAETFTEREILHN Amazon SNS = | SFHF X BAEKLBERI IS
BWEH, STBHREEEREABTIMERTSEE, IRNMEBRNREERIEFH
Hint 2 BIRERE AW EEA,

6. Wi K6 BRAERSTRELFEBNSEINER. EFEVETR

% E CloudWatch &7 (CLI)

E ﬁAWS CLl DDTJ/%O

MY put-metric-alarm, MEEZFHMENR ,

REETR (API)

:l:lli"

FEAY PutMetricAlarm. MNEFMEN , F52E Amazon CloudWatch APl 2%,

£ 8 F28% Amazon FSx for Windows File Server API FEOL AWS
CloudTraill

Amazon FSx for Windows File Server E.82 fRE & AWS CloudTrail , #ZR#& R4 Amazon FSx
AWS RfER &, BABSREFTERIEENF . CloudTrail 4% Amazon FSx BIFFHE API FEIUHEER
AEH, BEERFIEIER Amazon FSx AL | BIK ¥ Amazon FSx AP| BR{EMZXNIEFEI,
MREBEIREK , B LARA CloudTrail E4FER{TE Amazon S3 f#FETR#E , @& Amazon FSx
WEH, BFEERFREEM  MATLUER CloudTrall ERATNEHELCERERTTEH. FH
CloudTrail TEEMVEFA , B ATLAHIETE Amazon FSx 12 HHAYRESK. IRHEFESKREY IP that, RHFERBA
B, REBRNKRE , URHMGFBENR,

EEE—L TH CloudTrail , 5528 "AWS CloudTrail fEFA&IER.

CloudTrail 8 Amazon FSx &:A

BUWRE AWS IRF B, 889 L€ R CloudTrail, & Amazon FSx FE 4 EER , ZEBSERRER
CloudTrail e , UREHRB S LHED N EMRIE AWS B4, EBOLUE @A, BSNTEHREN
EH AWS IRE., MEFMENR , BF28 "£ /A CloudTrail EHFEFFEHERIAEH,

CloudTrail B& 321


https://docs.aws.amazon.com/cli/latest/reference/put-metric-alarm.html
https://docs.aws.amazon.com/cli/latest/reference/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricAlarm.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html

Amazon FSx for Windows File Server Windows £ & ER
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HRHERRXNZE Amazon S3 REFITE, KFER , ELEETEAGTETERE K ZEHNEEREMEN
AWS E1iF, EBHEEE AWS P EIEFFE BENES , ¥ AFERINELRIEEN Amazon S3
REETE. WA, BULEREREM AWS BRI , SLE—F 547 CloudTraill BFPRENSHERLHE
KT8, MEFHEENA , F2ETIAS
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« BEREMEHRH AWS Identity and Access Management (IAM) A EEAERHEH,
- REZERK , REEATHEACEHME I EFRAENERELRE.
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T f# Amazon FSx AGERIEH

EHR —EERE  EREBHUARERNEAXAREIEERN Amazon S3 f#FRTE8, CloudTrail B
BERYE-—VZMAFER, —ESHAEARFRENE-FR , AITEFRBDE. FROBHAE
B, FRBEUFEF. CloudTrail BFEELIEMAE AP FAUAERBHISF , Rt TS MBI EIE
PR,

T5€ 5 RE CloudTrail HFFEE , REREIEABICERRFKEREMN TagResource B1E,

{
"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principallId": “111122223333”,
"arn": "arn:aws:sts::111122223333:ro0t”,
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"accountId": “111122223333"”,
"accessKeyId": "AKIAIOSFODNN7EXAMPLE”,
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-11-14T22:36:07Z2"

}
}
},
"eventTime": "2018-11-14T22:36:07Z",
"eventSource": "fsx.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",

"sourceIPAddress": “192.0.2.0",
"userAgent": “console.amazonaws.com”,
"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789”
},
"responseElements": null,
"requestID": “aEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1”,
"eventID": “bEXAMPLE-gll12-3f5h-3sh4-ab6EXAMPLE9pP”,
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": “111122223333"”

T 5 HIERE CloudTrail HEFIEE , REREEAMBRZERRAEREN UntagResource &

s

"eventVersion": "1.05",
"userIdentity": {
"type": “Root”,
"principalId": "111122223333",
"arn": "arn:aws:sts::111122223333:root",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

T & Amazon FSx BE6#ERIER
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"creationDate": "2018-11-14T23:40:54Z2"

}
}
I
"eventTime": "2018-11-14T23:40:547",
"eventSource": "fsx.amazonaws.com",
"eventName": "UntagResource",

"awsRegion": "us-east-1",
"sourceIPAddress": "192.0.2.0",
"userAgent": "console.amazonaws.com",
"requestParameters": {

"resourceARN": "arn:aws:fsx:us-east-1:111122223333:file-system/fs-

abl2cd34ef56gh789"
I
"responseElements": null,
"requestID": "QEXAMPLE-abcd-1234-56ef-b4cEXAMPLES1",
"eventID": "bEXAMPLE-gl12-3f5h-3sh4-ab6EXAMPLE9P",
"eventType": "AwsApiCall",
"apiVersion": "2018-03-01",
"recipientAccountId": "111122223333"

T f# Amazon FSx B ERIEE
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Amazon FSx @A/ {# A AWS KMS

Amazon FSx B2 & AWS KMS LT 8EE, Amazon FSx £ AWS KMS key R iNZEHIER
Rift. HBAILLREBARMBNBEZEZRMN KMS 268 (ERMPEER ), BaLRAH. FREH
S5t KMS £8HR T, L KMS €RILETIMERR » — :

c AWS ZESIR - ERTERKMS 88, JREMFH,

- EEEHESR ERTAERKRETEN KMS 28, RAZTURECHSRBENRTFZAERAE
R, MEBRIEFZESRNGFMERN , 528 AWS Key Management Service (BZ A&
B FNEILEE,

NMREFEAEFZESRBARRERMENBEN KMS €88 , BB AERKTE, RASREER
i, AWSKMS BFEREmRESR IR, It/ ERAEFZESS  SULUERARER. EFK
A. RMERSEEE KMS RN FERE, WEFEER , F260 (BRASER) FH®mE AWS KMS
keys, AWS Key Management Service

#J Amazon FSx £88B%k AWS KMS

LRPBREEEH KVMS €8 EFENETEAR, NESHBBENFRET  F20 (BARARKER)
RETE R SEER AWS KMS, AWS Key Management Service T 3558585 Amazon FSx &t
HEENEERRRAAXENFIEHEEB AWS KMSEFFT :

« kms:Encrypt : (i) SN FTNBANBEXF. LFTESMATERNS|/BEED,
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https://docs.aws.amazon.com/kms/latest/developerguide/crypto-intro.html
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« kms:Decrypt : (HE) HEZEIETHRE, MBEXFAZIENBNMNTF, FTEMATERN SR
BEH,

« kms:ReEncrypt— (#H ) FAFKH KMS £BNERRFHOER , MASLHAFHRERNEX
F. EREERE  REBEFNE, KT TEMATERNSBEE D,

« kms:GenerateDataKeyWithoutPlaintext — ( %4E ) EEIL KMS €8 MZNER MBS, T
2 A kms:GenerateDataKey* TR SBBUERT,

« kms:CreateGrant : (X E) ¥R FHIBE LR , LUEEHITUAERSBINERAGFG. BRTESBBCR
MEFARFT# S, MERFHFMENR , 528 ( AWS Key Management Service g% A B15F)
FHERAET. LFTEMATERNSBEEED,

« kms:DescribeKey — ( % E ) BHIEE KMS £BHNFFMEN. WEFUSWATERNSB/BERH,

* kms:ListAliases : (ZR) JIHIRFHAIAEREIE. ELRER TREEYNBNERRKE |, LT
AEEAKMS £REE, RMZBECEALT , UARHEEERERR. KFFTSWATERNE
WBR,

nz8mhnER

£X & SMB BAWE 3.0 AEFMMANEEHTEEB LMSNEREAZIEERPIPNERNE, E2
FE ¢ Windows Server 2012 1 Windows 8 BIRHYFTE Windows iRZA , LUKk EH Samba A Fi% 4.2
MR EFTMRARIFTE Linux A Fim. EZFBUERRHKE , Amazon FSx for Windows File Server & 1&
A SMB inZ B8 MEAEHTPHNER , MAFTELBIEARER,

SMB 1N & f AES-128-GCM 5t AES-128-CCM ( tIR A F %2 SMB 3.1.1 , BIiZ#E GCM £88 )
EAENFEE L , LIRMHAEA SMB Kerberos TR SREXBNER TEM, £/ AES-128-GCM
AR AMEE |, Hlwn |, FEBINE SMB ERERKBERE , NERASE 2 %,

HENE —@EiNEdata-in-transitE R ER , BAILEERRRFERG AE AT XE SMB MENAF
ﬁﬁ”ﬁﬁﬂio &TL,{EQFEjrﬁﬁ§1ﬁ1§*,\;§§¥1ﬁl1’?ﬂ?$%\ﬁﬁ’91§$ﬁqﬂﬂﬂ%’?.*o E R REER —ERERRRK

B EH =

& 7] LA —#8 15T PowerShell #39 3842 4] FSx for Windows File Server R R &M A F i 2 BE
HPRNERNNE, ZUUSERRRTFIRIAESE SMB MENAFR , LUE—E N data-in-
transit. B RUER &I # 1T LA M B data-in-transiths , {EF X% SMB 3.0 EHN A FinFRIERRENER
ERELFENEHARMZENERLA
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B R FIE R ABR L Ndata-in-transitinZ , MEERFAREFER. WRECEEHEGHRE
PNELERAZT R TERPNE , YAFTECAEEN—CHMERAT  BUFERAERL
EEMRmMEES  FR—ERRARLESNBINARNEZNERLATZ, 2ARFINBENELIEFEALA
Bz, MRBALENE 6 SELEEEBERASELANMNE,

B LAEA Amazon FSx CLI £ PowerShell E#TIRIGERE  ERERRFALEEERPNR, BET
EwAEA L CLI , 5528 £ Amazon FSx CLI for PowerShell,

UTRETURAREEERRBE LEREERPMEND S,

S inBns Description

Get-FSxSmbServerConfigurati  #AEUAIRESFA L [EE (SMB) RS AHAE, ERFKEEH | BB
on #B¥% EncryptData # RejectUnencryptedAccess Bt
WE , HIEERRENER P NERE.

Set-FSxSmbServerConfigurati Wit ERMEZRETEERRFE L EREERPINE

on
« -EncryptData $True|$False -LBEBREL

TrueABRNEBH P ERNE, FUHSHERA False AR &
hERME,

« -RejectUnencryptedAccess $True|$False - # it
BYERER True , AR AFAIZENENAFPHFERERR
o BSUBBEREAS False , UAHFFAZEMNZRN A FRER

BERRRK.
Set-FSxSmbShare -name KIS EERES True ABREZNERPER MR, KSR
name -EncryptData $True A False ABARAREMEE@ AP ER INE,

BEPTHRLRAREFESSREANSE, EFEULRA , FEA 1T 85-2, HIN Get-

FSxSmbServerConfiguration -?,

£/ Windows ACLsHV g KRB R M E X R B iR FEE F

Amazon FSx for Windows File Server 3%&i Microsoft Active Directory i&EiB A REFFAEELE (SMB) B
IAMEXEE SR FHEHE, Active Directory £ Microsoft B $&MR¥ , AIGFEK L WHENMEEER |
WEEEENFEHAERRSKNERALEN. EEYHBEETSHAER , flERMARES , UARMER

Windows ACLs 329
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FRENMEKIES, ZEEH—2 7# Amazon FSx Y Active Directory X8 , 582 £/ Microsoft

Active Directory,

IABEAEESTER AT LAER Active Directory RFEFEL Amazon FSx B REZ, B UAFEREE
Windows FEUZEHIEE (ACLs) ETRMERENERBHRANE R REHRFEIESH. Amazon FSx IERR
REEDRIBTFIERRRERNNEAERE , LIAHHITEL Windows ACLs,

18 Amazon FSx IR R K EBPEM B A AITEER Windows ERHE Fshare, W FAERRKACLs FRES
AFHECRBEAEETENEATR , 3SEMABRRRAK2REFNERAE , UREFEEREEZ

WBEPNERE, St AFFY Active Directory FHREREESHEH TS |, IBHEBERE
THERRELATEEDE, WREEKERRFALE AWS Managed Microsoft AD B4 |, RISt E#H

= AWS ZiRW FSx BEEE, MRBERERRREEREEM Microsoft AD X EEE , BISLEET

DRBEHEES, 3F , cUUREEERUERRARRIEENEITZREESHHE, EE8E ACLs,

B LA EAZREESFHENHKE,

/A Warning

Amazon FSx B3R SYSTEM R EHERRRAKAFTEER R TTEEH NTFS ACL &F
A, BOEENERRESEHFEHEN NTFSACL F ., EEMEFELANERATEE
FH , W IEERRA R THER,

FERAERE

{ AWS Directory Service B gm) 1 E=Z AWS Directory Service ? o
CAWS EEIEE) FRYE T Managed Microsoft AD B #., AWS Directory Service
{ AWS Directory Service BEEigm) FHESEBRERNERE,

- B 1. X% Active Directory.

£ Amazon VPC W R RFEFHUZ &I

] OB B M B S R E FEY Amazon FSx ERRK. RN ERBEEERIKELEBN

Amazon Virtual Private Cloud (Amazon VPC) fj#% , VR ERIMEEL (VPC) ., EAEBHEEE
HIRT (DNS) BAFEEMRZE Amazon FSx ER K. DNS EREME E VPC PERRAE LM AT
WFLAE IP thit, REEEE VPC AMEIR, &R Direct Connect 5 VPN B3} VPC EENER |, =
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Amazon FSx for Windows File Server Windows £ & ER

HE VPCsAMEIR , FREFERZENMRAE, MEFMER , F2H (Amazon VPC A H
1Er) FHER Amazon VPC?,

/A Warning

A BB UM BREERREAFEB SR RE (. BUIMBRERAETREES VPC
MBRRM < EAVER K A P

FSx for Windows File Server X8 VPC £ , WZEEME, B, EAMBERS —1@ AWS IR F FriE
B2 VPCHHEATFHEEPNER, MEFMER , F2H (Amazon VPC A EERE) R FHHE
Z VPC,

Amazon VPC &£ &8

HRE-SEFER VPC ARRZMELPERAANBRRE , BEAREFARRIHERRKEN
FHL Z2HER—BEMREH ARG  TEHELEMEERBRNENRE. FBERT , HEBNE
R EERARBAVEERSE ()

BEEARERERZESE Amazon FSx BERZFNFN , FHEEANELHRA. BARAUZFE
ARE , BHRAZHREERRAENELHRE. FREECNZEHETFERNERRESRA |, &
Amazon FSx ERAZAFNERAAMRAEZX RN ETHNITER LHERK,

MERSBARNEMEDR , 528 (Amazon EC2 FRHEIERE) PN EZS#EEREl, Amazon
EC2

3 Amazon FSx &R 284

BRI https : //https://console.aws.amazon.com/ec2 BJ Amazon EC2 £# &,
FEBEEIKF , 1BIE Security Groups (Z£ & #H).

i#IZ Create Security Group (B Z 28 1H).

EER2FHENEBANER,

g4 VPC |, BRIBEHEERRAMEEEM Amazon VPC , £ VPC RE I Z £ EH,

o a0 A w N~

METHRA, LA TIEEE FNEHBRARE

a. HM VPC R£#H , 785 Amazon VPC IR ZEHECHEEXTREPIERRK. &
BMELEY FSx ERRFEZFHEBNZTLEEMN VPC M8 ACLs AFFEZELWRE , XYW
TE R,
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-network-security.html#security-group-rules
https://console.aws.amazon.com/ec2
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FSx for Windows File Server port requirements
You need to configure VPC Security Groups that you've associated with your Amazon FSx file system,
along with any VPC Network ACLs and Windows firewalls to allow network traffic on the following ports:

TCP Ports 88,135, 389, 445, 464, 636,

3268, 3269, 9389, 49152-65535
UDP Ports 88,123,389, 464
S~
Active Directory
TCP Ports 53 domain controller
UDPPorts 53
b
-
DNS server
| TCP Ports 445
< H
T~ |
FSx for Windows VB diert

TCP Ports 5985 @
4@

Administrator

TRENSEEZRENAG,

B E EEE Role

TCP/UDP 53 #4145 R (DNS)

TCP/UDP 88 Kerberos & 7 58 &

TCP/UDP 464 BEIREET

TCP/UDP 389 BE R A RFEERANE (LDAP)

UDP 123 B RFREBABE (NTP)

TCP 135 2 BB IRE/ i B L5188 (DCE/EPMAP)

TCP 445 H & AR% SMB R

TCP 636 FEiB TLS/SSL WEREH B 27 BUE A E (LDAPS)
TCP 3268 Microsoft £ 2k B &

Amazon VPC £ &8 332
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BIAWE R Role

TCP 3269 iEiB SSL B9 Microsoft Global Catalog

TCP 5985 WinRM 2.0 (Microsoft Windows Rix & )
TCP 9389 Microsoft AD DS Web Services, PowerShell
TCP 49152 - 65535  EAMN RPC W EREERE

/A Important

E-THE2NMEZTABERRAKTBETEAF TCP E#IE 9389 FHEHR
%

b. FREEELRERANGCSEGEERESME AD BiZZHih, DNS [ARES. FSx AFmM
FSx EEEMBF X,

/A Important

# R Amazon VPC Z&BEERELURBERREN S QRBERRE  BEAZH
Windows B A& VPC #85& ACLs Z5R % [0 f BUE#HR,

@ Note

MRBBEEZE Active Directory #YL |, BN AEE Amazon FSx &R RFAHRIRA VPC
P F % EE&ETE Active Directory #8itH , M B VPC iy F R ME s & P i F43
BB R EEER, BULEEA Active Directory Sites and Services MMC Snap-in #2453
BEELRE

(@ Note
EREBERT , BUECRERFREE KL S AWS Managed Microsoft AD F#EAY# Al
MRARBER , FREHLZLFHEAXENEARA , LAFFRE Amazon FSx iER R

Amazon VPC &£ &4l 333
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HRE. WEAMFEEARANFMAENR , 5528 ( AWS Directory Service EXEEr) F
BAWS Managed Microsoft AD %3R4

RELEEI RS EE (Amazon FSx ERERMMEMMEKAE ) -
L2 EEESH Amazon FSx 18R R 522 3 BAH

1. BRI https : //https://console.aws.amazon.com/fsx/ B9 Amazon FSx A&,
2. EBRIRL , BEEENERRREURKHEFHRENR.

3. ERPERELZLRCIER K RARBEERIFNMIRSAE (520 ENI-01234567890123456), #
RE-TAEBERRZR  LE5IE-RKRAE. YRZTARBERRR  LEEREN FHER
hEI—EMEEAE , YESFH FEETER M,

4. SHSEMARAE  ERREAE A RAREBFFEREER2HFHA,
5. HESFRLFAUFAINT , REECRANRZEHE , AREE/RT

TAFERERRZR

ERERBULRFFEAFRFIERRR  SUABKREERAFELRRAMEEBRNAMA RS
1, WHEBRKAREEA/BHARINEE,

Amazon VPC #3& ACLs
RE VPC AERRZRREFIEN S —EiREEE VMR FEURHEEE ( #5& ACLs), #% ACLs EEZ %

BHETRE , BEEEELNIIGE , ITA VPC FHNERMIBENNZEE, NEMI ACLs HEFMER |
=20 (Amazon VPC fEAEIER) FHIMEE ACLs,

£ FHE RIS A sk R EH B FE

Amazon FSx for Windows File Server X ERERZRXFAEEHER, ERRMERZEZNFE, B
1%1%1‘1::1’;5%\%‘ HREZEHAFEEERH—EEE NN AWS HitfRi, ESTHEMAEN. BE.
BEMEEAR. XLBANEZEE  UE—SRALZNZLHNESREE,

MEERAERFIRERRRATBEFREAYEFERRERETDNREMBANFEEN
REFERESIENEFESREAETINTEHBEA.

, B2 EIE

Amazon VPC #8# ACLs 334
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® Note

REHZERES 32 MBps HE S H FSx for Windows E*%%ﬁ?i‘i%ﬁfﬁ-ﬂlﬁ&o &
DERRERRZFNALERE, NEHMET A F2REEHEERE,

BEREFNEZTELZRBECENWREZIEHIE  CRENER, ERXANERELANGKRER %ﬁﬂyo
R EEthEA NTFS RREFHIREIEBEE SACLs), MRECHERERERER LRERKILEE |
A LAEIB 2 3 3K Amazon FSx for Windows File Server Ef%ﬁiéﬁﬁﬂiﬁﬂﬁﬁﬁfﬁﬂyﬁﬁo

Amazon FSx T ETHER, ERXFMERHLHFEIN Windows EEH :

- HREREW , EXE 28, AEERR/ATER. JIHENKR/ENER, HIUBE. EXER/
BAER., BAENR/MMER. BABE. BERTERRNER. MR, FEGFA. 2EFTM
WEmAERE,

- HRERAZEN , XE  EREERAE,

HERER, ENRNERAZFEF , Amazon FSx XERLHRINER (HINMEFEAFINERE
BRUFRERFERLAT ). AMNER  IWmE.

BALBRERERUERNERR, EHERAAIMBETFIRZ, S ERERCHNFIE
B (ERYER. EXAKER K IWE ) ,m\&TL)\FEEanEEEET?HEEVO

@ Note

ERFIEEASEEMARHNEKREAEFNEN. tRER A ERFIREETEELER
AEREIRKZIMBECRREREER, ENRVNERAAFIEBNEESHR.

XENTFERREEHERLRABY 5, 000 EEH. FERRZEHATRHHBEERFINEARE
EE K MEHUSEERTEERRFEEE R, JINEERAERM., RBEMRERE,

ES- |

- BEEHHFERM

- ERENEKRIZTIE

- BREHHER

« REEENERREZIZFE
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- ERERFEEX

BEREHBFEM

AR RFIFERZE , BB E Amazon FSx EIAEZEMH B AWS IR, B SR ZEN
H#&1% E Amazon CloudWatch Logs A 5584 #Y Amazon CloudWatch Logs H &3 Amazon

Data Firehose R {¥ &, B LAEE I Amazon FSx for Windows File Server IR R , IEHR

BERERRBRZENTMARR , EEERE4AFENG., IFEHAEN K F2EEEERTFIER.

UTR-EEE , THEREZZEBERKZSMAAFENMN

- WMREBERE Amazon CloudWatch EERAEHREFR., BANESEZEHFAFE. F£A CloudWatch
Logs Insights £ B L #1TE® , AR #EE CloudWatch /R Lambda Tl*_fl%( , ARIRE
CloudWatch Logs,

- MREBEEBFEEEHBERE Amazon S3 FHIfEFE. Amazon Redshift FHYERIE, Amazon
OpenSearch Service 5 Splunk 5 Datadog & AWS S 1EB R A RLETE -S04 , BiRIE
Amazon Data Firehose,

RIEFAEE , Amazon FSx BEZMNR S PRI F ATEER CloudWatch Logs BB EMAREXEHH
FEMM, MREEEFH BT CloudWatch Logs B 5B £ Firehose BB HAFE W
i, UTREEXSHAZENENZIBANMNEER -

« CloudWatch Logs BSEBHEMBBSEALL /aws/fsx/FEHE, MRELEEEHA LBEISFEHE
REFKEFLZEREM CloudWatch Logs A& & H#H , Amazon FSx AJLAfE CloudWatch Logs /aws/
fsx/windows AFEHEPEVNEATARBFRR. WRETEFEHAERAFFRE , BB U TZH
BEFRELEVREHRERERFKKREL CloudWatch Logs B F###H,

« Firehose R{TERRINBBAEL aws-Fsx-FEHHE, MREREHEMN Firehose R{TEBR , &7
J*/{T:I_: ?IIZIE—L:RE%Eg%%\%JLH?E—L 10

 Firehose X B RMHNARELFEH Direct PUTHAENRIR, SEEXFEHEAEN Kinesis ERE K
WA FERNER TR,

- BHtb (CloudWatch Logs A &4 Firehose RX{J & ) A4 ZEEE Amazon FSx BRI AWS [E
= AWS 1RF VRMERER AWS 2 EIEH,

BU L ERSERZEHAFEN (I, # CloudWatch Logs 2% 5 Firehose), EZiEH M
B, IR E4HAFRSEEEHNE E’\Jiﬂzo

BREMHBFEN 336
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BERAZHIREEHFARM

—RME , BREH AFLHEELI7EARNEANN , EERTREEERNKEE, EERIDEER
T, TS EREZEMARREE. NRENFEARIZERENZEES (N, BRTISEREMARE
BEH)  RARBEERT TERERZRERNES. SUUREERRRLNERNERRE
B, URRERNEH,

BB ENERIESIE

MBRBEERERERER LERERRIESE SACLs) , B LLE T Amazon FSx B RR&HK , ¥EERER
EHHERRK. BEFH AWS DataSync S E R MIEEEE A SACLs 1%?1 |#=#9 Amazon FSx &%
Rit. BMABRBRAR , B LEA Robocopy ( MANERER ) . WEFHMEN , F2HKER
BHERRBFERZE Amazon FSxo.

BIASH B

BT LATE Amazon FSx BB HEREH A ZRBRR e, R EFNNEN A RBUAREREH
EEF=N:0F:

« BELAHIE CloudWatch XA WIBERZEHAFTEEATNAFHANAFESER , R
CloudWatch Logs 6. MEFMENR , 5528 (Amazon CloudWatch Logs A& IER) PR
FREEZE CloudWatch Logs B HiEE #t.  Amazon CloudWatch

B LAE A CloudWatch Logs Insights AEB A XIESM ST AFER . NEFHMAEHR A F2E
{Amazon CloudWatch Logs fEA&EEr) FHIEA CloudWatch Logs Insights 7541 H#EE L,
Amazon CloudWatch

BRI LR EH BFEN E Amazon S3. WMFEFMER , F28 (Amazon CloudWatch Logs
FEAEER) P EFEREHZE Amazon S3, Amazon CloudWatch

« IBMEETE Firehose L IREREH AT, T1B , B LFRE Firehose #§ B EIA R B A LIREHE
HUAY B #9it, B #938#E Amazon S3, Amazon Redshift, Amazon OpenSearch Service 1 Splunk
M Datadog EEERHAF R , WEFMEN , 528 (Amazon Data Firehose F# A E1EF)
RAYEE B RV,

EE4EN
KAERARZEGHHFINET , UREKBHHEH,
LA 2 Windows F&ZE#H salient B AVER A,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
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Amazon FSx for Windows File Server Windows £ & ER

« EventlD 2318 Microsoft E&H Windows E4BFEEH ID, NEERRZAKEHNEREZEHNE
A, 552 B Microsoft 3L,

* SubjectUserName RIEE#ITFINERAE.
 ObjectName REFHRHBEEER. ERRIERLE,

* ShareName At AERASFHNELENEMHEA, flM, EventID 51408 EFEERE A
RFEXE.

* IpAddress RERMBERKZESHNAF IR,

- BRFUAR , F2RERFRREANHAR. BRKIEFN , ER 0x8020000000000000.
HRXBNER , E4 0x8010000000000000,

 TimeCreated SystemTime 2 EEHERBKPELEI L <YYYY-MM-DDThh : mm : ss.s>Z & ER
EI‘JE%FEﬁo

- ERZEEERRAN DNS &8 Windows Remote PowerShell i 2 , A1 AR B BIER R K.
« AccessMask AJAKF , RIEFTEITHREREFEEER ( fl0 ReadData, WriteData)s

« AccesslList RIEFERBR FYHNEFEIE, NEFMEER , HSE T XM Microsoft X4 ( 40
Event 4556),

FEER FEES Value

FEVE R REE A & 0x1 %%4416
BAERSMEER 0x2 %%4417
Bt hn &R R HTIE 1 B 8% 0x4 %%4418
BB R B 0x8 %%4419
BALBEM 0x10 %%4420
17/ Ak 0x20 %%4421
B 718 0x40 %%4422
EEB M 0x80 %%4423
BABM® 0x100 %%4424
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FEER FEUEES Value

i B 0x10000 %%1537
FEEL ACL 0x20000 %%1538
EA ACL 0x40000 %%1539
BEAHEE 0x80000 %%1540
EE7 0x100000 %%1541
FHZ4 ACL 0x1000000 %%1542

UTR-EEFHFINBREN. FIE , XML ERRLAHEEL

MIERYIHES | EECERE4 1D 4660,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid='{54849625-5478-4994-

A5BA-3E3B0328C30D}"' />

<EventID>4660</EventID><Version>0</Version><Level>0</Level>
<Task>12800</Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-05-18T04:51:56.916563800Z"' />
<EventRecordID>315452</EventRecordID><Correlation/>

<Execution ProcessID='4' ThreadID='5636"'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x50932f71</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='HandleId'>0x12e@</Data><Data Name='ProcessId'>0x4</Data><Data
Name="'ProcessName'></Data>

<Data Name='TransactionId'>{00000000-0000-0000-0000-000000000000}</Data></EventData></
Event>

S ID 4659 SRCHEMPERERNFER L,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
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<EventID>4659</EventID><Version>0</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-0603T19:18:09.951551200Z"' />
<EventRecordID>308888</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID="'5540"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device\HarddiskVolume8\shar
\event.txt</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1537
%%4423
</Data><Data Name='AccessMask'>0x10080</Data><Data Name='Privilegelist'>-</Data>
<Data Name='ProcessId'>0x4</Data></EventData></Event>

EYHLESITRERER , S5CHEMH ID 4663, THEHIERK ERBINER , A/t #
2AccesslList %%4416,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D} "' />
<EventID>4663< /EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:10:13.887145400Z' />
<EventRecordID>308831</EventRecordID><Correlation/><Execution ProcessID='4"
ThreadID='6916"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData>< Data
Name="'SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113< /Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\event.txt</Data>
<Data Name='HandleId'>0x10@lc</Data><Data Name='AccesslList'>%%4416
</Data>

BREMHBFE 340



Amazon FSx for Windows File Server

Windows £ & 155

<Data
<Data

Name='AccessMask'>0x1</Data><Data Name='ProcessId'>0x4</Data>
Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data>

</EventData></Event>

THEFERRE EBROBA/MMER , T BEAccessList %%4417,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>4663</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:12:16.813827100Z' />
<EventRecordID>308838</EventRecordID><Correlation/><Execution ProcessID="'4"
ThreadID='5828"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>

<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</

Data>
<Data
<Data
<Data

Name="'SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
Name="'SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
Name="'0ObjectType'>File</Data><Data Name='ObjectName'>\Device

\HarddiskVolume8\share\event.txt</Data>

<Data

Name='HandleId'>0xa38</Data><Data Name='AccessList'>%%4417

</Data><Data Name='AccessMask'>0x2</Data><Data Name='ProcessId'>0x4</Data>

<Data

Name='ProcessName'></Data><Data Name='ResourceAttributes'>S:AI</Data></

EventData></Event>

E4 ID 4656 RREE RGNS EFE. ETHEFH , FBEIEREMEE ObjectName
"permtest” , EER ALK , N HWEIRFEFM R0x8010000000000000,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
ASBA-3E3B0328C30D}' />
<EventID>4656</EventID><Version>1</Version><Level>0</Level><Task>12800</
Task><0pcode>0</0Opcode>
<Keywords>0x8010000000000000</Keywords><TimeCreated
SystemTime='2021-06-03T19:22:55.113783500Z"' />
<EventRecordID>308919</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID="'4924"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
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<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</
Data>
<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>
<Data Name='HandleId'>0x0</Data><Data
Name="'TransactionId'>{00000000-0000-0000-0000-000000000000}</Data>
<Data Name='AccesslList'>%%1541
%%4416
%%4423
</Data><Data Name='AccessReason'>%%1541: %%1805
%%4416: %%1805
%%4423: %%1811 D:(A;0ICI;0x1301bf;;;AU)
</Data><Data Name='AccessMask'>0x100081</Data><Data Name='Privilegelist'>-</Data>
<Data Name='RestrictedSidCount'>0</Data><Data Name='ProcessId'>0x4</Data><Data
Name='ProcessName'></Data>
<Data Name='ResourceAttributes'>-</Data></EventData></Event>

SBEYHNFTIR , %S4 1D 4670, THEHIFERERAE "admin" &tk ObjectName "permtest”
WEFA , S AHEE SID "S-1-5-21-658495921-4185342820-3824891517-1113", M MAMEREF
ATEFMERA , 52 Microsoft X4,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />

<EventID>4670</EventID><Version>0</Version><Level>0</Level>
<Task>13570</Task><0pcode>0</0pcode><Keywords>0x8020000000000000</Keywords>
<TimeCreated SystemTime='2021-06-03T19:39:47.537129500Z"' /><EventRecordID>308992</
EventRecordID>

<Correlation/><Execution ProcessID='4' ThreadID='2776'/><Channel>Security</Channel>
<Computer>amznfsxgyzohmw8.example.com</Computer><Security/></System><EventData>

<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-1113</Data>

<Data Name='SubjectUserName'>Admin</Data><Data Name='SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x2a9a603f</Data><Data Name='ObjectServer'>Security</Data>
<Data Name='ObjectType'>File</Data><Data Name='ObjectName'>\Device
\HarddiskVolume8\share\permtest</Data>

<Data Name='HandleId'>@xcc8</Data>

<Data Name='01dSd'>D:PAI(A;0ICI;FA;;;SY)
(A;O0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-2622)</Data>

<Data Name='NewSd'>D:PARAI(A;0ICI;FA;;;S-1-5-21-658495921-4185342820-3824891517-1113)
(A;OICI;FA;;;SY)(A;Q0ICI;FA;;;
S-1-5-21-658495921-4185342820-3824891517-2622)</Data><Data Name='ProcessId'>0x4</Data>
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<Data Name='ProcessName'></Data></EventData></Event>

BRFRERAZRESICHESEMN ID 5140,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D}"' />
<EventID>5140</EventID><Version>1</Version><Level>0</Level><Task>12808</
Task><0pcode>0</0pcode>
<Keywords>0x8020000000000000</Keywords><TimeCreated
SystemTime="'2021-06-03T19:32:07.535208200Z"' />
<EventRecordID>308947</EventRecordID><Correlation/><Execution ProcessID='4'
ThreadID='3120"'/>
<Channel>Security</Channel><Computer>amznfsxgyzohmw8.example.com</Computer><Security/
></System>
<EventData><Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-2620</
Data>
<Data Name='SubjectUserName'>EC2AMAZ-1GP4HMN$</Data><Data
Name='SubjectDomainName'>example</Data>
<Data Name='SubjectlLogonId'>0x2d4ca529</Data><Data Name='ObjectType'>File</Data><Data
Name="'IpAddress'>172.45.6.789</Data>
<Data Name='IpPort'>49730</Data><Data Name='ShareName'>\\AMZNFSXCYDKLDZZ\share</Data>
<Data Name='SharelLocalPath'>\??\D:\share</Data><Data Name='AccessMask'>0x1l</Data><Data
Name='AccessList'>%%4416
</Data></EventData></Event>

EREEHERERIEEFIR , 258834 ID 5145, T5|EHIEERYE ShareName "demoshare01" K12
HUE1E,

<Event xmlns='http://schemas.microsoft.com/win/2004/08/events/event'><System>
<Provider Name='Microsoft-Windows-Security-Auditing' Guid="'{54849625-5478-4994-
A5BA-3E3B0328C30D} "' />
<EventID>5145</EventID><Version>0</Version><Level>0</Level>
<Task>12811</Task><0pcode>0</0pcode><Keywords>0x8010000000000000</Keywords>
<TimeCreated SystemTime='2021-05-19T22:30:40.485188700Z"'/><EventRecordID>282939</
EventRecordID>
<Correlation/><Execution ProcessID='4' ThreadID='344'/><Channel>Security</Channel>
<Computer>amznfsxtmn9autz.example.com</Computer><Security/></System><EventData>
<Data Name='SubjectUserSid'>S-1-5-21-658495921-4185342820-3824891517-
1113</Data><Data Name='SubjectUserName'>Admin</Data><Data
Name="'SubjectDomainName'>example</Data>
<Data Name='SubjectLogonId'>0x95b3fb7</Data><Data Name='ObjectType'>File</Data>
<Data Name='IpAddress'>172.31.7.112</Data><Data Name='IpPort'>59979</Data>
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<Data Name='ShareName'>\\AMZNFSXDPNTE@DC\demoshare@l</Data><Data Name='SharelLocalPath'>

\??\D:\demoshare@l</Data>

<Data Name='RelativeTargetName'>Desktop.ini</Data><Data Name='AccessMask'>0x120089</

Data>

<Data Name='AccessList'>%%1538 %%1541 %%4416 %%4419 %%4423 </Data><Data
Name='AccessReason'>%%1538:

%%1804 %%1541: %%1805 %%4416: %%1805 %%4419: %%1805 %%4423: %%1805 </Data></
EventData></Event>

MREERA CloudWatch Logs Insights 2 EZHN BFER , BAUEEHELLHTESR , T
BIFR 7

- FEEHBESHID:

fields @message
| filter emessage like /4660/

- FEEHNAREEREBINAESEH

fields @message
| filter emessage like /event.txt/

% CloudWatch Logs Insights EfFES RIFMES , F2E (Amazon CloudWatch Logs £/ % 5
) HEEA CloudWatch Logs Insights 2047 B 5% £, Amazon CloudWatch

SR RS A SR I

REBHEHUEAEFNERETRERNERNERRRERKES, BREHHEBES NTFS R
M7 EUEHIEE SACLs).

Al LAE A Windows R4 GUI /M E KA Windows PowerShell i S AR RET AR R ERBZIZE
H, MRMAREE LEEREECERHKEIENTEREE R R FERERZIEHIE,

f£ /8 Windows GUI 3% ER % HUE

EEMFA GUI EERMNER K LEBRERZIZESE , F5FEH Windows File Explorer. EIEEMNERZE
#3k k|, B Windows File Explorer , RRIZEEM > 224 > #ERE > X ESIER,

THRZEHESRZERNRNEIIEN,, SEEEEFERAERIIBEMZESRBLAHEIRE , 2
4 Windows B4 BHEF1EHE,
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Advanced Security Settings for Users O X
Mame: Ch\Users

Owner: SYSTEM Change

Permissions Auditing Effective Access

For additional information, double-click an audit entry. To modify an audit entry, select the entry and click Edit (if available).

Auditing entries:

Type Principal Access  Inherited fro... Applies to
a Success  Admin (i ) Read MNone This folder, subfolders and files |
Add Remove Edit

Enable inheritance

[ Replace all child object auditing entries with inheritable auditing entries from this object

Cancel Apply

FRERMUEHCERZNEME. SURUREARDUABZEINER., KRMHNERARNER 2
AR AR M R M E R

MERKIEE WUNFRES , 528 Microsoft XA HHNHERHERRERELFEZEE,

B EHE

£/ PowerShell i85 E%E

& LAE A Microsoft Windows Set-Aclin® , EEMERKER KR LFRER® SACL, NELGS
MERR , 552 B Microsoft Set-Acl 3 #,

LT RER—R3 PowerShell 885 M BRERER N ERERIFEUENES|, BT AREELE L0
T, AREEERENER.

$path = "C:\Users\TestUser\Desktop\DemoTest\"
$ACL = Get-Acl $path

$ACL | Format-List

$AuditUser = "TESTDOMAIN\TestUser"

$AuditRules = "FullControl"
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$InheritType = "ContainerInherit,ObjectInherit"
$AuditType = "Success"

$AccessRule = New-Object System.Security.AccessControl.FileSystemAuditRule($AuditUser,
$AuditRules, $InheritType, "None", $AuditType)

$ACL.SetAuditRule($AccessRule)
$ACL | Set-Acl $path

Get-Acl $path -Audit | Format-List

EEERTHREX

Al LATE R ST Amazon FSx for Windows File Server R R FGEMAEREIRERZ,. E&1%
Amazon FSx E2 A B EERAR , BREAEREIERX,

EERARREINRENBEERERRRL , B 8FEREFIRKRE K SEEFERNERLARE
BN ERERER  UKEREHEFENM, B LMEA Amazon FSx £ A& AWS CLIZK API 3R #H
TE BT,

(@ Note
EREREERES 32 MBps E S Amazon FSx for Windows File Server R R K L
BRFIERZ. NRBAERFIRER , ISEIEIREFREIZE /DA 32 MBps HIERR
Fo BALERUBERRACEZEREHAREIERTE, NEFAEN K F2EAEEREES

o

[¢

ERVERRREMAERTIEZ (X28)

1. BABUYR https : //https://console.aws.amazon.com/fsx/ BJ Amazon FSx £ &,
2. BRE AFA—EGHIESL BEICHNERZRRRPIAREIFERRENER,

3. FREZ-EZAER. ERTIERERAER.
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v Auditing - optional

Log access to files and folders Info
Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as
Systemn Access Control Lists or SACLs).

(@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts

Log failed attempts

Log access to file shares Info

Log successful attempts

Log failed attempts

4. EFERMRANREERFIER , FHTTIIEF,

- SHERERMER KR BT, BRAIN/HABEZRNHK, MRERBIERNERRK
AlgFRAR K.

- HHERATVAFER , BERRDA/HIARERNE, IRETETERE , EFAER
/\?—Elgﬁaﬁo

- SHNRERREH A E M | 582 CloudWatch Logs B Firehose, ARZBZEZFREMNAE
RRABER , RBUFHAFTIARTHER. EHM CloudWatch Logs , Amazon FSx ] LATE
CloudWatch Logs B &P E MFEMATER/aws/Fsx/windows BFEHE R,

DTRERFIEREERNES 6 ZACKERBKREAEHER, ERRAMEREANRINF L
MIFRER., EEHAFHBEEETERK CloudWatch Logs /aws/fsx/w1ndows AFEEEE W
b,
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v Auditing - optional

Log access to files and folders Info

Once you enable logging here, Windows generates audit logs for files and folders on which you have enabled audit controls (also known as

Systern Access Control Lists or SACLs).

@ If you don't already have audit controls configured for your individual files or
folders, use the Windows GUI or PowerShell to do so. See documentation. [4

Log successful attempts
Log failed attempts

Log access to file shares Info

Log successful attempts
Log failed attempts

Choose an audit event log destination

© CloudWatch Logs
View and search audit logs in the AWS management
console and run queries on logs using CloudWatch Logs
Insights

Choose a CloudWatch Logs destination

Jaws/fsx/windows
Create new [4

Pricing

Kinesis Data Firehose

Continuously streamn audit events to 53, an Amazon
Redshift database, Amazon ElasticSearch, or to partner
solutions such as Splunk and Datadog for further analysis

Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more E

REDTERRRBILBENT —H,

EERZRUTRAE K SRAEREFIERIIEE,
HERIERRME (CLI) BRAAERTFIEX

B ERRRR

&, DI AFERZRNERFIEX.

aws fsx create-file-system \
--file-system-type WINDOWS \
--storage-capacity 300 \
--subnet-ids subnet-123456 \
--windows-configuration

A AuditLogConfiguration B & Hl CreateFileSystem API ##

AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
FileShareAccessAuditLoglLevel="SUCCESS_AND_FAILURE", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-

customer-log-group"}'

ERERTIER
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2. EERRZRUTAR A SRABREFIEZRIEE,

PEERFIR&AER (££8)

1. ¥ https://console.aws.amazon.com/fsx/ : // BIEX Amazon FSx £ &,
2. BEEEERRR  AREELETEERFHREZE Windows 2R R
3. EEEERI|ER.

4. HERERTFHRERERL , ZBEEE,

Network & security Monitoring Administration Backups Updates Tags

File Access Auditing

Log end-user access to files, folders, and file shares.

Log access to files and folders Audit event log destination

Log successful attempts: () Disabled None
Log failed attempts: © Disabled

Log access to file shares

Log successful attempts: © Disabled
Log failed attempts: © Disabled

5. EEBMRFREKREHESAT  SEFBORE

Manage file access auditing settings X

Log access to files and folders

Amazon FSx can log successful attempts to access files and folders, failed attempts to access files and
folders, neither, or both. Once enabled here, audit logs are generated for files and folders on which
audit controls {also known as System Access Contol Lists or SACLs) have been configured.

Log successful attempts
Log failed attempts

Log access to file shares
Amazon FSx can log successful attempts to access file shares, failed attempts to access file shares,
neither, or both.

Log successful attempts
Log failed attempts

Choose an audit event log destination
Amazon FSx supports access audit logging to one of the following audit destinations. If you change
your audit destination, events will no longer be published to any previous audit destinations.

© Cloudwateh Logs Kinesis Data Firehose
View and search audit logs in the AWS Continuously stream audit events to
management console and run queries 53, an Amazon Redshift database,
on logs using CloudWatch Logs Amazon ElasticSearch, or to partner
Insights solutions such as Splunk and DataDeg

for further analysis

Choose a CloudWatch Logs destination
Use a default CloudWatch Logs log stream created by Amazon FSx, an existing log stream, or create a
new log stream.

faws/fsx/windows ¥ | Create new [A

Pricing

Standard Amazon CloudWatch Logs pricing applies based on your usage. Learn more [}
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« SHERERVERRA BEEFE , BRI A/HABERANT R, MRERZRERNERK

AlgF M.
- SHERERAZHEREFER , BRI AN/HABERANCE, MRETETEE , ISERAER
/\?—Elgﬁaﬁo

- SHNREREH A E M | 5#F CloudWatch Logs B Firehose, ARZBZEZFREMNAFTHR
FER , REBIULFH BFIRTER,

6. EERTF

S FERFEFEKERE (CLI)

« M update-file-system CLI a5 =[@% UpdateFileSystem APl &4E,

aws fsx update-file-system \
--file-system-id fs-0123456789abcdef@ \
--windows-configuration
AuditLogConfiguration='{FileAccessAuditLoglLevel="SUCCESS_ONLY", \
FileShareAccessAuditLoglLevel="FAILURE_ONLY", \
AuditLogDestination="arn:aws:logs:us-east-1:123456789012:1og-group:/aws/fsx/my-
customer-log-group"}'

Amazon FSx for Windows File Server 8 8 9 M EZEE

AWS Identity and Access Management (IAM) 2 AWS k¥ , i EEE LT LB ¥ AWS &
BRNEE. IAM EEETRGIRANETSBE (BA) MNRE (EFFA) , SR FSxfor
Windows File Server &, IAM RETURERA AWS IR B .

e

- BEHR

- FRSDEE

EABREEFIE

Amazon FSx for Windows File Server #04aJE2 |IAM $& & {5 F

Amazon FSx for Windows File Server #J & 7 & B 5k & 4

« AWS Amazon FSx for Windows File Server #y & BUR
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« ¥ Amazon FSx for Windows File Server & % MEZEGETHED
« & Amazon FSx {FEH
« #H¥ FSx for Windows File Server £ A RBEE A E

BEHR
WA AWS Identity and Access Management (IAM) € K& AR MAFTTRE :

s RIEEAE — FELFIRR LI  FRNEEERBEMENT (FFSE ¥ Amazon FSx for
Windows File Server & % #1 7 BUE 1T FE 2 )

- REEES — EEREFAEFIELRIMEEBFT IR (728 Amazon FSx for Windows File
Server HN{AER IAM #ELfE )

« 1AM BEEE — BEHRUEEFIUES (7528 Amazon FSx for Windows File Server B9 & 2 2 g
REH)

5 & 2 B E

BrRIBRELAWS ERAEIBEZIANAR., BHLAL AWS (RFRERAE. IAM £RELEME
IAM B &5 5E#1TH 5 8RE.

B LAERE D RENEAESR , fl0 AWS IAM Identity Center (IAM Identity Center), BE—&AH
P ERE® Google/Facebook BEAE R , UBEEINEXNEA. UFEBEANFEENR , 528
(AWS B A FEREER) PHNNFEAEN AWS IRF,

HREXRFFE , AWS 21 SDK # CLI UABRBHFESF RN EBHFZR, WFEFHER ,
EREERE) T API FEREIAWS 5 4 IREEREF

AWS IEF RERE

EREY B AWSIRFE |, B8R/ —E& S AWS IRF theroot ERENEAGDHE , RFDATER
AR A AWS BR#E M &R Eﬁuﬁ'ﬁﬁ'gﬁﬁﬁﬁﬁ ERHJTHEER. FRFTEREAERENGE
%, 20 (AM EREER) PNEEREHERENES.

Ba g0
BERERERABEAECEABS FDEMHE L AWS B EABRHERETR

BEGoRRELNEEBHK,. Web SO RBENSERE , REARB F 29 RIFEN AWS R BEF
EX Directory Service WEFAE, BESISRITAL K MAACFREERER.

#F2E (AM
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FEPLERFEUER , EEMFEH AWS IAM Identity Center, MEFMER , FSE AWS IAM
Identity Center A &£ RVt =2 IAM Identity Center ? .

IAM £ F & FEF4E

IAM £ F #& https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2—E & 7 EHE A
FERAERANESEF TR, ERURREERIREFERAEEN IAMFHE. NFEHFAEH A F28
(AM EAEERE) PHERAEFAEFRABS I RMHEER AWS FHERBEFEN -

IAM EHEEEE IAM ERERS , FEEABEAENTITREMNER, NFRFRER , F2H
C(IAM fEREERE) FH 1AM /A &R ERA =5,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIf B2 BG4 EHFTE  H
ATLVRRERER R, SO LUEBRERENRE IAM A6 ( E#84A ) HFEW AWS CLI 5 AWS API
RERRBIAR, MEFMEENR , F2E (AM E£AEER) FHNREAGHN S E,

IAM BEEARBES S0 EAEFIR. WK IAM EREFT. BRFFIEEEREEFN , URE
Amazon EC2 #1fTHERERN. MFEFHMEF , F2H (AM £RERER) hH IAM FHRIEFEIR
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£ AR EEFEUE

FBRILUEIB R M BUR YW AG HIE RS & 5 RNEIR AWS RIZE AWS R EFER. BRERES 2 HEIRME
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EEREESEFEANK  ERERMLEERTEWLERG THREERANTEE , UEETFINHEERE,
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BoRBRRENMESD (EAE, FRAEFANAR) K JSON FFABERN A, EEBEREH & DA
HIPLEERANITHLEDE  UAREANGKRE. NFTHROMELSDEBER |, F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,
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BERBEHR

BEREBRRMH IR EIRA JSON BRI fF. #6|aHE IAM AEEEBRE Amazon S3 fFRTEE
R, EXEEREBRNERET , REEESAUERACARZHHREE RN FIER. EXAEE
BREBRPEEEE.

EREBRRURAZBHEPNARBE, SEEEEREBEPERARE IAM B AWS REBK,
HtBeREE

AWS X EHMBRER  IREESERBREER TR :

« FFARR —RESHTEBERTRE IAM BERNKEAFT. MFEFEEF  F2H (IAM EAEE
) I IAM BRI AR,

« BRIGIEHIBK (SCP) — & AWS Organizations PR E B SR ABBENIEER A, MEFMENR |
5528 (AWS Organizations {EF&1ER) Y RIEIEHIBEE,

- EREHBEK (RCP) — RELREHERUAF TN LR, MEFHMEN , 5528 (AWS
Organizations A& ERE) P EIRZEF EZE (RCP),

. THEREBBR — EUERRFTARAACIEBES G/ FAERIRF TERERE , USBENEE
R ER., MEFHMEN , F2 (AM FEREKEE) T TERERBER,

ZRBRER

EZERENBRBANBRE  EENITEEEMMERER, B2 7B AWS REREBEY
RS EBRRERRAFBER , F2HR (AM E£REER) PHBER(LEE.
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fEA IAM B2 FSx for Windows File Server BIfZEVEZ Bl , 5555 7 fFEHRLE IAM ThBE R E2 FSx for
Windows File Server &£ A,

# 0] LU Amazon FSx for Windows File Server £/ IAM IThig

IAM Zh&g FSx X#&
B o BHE =
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IAM Zh&g FSx X &
EREBUR e
R =
BRER =
BREHZSIE RBEE) =
ACL &
ABAC (LR HER) =
MR =
BEFRIERER =
RBAE &
R EFZAE =

HESHE T ## FSx MEAM AWS RBMAIE KRS R IAM e BER , F28 (AWS IAM EAETE
) PRI IAM EEEAN R,

FSx BV B 2 BB R
TEBSBKE . 2

S BBRER LM ME S5 (Fla0 IAM /A&, EREFENAR) B JSON FFABERN A, BELH
RAEH G2 EMERG TREBEERATHERF, NFTHRUMELSDEBEER , F2H (IAM
EREER) FHEBEFEEBRERHEF] IAM 517,

A IAM BHBERE | AALUSEAFREBNBENDR , UREMEEETAFRESDE, 1
T JSON BETFERNFETE , H2H (AM EAEISE) S IAMJSON BETES
=,

FSx H & 7 B BUR €451

& ERR FSx for Windows File Server B 2 B BURI &I |, 55288 Amazon FSx for Windows File
Server B 5 5 BV &,
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FSx RPN ERBEBUER
TEREREBEK &

ERBBERZM MBI ERAN JSON BRI . EREBERNEEREFIZ IAM ABEFEBEN
Amazon S3 EEIFBER., EXEEREBRNEREES , REEEETUFERACAREHEISEER
MWEFEER. HRMNBEENER  BREEREEN IR UUHZERATHNEBEAREMERET
BITHEE, EXEEEREBRTEETIR., ZXATUSTERE, FAE. AG. BEESFERE
=; AWS IR#.

MERRABIRFFIE , UM EREMIRFREEMBIRFN IAM BEREABEREBRNER. WF
HEEA , F2E (AM EREERE) B8y IAM R RIS ERF .

FSx BYBREN1E
RERRBE : R

EEE A LMER AWS JSON BURRIEEHAIUERAR, tWH2HR , BHMEERE M BT oAt
EEREIT LB F,

JSON BURMY Action TERHRETUARAFFHIEBHRPERNEF, BERECERABERKTH
1T A BB BN RV ET T

EFEEE FSx BMEBE |, 552E (RBEEESZE) HH Amazon FSx for Windows File Server EE& Y
B1E.

FSx PR BRBFEEBFEZBERATIFE !

fsx

FREE-RAXNTEEZEEFE , FRERD R

"Action": [
"fsx:actionl",
"fsx:action2"

]

% EM48 FSx for Windows File Server &7 BB SR &3] | 552 B Amazon FSx for Windows File
Server i 5 2 B R & 41,
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FSx R EIR
TEBRER : 2

ERE A LMER AWS JSON BURRIEEHAIUENAR., WH2HR , WHMEERE T BERE T oAt
EEREIT LB F,

Resource JSON BUR £ WIEEEERABEN YT, REEHKREHAHE Amazon Resource Name
(ARN) RIEEEER. EHETIEEREBRT , FRAEBAFR () X ZFERNEBEARMEER.

"Resource": "*"

EFEEEFSx ERERENKH ARNs , 528 (RBERESZE) FH Amazon FSx for Windows File
Server EENE R, BE T REULUFERMLESHEEESMEERN ARN |, 5528 Amazon FSx for
Windows File Server E&RB1E.

£ EmR FSx for Windows File Server & 2 B BURI &I |, 5528 Amazon FSx for Windows File
Server i 5 2 B R & 41,

FSx HYBURRIF3R 5|8
XERBBERRRE R 2

EHEEWLER AWS JSON BERRIEEH T UAFRAR, 2R , MEZRE M BEES T o H 4
EEREITH LB F,

Condition TEERBERNIKRY , EERBXNBITRHE, BB ERRTESETNREFER
X (PIHFERTIR) , REHBERPHRGNBFRPNE. EEZEETME AWS 2EKF4ERSI8R , F2
B IAM EREIER) PRIAWS £ERFABTREIHE,

EEEEFSx KU SRBE | E20 (RERESE) B Amazon FSx for Windows File Server iy
&g, EETHRETUERFRGSBNEIEMEIR , 528 Amazon FSx for Windows File Server
ERNBE,

& EmR FSx for Windows File Server & 2 B BURI &6 , 5528 Amazon FSx for Windows File
Server ) 5 4 B BR &1,

FSx 8y ACLs

TEACL: B
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TFEUZFIEE (ACL) ATEFIBL TR (RFKE, FRERNAC) HAEFIEERNFFAT. ACL BEHR
ERAPR , BEMTEM JSON BERMXHFER.

ABAC #&HL FSx
%1% ABAC (BERFHER) : B

B RFEUES] (ABAC) R—EREXRE , MBBEARRNBMRERT T, LU UEREREEE IAM
B AWS &R , REKRET ABAC BUR , LMEEZREANERBRNTSER LOVERE RFHRF,

MERBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R4G %58 , THENFRETESF , RUEBEA.

MRBHEXESEEREEN L =ERG SR  RBEZBHEMS , ER Yes, IRBHBEIERLE
REEN A =@ k4 iR , RIEAR Partial.

T ABAC WEFMEF , 526 (AM EREERE) PHEA ABAC REESRTA, IEEESH/R
TE ABAC ZERNHEZRE , F2H (AM E£REER) PREHABEEFEES (ABAC).

&l FSx ERmREAER

XERKERE : &

R EAERREM AWS ERNENFIE  EAERBSIRAGK  FABEY. AWS BZERR
BEELAHREAEN K MAREARMENER. UFFMAEFA  F2H (AM EREER) P8
IAM 7 B R By &2 B RS BE 1] £ |AM FE BB ERIAWS AR#S o

B% FSx M FEX TIRRE B

XEESFFIMITFREEER (FAS): B

EIXIFERTERS B (FAS) SERMEAY MZEFEAFTA AWS BRE |, #5& AWS BR#§ AR@ T RER S
Ro MFRH FAS FRENBERFMET , F2REERFNTEER.

FSx WIRIE A&

XERKAG B

REACRRBEETN AM S€  AIREHTEE, IAM EEE LKL IAM RE, 18K FNM BRIREE
A, MEFMER , F2H (AM FHERERE) PNEIAHEUEIRFITHE AWS RiE,
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A Warning
BERKAGHTUAEEPE FSx e, RBE FSx REUEEIR , TREEREAE,

FSx BRI EFE R E
TERKEEAR . 2

BREEACRERE H—ERBAE AWS . BETUBERREATHENAS, BER
ABBURELYN F AWS IEF | WABBHE, AV ERETLRE , BT LABEEERAGH
A,

TR HEE FSx for Windows File Server RIS EFE A CRGEMER |, 528 &% FSx for
Windows File Server ARG EZEAE,

Amazon FSx for Windows File Server 89 & 4 B B 5K €5

BB , FAENAEZEEIHIE R FSx for Windows File Server ERMEF, EERFFEAE
HEMEERATEHENGST , IAM EESFUET IAM BUK,

WEE T AR fE AR IE L] JSON BURSHE I IAM 55 BBER | 528 (AM FAEER) vHE
M IAM B (E#E),

WE FSx EEMNEENERBEENWFMEN , ESEEREEMN ARNs B |, F20 (RERES
#» iy Amazon FSx for Windows File Server B, ERMIEHZRSIE,

ES]

- BRBEER

- £/ FSx £28

- RAFMEAEREMM B CHETH

HRREER

BoBBRESHEERFPNEARS LR, FEEMER FSx for Windows File Server iR, &
EEHETRESELN AWS IRFEXER, EREYIFET 7 HBERE , FEBTIERNRERSE
13

5 7 B BRE 358


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html

Amazon FSx for Windows File Server Windows £ & ER

- FRIEER AWS SEBRRYERREERITT - eERBHEATRTENCERAENTELSE  FEA
B RTHAZSERERARGIN AWS REBEK., ©MTELEN RER AWS IRF, RMIEBRLEES
BERERARN AWS NEFZERR , WE—FROFHA. NFEZEA , F2EH (AM EAEE
) FH AWS XEBRSAEBHENAWS XEBXK.

- ERAREHERT - RE IAM BERNFATR  FERTHTERMTNTT. KERLEN , B
LESRERBEFRG T TUEREERKINEE  SELBARKRRITT. WEEA IAM ERFFT
MNEZHEES , F2H (AM EAEREE) B IAM FHBEEAFT .

- £ 1AM BUR R BV R — SR B FEUE - B LSRG FIBZEBER | RHIEEMERNEFE.
flan | WAIARBBEERRG , EEXAMER SSL BEFAERR, MREBRIFE Hlun FHRKEENE
AWS R , &t 7] LA R R4 2R R F 2 FZEUE CloudFormation, MEFFMAER , F2E (IAM FH
Hi5E) PH IAM JSON BUEETE : 1§,

« f£/ IAM Access Analyzer B IAM BUER |, fB{RFT I 24 B /] IEEEE - IAM Access Analyzer B
BHBEMBAEER |, BRELBERER IAM BURFES (JSON) fl IAM FRIEEH ., 1AM Access
Analyzer 12t 100 ZIEBERRERVETTHNER , IHBERERLBERANBE., WEFEE
#A, F2E (AM EAEERM) PREA IAM Access Analyzer BrF BUE.

- FEZEEZRE (MFA) - MIRENRHFE IAM E£RESH FHRERE AWS IRF |, FFFR MFA
DREZ2M., WEEFWY AP BERTER MFA |, 5588 MFA (REFTEEENBER, NFEFHE
A, m2E (AM EREER) FHERB MFA E’J;zé AP| FH,

WmE IAM R REEBNHERES  F28 (AM EAEER) 980 1AM 22 5E8H,

£/ FSx =&

# E17HL Amazon FSx for Windows File Server £## & , B84 B#HE —HREF T, ELEFASER
8y H AR & FSx for Windows File Server BERIVFFHEZEA AWS IRF, RGBT HHHREARNL
EFUERENEIEBE IR EEZBENER (FRE0AR) MS , TEARELZUNERE
=N

HAEMW AWS CLI 5f AWS API I E |, BFEEARFRETEZEAHT. k2 , REAHEFISAF
SMMERHNTZ AP BIENEERTLT,

ARTREREAENAGMNMATLUFER FSx A& |, thFE# FSx
AmazonFSxConsoleReadOnlyAccess AWS ZEBREZIER, WEFHAEN , F28 (AM £
AEERE) PHFETTEERE,
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ARFFERERAMMAE ST

WEH S REMMBILIBER , A IAM EREREMMEBPERES2HWARRZEBER, WBER
SEEEEAFHMEA HAWS CLI AWS APl U REREH A X TR BENSFA .

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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AWS Amazon FSx for Windows File Server #J S &K%k

AWS SEHREH AWS AWS SERREYNEENBYBESEAT S EARGIRMST , WESL
AR ARG ERE, BENAE,

FARCIE , AWS REBRAEFTERTFRECARIINFEMERTT , ERELFITAHAE AWS &
FEA, BMEBREERBENEARINETFEERER , WEE-TRBDFFA,

BT AWS SEBRPERNF . MR AWS B AWS SEBRPERNTT , AIEHER
EHREENMERRIASD (ERE, BEANAG ) . BN AWS RIE REISHAT API B4R
BE RBEAR , AWS RETREEH AWS ZEBXK.

WEFMEF , F2H IAM EAEEREPR AWS ZEHE,

AmazonFSxServiceRolePolicy

7FF Amazon FSx R&REEE AWS BiR, NFE S TH , 52 R EHH FSx for Windows File
Server FARBEERZAE,

AWS ZEBE : AmazonFSxDeleteServiceLinkedRoleAccess

B 1B#% AmazonFSxDeleteServicelLinkedRoleAccess E#EZ| IAM S8, KBEFEEELEE R
¥, WERARZBRENWREEEAR, BELERE, BUHEE, SHEMBRLEBER, MEFMER , B
28+ ¥ FSx for Windows File Server AR ER A,

WBERE FEEIHFT , 27 Amazon FSx MR E Amazon S3 FEIM RIS EE AT , E4 Amazon FSx
for Lustre £/,

AT A EFAEE A

WBEIE PHEFiam , £5F Amazon FSx #R. MIBRFI4#4R FSx Service Linked Roles for
Amazon S3 1FEUAY M BRAR RE,

HEEMAUNEERNET , F2H (AWS RERKRSEER) T/

AmazonFSxDeleteServiceLinkedRoleAccess.

AWS ZEBE : AmazonFSxFullAccess

A LS AmazonFSxFullAccess EEZ R IAM B8, Amazon FSx b &Stk BUE BT A SF
Amazon FSx REREHTEBENRE AR,
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R Amazon FSx (I B FEERN AR AWS IRIEH FEUE,

e
DS U TR,

o fsx - AFERZEEFILAFITIIE Amazon FSx BfE , 1B &
S\BypassSnaplockEnterpriseRetention,

« ds - AR Directory Service B $rIHEAEH.
> ec2
- AFEREEENRGETELER.
- RATEFEE VPC EEEANLZLFERMEEELLFERE.

« iam- AFRARKEAEEIL Amazon FSx REEFZ AR, ERMLER , BUE Amazon FSx AT 5L
REFEHEEE AWS R,

« firehose - AFFERECEEE A Amazon Data Firehose, ERHEHN , EFEAE AT LUEIBEXRE
¥ 17EL B 552 Firehose BRE:#% FSx for Windows File Server &R & & EFHL

- logs- AFFEREV AFEHME. AFER , ARKESHEABRER. EE4EN , BEAETU
BB FE A EIEZE CloudWatch Logs JREE#2 FSx for Windows File Server &R R HFE

HERBUEENA , F2H CAWS SERKSEERE) F# AmazonFSxFullAccess.

AWS ZEBE . AmazonFSxConsoleFullAccess
WA #% AmazonFSxConsoleFullAccess BUFERES IAM 45,

HWRFEEREFEEHT , LAHTEFE Amazon FSx X518 ZEUMEEI AWS RIE AWS B8 F i

A.
HTRBER
DS U TR,

o fsx— RFERE Amazon FSx EB X R AFHTAERE , B B
S\BypassSnaplockEnterpriseRetention,

« cloudwatch - R EHE7E Amazon FSx EE 1A 4R CloudWatch B RMIiEE,
« ds - AFFE % H Directory Service B #%HKIHEIE
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* ec2

- AFERERBERLEYER. JIHER E, BER, R2FHE. FRABKAKRE Amazon FSx
ERRFAEBBIA VPC,

- AHFERAMEFTE VPC #REANZeRERMERE L2 ERSE.
- AFFERBIEE Amazon FSx ERRAFADBIM A EM BN,

« kms — AFFEEFIH AWS Key Management Service €888 5.

« s3- AFERIIE Amazon S3 REIBIHBIH LW (&2 1000 f# ) .

« secretsmanager - AFFEBE P 5 HWE AWS Secrets Manager , SUZEUEE A IR IR F &
AEH,

- iam- HEFEVUREEZLAER , LLAFF Amazon FSx Rk A E#ITEE,

EERBUBERNETT , F28 (AWS ZEBXRZEEM) PH AmazonFSxConsoleFullAccess,

AWS ZEBUER : AmazonFSxConsoleReadOnlyAccess
& A# AmazonFSxConsoleReadOnlyAccess BUREEE IAM B4

L BEREHRF Amazon FSx MAHRA AWS IRISHIMERERT A , BEAE I UE P RRELRBNERE
A AWS EEFEA,

HARBER
BREDEUTH,

o fsx - RFFEBRE Amazon FSx BEE IS M Amazon FSx ERAKWHEBEN , BEAMEE
®,

« cloudwatch - AFFEBEE Amazon FSx BEE X1 & F#1R CloudWatch B RHMEE,
 ds - AFFEMTE Amazon FSx EE 1A 4R Directory Service B ##HHHEIE .

* ec2

« REFEEEE Amazon FSx BEE TR A D MIREE Amazon FSx R R FKHBABNEKNE. T8
#. FHEEEF VPC,

- AFEBAFMERE VPC BRFANZLFARMERALLFERE.
o RFEBMRKRE Amazon FSx ERRFABB A ESEBENE.
« kms — AFFEBE Amazon FSx BEE E1E & F#E AWS Key Management Service £i#HI Bl & o
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« log - AFFEBEHEARER HFERNRS BB Amazon CloudWatch Logs A&, ERMLE
B, SAE E BB T LUAR FSx for Windows File Server R RN R ER REEEZMELE,

- secretsmanager - AFFEBE F 5B AWS Secrets Manager , SUZEUE I 1A RIS R 5 &
AEHRL,

« firehose - AAFFEEHREIR HFFRAVIR S AHBIHHAY Amazon Data Firehose Y& . ERHKE
9 , LUEE B8 AT LAAR FSx for Windows File Server iR RN R B EREIFEZHERE,

HEMBAMBERNGTT , F2H (AWS REBRSEER) T

AmazonFSxConsoleReadOnlyAccess,

AWS ZEBUER : AmazonFSxReadOnlyAccess
& A #% AmazonFSxReadOnlyAccess BUREEE IAM B4

o fsx - RFFERRTE Amazon FSx BEE IS M Amazon FSx ERAKWHEBEN , BEAMEE
®,

© ec2- RFARTER VPC HEEANZLHERMERAERSHERE

EERGILBERNETT , F2E8 (AWS ZEHXRZE1EM) P8 AmazonFSxReadOnlyAccess.

AWS S EHEM Amazon FSx E#

iR B RIS HIEHE Amazon FSx AWS S EBUREFH U RMNFEEN . ENEEEENEBIR
fi2 , 85T R Amazon FSx X cek B H LA RSS HE,

g2F iR Date
AmazonFSxConsoleFu Amazon FSx #1187 ¥TH9&F 2025 11 A5 H
llIAccess - EMERBHER Al , secretsmanager:Lis

tSecrets RNHFFHEE
5l HH 32 AWS Secrets
Manager , SUEEURE 11 A BR

BIRFBHE.
AmazonFSxConsoleRe Amazon FSx ¥1i8 7 ¥ EF 2025 11 A3 H
adOnlyAccess - B EHRBH 7, secretsmanager:Lis
& tSecrets RIFFFEAE
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Windows £ & 155

gE

AmazonF SxServiceRolePolicy

-EHMERBEE

AmazonFSxServiceRolePolicy

-EMERBBE

AmazonFSxConsoleFu

IAccess - BT ERBBUER

AmazonFSxConsoleFu

IAccess - EMTERBEE

AmazonFSxConsoleFu

IAccess - EMEZEBRBEE

iR
F %I R4 % AWS Secrets

Manager , SUREUAEE 1A BR
HIRFBE,

Amazon FSx #7318 7 #AVEF
A , ec2:AssignIpv6Addr
esses fEFTEREA IPv6 it
g EH AmazonFSx
.FileSystemId EHBNWZHE
PR HE,

Amazon FSx 738 7 $#IEF
A] , ec2:UnassignIpv6Ad
dresses AFEFBRESH
AmazonFSx.FileSyst
emld EENEFMARKMNEE
SHIER IPV6 it

Amazon FSx #7318 7 8V 5F

a] , fsx:CreateAndAttac
hS3AccessPoint FRFFEHE
B S3 EHHILEHEES
FSx HfR[E,

Amazon FSx #7318 7 #7895

A , fsx:DescribeS3Acce
ssPointAttachments  #&
FrERE RIHE AWS IRF H
HFTE S3 FELE AWS [EiF,

Amazon FSx 718
T fsx:DetachAndDelet

eS3AccessPoint FrIEE
Bk S3 FELEAVFEF T

Date

2025 7 H22H

20257 H22H

2025 6 A 25 H

2025 6 A 25 H

20256 A 25 H
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gE

AmazonFSxFullAccess — BT
HAEBXK

AmazonFSxFullAccess — BT
BEBE

AmazonFSxFullAccess — BT
BEBER

AmazonFSxConsoleRe
adOnlyAccess - EFZEHR AR
x

AmazonFSxConsoleFu

IAccess - EMTERBEE

AmazonFSxServiceRolePolicy

- EMERBEE

DU

Amazon FSx #7318 7 8V EF

A , fsx:CreateAndAttac
hS3AccessPoint AFFEHE
B S3 EHHILEHEES
FSx HifR[E,

Amazon FSx #7318 7 ##Y5F

] , fsx:DescribeS3Acce
ssPointAttachments 7
FrERE PIHE AWS IRF
HFTE S3 FENE AWS [EiF,

Amazon FSx g
T fsx:DetachAndDelet

eS3AccessPoint FFrEEE
Bk S3 FELEAIFEF T

Amazon FSx #7318 7 # 8V EF
A , ec2:DescribeNetwor
kInterfaces ARHFTER
R B H 8 R R A AE BB AV E
B HE,

Amazon FSx #7318 7 8V 5F
] , ec2:DescribeNetwor
kInterfaces RHFTEMH
REHERR KRB EM
MR,

Amazon FSx #7318 7 #EVET

Al , ec2:GetSecurityGro
upsForVpc RFEWAFE
AJEE VPC BEEAN TS EHE
Rt EERE,

Date

2025 6 A 25 H

2025 6 A 25 H

20256 A 25 H

20252 A25H

20252 A7H

2024 1 H9H
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gE

AmazonFSxReadOnlyAccess

-EHMERFEE

AmazonFSxConsoleRe
adOnlyAccess - EFZEH A
®

AmazonFSxFullAccess — BT
BEBER

AmazonFSxConsoleFu

IAccess — BB BBUER

AmazonFSxFullAccess — BT
BHAEBXK

AmazonFSxConsoleFu

IAccess - BB BBER

DU

Amazon FSx #7318 7 #AVEF

Al , ec2:GetSecurityGro
upsForVpc AHFERAME
AEE VPC BE AN LT £ EH
REERE L BAERSE.

Amazon FSx #7318 7 #EVET

Al , ec2:GetSecurityGro
upsForVpc RFERAFME
AJE VPC BEEAN T L EH
Rt EERE,

Amazon FSx #7187 #THIFF

Al , ec2:GetSecurityGro
upsForVpc RFERAFME
AJEE VPC BEEAN T LB HE
Rt BERE,

Amazon FSx #7318 T #AVEF

Al , ec2:GetSecurityGro
upsForVpc RAFERAE
A[EE VPC BEEAN R LEHE
REERE TS BEARSE.

Amazon FSx #1i8 7 $iHV&F
A, EEAEESMN A FSx for
OpenZFS EXERKHITEESE
MEBRFEREER,

Amazon FSx #i8 T #HVEF
A, BEEAERESN A FSx for
OpenZFS BRRAZHTERESE
MERFERER.

Date

2024 1 H9H

2024 1 H9H

2024 1 H9H

2024 1 A9 H

202312 A 20 H

2023 £ 12 A 20 H
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gE

AmazonFSxFullAccess — BT
HAEBXK

AmazonFSxConsoleFu

IAccess - BT ERBEE

AmazonFSxFullAccess —
EREBE

AmazonFSxConsoleFu

lIAccess - BB BBER

AmazonFSxFullAccess — BT
EEAEBEK

AWS ZE B : Amaz
onFSxServiceRolePolicy — &
MRBBER

AmazonFSxFullAccess — BT
BEBE

DU

Amazon FSx 318 7 #HHVEF

Al , EEAEEMEIT FSx for
OpenZFS 1B X R KR FE T
EER,

Amazon FSx #7318 7 8V 5F
A, EEAEREHHIT FSx for
OpenZFS R R KM FEFERIER
EEE,

Amazon FSx #7318 7 38V 5F
A, EEAEEARER., A
F=H FSx for ONTAP Z 0 A
EIHERRHFVLEA VPC X
=

Amazon FSx #7318 7 8V 5F
A, EEAEEARER. A
F=H FSx for ONTAP 0 A
EIFERRHKHVLA VPC X
B,

Amazon FSx 738 7 #HVEF

Al , LASAEF Amazon FSx B
FSx for OpenZFS % ] A [E13]
ERERKERHERE,

Amazon FSx {6t T BHE

B cloudwatch:PutMetr
icData FFH® , BAf& Amazon
FSx # CloudWatch 15123
EIAWS /FSx & ZE

Amazon FSx B EHBIR LA
BBRfsx: *FFaI I HIG4E
Efsx@'ﬂzo

Date

2023 £ 11 A 26 H

2023 £ 11 A 26 H

202311 A 14 H

202311 A 14 H

20238 A9H

2023 7 H 24 8

2023 7 A 13 B
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gE

AmazonFSxConsoleFu

IAccess - EFIREBUER

AmazonFSxConsoleRe
adOnlyAccess - EFZEH A
®

AmazonFSxConsoleFu

IAccess - EFTBABER

AmazonFSxReadOnlyAccess

- BARIEMEBUR

AmazonFSxDeleteSer

viceLinkedRoleAccess — B4

IEHEBR

AmazonFSxServiceRolePolicy

-EMERBBE

AmazonFSxFullAccess — E#i
BEBGR

DU

Amazon FSx B EHTBIER LA
BBRfsx: *FF ML FiG4S
Efsx@ﬂzo

Amazon FSx #7318 7 #7895

Al , EEAELEHME Amazon
FSx £ & iR FSx for
Windows File Server &R &%
IR BEIEENERB A,

Amazon FSx #7387 #HVEF
A, FEEAEEEHAE Amazon
FSx E£# & H 1R FSx for
Windows File Server &R &%
WIERNBEEENERB 4,

LB EER T A Amazon
FSx &R A Ed H 57 B 2 (T AE
BHHEBEFIVE,

WBERERFEELRT , AF
Amazon FSx MIERE Amazon
S3 EHWREERLE A,

Amazon FSx 738 7 ##VEF
Al , BLAFF Amazon FSx B
¥ Amazon FSx for NetApp
ONTAP {ERR M MR ERE

o

Amazon FSx 738 7 ##VEF
a] , LAAAFF Amazon FSx 7£
EC2 R L A& EMRE/ T
Yz 28,

Date

2023 7 A 13 H

20229 A 21 H

20229 A 21 H

2022 2 A4 H

2022 1HA7H

20219 A 2H

20219 H2H
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gE

AmazonFSxConsoleFu

IAccess - BT ERBEE

AmazonFSxConsoleFu

IAccess - BT ERBEE

AmazonF SxServiceRolePolicy

- EHMERBEE

AmazonFSxServiceRolePolicy

-EHMERFEE

DU

Amazon FSx #7138 7 /L FF
Amazon FSx #3I Amazon
FSx for NetApp ONTAP %]
AERBERRENET,

Amazon FSx #7318 7 8V 5F
Al , LASSEF Amazon FSx f£
EC2 BHR L A& EME/ T
Yz 28,

Amazon FSx #i8 7 o 5F
Amazon FSx #iRFE A
CloudWatch Logs A& &ERH
] S

ERMER , EERERUE
F CloudWatch Logs #:#8 FSx
for Windows File Server &2

RN ERFEERZ B,

Amazon FSx #7118 7 /L &F
Amazon FSx #IRFE A
Amazon Data Firehose 3 { &
TREVET Ao

ERMEWN , BEAETU
5 Amazon Data Firehose
4R FSx for Windows File
Server FERRFENIERTFEE
A=

Date

2021 £ 9 A 2H

2021 £ 9 A 2H

2021 £ 6 A8 H

20216 A8H
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gE

AmazonFSxFullAccess — BT
HAEBXK

AmazonFSxFullAccess — BT
BEHBE

AmazonFSxConsoleFu

lIAccess - BB AEBER

DU

Amazon FSx #7318 7 8V EF
a, AFEEERNET
CloudWatch Logs H&&E##H.
HEER , UREEHEAR
AR,

EREAERN , AEEEALUE
F CloudWatch Logs #2#% FSx
for Windows File Server &%

REHNERFHIER B

Amazon FSx 38 7 #HVEF
o, AFERERREHISE
B A Amazon Data Firehose,

ERMEWN , BEAETU
f#F Amazon Data Firehose
38 FSx for Windows File
Server ERRFENERFEE
¥ HEo

Amazon FSx #7318 7 ##Y5F
A, AFFERAREETHE
KAV R FHEEEHEY Amazon
CloudWatch Logs B 56848,

ERMEN , UEXBERE
FSx for Windows File Server

ERRAENERTFIREXKE

AT LLEERAM CloudWatch

Logs HEEHH,

Date

2021 £ 6 A8 H

2021 6 A8 H

2021 £ 6 A8 H
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gE

AmazonFSxConsoleFu

IAccess - EFIREBUER

AmazonFSxConsoleRe
adOnlyAccess - EFZEBR A
x

AmazonFSxConsoleRe

adOnlyAccess - EFBRBBEE

Amazon FSx SRR ESE

DU

Amazon FSx ¥718 7 ¥TIEF
A, AFERERERHES
B WR F FBEEAY Amazon Data

Firehose X &,

ERVEN , UEXEAERE
FSx for Windows File Server
ERRAENERTFIEXKE
AT LLEER AR Firehose X AY

Bio

Amazon FSx #7318 7 8V 5F
A, AR EREREE
SREY R S AHEIBERY Amazon
CloudWatch Logs H&&E##8.

ERVLEN , UEEXEI
¥#8 FSx for Windows File
Server ERRFENREERT
ENFE % AR RE,

Amazon FSx #7318 7 8V 5F
A, AFFERHERERHEES
HI R F A EAE#EY Amazon Data
Firehose X {J &R

ERVEWN , IEEEILL
48 FSx for Windows File
Server ERRAFENEEERRE
ENFE % AR RE,

Amazon FSx BREBME AWS
TEBRNEE,

Date

2021 6 A8 H

2021 £ 6 A8 H

2021 £ 6 A8 H

20216 A8H
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¥} Amazon FSx for Windows File Server & % M{ZEUE T EL B

AL T B3 KB 82 BT F11& IE 5 FH FSx for Windows File Server 1 IAM B AR 8 EI M & B RERE,

TE

- REWE FSx PRITEE

- RAESHIT iam:PassRole HIIRHE

- BEEAF UAHAS AWS IRF ZIEMN FSx BR

BT FSx PHITENE
MREBBIER , SACKRERBHTEHE  CHBELEEN , AFERTBHE

T & HIsEER G Emateojackson IAM ERAEERAERAETEARE —BERS my-example-widget
BRVEMENR , BAVEER fsx:GetWidget FFRIBEHAE,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
fsx:GetWidget on resource: my-example-widget

FELBERT , HEEH mateojackson EHEHNEEK , AFFER fsx:GetWidget BEFE my-
example-widget BiR.

MREEFZERE , FHBEN AWS EEE, ZNEESRUENEERE.

R AREBHIT iam:PassRole HI R

MRBRBIEEES |, EHEEEHIT iam: PassRoleBEE , BMBRMEEH , UAHFEKACERSE
FSx for Windows File Server,

BE AWS B IRESREACEEGERE A MARBUFNEBEXALIRBEEAE, NFEH
THER B AR ACEEEZRBIFT .

E&5 B IAMmarymajor EAEERFER LA FSx for Windows File Server R {TEIER |, &
BETHEHIEER, B BHEFRBEEHEREACEFNHT, Mary RESACERRRSHNE
A,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBIBERT , Mary WEERXAES , AFFMEIIT iam: PassRole Bk,
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MREEFEGE , BHEEN AWS EEE, ZNEEERUENEZRHE.
REEAHF LI AE AWS IRFE EEEM FSx ER

ARy —EAe , BEMKRFPNEREREEBNATHAESFIENE R, EUEEZ LT
EEEVHIREZAR. SFEXEERERNBERSFEUZRHIEE (ACL) RYBRES , &7 SUE A BRL R
RRETAEFEENE RN,

MEE—FTH , F2EAUATRE .

, i82 B Amazon FSx for Windows File

« BZE T fi# FSx for Windows File Server 2B X EiELE D)
Server ZN{AEE |AM FEBEFE

- BETHRINREMEHES AWS tRF WERTFEE , 5208 (AM FHEIER) RWEELEES AWS
RE % —1@ IAM F &P REFIE,

- EETHRINASERNFZIEIRHREE=H AWS IRF |, F28 (AM FAEEE) TWEFEER
HIEE =5 AWS tRE #H.

- METHRNABBBS S 2RHEHEFEEE , F28 AMEAEER) TS EIEREBEINIDE
TEYRBNERE BESE D).

- METHEAASCNEREBRETEIRFTRZENEZR | F28 (AM FAEER) 8 IAM
Y EIR B EIRFR.

it

anp

2 H Amazon FSx EHER

BT LA R EE R IE H ¥ Amazon FSx ERMFE , AR BEBMHEFERES (ABAC), FHEEESR
o, T EBR VB EEERE Amazon FSx ER,

R HRNE T ERERNSET

FLEE T ERM FSx for Windows File Server APl Bi{E A ZEE R U ERIFEEEER., BLERE
FEBEREEBMAEFIES (ABAC), MEFHMENR , F2H (AM FRERERE) PHTER ABAC
for AWS,

FRAEEECEEVRERER X EEMRELEREE (W0 fsx:CreateFileSystem

% fsx:CreateBackup) WEA . EEBRERELEEIEE , Amazon it
fsx:TagResource EMEFTHMIZRE , UEFEFEHEERELERNTT. Atk , FAELEARF
B fsx:TagResource EfERIBARERF T,

THHFRBIBRAIREAEERE PEUERRR  LEEBRERAEZERZRM AWS 1RF,
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*"
}
]
}

E , UTBRAHAEAZEERERRRRLELGES  YEROGEYPBEETAEREARAEHND.

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:region:account-id:file-system/file-system-id*"
3,
{
"Effect": "Allow",
"Action": [
"fsx:TagResource"
1,
"Resource": "arn:aws:fsx:region:account-id:backup/*"
}
]
}

REEEREMNEBENER TERE , FFM4 fsx:TagResource BifE, Rt , EREERHEHENE
T, BEBRPAREEER , AEREREUFINERAETFTEMSA fsx:TagResource EENETF
A, AMm , EXEAESRERILIEGEBNERAAREMEA fsx: TagResource BIERFFT , RIEX
AREAHK,

INFEAEEC Amazon FSx BRHEEME , 5528 25 Amazon FSx iR, MEFEHAEREZEE FSx &
BRENWFMENR  BF2RERZEBREHE Amazon FSx ERIVFHL
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AR R EY Amazon FSx BRI IFE

= ERHE Amazon FSx ERFEEMZEL , B LURIBIZE £ AWS Identity and Access
Management (IAM) BUR, B SUEBME S X HEE

1. BIBEELER LWVEBIZEHE Amazon FSx BRI FEL

2. BHEIEAILAE 1AM B RGGPEREMLERER,

WEE MM E B R IEH AWS BEREFEMNER , 20 (IAM FREER) PHERESERES FE.
WEFEE I RFER Amazon FSx ERMNFFMEN , B2B tEVHEARFEBE RN T, MEER
BIRNEFMER , 5528 1252 Amazon FSx B,

RIBEROERIZHFE

HEEREERENABALE Amazon FSx R LHITHWEIME , BALEERLERER. flwm , &
TR ERFEER LEBNERER , AHIEBERRRER LOVEE API B14E.

Example R - REKERBRE LRUERRE
BBRAFEAEZLERRR  REECMERABERBRRSIREHFRLCH , EUHESFH

key=Department, value=Finance,

{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystem",
"fsx:TagResource"

1,
"Resource": "arn:aws:fsx:region:account-id:file-system/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/Department": "Finance"

}

Example B — €2 EBREFREN Amazon FSx IER R KN e

HWBERAREAEERYUSREY ERNERRAKNHEPkey=Department, value=Finance,
I EAEE B fEHDeparment=Finance,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateBackup"
1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

"Effect": "Allow",

"Action": [
"fsx:TagResource",
"fsx:CreateBackup"

1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",

"Condition": {
"StringEquals": {
"aws :RequestTag/Department": "Finance"

Example B - REARERBNROBIEFRERBRHIERRMR

HBRAFERAEE Y Department=FinanceERER FENHH N L FEMERR

fiDepartment=Finance,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"
]I
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/Department”: "Finance"

"Effect": "Allow",

"Action": [
"fsx:CreateFileSystemFromBackup",
"fsx:TagResource"

1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

Example 3K - BRE AR ERBHERRMR

WHERAHEREEMBR ERNERRHADepartment=Finance, MBMFE I HZKRIER , Bl
A #Z5Department=Finance,
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"fsx:DeleteFileSystem"
1,

"Resource": "arn:aws:fsx:us-east-1:111122223333:file-system/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Department": "Finance"

}

"Effect": "Allow",
"Action": [
"fsx:TagResource"

1,
"Resource": "arn:aws:fsx:us-east-1:111122223333:backup/*",

"Condition": {
"StringEquals": {
"aws:RequestTag/Department"”: "Finance"

}

#+ ¥ FSx for Windows File Server fE ARG EE AR

Amazon FSx for Windows File Server £ AWS Identity and Access Management (IAM) fR#%E#E A&
2, BBEFRAGE—EREN IAM AGEE | AJEEERZE FSx for Windows File Server, FRHIE
#E A H FSx for Windows File Server %X ER , B SZRFE A REFEUH A AWS BRIEFTER PR
BF .

R EEAE T ELFEREZMEYTE FSx for Windows File Server , R AGTFEEF BB L ENH
A, FSx for Windows File Server @ E=HEREEZA/RNGTT , BRIESEEE , BRI RE FSx for
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Windows File Server IR A G, ERNTA SFEEEBEMFFAIBER , BT BEREER 0
EHAb IAM B,

BB LEMBRRESEZARNEREIR , T EMBR, ENJRELEM FSx for Windows File Server
BER, RALZTERN M BRENE RN,

NFERRXERBEEACNEMRBNES , F2ETHEE IAM EENAWS R , IHIKX Service-
Linked Role (RFEfRAE) META Yes (B) WRE. BEEFSERNR , LR RBHN RBERS
BEXf.

FSx for Windows File Server B RI&E4E A EFFA

FSx for Windows File Server £ & & B RIS ERE AT AWSServiceRoleForAmazonFSx — £ & H
WREPHTIETEEE , FINA VPC FHERRKET EMAKRE,

A B A FSx for Windows File Server EFEE AR AWS &R 5K T HIEE :

188 3E 8% AmazonFSxServiceRolePolicy E#ZE 1AM B8, WHXRSEZIIREELEAE |, L5F FSx
REREBEE AWS BR, MEFHMER , FSBEE FSx for Windows File Server 1% F BRI EE A
&,

MEEHMEEK , 552B "AmazonFSxServiceRolePolicyJ o
LhBRERFEEHT , A FSx RREAEEE AWS ER,
TR R E A

AmazonFSxServiceRolePolicy & &5 1] =B AmazonFSxServiceRolePolicy AWS Z & B FTE
. AmazonFSxServiceRolePolicy B8 R 5IFF :

(® Note

P8 Amazon FSx R R HEREEEH AmazonFSxServiceRolePolicy ; L5 H #9535 & 7
BETE A FSx for Windows.

« ds — fUFF FSx ®18., REMEUE IR Directory Service B #&H R ERRER,
- ec2 - foFF FSx T T HIENE :
- BB, BN FMECHEEBIEE Amazon FSx R R KB BENTE.
« @B Amazon FSx R R FHE AR — NS EEM IP #bil,
- ®1REL Amazon FSx IER R KB Amazon VPCs, T2 EHEM THEE,
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- & IPv6 it FEiRAG B AmazonFSx.FileSystemIdZBNEF BN HE.

- #8758 AmazonFSx.FileSystemIdZEHMNE FREBENEBUEIER IPv6 Hiit,

- RFTEWE VPC BEFANZLBERMERARSHFHERE.

- AAWSEREFRERIFT , UERRRAE LHITHERE,
 cloudwatch - ft&F FSx 7 AWS/FSx & Z @ T g1 R E B H B M E CloudWatch,
« route53 — foFF FSx #§ Amazon VPC ERFAEFEE EiE 2 I BB,

+ logs — fo5F FSx iR ME A CloudWatch Logs Bi#E®BE . ftk—2K , FHE TS FSx for
Windows File Server R R HEMERFEFRERZ B EIEZE CloudWatch Logs &3

« firehose - f5F FSx iR FE A Amazon Data Firehose X{J&EH. E2ATEERAETLUE
FSx for Windows File Server 1R R # Y 1 RFZEFE® B 532 M ZE Amazon Data Firehose X {7 &

o

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "CreateFileSystem",

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",
"ds:GetAuthorizedApplicationDetails",
"ds:UnauthoxizeApplication",
"ec2:CreateNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:DescribeAddresses",
"ec2:DescribeDhcpOptions"”,
"ec2:DescribeNetworkIntexfaces",
"ec2:DescribeRouteTables”,
"ec2:DescribeSecurityGroups",
"ec2:DescribeSubnets"”,
"ec2:DescribeVPCs",
"ec2:DisassociateAddress",
"ec2:GetSecurityGroupsForVpc",
"route53:AssociateVPCWithHostedZone"

1,
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},

"Resource": "*"

"Sid": "PutMetrics",

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricData"

]I

"Resource": [

g

1,
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/FSx"

"Sid": "TagResourceNetworkIntexface",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
]I
"Resource": [
"arn:aws:ec2:*:*:network-interface/*"
1,
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": "AmazonFSx.FileSystemId"

"Sid": "ManageNetworkInterface",

"Effect": "Allow",

"Action": [
"ec2:AssignPrivateIpAddresses",
"ec2:ModifyNetworkInterfaceAttribute",
"ec2:UnassignPrivateIpAddresses"

1,
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"Resource": [

"arn:aws:ec2:*:*:network-interface/*"

1,
"Condition": {
"Null": {

"aws :ResourceTag/AmazonFSx.FileSystemId": "false"

"Sid": "ManageRouteTable",

"Effect": "Allow",

"Action": [
"ec2:CreateRoute",
"ec2:ReplaceRoute”,
"ec2:DeleteRoute"

1,

"Resource": [
"arn:aws:ec2:*:*:route-table/*"

]I

"Condition": {
"StringEquals": {

"aws :ResourceTag/AmazonFSx":

"Sid": "PutCloudWatchLogs",

"Effect": "Allow",

"Action": [
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"logs:PutLogEvents"

]I

"ManagedByAmazonFSx"

"Resource": "arn:aws:logs:*:*:log-group:/aws/fsx/*"

"Sid": "ManageAuditLogs",
"Effect": "Allow",
"Action": [

"firehose:DescribeDeliveryStream",

"firehose:PutRecoxd",
"firehose:PutRecoxrdBatch"

1,
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"Resource": "arn:aws:firehose:*:*:deliverystream/aws-fsx-*"

WBENEAEHHEE PRPFAWS SEHER Amazon FSx E#.

BYMERERNT , IAM BER (NERAE, HENAe) T RN, REIMKREKERASE, MFEFM
&, F2H8 (AM £REER) PHERBEEAEF .

A FSx for Windows File Server By RS EZAE

BAEEFHEITRBEEAE , EEEAWS EE XS, IAMCLI 5 IAM API FEMNERZRK
B FSx for Windows File Server € B8 RIS ERZ AR,

/A Important

LR EFASAUBEREENIRS  RENEMBRFEPTK—RBMER , TUERAXEL
AENRE. EEE-STH  F2EEN IAMIRFHHBENHTAE,

EEMRBRLEBEEEAE  2REERREY , AU ERFYEAHEEFEFEYAR, EFEY
EEREE | FSx for Windows File Server @ BIX AR B IR ERZAE,

#m¥8 FSx for Windows File Server N RIS EE AR

FSx for Windows File Server T AT iREREEE AR, RAESEERTEE2ERKELEAE
FUGEIERYACGCAEFACERB. AWM, BAMEA IAM KGEESEHR, MEHMER , 3
20 (IAM EREER) PHNERERESEEAG,

I B& FSx for Windows File Server B RI5E B €

EETBEARERBESGACHIEDRY  RAEZBRERGRZAE. -, ERREREDE
EHEENRERER. T8 K SLALRMBRAEERRGENRED , TEFIMERBESSE,

(® Note

MRBESAMBREIRE | FSx for Windows File Server IRISIEEER A6 , BIMIBRITES %
B, BEEREE  BESHI)ERYBRERRKE,
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£/ IAM FERBRBREEEHE

£/ IAM 4. IAM CLI = IAM API fiBf fREEFEAE, MEFHMER K F2H (AM FREE
) PHBRREEEAE,

FSx for Windows File Server RIS E#E AR X EEE

FSx for Windows File Server X B EIRERBHWAMEEREFPFEARKEZA®, NEFHFMENR ,
AWS [E 35 8% 2,

s
B
ah

Amazon FSx for Windows File Server & 5 B &

EETHAWS B REERESHRIBEER , F2HAWS RE SRFEEEARRREZCAEE
MERTE,. IF-—REA , FBHEAWS 558,

A LAER THEE=FHFEEIME AWS Artifact, INEFHMEF , F2E THEESE in AWS Artifact

BER BNESREME AWS R BURRERNEENE, BLANEREE , UARERAEREIER.
WMEER B REETNFMENR AWS IR , F2H AWS T2 X,

Amazon FSx for Windows File Server # /T E VPC % 2,

B A LA Amazon FSx X EAMEANTE VPC inE , lE VPC WZ£RRE, TTH VPC inEHRA
AWS PrivateLink$ 7 , AIBREE L ERRMEMEEE,. NAT £&. VPN & Direct Connect E#R
B R TR T 7B Amazon FSx APIs, VPC HIVEITERTEELE IP it , BIAE& Amazon FSx
APIs B, VPC F Amazon FSx 2 K RET B AWS #EK,

BENE VPC mERFREPHN —RNZEEEEBRNERT. BENEREHRLAE P it | 5
Amazon FSx APl 2R A B, Amazon FSx XEEAIPv4-onlyFIEHEE (IPv4 F IPv6) IP bk 38
RISKEM VPC B, MEFMEN , 5528 (Amazon VPC FHAEER) FHEILNE VPC B,

Amazon FSx /' VPC B EZEEIE

A Amazon FSx 3R EN M VPC in Bz al , S5 X4 Bl (Amazon VPC FEHEIER) FHE VPC
v BhE AR &,

A LAfE VPC WEILE{AT Amazon FSx API &4, a0 , &R LAfE VPC FEAY CreateFileSystem
APl , LAZ 3 FSx for Windows File Server 8 R#. 1% Amazon FSx APIs W EEFE |, F2H
{Amazon FSx AP| &) sy g1k,
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VPCHEHEZE

R LMER VPCsHEHIE | EB/HE VPC imBi§ Hi VPC E#EE VPC, VPC HEHERME
VPC Z BV ER, B NERACHRME VPC 2ERI VPCs $EHE |, 75 — il VPC FE
VPC AWS tRF. VPCs tB ATLMZ AMEREHY H AWS [EiF,

HE VPCse BN REEREE AWS f8iE L, MAGEEAEHEEMERE, —B VPCs HERE | M
VPCs H# Amazon Elastic Compute Cloud (Amazon EC2) #1T{EEEE R LUEIBEF —1& VPCs
REINWE VPC %2 RZE Amazon FSx API,

A Amazon FSx APl Z3x 41T VPC % 2

A LAE A Amazon VPC E## &5, AWS Command Line Interface () & Amazon FSx APl 231 VPC
imBEAWS CLI, MEFHMEN , F28 (Amazon VPC FEREIERE) FHEILNE VPC wE.

ZEA Amazon FSx BN M VPC % |, ATy HED—18

« com.amazonaws.region.fsx — B3 Amazon FSx AP| &{ER ix 2o

« com.amazonaws.region.fsx-fips — B Amazon FSx AP| By fFF & Bl E R EIZZEE (FIPS)
140-2 By B,

EEMFAFAE DNS#1E |, BM4ERE VPC B9 enableDnsHostnamesHl enableDnsSupport &
M., MEFMENR , 528 (Amazon VPC EAEER) FHBEFER VPC B DNS &,

AWS E1F EPEIRS , REAIRERARE DNS , BITTLIERA VPC in 278k DNS 2 M
Amazon FSx 12 API 553K AWS [E1 , #I0 fsx.us-east-1.amazonaws.com, ¥HRFE (it
R) MHE (FE) AWS Bl , 7B fsx-api.cn-northwest-1.amazonaws.com.cn% Bl
Fl fsx-api.cn-north-1.amazonaws.com.cnfl £/ VPC iw B2 H API FER,

MEFHMESR , F2H (Amazon VPC EAEIER) FHEBE VPC ik EFEURE.

A Amazon FSx 37 VPC iwmEBUR

= EE—SEH% Amazon FSx API F977EL , & LUERER AWS Identity and Access Management
(IAM) BUERERE VPC indt, LBEESEEUTER :

- AHTBENER,

- AFITHEE.
- AHEHITEENEIR.
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e HAth IR

BT Amazon CloudWatch AWS Identity and Access Management AWS CloudTrail, # AWS
DataSyncz 4t , i Windows File Server B FSx th & R %18 H B4 AWS IR :

« Amazon WorkSpaces FE B T2\ — WorkSpaces Applicationsis R — B2 ZERFARNEHRKRE , o
EEAERT M A NEERESEEAER. WorkSpaces EAREXN TEBAENATEARIXA
TN AWS BER. BEBER , UKESRUFEAEFIHE. THROIVABENEAEELFAMRET ,
It 6 F§ WorkSpaces FEFT2#£ FSx for Windows File Server R R LR S FERHERLAHE.
MEFHMET , FSEEBEFEH Amazon FSx B2 Amazon WorkSpaces FEFRTEZR o

« Amazon Kendra — Amazon Kendra 2 —BEEREESRKE , FHERES RENERMBIETE
ExEORERESHENEEEE, EiB Amazon Kendra , B U ZEERREEERE R
5, ARFEIAICEXH , UEBEVHKE—NES8E, WHEREE FSx for Windows File Server {1
Amazon Kendra FIEE#IEEA , 582 B 2B Amazon Kendra £/ FSx for Windows File Server,

&
- ¥EE A Amazon FSx B2 Amazon WorkSpaces f&FFE
« ¥&H Amazon Kendra £ FSx for Windows File Server

FEEL £ Amazon FSx B2 Amazon WorkSpaces FERTE

BB ERRSFAEER (SMB) BIAHE , Amazon FSx for Windows File Server X E# Amazon
EC2. VMware Cloud on AWS, Amazon WorkSpaces #1 Amazon WorkSpaces FEAENHITEEE
BIEMERR K. WorkSpaces EARX R RERAEBRERE. BAUEHRERE WorkSpaces
EARALNRAEAERR , UERLRAEMEREM LA RIESS, W0FE WorkSpaces FEF
BRAMNFEMESR , F528 (Amazon WorkSpaces FEAEREEIER) . MEMME/L Amazon
WorkSpaces FERREX MG MEBEEENIET , 528 AWS ZERXEEEE T EHE] AppStream 2.0
Windows BR{,

T2 FREA A EH Amazon FSx ¥ & WorkSpaces FEFIRER , A EFEAEREBEASTAMEF
7, WIRHARAERNR  EZECFHAETUERERER,
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AEREERERABAAGALRE

SET LAER Amazon FSx &##F #y BB A E 1R WorkSpaces FE FIT2 X &7 T /B RS B B I — f#
PRI, FRESBEREFIEENRNY, MRHEERRTFRRFARSEDHE K MHEE
RENEUEENEREERRTERR B EBRE,

BEEHNT=ZERF T rEZR TR,
£/ Amazon FSx AiEEERERLITER K

1. B3 Amazon FSx XXk, WMEFMER , FZ2BAmazon FSx for Windows File Server A
(s

2. BRIRRUAE , 54 Amazon FSx BRRHKP NS EMEIE WorkSpaces EARAFEAERIL —
BEERK, UTEHGIFER FRENREEEREERBALEERNRNER, ERBERTETLUE
EREEXLZH UNC B , LUMESEA Windows BIESE BEME Susername,

3. REEENRAASHAERNR, WEFMES A FSHEEL. B BERERAA.

FRED i A MBI HY WorkSpaces FEFREX MG EE S

1. & A WorkSpaces FERTERE 1A : https : //https://console.aws.amazon.com/appstream?2

2. REBIHeERPRIFBKMARE K AREVBKAEYH., MEFMENR , 52E (Amazon
WorkSpaces FERZEEErRE) FEFEE A Active Directory B2 WorkSpaces FERE.
Amazon WorkSpaces

3. EEREZ. REEESR A ARBBIFTNREEESS.

4. EBELXNERGEESMBEEPEVN B FERYMG |, SREEESEINALZH Active Directory
s,

5. 71£8 Amazon FSx ERRFAHEREH VPC HRIBIMGRER. BEHELBRGEESFE Amazon FSx
BEERFEMARMERE AWS Managed Microsoft AD B $&32 Eal, SEMGEBREIBEHN
VPC R4 BHA VAR FEEIUER Amazon FSx R R,

6. —BERGRERTH , FERERGEESR , XERAPSERSIKRFEA,
7. REZHERRER,

# Amazon FSx #& R # F 82 WorkSpaces FEREER

1. EMBEEBSRY , FATIHGFTELIMXIESE  UKHFRECHNERNVE (fiw: C:
\Scripts\map-fs.bat), THIEHFIER S : MAMBEMEAI , SIBLS Amazon FSx IERRM LAY

AEEACEAERFEAFSALREE 389


https://console.aws.amazon.com/appstream2
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html

Amazon FSx for Windows File Server Windows £ & ER

2

RERR, BAUERESHESREA Amazon FSx IR RMMN DNS & BN ELIE R RFH BN
DNS BI& , AT LA Amazon FSx X2 &P HNERRRFMEARRIIS.

MREEANRERRHD DNS 25

@echo off
net use S: /delete
net use S: \\file-system-DNS-name\users\%username%

MREFEANREERRFEEEIBR DNS BlE :

@echo off

net use S: /delete

net use S: \\fgdn-DNS-alias\users\%username%
B PowerShell 2/ RIE#1T gpedit.msc,
#EfE A & HHAEIR I Windows FRE , REBBEE A,
EEEREHEFNE—BSRPEUNHMRIETTE , RREET,
HEEERED | B2 Windows BIEEAR, R , RBBEREICK,

BEHRRREERAESHILEE, MABKLEY WEMEIEE0, W EEMABRECRERE S
R LERE RSB ITHERAERAESE.
B MG S H IS4 WorkSpaces FERZN B, BB ER A WorkSpaces FER T2\ 448 0

AERARREEEZRRIMEE Active Directory #818, £ Amazon FSx EERRAATFEAMMEE VPC
HEEN MR, REMEIERREN VPC T2 FHE LA RMA Amazon FSx IR RN FEE,

fFH SAML SSO BB =R TR, EEEHFEEIMA Active Directory FI#E: | 55 H SAML i
FEEREE—BEABES, MEFHMEN , 5528 (Amazon WorkSpaces FERREXNEEIER) &
HIfE SAML 2.0 ¥ AppStream 2.0 FYEE —& A 17 HL,

&8 Amazon FSx ERAZTEMHEERTEMEPR S | BBRBEAR.

REBEAENZIRAERR

SETLAER Amazon FSx BB EAERHLARER R, LABENRTAREZEFRBERERE
MERER (flw, "eEER. BEXNREL. BErFHF).

BEEUT=ERFTRETRUER.
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£/ Amazon FSx B2 HAER K

1.

I Amazon FSx lERR . WFEFHMEN , 52 B Amazon FSx for Windows File Server A
Mo

18 Amazon FSx ERRRARF TS —BEHLAERK , WREMEFA DNS BIFE |, SR AEMAthit
\\file-system-DNS-name\share 5 \\fqdn-DNS-alias\share RIEFEZERI K, B LAEHE
FAARBUFTENHLAERR, MBFFHEA , F2REL, Ei. BREZHA,

&) WorkSpaces FE ARG E B 85

1.

1.

%

£ WorkSpaces EAREXN XA , MBFTVMRGEERNERERENRERER. £ Amazon
FSx ERREAMERANMER VPC hRBMRGEERR. CHEHMRGEEREVREN VPC Z28E
HARFEIEN Amazon FSx BRER#.

—BGEERTH , FUEEEFREG P ERERBEES.
DEBE S REREMENEARER,
t & ¥ kB2 WorkSpaces FEARER EiE
MERMEFMARYH#RESE , MEEERAEMBERITERRGEHHEALAERR, BE
SERETE , EFEEREERFEN DNS BB EEERKHEEBEA DNS BlE ( B LAE Amazon
FSx ERATWERRRFMAEFREIE ) , URFREAERKRHNEAER,
MREFEANZERRAEN DNS B8
@echo off
net use S: /delete
net use S: \\file-system-DNS-name\share /user:username password
MREFANREERRFEHEBEN DNS 5lE -
@echo off
net use S: /delete
net use S: \\fgdn-DNS-alias\share /user:username password
BUBEBE , E8XERAERARITHBIRIESE, SLUEE L —HARNMEEET.
B RRMR A HLIE Ae HEBE
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4. BEBBFRIEEER. LREEXSEIHAER KB BRE ERBREAR.

B Amazon Kendra f# 8 FSx for Windows File Server

Amazon Kendra e —ESE XA B ERMNIE F R, FSx for Windows File Server 8RR A LA H
YE Amazon Kendra HERIRR , A BRI N EEESERERERKTIHNHFIEENER.

- 1% Amazon Kendra BIE¥#EEFA , 5528 (Amazon Kendra B2 A E15R) FHI TR Amazon
Kendra.

- WFMAAERREIIES Amazon Kendra ERIRFEHNFMER , 28 (Amazon Kendra B
ABIE™E) T Amazon FSx ERIHR ( £#4A ) A,

* 1% Amazon Kendra WWIBEEA , 72 E Amazon Kendra #8115,

« WFEMAFEA Amazon Kendra ESERERMKNWELSHER , FFSBAWS Machine Learning#55& 48
#9f5E B3 38 A 73 Amazon FSx for Windows File Server #) Amazon Kendra &85 Windows &R X
MLt SIEERILER.

ERRFNEE

E 12%18 FSx for Windows File Server IER A KM AERRIRE , Amazon Kendra € LLEHIEI S AR
MERRRFLHOERNERR  UBYNHEHES RS, (LU EEIESHZRNESER, )
R E Amazon Kendra HREREFEEZHSREAERRZKER , BURELEBEIEEHFZEERRIREN
EH,

BRENVERRFACREEHANER  BLENIEEHEVNETZEE, BEENS , REHTEAKE
EBERERZRS , RMHRELFEHEE SSD #EEANERRSE AT ECIREHBENSRIESRE
BNHKEEEN IOPS B#k, fZE Amazon FSx MEEE BN FFMAEA |, 532R FSx for Windows File
Server ¥ BE,
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[

TR, e LT #EHA Amazon FSx for Windows File Server FFRIEL 58,

£

- B RS HVECE

- BEERAENEREE

- AftiE S

« Microsoft Windows 4 #9 Bit &8

&R AR SRV BEC AR

LA B0 LU hnay =18 Amazon FSx for Windows File Server AWS 1R FE AWS EiE A %A,

BIR TEER Description

Windows &R &% 100 O LAEIRFE R
Amazon FSx for Windows
Server ERZHKEHE LR,

Windows B ERE 10240 R B s FrE Amazon FSx for

Windows 18 23R R4t /o 5T HY %
EEARE (MBps)o

Windows HDD EARE 524288 LR E R FTE Amazon FSx for
Windows File Server #£& %
iR LFFH HDD REZBRE LR

(LA GiB BE)

Windows SSD #EAE 524288 LR E HFTE Amazon FSx for
Windows File Server #£%& %
R SSD RAERELR
(LA GiB BE)
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&R FER Description

Windows SSD IOPS # 3t 500,000 LR B B AT Amazon FSx for
Windows File Server f£E& &%
AR SSDIOPS 2 &,

Windows & 500 B AERRFHREENE
Amazon FSx for Windows File

Server BRRBHEAELR

BB EE LR

1. BB Service Quotas A&,

2. EEBEBE®KP , B#E AWS services (AWS AR#).
3. #iE Amazon FSx,

4. BEEBHE.
5
6

BEEFEINFERER , ARKBIERHEREMEE,
EERBREFRNMRE  FETELEEERPEEREFRELL K.

WMEFHMER , FSB "Service Quotas EAEEM. PHBERRESEE

BEERZFNE R

LT R hEEERZEMN Amazon FSx for Windows File Server ERELZE AWS B,

&R BERERREAIRSFI
ERBELR 50
BERONERREE 90 X
BERFNE-BNiEFEEETHROERBREE 5

L BR,.

RIEMAFRE, SSD EXRM 32 GiB

BEERARNWERELR
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&R SEERREN R
RIRf#ZAE. HDD BRRHK 2,000 GiB
HAf#ZAE. SSD H HDD 64 TiB

&)\ SSD IOPS 96

SSD IOPS LR 400,000
BXERETR 8 MBps
RABRXERE 12 , 288 MBps
ERAAHB LR 100,000

HttZ &

o, FEETIEE

« WA LAMERZ 125 B Amazon FSx R R & L FE A S AWS Key Management Service (AWS
KMS) €8,

- WFEAWS B JEVERRANEE , 52 HE BB Amazon FSx im B FELREAWS —iRSZE,

« BB ERIABER (VPC) F Amazon EC2 H{TERIERAHEAEPEBBKRTE (DNS) £18
HEATBRET

Microsoft Windows 45 E R B 58

WEHMEE |, 5528 Microsoft Windows B0 NTFS BR&l,
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Amazon FSx #[E 2 KT

£/ T 5B K 5 By 88 Amazon FSx MR REE TSR S HERR

WRIBEEHA Amazon FSx BRERILL T RSB RERE , BB E S Amazon FSx sRiE R HHRERE,

FE

- BELAGIRENERRSE

« EIHH Amazon FSx BRRAH LK

- BERRENREEBARE

- BEEESATARRE—AARE 2 BRRHKLERE DFSR

EEEIFINENERRK

FHZBERRERBELFNENERRR  BARKEEACHBREER , WA,
£ |

- ERRBEMRERKE 18 Bk

- EfREREERRBEEERSREAYEY P ik
- BERRARZTBHERDZENBEASEHRA

- BEHTEEBNZRSFHERDXENEHRA

« RIA Active Directory BYE &£ 17{E 88

- BRARATEFE

+ Active Directory i i & R D> A BERYEFA]

- RHABRTLIEE NTFS ACL FF 1]

- EEEARSGHERAFIRFIERRER

- FIERRMAKIE DNS FaEf

- LM DNS BB FRERRE

- BEEA P I FEERRR

BEEFRENERRMR 396
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RERRFE R S C 18 M BR

BARBEARMBRERRAEM R AT, SHEMBRERAEDUESER VPC IERRK BN
EFEKAFRE, BUFNERRE  B2EXUEMER Amazon FSx BHMEEE N EH. MEFMENR , B
2 BE A Amazon VPC WIERRHKEFEURH,

B M BRIEE $32 2 48 3R R AR S 1 A B SR THD AV S84 1P bk

Amazon FSx A X ER L\ EHRBRBAEREFIERRMK. Amazon FSx B EHE 7 BT MEM IP it | ER
Al EHEBR BB BRI A P thil | BEEFERRFKNEMHRERAE. NEHMAENR K FSEFEEN
B,

BERARZEHERDLENBAIBHRL,

BB PIEENEARAAMazon VPC Z£FiH , WiERBEERRKEERNZHEEAHENE
AR

BEHNTEENZEFERDLENEHRR

BE PEENELRAAMazon VPC Z2FE , Wit RESHTERHBABNN T2 HEEGYHREN
EHR A

FKiIA Active Directory BV iEE N 1T{EE

EHEEHTER T EERMARME Active Directory BRI 2 — -

- ERREMAH AWS Managed Microsoft AD H &,
. BB 83 B RS RETEEEN AWS Managed Microsoft AD Microsoft Active Directory B .

EREEHEEFTERCMAMERZKERENEF S —, —EREEELNERIRMAN AWS
Managed Microsoft AD B #, % —E#E 2 Microsoft Active Directory B & , EH5 8 AWS Managed
Microsoft AD B 2V HNEBERHBREEHR. WHEFMENR , FSEEE £H Amazon FSx AWS

Directory Service for Microsoft Active Directory,
BRARTEFE
REREFEEH Microsoft Windows R AFEE,

MREEANRRANERAST  FHREERRK DNS EBNHLEZZBEEHEE. eEEELNE
RAE F2EEBN. BH. BREZRHAAM

BRREEMEMR A E S SR ME 397
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Active Directory £ ERD L ERIFFH]

IEFEE R E M Active Directory E &R KR EMFZEEFT,

BELAERRWERL AR Windows FEUZRHIEE ACLs) WERFT I AFEREERFIEH Active
Directory fER &

ARHFBBRTEES NTFS ACL 557

MREBELANER R LR SYSTEM EAEMN LFFELEH NTFS ACL 71 , LA REE 25
B|EAFN , Y ERZFGEMENSNEAERRRHEO TREEEER,

REREMBUSHENERAE, WFEFMET A FSHEEL. T BRERHAA. ENEVER
RFLARA &, BULEEEHTERRS L AEM Windows BRI,

EEERBRSEHER P iRFIERRRK

& A Direct Connect 5§ VPN RRAZPEPEEH Amazon FSx R R&K , W HERAARIBIEAHF iR
EFE IP b EE,

Amazon FSx EX BT 2020 £ 12 B 17 HZREBUMNERRR L EG LS IP ity AEREE A
FiwEEL

MREGEEFHAIELE IP thutEEIFE 2020 & 12 A 17 B 2B LK FSx for Windows File Server
ERZFL , BULERBERERZANBEOREBILTNERRSL,. NEFHMEN  F2REARSRE
BHER,

HEVE R KRB ARE DNS Fatf

HRMABEERE Active Directory FIER R , Amazon FSx TEEE M ERXK DNS BFEMER
i DNS , BAXK F %A Microsoft DNS,

W RIGHIHIRR 5 =5 DNS BRI M 3E Microsoft DNS , Amazon FSx &7 DNS FEFERR

fFo BAAFHRE Amazon FSx ERFRMANW DNSAHE, HRE—THE 1 ERRHK , BEEHE
—{E DNSAEEH  HRE—THAE2 MZTAERERRR , REEZHEMME DNSAER, AT
BEFIEFEHE DNS A BERBEFANERRR P thit,

1. 7E https://console.aws.amazon.com/fsx/ A , BEERE IP thit WERRK , LB TERRRH
MEAEE.

2. HPEBRZ2ZSITEF , AT THIHP-IR:

Active Directory {5 fi &R D LB FF A =


https://console.aws.amazon.com/fsx/
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- HRE—TTHE 1 ERRK

« EFERERS , REFERRAE T AR ESERKSE , L Amazon EC2 H R RUEEE SR
HHH,

c EFANE—THAR 1 BRZEN IP i EBRETEFNE IPV4 IP 4,
« HAE-TAE2 ZTAERRERG

- BRI FRERERT  ZEFRERAE T I ETNEERERESAE , SUE Amazon EC2 H5
R SR E R,

- BEFEAZRE TFHEERN P it SBREXEILE IPv4 IP i,

« £ Amazon FSx S FHREBERT , BEMAKAE T HETSWEMERESRE , BAE Amazon
EC2 XA HBERATmETR,

- EFHANSHFREE IP it SEREXELSE IPV4 IP @5,

R fER DNS Bl & FHER R

WMREEEMER DNS BB FEERRS , BEATIEFHBEEETRHEFE,

1.

BT THEP—ESR | #R5& RERKFAAEID -
a. M Amazon FSx £#28 - RELEREFRNERRR. AERZXRFMAEART L , DNS
HEgR N EMREZ2REIRE L.

b. {#H CLI = API -/ describe-file-system-aliases CLI @& ER
DescribeFileSystemAliases AP| IR VER#EEN B 5l B 18 R RFEHEEBI B &,

WRARFIL DNS Bl# , B4 EREEERRKELEY, NFFHES  F2REEARERR
#iH) DNS 5l#,

312R DNS 5lH REERRFEHEN  FREEECSRETILEEE

« B B Amazon FSx #Z % # Active Directory EF§#4 £ DNS BB HENRE T ELE
(SPNs),

MEFHMENR , FESBEE Kerberos B R#EFEEZ 78 (SPNs)
« BRE Amazon FSx FEE R #TEEE DNS ZBH DNS Bl E I DNS CNAME ité%.

WEFMENR | B2EEHMNET DNS CNAME FE &%,

WMRIEEI T AME SPNsH DNS CNAME &28% |, 53 A Fimey DNS ERMT A ERERR
#%# DNS CNAME &2#%.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/fsx/describe-file-system-aliases.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystemAliases.html
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a. ¥17 nslookup LAFEFRRESREE , UMM AERRKNTER DNS B,

b. %2R DNS CNAME #MTAS —ERERRSK , FEFSTHF RN DNS RENEHEE  REBX
W& CNAME icé&, BALAMER T REEFRFiwA DNS RE , SUINERER .

ipconfig /flushdns

5. N5k DNS CNAME FCEk 47 A& Amazon FSx {2 RRMERI AR DNS , ERAFRMAEEZFIESR
Rk, F2H CELAFIENERRZE UBEEGRED LR,

EEER IP it FEERRR
IMBEEEER 1P 1 FRERRH , HEHUA DNS SBRAMBM DNS 5%,

& 1] LLIZ$E Windows File Server, Network & Security , £ Amazon FSx =2 & L S8R ERREN
DNS ZBFEMIHEREA DNS Bl&. HE , LA LUE CreateFileSystem 2 DescribeFileSystems
APl BREMEIFEF K EITM. WEMEF DNS BIEMNFHMAEN , 528 52 DNS BlE.

- HRAMA AWS Z & Microsoft Active Directory FWE — T B RRHK , DNS BBU T FIR.

fs-0123456789abcdef@.ad-domain.com

. HIRMMABEEE Active Directory WITEZ A EREERRRNE—TAREERRK , DNS 2B
MR Ro

amznfsxaallbb22.ad-domain.com

B HTHY Amazon FSx lERERHK LM

BRARBAFRAUE , BFZEERR , MTEHAR,

i3

&

- BREHRMN VPC KL FHEFPEE ACLs

- BEENERRREESRESR

o $EJEXIELR DNS {a] AR 25 A8 132 il uh

- ERWRBIRFEAZTR

« Amazon FSx A7 E 8 Active Directory BRIE 1R 5 & A E# AWS Secrets Manager

EEER IP it FEIERRK 400


https://console.aws.amazon.com/fsx
https://docs.aws.amazon.com/fsx/latest/APIReference/API_CreateFileSystem.html
https://docs.aws.amazon.com/fsx/latest/APIReference/API_DescribeFileSystems.html
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- RBIRFFATE

- BiBRBIEFRE

» Amazon FSx A EUAEME L (OU)

- RBIRFEELFINEESHE

« #BIEFH Amazon FSx B4R B

- RIBIRFZE ERNFTA

« AREMNZEM Unicode FTT

- EERBORYRRFRELS HDD XK

SRR VPC REBAMMBIE ACLs

R AR B R S BB AEREE VPC 22 RANMBE ACLs, MEMETR |
.

ERNERRREESHERR

B MABRERE Active Directory BB RRF LAY , WHERTIERAR -

3
¥
8
o
Wt
B
2

File system creation failed. Amazon FSx is unable to apply your Microsoft Active
Directory configuration with the

specified file system administrators group. Please ensure that your Active Directory
does not contain multiple domain

groups with the name: domain_group.

Amazon FSx REMVERRK , BARSHAZAEESHEERFHAENERE.

MREREERERRE , Amazon FSx S EREATERE "RMATES, MATEEHE. WRE—@
R EMEBECRAERN THEEEE) B8 AEREERA.

2/ T 5 5 BRAR AR

1. REEERZEMABREE Active Directory B 56 R4

2. HEEIMABRERE Active Directory B FSx for Windows File Server 8RR K21 , S
Amazon FSx Active Directory §i 7% T S RERFE A H B KEE Active Directory #HRE,

3. FAAWS EEFZA S BEVHNERRHE AWS CLI, MEFHMENR , F2/48 Amazon FSx
BERFEMABEREER Microsoft Active Directory #8135,

4. SH¥BEKEE Active Directory , REBEEHAH -—NWERRKEESHEEE.

ERESHERM VPC Z2FE 401
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FSEIEAR DNS {a] AR 25 2 W8 13 422 il v
BIMMABREE Active Directory WIERRFAAN , XERTIEERAR

Amazon FSx can't reach the DNS servers provided or the domain controllers for your
self-managed directory in Microsoft Active Directory.

File system creation failed. Amazon FSx is unable to communicate with your Microsoft
Active Directory domain controllers.

This is because Amazon FSx can't reach the DNS servers provided or domain controllers
for your domain.

To fix this problem, delete your file system and create a new one with valid DNS
servers and networking configuration that allows

traffic from the file system to the domain controller.

B T 55 BRAR S H PN AR B E.

1. HREACSEMFAERI Amazon FSx {ERRMM FHEERE B REE Active Directory 2 22 M #3518
RRAER BB SoR R, WFBFMEER |, BFSE TR

5 Amazon FSx Active Directory B 55 T 2 3B 54 1 Ba 38 18 LL M BK ER E o

® Note

MREEE T %18 Active Directory th % |, FEHE{REE Amazon FSx IR RAMEBIHH VPC
Y T #83% 7E Active Directory ShBiHRESZ , W H VPC H K FHEREH ML 2P 8 FH858
ZBEREFE IP &R, EALAEA Active Directory Sites and Services MMC Snap-in #2458
MBESLERTE,

2. WEFREBEFREE Amazon FSx IERRAHEREEA VPC Z2 8 , LURET VPC #85& ACLs , 2
AREFFMEERE LWEHBERRE.

(® Note

MRECEEBERIEHER , BREAFFELREZIE Active Directory #8512 HlI vt BEAFT
TR EERE, WHEFHMEER , 552 Microsoft Active Directory 3 4.

\

3. SR Microsoft Windows #E R AR REEBMENERESnon-Latin-1 FJt, il , LIRE
&/ Dominen-Adminsi BRERZKEEERIENEE  IBRZARKETS LK,

4. HEFR Active Directory #8139 DNS {a] fR 25 M B 1Z 2 5 b EE A EF P ARRE | I B AE$0 [ FEFT IR 4
BHERK,

#SRIE AR DNS fa] BR 25 S AR 422 6l vh 402


https://support.microsoft.com/en-us/help/179442/how-to-configure-a-firewall-for-domains-and-trusts
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5. FBfEE Active Directory #81EHI TIBEE K = Windows Server 2008 R2 = & & ix 4%,

6. FEWETE Active Directory #8IEiEEI12 Hluk L AYBS AR B /235K B Amazon FSx ERRFHRE.
WMEFHMER , 52 B) Microsoft Active Directory 3U#,

FEUNRBEIRFEAER
B A BRERE Active Directory WERRFXAHY , WHERTIERAR :

Amazon FSx is unable to establish a connection with your Microsoft Active Directory
domain controllers

because the service account credentials provided are invalid. To fix this problem,
delete your file

system and create a new one using a valid service account.

£/ T 51| 5 BR 2R 5% S B R AN R R BT RE
R0 1 WMRIEFEH AWS Secrets Manager 3% R 1211 Active Directory & AE R

1. B £ 175 Active Directory B A& AWS Secrets Manager,

2. W% ARN Y 2IEFEH , WEBF/ERAME : arn:aws:secretsmanager:region:account-
id:secret:secret-name-6chars,

3. BRNE IS EAIEZHENMEXLERN
« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME - #&#) AD fRISHR S EAE BB,
« CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD — #&#) AD BRISHRF 2.

4. BAWBENEREAUERAEBRNBER , 8F Amazon FSx IR X BEERMEE

B fsx.amazonaws.comiF A,

=62 MREBERAMELFEAERRIMA Active Directory

1. HERREBEBRERE Active Directory fAREServiceAcctFEMAFHERZBMBREIRSFERHE
ZBMEA , Hl0,

/A Important
WARKRFERAERRR , 78 2WEFE (corp.com\ServiceAcct) RBEFHEH

(ServiceAcct@corp.com),

ERNRBIRFEAER 403
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B A BRFE R F 55 & B #8 (CN=ServiceAcct , OU=example , DC=corp , DC=com) & ,

NIERYEBIEFE (DN)o

2. WESRMMRGLMMRISIRSFAER Active Directory MBI,

EcS
aB

3. FHRELECEMENITERGERMNBBIRS, RBIRS XARAEEMAERRKENBEH

B AMMER OU MV ERYMH. RBIRFED BT EEFYT T IIBENFTT

- EREBR

- RERFERNEAER

- BRE B A DNS THEBRIRE
- CRERARARBEIREE

MBI BHERI T ZRIIRSHHMER , 28 Amazon FSx BRIBIRS .

Amazon FSx #;%7FH ##Y Active Directory FRISIR F & A E X AWS

Secrets Manager
T 5 & ERATE R RBRE R ] ##RE LR RE,

BERZHEMABRER Active Directory k8 , WEER T ISERAL -

You can't provide both username/password and a domain join service account

secret to connect to your Active Directory. Provide only one set of
credentials.

Fi# R L R

1. BELEIRMEMIE Secrets Manager B ERMENFEHNEAER,
2. 1OA Active Directory i , EiREHEEFP—ESEH , TREME,

EEREMABRERE Active Directory k8 , WHE R THIERALR -

The domain join service account secret ARN format you entered isn't
valid. Use the format: arn:partition:secretsmanager:region:account-
id:secret:secret-name-6chars

Amazon FSx 3£ 17EL F#Y Active Directory ARISIRF & A& # AWS Secrets Manager
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fi# R L R R

1. B9 6 FH Active Directory & A ¥ ¥ AWS Secrets Manager,

2. HEREBWMAN ARN B EMH, EEMNBNEH R arn:aws:secretsmanager:us-
east-1:123456789012:secret:MyDatabaseSecret-Ab3d5f,

BERZFEMABRER Active Directory k8 , WEER T IEERAL -

Amazon FSx can't access the domain join service account secret [ARN]. Add
a resource permission to the secret that grants the FSx service principal
(fsx.amazonaws.com) permission to access it.

Fi# R L R

1. B9 6 75 Active Directory & A% ¥ AWS Secrets Manager,
2. TRFLIBIRMA Secrets Manager ## EH 25T Amazon FSx EAMZRI IEFBUK,

REERBEMABRERE Active Directory k8 , WHER T HIERALR -

You don't have permission to access the domain join service account secret
[ARN]. A resource permission needs to be added to the secret to grant you
access.

Fi# R L R R

« Secrets Manager M EHEEREEEFTERTENRFEALMENFIE, NIEFHEHE
el e

3

S

EREEREMABRERE Active Directory k8 , WHE R THIERALR -

The domain join service account secret format or content isn't valid. Make
sure the secret includes both CUSTOMER_MANAGED_ACTIVE_DIRECTORY_USERNAME
and CUSTOMER_MANAGED_ACTIVE_DIRECTORY_PASSWORD fields with non-empty
values.

f R L B 2R

1. #B FEH 75 Active Directory E A& ¥ AWS Secrets Manager.
2. RIGIR MY Secrets Manager #% B A8 W {E X4 EH 1L,

Amazon FSx 3£ 17EL F#Y Active Directory ARISIRF & A& # AWS Secrets Manager 405


https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access_iam-policies.html
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RIEEFEF IR R
BIABKEE Active Directory WIERRF AR , XHERTHERAL -

Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controllers. This is because the service account
provided does not

have permission to join the file system to the domain with the specified organizational
unit.

To fix this problem, delete your file system and create a new one using a service
account with

permission to join the file system to the domain with the specified organizational
unit.

152 F T 572 Fr SR 5% S R R A R B R

+ FRELEKRENFIERGERMANEBRBIRS, RBIRSXARAEESMAERRRNBEHH
B AMMER OU MV ERYMH. RBIRFELEFTEEFHT FIIBENFTT

- ERER

PR bR S MBS A&

- BREBE A DNS THEBIIBED
ERFEEARTARBEEREE

MERIEFERIT U 2REIRSWEFHMERR , 552 B Amazon FSx FR#ERF,

HBRBEIRFAE
BIABREE Active Directory FIERRFAN , WBRTHERAL -

Amazon FSx can't establish a connection with your Microsoft Active Directory
domain controllers. This is because the service account provided has reached the
maximum number of computers that it can join to the domain. To fix this problem,
delete your file system and create a new one, supplying a service account that
is able to join new computers to the domain.

EEMRNEE  BREIRCRERHVBRBIEFSEZEZTMAMSNERKESE LR, WREER LR,
REVEREEFUNFRERE. CSAMNBRBIREXEIHTNVERRRK, WEFHHENR , 72
B Amazon FSx IRIEIRF .
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Amazon FSx &£ FEUABER (OU)

BIUMABBKERE Active Directory WIERRF LR , W R THIERAL -

Amazon FSx can't establish a connection with your Microsoft Active Directory domain
controller(s).

This is because the organizational unit you specified either doesn't exist or isn't
accessible

to the service account provided. To fix this problem, delete your file system and
create a new one specifying an

organizational unit to which the service account can join the file system.

152 FA T 5 2 B R 5 8k B 8 A R R RE

1. FERRIZIREEE OU fLR Active Directory #B1ZiH,

2. FRELEHKLENFIERGERENBRBEIRS REERS SARATEEMABRRENEE
B, OU mEMMMBRERM M. BHIRFEDWFEEZERHT T IIBFEFT

EREE

REIIR SR B AE R
R R A DNS EHEBIEED
ERFEEARARBEIREE
22 | R S AN M BR B R 4
BRERERNMEARFRHEREED

MBI B ERI AT ZRIIRSWHMER , 28 Amazon FSx BRIBIRS .

R IRE B L FINEEEHE
BIABREE Active Directory IEERRFLAN , LB R THEERAL -

Amazon FSx is unable to apply your Microsoft Active Directory configuration. This is
because the file system

administrators group you provided either doesn't exist or isn't accessible to the
service account you

provided. To fix this problem, delete your file system and create a new one specifying
a file

system administrators group in the domain that is accessible to the service account

#EFEL OU 407
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provided.

B T 55 BRAR SN BREE.
1. FRELARAHENEBHATESREZENTS,

/A Important
REFESBSHE , F2ISWEFE (corp. com\FSxAdmins) S#8EH 2

(FSxAdmins@coxp.com),
R RASAPREE (DN), HEEBNEG A
CN=FSxAdmins , OU=example , DC=corp , DC=com,

2. WMERHMEESFHERESEMAERRKN B ENNRMEREHR Active Directory 8,

3. MREREHEHEERHESE , Amazon FSx EE R Active Directory #8iiF #EHBuiltin
Domain Admins##H, MRELFENEZBECEE K RENREERATRANFELTHEEER , A
TEABERMERER,

#8138 By Amazon FSx B4R # K
B MABIKERE Active Directory IWRERRF LAY , WHERTIERAR -

Amazon FSx is unable to apply your Microsoft Active Directory configuration. To fix
this problem, delete your file system and create a new one
meeting the pre-requisites described in the Amazon FSx user guide.

BIURERERME | Amazon FSx BESELRE| Active Directory #8121#9 DNS fal [RES FAB1Z 40 |, 1§
EERRMATHINA Active Directory #818, iR , EERERRHEIUER , Amazon FSx XX EZ A
% NEERIER, TS BRREHHE RN FRRBEE,

1. WERIEH Amazon FSx R ZHM Active Directory 2 B BEEMBRER. A BBFERAKH
KA, VPC R BHMRAI. VPC #83& ACLs AT H MBI AMER R AR REECH B
B2 3 A

2. F5WEE Amazon FSx A& Active Directory #BiEF I ERAREI W B NHERIER FAREE |
BRI BR R A H 5 R 1E,

#BE R EY Amazon FSx E 45 BT 408
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fR#R P2 B IERERET A

BIABKREE Active Directory IEERRFAN , LB R THEERAL -

File system creation failed. Amazon FSx is unable to establish a connection with your
Microsoft Active Directory domain controller(s).

This is because the service account provided does not have permission to join the file
system to the domain with the specified

organizational unit (OU). To fix this problem, delete your file system and create a new
one using a service account with permission

to create computer objects and reset passwords within the specified organizational
unit.

FRELEETENFTERGERBWBEIRS, €A TISBRERIFRARAREE,
BBIRSESBELA TR :

ZERREH , LB MMBREBEERZIANEE OU RN ERWH
« EEMAERRER OU REER THIFFA

- BEHERER

- REIRFERNZAERNEED

- BREE A DNS THEBNEEND

- CRERABARBIREE

- BES9 (WEIR ) EMMMERERD4

- BRREMAME ARSREIRVEED

- BURFTAREED

Y B ERESF M RISIES MSEET , 28 Amazon FSx IRBIES

AREILSBEI Unicode FJT
BIABKREE Active Directory FIEERRAAN , WBRTHEEBRAL -

File system creation failed. Amazon FSx is unable to create a file system within the
specified

Microsoft Active Directory. To fix this problem, please delete your file system and
create a new one

meeting the pre-requisites described in the FSx for ONTAP User Guide.

R HRFIR B EREAET A 409
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Amazon FSx £ & Unicode F T, ﬁﬁiuﬁﬁﬁcﬂ}iiﬁﬂﬁﬁ Unicode #7t , SINEFHFiL. EZ
FEAUREBZANSE  Hh 2B HIEATERE, BHE Active Directory PR ¥ETEREHLTEE
Unicode FJt,

EEREORURETFEREE HDD XM
RFMRIUBERGEY , LERFHHEBAL

Switching storage type to HDD while creating a file system from backup
backup_id is not supported because a storage scaling activity was still
under way on the source file system to increase storage capacity from less
than 2000 GiB when the backup backup_id was taken, and the minimum storage
capacity for HDD storage is 2000 GiB.

EFRFEMERELEE , MK KREEEEYL SSD 2F S HDD, RIBEHERXYN , RAERKE
REAMLAEEREENE  SETEERNFED, EEMNBERZE , BRRK SSD HEREIR
2000 GiB , EREY HDD ERRRAENRERERE.

AR A T 572 e 2R AR R UL S

1. % IREREBEMBREZRX , BERRKELEHF 2000 GiB #Y SSD #EiFRE. MFEFMESA |
AE2REEREEEEM.

2. HERRBRETERAETFERNGEG. NEFMAES K F2REALAZRINES.

3. A HDD RESERAERIDNEDERENNERRRE. NFEFMEN , F2AREHEEREHN
M ERRH.

illll

ERRAMENREFHRAMRE

EE)E*‘ Active Directory JRIEH I E | FSx for Windows File Server #& R R IJ & A SR ESEE2AVAR
B, EUMRET , CHNERKREIEEIER  IFXETAMENER , mEHEG TaEE LK.

REHBRMEBIEHRAL , UREFALUER Amazon FSx 12 &, APl = FEHEZRE EEE AWS
CLl, ZREMEEBIMER , FREERRAMNVREEKEEES Available-FEE , LBFERRFEHE
Ej bjﬂﬁko

BHERZRR TR SERREMEAREHFRAE , Hla:

- DNS fafR=% IP i3t FEH K,
- BRBIRFZABRTEAY , IRDLEWFFA.

EEREOBYRFAFEEERNZE HDD &H 410
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- HRPBEERREE , fIINEY VPC K28, VPC M8 ACL REXHRERE |, BEEHIEEMm X
TEERE |, ESEEARE Active Directory #8112 %185,

/A Important
BUERRKR , 5285 Amazon FSx £ OU HEVMEMYH., EEBEERENERR
MR E TR

( 205 Active Directory R TEFE |, B2 LR G4, EHEALIER Amazon FSx Active

Directory §# 5% T 2 | B& ¥ Active Directory RER B ERREUFSELER, )

REP - EHEEEEEEHREERM Active Directory {HREFH —RZESE , HlINEE DNS
ARES IP bt , REBFERBIREFFEAERBIFTE. EELERT , ENEEBESXARATRER
Amazon FSx £#4&. API 5 AWS CLI REFSLENEESE,

HittEE T gEF HF 28 E (217 Active Directory #HRES H , SIS F @I HIBRH NBRER VPC &
SR, TR, BELRRAT , BFERIE—THEE , BRRMA LKA Available, R
Active Directory IRIEZZEEER , 557 Amazon FSx R AFREGERREREZNWEREFRIRE |
=HTE Amazon FSx £ &, API & #fEfA StartMisconfiguredStateRecovery@+ AWS CLI,
e

o REHDBRNIERRM | Amazon FSx S EEMER DNS {7l AR=s SRR Hl vk

- RERBHNERRSE  RBEREFEAEHEN

o BREHENERRME | RIEFERE AWS Secrets Manager B, KMS €8

- REHBNERRS  RENBBIRF ZERERRZBMAFEETA

- RERBNERRE  RBIRE ELESTAERMAESE

- BREHRBNERRM | RBIRF EEFE OU

RREHRNERRMR - Amazon FSx LB A DNS {7 Bk 25 A8 133 &l
Yo
& Amazon FSx £ E R Microsoft Active Directory 3SR & ik IR I B R , BRRFGEA

Misconfigured #RE&E,

BEMAEEBN , FMITTIIEE

RESHRIIERRHM | Amazon FSx HEEEEMER DNS A IR =5 AR B, 411
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