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Eﬁﬂum&&% BT LA ANE B4R HART | B BIFE AWS Ground Station fEMRIE MR EMAE. MEEM
B , 2 EH AWS Ground Station #85E,

contactPrePassDurationSeconds M contactPostPassDurationSeconds Al &g & BN
CloudWatch Event BHAVE iR AMBEARY SRS, MMEREHBISHERNEHIEER | BEE 7THEBIKE
B,

EBHRERERN name MUBEPREREELNEBRERE.

streamsKmsRole l streamsKmsKey AR EZE AWS Ground Station FRi&Ei& AWS Ground
Station RERARNERNNE, F2H ERHABNERINZE AWS Ground Stations.

telemetrySinkConfigArn M 2ZEAMW , AIRESEBEHEEA AWS Ground Station &R, 15
ER , SELSNBEABTHRE , #8 FENRFAYERE R AWS Ground Station &EREZMIIRS, 0
ERENFERAERNNFMREN B2 EHEN,
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aAntennaDownlinkDemodDecodeConfig

UplinkEchoConfig

Legend
contactPostPassDurationSeconds
Data source config
contactPrePassDurationSeconds
Data destination config
Data source minimumViableContactDurationSeconds
and/or destination
config
streamskKmsKey
streamsKmsRole
name
tags
trackingConfig
dataflowEdges
sourceConfighrnl | destinatienConfigArn
SﬂurcEC:;rHﬁgA.mN destinatinr'-lEIurrﬁgAmN
AntennaDownlinkConfig

DatafloewEndpointConfig

TrackingCenfig

SZRecordingConfig

AntennalplinkConfig
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TIXHIES BN TREE,

« AWS::GroundStation::MissionProfile CloudFormation & REI

£ AWS Ground Station #H&E

#HRER BIR , AWS Ground Station AR EZHIEASEBRENZE., BEEENEREMEEEHER
B, ARHTERE  EFRZEKRER, Sl EEZETRERNER, B oA=EE
Al

- JBHtIARE
« Dataflow #H&E
- EAIARE

TrackingConfig =1 —HEHIEAREEE, TAREHREHBERERRNEBHERSTE , EEEEREED
=NEW,

AEEERERERNRERFEANBETRAERNREDNE K SEHRRXRTEERFWERH AWS
Ground Station REER, FEBEAEETET D —HELHALE , —BARRENRE , Z—RBARKREN
i, BLBABRHENTRAT.

fARER TR ERRERIER/ B #
AntennaDownlinkConfig IR
AntennaDownlinkDemodDecodeConfig RIR
UplinkEchoConfig IR
S3RecordingConfig BE
AntennaUplinkConfig B
DataflowEndpointConfig D EEIVEASE: OF

TelemetrySinkConfig 2 M —rERIARER, CARREENEREIBBHBARANNVE , EEKHR
EEGDREAN, 2EE , SELWBHEABITHRE | &AL FENEEME B AWS Ground Station &7
ZIRMIRE,
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WFE A A CloudFormation, = AWS Ground Station AP| £ 4848 F #1TIREMNSEMAE A AWS
Command Line Interface , 582 B T3 X4, $HEMAEBEEN X EZBRHENT,

« AWS::GroundStation::Config CloudFormation & R¥a 3!
« Config AWS CLI &#&
- Config APl &%

B MR RE

BRI EEEREEPEAERER  DHEESEZKABRAEEEN, HERBREE—2
2 . autotrack. autotrack 2ERETIIE :

« REQUIRED - EREZFHEM,
- PREFERRED - #ZW{RF BEEH , (B)RE B EEMR D THITER,
« REMOVED - £&/F0] B BhiB it FE A N 210K

AWS Ground Station #F| AR RFTER , EXEHABEERE  ZERGRIBEN T LSRR
Bm, MEMAERE ephemeris BIEEMHEFA 7 ## AWS Ground Station #{a{# i ephemerides , 5582
B .

Autotrack #ERARNER , ERHRIFEHNARAL, —BEREEERR , EREBREFARNEE
HEATIERE

WFEIAEA CloudFormation. = AWS Ground Station AP B Mt 4R AEH 1TIREMN SEAAE A AWS
Command Line Interface , 5828 T 534,

« AWS::GroundStation::Config TrackingConfig CloudFormation &%
- #HEE AWS CLI 2% (#@2HRBtrackingConfig -> (structure)—§f)
« TrackingConfig AP| &%

KRR T{THERE

ERBMERRRTTHERE  EBEHBERETTHXRR, SMNBAKAREN , EERZAE T THES
BERKNER, EREME,

IHERAREMREPHRRE R, CEAERERSERERNAML. LR FROERSEEAR
BRIP X, MFBNAEALEEEZBENRENFHRENR  F2R EAERRE
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MRENTITEARPIEERBNAER , F2E KR T ITHRHREIGERE,

ME WA FE A CloudFormation AWS Command Line Interface, = AWS Ground Station AP| 7£ X &#
TTHE EHITRENFHEN , F2RTIX 4.

« AWS::GroundStation::Config AntennaDownlinkConfig CloudFormation B 1%

- 4B AWS CLI 2% ( 552BantennaDownlinkConfig -> (structure)—fi)

- AntennaDownlinkConfig APl &%

KRR TTHEARRAR

AR T TERGHER —EFEMETEITWHERBER  TARMITEEHRAN/NFETN TITHE
Ao MREHEEBEHITELHBNBIE , FEB MBI AWS & EFAWS Support Center Console,
BMEtHbEAEARIER ERNBRNEERER.

HARARENRETNRRGR, CAEREREARENHML , YHTEENRRNET. KLt
BB RN ERGERMAR/MBNER/P BN, NFENAEALEREBERNRENFMENR B B2
B8 EAERRE

WMEMMEHA AWS Command Line Interface, 5 AWS Ground Station API £ K& T 1T Sl iR IS 4H AE
EEITIRENFEMET CloudFormation |, 5528 T %I,

« AWS::GroundStation::Config AntennaDownlinkDemodDecodeConfig CloudFormation &%

- #H5E AWS CLI 2% (2 RBantennaDownlinkDemodDecodeConfig -> (structure)—
B )

« AntennaDownlinkDemodDecodeConfig AP| 2%

Rix LITHERE

BRLMERARR LTHERE  EBBHERE LTHXRR. EMBHERER, BIENBEREERFOEHD
R (EIRP) RSAFEIEREAE AL, MFEMMAERE LTEEBHEANFHAER |, 528 KB LTOEERE,

HABARENRETHENRER. CEREHENBUBRERRERTRERABLANR , XA
HHUAFEEEN, SRIGHRNERFBFESTRER P KX, WFNAERLAREZBERR
ENFMER  F2HE EHERRE

WFE WA A CloudFormation AWS Command Line Interface. 3 AWS Ground Station API £ X 4R
TR EBITRENGFAER , B2 T334,
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« AWS::GroundStation::Config AntennaUplinkConfig CloudFormation B

- #HEE AWS CLI 2% ( 552ZBantennaUplinkConfig -> (structure)—fi)

« AntennaUplinkConfig API 2%

Rig E1TEIEERE

LT REERERARRMAEAT LTEE, LITORATARRIEEAINEAZMONT , IPMTEAM
ERER, ERNEIBRCE#KEH AWS Ground Station RARERAVEBRAS (BN LITER ) KER, E]
X REEDERERMNFAR , BEFSERNAR, LTOEERSS LTHEEMN ARN, X
REHIT LITRIER | £RAXE ARN iE@ 2 L{THENZH.

HARARERRETNRRER, RUEBHBRNERETSARER/IP X, MFNFAELR LA
EERBENRENFRES  F2R EAEMRE

WEIAEHR AWS Command Line Interface, B AWS Ground Station API 7 L 1T EIfEHRE E 1T
YERYZE4BE FA CloudFormation , 5280 T 5304,

« AWS::GroundStation::Config UplinkEchoConfig CloudFormation B %

- 4R AWS CLI 2% ( §2BuplinkEchoConfig -> (structure)—fi)

- UplinkEchoConfig API 2%

BERREREERE
® Note
Dataflow it Bh 4 REfE A A S B B 32 E Amazon EC2 , A€ AR E R (T E Amazon
S3o

BALUERAERRERMEEREEERNREBREFETHMEERRE RS , UREFEE TG
EiR e W E s S T M ERE, ERREREEARNRNESHSETENRBERENZBNES, R
HE4E AR, AWS Ground Station 80 I REENEHREERE , YERASKEEH AWS B2 EHFR
EREPIE2ENRERMERMEEMAEENRERENERNRBRERE, IRKISENERR
FinEEE K BERESERHRE , S22 FAILED_TO_SCHEDULE, NERE AT REIMEREE
B , 552 B AWS Ground Station B#& AR RE,
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BERRERIHERERN dataflowEndpointName B &5 E & RHRE i B EHE AV L E BRI IR
%E , Eﬂfﬁ%ﬁﬁﬂ Fﬂﬁﬂﬂﬂ'l)lblﬁ‘ﬁil)lbaWB1I§#I’/)IL*EDE%%EO

dataflowEndpointRegion B EEEERREREFMENEE. MRENERNRERHEERED
EETEHE , 8 AWS Ground Station SRIEEEEFHNERRERE. MRRIBEREE , AWS
Ground Station #§TEEX B BI& AR E T/EYE B, MREHNERRIEZR B0 EigEBg AR E ITE
WEHRE , AR EASEAABESERRABIEA. NEEESENRENFHERAEHAERR
2,528,

MEERRETEGR A RNAZRENERARFZZZMNEFEH AWS Ground Station Dataflow i B B 48 #%
5{ y nﬁ E2 % )

MEMAEALARRBENRENFRER , F20 £AERRE

WMEMMAEHR AWS Command Line Interface, 5 AWS Ground Station API £ & El 2 im BHHAE E 3
TIRENFMMEEA CloudFormation , 5528 T 53245,

« AWS::GroundStation::Config DataflowEndpointConfig CloudFormation B %
- #HRE AWS CLI 2% ( f82RBdataflowEndpointConfig -> (structure)—&i)
- DataflowEndpointConfig APl 2%

Amazon S3 $#&R4H A8

(® Note
Amazon S3 B EEEE AR ER R E Amazon S3 , A2 AR ER RZ{FZE Amazon
EC2,

HHEEARENRETHENEER, BN REENRERRAMNEAERNTESR pcap &
B MEFENMFAEALECEBERNRENFAES  F2H CRERRE

BT LA S3 S RABRERIETE Amazon S3 TR , BKEER TTENREAN S RIES —EXM
IEFEEE. UTEERBELSHRFIMFMESR

« Amazon S3 fEFETEM B BAALL aws-groundstation BiER,

- IAM BBXBEEEEBER , fAffgroundstation.amazonaws. comfRE BB ERZ AR, ME
#fl , FSETIEGIEETEE -, FARRYHE , HEBER D FAEE , GEBRELEFRHE
(%) B your-config-id , W EAILAEFEAEREER ID B 2B EH.
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sEHEERE

NMEFENAEFACEEBRNFRENR , F20 (AM E£AEER) FHEE IAM A6,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
""aws :SourceAccount'": '"999999999999"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999: config/s3-recoxrding/your-config-id"
}
}
}
]
}

- IAM BEXEER IAMBER , AT ACYHREETEEIT s3:GetBucketLocation B1E , W ¥ /REF
B HHIT s3:PutObjectBfE, MR Amazon S3 IR EAM#ERBEXK , AlIfFiIrE
BEEMUEAT IAM BEETELEE, MEEHN , FS2EUTHENSEHTE—.

#BHABBR

MFIAERNEZAGBRNFMES , F2R (AM ERAEER) PHEE IAM BUE.

JSON
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
]I
"Resource": [
"arn:aws:s3:::your-bucket-name"
]
}I

{
"Effect": "Allow",

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::your-bucket-name/*"

]

}
]
}

- MR SIERYHRSER FH., BULUEEEASMKREN , EEEKINRARE RBIEFHME
ANE B, Bl , {satellite_id}/{year}/{month}/{day}#EX BWF& , WEHEL
M HELE fake_satellite _id/2021/01/10

BERMNEARSIE . {satellite_id} | {config-name} | {config-id} | {year} {month} ||
{day} |

WEMME A CloudFormation AWS Command Line Interface. 3 AWS Ground Station API 7 S3 &
HiARE FHITIRENEMAER | B2E T X,

« AWS::GroundStation::Config S3RecordingConfig CloudFormation &%

- #HRE AWS CLI 2% ( 552BIs3RecordingConfig -> (structure)—£i)

« S3RecordingConfig API &
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& R I AR AR R

B AERERRBSRAEREECFEENEREHEEMBHBIMANMLE, EREWF[ALRE
B, BEMEEENEBRRER , UEERAENEIVEEA. LXT?EEEEQJE%’/@?&E?FE%U%H#
HMERR -

- IAM BEBXLEEREEBEK , fAffgroundstation.amazonaws. comfREEEIEEZ AR, ME
&4l , FSE T IEHIEEBEE—&,

EHIFEERER

NMFENMAEFACEEBERNFRENR , F20 (AM £AEER) FHEE IAM 6,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
1,

"Action": "sts:AssumeRole"

- IAM BBXEEEAHFABKESRR LEHIT kinesis:DescribeStreamkinesis:PutRecord#
kinesis:PutRecordsE{EH IAM BUR, WMELH , FSE U TE A G BE —8,

BHABBR

MFENMAEFNEZACBRNFMER , F2H (AM EHEER) PHEE IAM BEK.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
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"kinesis:PutRecord",
"kinesis:PutRecords"

]I

"Resource": "arn:aws:kinesis:us-east-2:999999999999:stream/your-stream-name"

}
]
}

ESEEBRERTESEREWI[ALER , AWS Ground Station ﬁEHﬁﬁ%ﬁEﬂ BAENEREREL
HiRF . MEEREE, ERRANRELE AWS ERNVFMER , F2ER EHER,

WE M {E A CloudFormation AWS Command Line Interface. 3 AWS Ground Station API 7£3& 8l
BEINEEARE FHITIRENFEMER | B2RTYIXH.

« AWS::GroundStation::Config TelemetrySinkConfig CloudFormation B

- #HEE AWS CLI 2% (2B telemetrySinkConfig -> (structure)—£i)

« TelemetrySinkConfig AP| &%

£ AWS Ground Station Dataflow i B & 42

Dataflow jﬁ"ﬁgﬁ Ea%@%tﬁﬁﬂﬁﬁ%ﬁﬁﬁ BRSEREMVNVE, ERRERE—FEBUAENRERE
BEAN—Ho. BEKZSEENRERMTEE—EEETD iﬁ*i—IEE—EﬂﬂﬂF—ﬁ_ﬁﬁéiﬁﬂ’Hﬁ
TE s B o ﬁ]ﬁu QU%EL&;E;HQM' FRIEER =ZEERAREREY BV AENEEEREEERRE
IR FERENE - ERRBERMEAP A = Eiw R,

Dataflow U 268 48 hix 4~

AWS Ground Station X EMEMRAN ERREZREAFAE
- DataflowEndpointGroup - RIFEE , XEFEAERAE RN LITNTIT , AREAWS Ground
Station X EE = in B 1T

. DataflowEndpothroupVZ EHRA , TR AWS Ground Station FRAEIREHN LITMT
TERRE , YREBEWEMINEE
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Dataflow i 2 B840 LEBR

Ihee DataflowEndpointGroup DataflowEndpointGroupV2
S ENmSAR DataflowEndpoint , A DownlinkAwsGroundS
wsGroundStationAge tationAgentEndpoint, UplinkA
ntEndpoint wsGroundStationAge
ntEndpoint
XELITHwWE DataflowEndpoint UplinkAwsGroundSta
tionAgentEndpoint
SETITHIRE DataflowEndpoint , A DownlinkAwsGroundS
wsGroundStationAge tationAgentEndpoint
ntEndpoint

DataflowEndpointGroupV2 EEXELITERNRE , XEERRE
ImRBEEAENESERMW., SHMEFRNERARS , RMERER
UplinkAwsGroundStationAgentEndpoint F1 DownlinkAwsGroundStationAgentEndpoint
% Bh#& B DataflowEndpointGroupV2, DataflowEndpointGroup A= EHAHEBM |, 8
DataflowEndpointGroupV2 21t 3838 Th 58§ 58 75 My #Y AH A& 18,

® Tip
HITHEAR  ERRERESUAEENERET, EEEBERPHAIZTERE—HSB
W, EATEAERNEESREERBEANTIREEMRKENZEBEZA. WMEREEEEHEE
BEBENEEERE  E2REMH. EUUERENREREHENEE  UGSEHEEERM
FTHEIREIZEE LR,

EENNERMHETN NS RERESEREREAR Eﬁﬁ%ﬁﬁ?&ﬂ&ﬁﬁ?sﬂ%&ﬁ%ﬂ&ﬁ%o %
AR RFEIT S EBIEA |, BEELBHEALRET BN ERRERIEFE LT,
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/A Important

Dataflow % 2 B¥fH A E R HEALTHY AREE | FREFEA CRHREBE A, UEMATHERER
HEALTHY MREEMNERRBIRBFHAETHEZENER , B2 8 REN HEALTHY ARAE
# DataflowEndpointGroups #1732 B .

WE MM ER CloudFormation AWS Command Line Interface. = AWS Ground Station APl £ & ¥}
IR BEE T HITRENGFMAER , BF2E T 53X,

» AWS::GroundStation::DataflowEndpointGroup CloudFormation &R 8 !
« Dataflow i BE 4 AWS CLI &
« Dataflow i BE4E APl 2&

ERRIE UG 3
ERREREHANRERENRERY. XENRBERTURREERNERREREFERAE,
DataflowEndpointGroup %

DataflowEndpointGroup X B F & Bl 12 i 26 B9 £ 1T Tﬁ LA K fEAWS Ground Station XIEFE
N TT. HREMBEENGRE  SEEEVENRERMFECEYXENER (6l P i
i) . WFEMEA ML ERIRIR I B R R DA R I ER Ei%@*ﬁﬁ)ﬂﬁﬂum&ﬂ’]ﬁ% , B2

THZERAME RN IR EE,

A Important

—ERRBERMEFENNEERREBERSLERAEREE, £EEBAWS Ground Station
%H&Aéﬁ%ﬂﬁéﬂ*ﬁﬂﬁ%ﬂqﬂm Dataflow iR FiB&. MRENEARFIFTEEMERENIRS |
BHAARBEBRERYERNERRERIEE.

H A DataflowEndpointGroupV2 , Al LA EHEEEF RS
UplinkAwsGroundStationAgentEndpoint #1 DownlinkAwsGroundStationAgentEndpoint,

AWS Ground Station X2 i 2

Agent AWS Ground Station Endpoint I AWS Ground Station Agent 2 &k 88 Jt 3%
RIEER, EEEE AWS Ground Station KERENinE , BRAFEA EndpointDetails
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AwsGroundStationAgentEndpoint#I#fI, % AWS Ground Station KERXWFMER , &
BRTEMN AWS Ground Station KB FEHEIERE,

AwsGroundStationAgentEndpoint@& T 5IEE :

« Name - ERIREREERE, BEERSACALERNRERYE  HEBXAFESERRBRIAR
RERANE R,

- EgressAddress - AA%R# RERXE L ERE 1P FEZEMU,

« IngressAddress - ARGERMEA REEXH IP MiELR UL,

Dataflow % 25

Dataflow i ® R ABBEEARNMARB THRELER, EEEE FTEUAKRER. TITIR
50MHz WU AR ER , R TTHRFA/MBARERR , FEAERRERYE. EEEHE Dataflow i
2 | #1818 A EndpointDetails 8 Endpoint# Security Details 1,

Endpoint@& T 5IEE :

- Name - ERIREREARE. BEZHRACALERNRERS , LEBYLEFSENRERIERE
REEANE R,

« Address - EAK IP FiEZE#bHE,

SecurityDetails@& T %|EH :

« roleArn - AWS Ground Station #§#&F# VPC R &M EM MBI FE (ENIs) 2 &K Amazon
Resource Name (ARN), EL ENI Al RS HERRZERNEANE LI,

« securityGrouplds - EEEFEMERRENRLEHE,

« subnetIds - FHKBE , Hd AWS Ground Station AJREE M EBEEMMENE , SUERREE
ZENBTEE, NMREEZEFRE , cPXBUUBELEH, IRFEBNVNATEN T HESE
(AZs) , EucEELEETAESERERER,

BAWIAM ABroleArnX EEFEFEFEHE , Affgroundstation.amazonaws . comfR#% 881
A, NEHH , FSEUTHIIEEBE B, ERHEEVHB , KHERID FAEE , HikE
FEBELEEHAEL (*) your-endpoint-id, ENUERYRENAFERIRMER ID , UESEFE
BREERERZIFEERRZMEE
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IAM At BB R RLEF AWS Ground Station 5%E ENIsHY IAM B3R, WMEEHH) , FSELLTHEHIA
@:I‘E&gﬁ_g‘-o

BHIEEBR

NEFENAEHACEEHRRNFRES , F2H (AM EREER) FHEE IAM A6,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "999999999999"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:us-
east-1:999999999999:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
&6 A B R

MEFENAEFNEZABPRNFMER , F2H0H (AM EAEER) PHEE IAM BUR,.

JSON

{
"Version":"2012-10-17",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
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"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkIntexrfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"

DataflowEndpointGroupV2 % 2

DataflowEndpointGroupV2 # H 45 FkRVim BT | AT R AL SE B MR RE ARV ThaeE -

« UplinkAwsGroundStationAgentEndpoint - #+¥f 1T & R REBHKIEN

« DownlinkAwsGroundStationAgentEndpoint - #H¥ FITERREKEL

iE L 43 R L iR Bh & AS — A% AwsGroundStationAgentEndpoint BUR B A E45 ERVAERE | BIE T ER MR
E* EIEE*)I'I)H;*EEO

47 AWS Ground Station X2 X ik 2

UplinkAwsGroundStationAgentEndpoint E& ETERIREMERET , LRAEEMNERRE, ELFE
E%ERHREA AWS Ground Station L EITEFHER , BEALIREER,

UplinkAwsGroundStationAgentEndpoint@& T3IER :

» Name - ER R HREEE, SEFHEACGALERNRERE  LEBXEATSERRERIER
RERANER.

« IngressAddressAndPort - E— P MiE#ER#hit , ARENRERENEAER

- AgentIpAndPortAddress - RERENEANEZIEEHE

Dataflow i 2 &40 25


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
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T4T AWS Ground Station X212 = ii% 24

DownlinkAwsGroundStationAgentEndpoint E&t¥ TITERREETRE , BIEE/TIT. BHER
IR, LR ETEERS,

DownlinkAwsGroundStationAgentEndpoint@& T5IEE :

* Name - ﬁ*“‘l‘l)lb Ejﬁ”ﬁﬂﬁ%ﬁo EE%W%KEFﬁﬁtﬁﬂum E%% ﬁtgﬁﬁgﬁﬁ'ﬁﬁﬂum E%%%ﬂ%
RERANERE,

« EgressAddressAndPort - REEXER @ LN E— 1P FEEE
« AgentIpAndPortAddress - RERERNBEANEZIREHE

B ERRER A
BALERATHIE— AR ERRERIEAE -
CreateDataflowEndpointGroup

f£H CreateDataflowEndpointGroup EEREIMEAYE , RELFTEFEA MK
AwsGroundStationAgentEndpoint 2 DataflowEndpoint 388! &,

CreateDataflowEndpointGroupV2

S EFTEEM#E A CreateDataflowEndpointGroupV2 , AAIAX B LT TITER
RN HRIFEER, It AP X UplinkAwsGroundStationAgentEndpoint
DownlinkAwsGroundStationAgentEndpoint,

BREEEH

WM REEBIEE A DataflowEndpointGroup , BITABEFE AR EWHERE K MEFEE, AWS
Ground Station E# 5T B EHME A M.

MRIGEEBRLERAFH DataflowEndpointGroupV2 , B B B IEE#E#4 & Dataflow Endpoint
Application £/ DataflowEndpoint R#ZEWKRE R , BIFEZERB LKA AWS Ground Station XEREZE R,
MREEREER AWS Ground Station REERENET T , B UEAHEENREEXNHTERETL
T - TEEENNREEHITESR,

EE#ZE DataflowEndpointGroupV?2 :

1. AR ¢ DataflowEndpoint B , 581 AWS Ground Station Zik ABAWS Ground Station £ &
EMREERAE
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroup.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DataflowEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug/
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BN ERREAOYEILBENREERE (UplinkAwsGroundStationAgentEndpoint
DownlinkAwsGroundStationAgentEndpoint)

N

3. B SEIELIHEK DataflowEndpointGroupV2

4. B KB BSEF DataflowEndpointGroupV2 B #T & £Hi i i 2 48 58
5. BV FMERERE , KERRBREEESEZRENRERE
6
7

. ERFTNER R ERREEBIEA
 EHBINEERE RGN ERE

METERIERENGEMEENR , F28 7# AWS Ground Station B0 o ZE L AHEE,

£ AWS Ground Station XIEER

AWS Ground Station Z kA & 7] BETE AWS Ground Station B#&HIEEW ( T1T ) BALSEEBNF
AR (DiglF) EXRRE,

EERRN
BRI AREMEERRAEE

1. BRXMAEEC2 HTER - ERXNELEHEMN EC2 HTER. KRILLEE AWS Ground
Station RERER., NREFEEFHRNERNRE , KBHTRKESE, NF EC2 ERXMTH
HEEH  F2REAERRE -,

2. BRRMNE S3 REFHE - EHNFELN AWS S3 f#REIFETEH BIE AWS Ground Station.
WE S3 ERRMFWMEEEN , F2E HKrFERER.

EMEERRMNERNTMEELRET —H AWS BR, EIEZREMER CloudFormation 2RE I AWS &
B, LR EM, ERUNXERD, SEBIEARESERNRNZE EC2 5 S3 , BFEERERMNE
&,

TERETEARBEEWERE (SDR) HELUXFER , f& AWS Ground Station XAR[EI1HE| EC2 #
1TEBE K DiglF EHRHRAE,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UplinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DownlinkAwsGroundStationAgentEndpoint.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateDataflowEndpointGroupV2.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateConfig.html

AWS Ground Station

ERAEER

Customer Destination Region
E Customer Receiver
ElP E

Public

@ AWS KM5S Key Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Carractad B ' UDP Socket
| L (FEC) H AWS G5 Agent H oi IF\ SSE
1 . — 1 Dataflow E . . D‘Ela ... AwsGroundStationAgentEndpaint
i EI ransmit (Tx . - UDP : > | Listener (e.g. SDR) Dataflow
i DiglF Dataflow |- 1% Ingress "
{ . Port !
P i Range ! :
\ o 2 i e“;"--—-. Jopt/aws/groundstationsete/
H : H aws-gs-agent-config. json

WMEFHMES , BSHETEMAWS Ground Station BRRA EEAE M.

\

EZ4
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
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B 2R (€

Ha2Hl , BEZABHBEPNEARB S AWS Ground Station, MEFME |
Station BEH R .

FEZ2REAWS Ground

LLUR 2 AWS Identity and Access Management (IAM) W REBBUREBEENFGT, REEENAE
2%, BRI LBRREBREHENIS R,

S AWS IRF
MRIZRZE AWS IRE | SBEK T HIZZERRET —1E,
M AWS IRFE

1. BB https://portal.aws.amazon.com/billing/signup.
2. FEERLETRET

Mo EMEFREPRERER , LEEFR B ARER,

B B AWSIRF , AWSIRFREAESEY . REAEFRFEIRFFHIFRE AWS IR
#NER. FRZERARR  FREEFIEETGERSE  YEECRAREAERUTER
REMEFIENES,

AWS EEIMEF TR B EEBERE FEMFH B, BT LAFER & https://aws.amazon.com/ 3%
BRORS , RSB INIREEEIEEIRS,

BEVEREEFIUERNEAE

& AWS IRF |, 5AR%E AWS IRFRBREAE. BUA AWS IAM Identity CenterMZ I EEFERE |
UREBRERERARBEEK.

REBEIER AWS tRFRERH

1. BERFERELITA AWS IRFE SN E A | IRFHEEEZEAWS EEFEAFGDEA, &
T—EF , wmABNHS,

FEARERAEEANGRR , F20 AWS B A EREEMTINURERAES I EA,
2. agﬁfsmﬁﬁﬁﬁﬁﬁtﬁkﬁ%iiiﬁ% (MFA),

S AWS IRE 29


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
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WERA , FSE (AM EREER) PHEEHN AWS IEE BERAE (X248 ) BAER
MFA iél_o

BEVEEEEREGFRHENERSE
1. BA IAM Identity Center,

WEER , HSE (AWS IAM Identity Center A& ER) FHEA AWS IAM Identity Center,
2. 7£ IAM Identity Center 1 , i EBRFEER FHERAE.

mEMEA IAM Identity Center B # 4 5 2 RKIENWHZERE , FSBAWS IAM Identity Center
CEAEER) PFERATERERESEAEFE IAM Identity Center B §,

UERERFRENERESTEA

EEFEAEH IAM Identity Center EFAE2E |, FEEAEIL IAM Identity Center EA EHREIAE
BE B EEE URL,

WEEA IAM Identity Center £ EZANRE , F2HEAWS BA (FAEEE) FHEA
AWS FERA Ok,

EREFIEREHMERE
1. % IAM Identity Center  , B —EFF I £ RE/BERAKEERNREER,

WEETR , FSE (AWS IAM Identity Center EAEER) PHEILFAIE,
2. BERERERERME K REHRBHERE-ZAFIE,

MEER , FZE (AWS IAM Identity Center £ &I5/) I FTIEEE,

#& AWS Ground Station FF AT #TIEE AWS &RIIRF

EEEFAEREEMEHE AWS Ground Station WIER TER , BEERT BRI S HEES
AWS ZHIRF,

1. BAAWS EEEEA WM IAM T25,
2. BVHBR. ERATIIR

#& AWS Ground Station FFAJ #7118 E AWS &R 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com//singlesignon/latest/userguide/addgroups.html
https://console.aws.amazon.com/iam

AWS Ground Station EREER
a. HEEEBKRD , BIZF Policies (BUR) , /AR IERE Create Policy (B BUER).
b. £ JSON 28+ , FHT5{E<z—#wE JSON, FRAKHESENERERHN JSON,

« ¥ Ground Station EE PR , B E1EFRE A Groundstation : * , N :
JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"groundstation:*"
1,

"Resource": [

myn

- HAMEEMERR |, 554% Action (B)4E) 384 groundstation:get*. groundstation:list*
groundstation:describe* , M R AR :

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"

1,

"Resource": [

myn

#& AWS Ground Station FFAJ #7118 E AWS &R 31
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- MEBBZERJBRWINEZ LM |, #& Action (BNE) 52E A groundstation:* F1#& Condition/
Bool (f&#/f#) FE B aws:MultiFactorAuthPresent:true , I FFF7R :

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}

3. EIAM EEZAEF , KEBRVHBRERIMENERE.

WFE IAM EREMEEBERNVFRER |, F20 AM EHEERE.

IMAEHE

EEEMA AWS Ground Station R —EZ S RERF , S REBUNE, RITERE, HEERE , URES
HMRAH. LEEREWZ (NDAs),

EFMARERFSR

FHEMAR—EFEBHRERF , a7 AWS Ground Station FIRABEENFENEREEDKRT., UTRH
BERER.

1.  #2BS AWS Ground Station [V EEE , ¥IBEHNEERERTSHEBENEEEHERISM,

MAEE 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://console.aws.amazon.com/groundstation/home#resources
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2. EERBBEEIA AWS Ground Station , 1 AWS Ground Station A BEEMNFEFMER
B LRXFEMABE, FEEEENFEERNEERE , S BENEBERE,. TENEER,
HENBBEE, FENDERRE  URERAFTEIFER #£H AWS Ground Station #7725 Ih
BEo

3. ERIZHELENTFERE , AWS Ground Station EREEHEIFEANBSENEREEIETE, LB
NiEBEREESRBNENTEMBRAEERMEMTRE.

4. HBHZEER K CHEHEERSERMEFEH. AWS Ground Station &% K I E H M E MG L.

(BH) wEEE

A% GRS EEBHRLTHERSE  SUETEEHMBT. AWS Ground Station 15 FBHHEA
HEE , TRAENEREAEESNEESEUR Norad ID. BREEEBIREEHENERE
EMERNEE., 2EERE , TIEREE,

B LAEA AWS CLI siE A —1E AWS B EH |, FiB tag-resource API R#ZE52 AWS Ground
Station SDKs, https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.htm|zx
BB B EA AWS Ground Station CLI 7 H 1252/ B EHEE E Aqua (Norad ID 27424)us -
west-2,

AWS Ground Station CLI

AWS CLI AT 2k Ed B &) AWS Ground Station. £ AWS CLI B2 ZNEE <28 , LB mE T
AWS CLI 5R1G4 -

- HBE AWS CLI BE%% , NMEFELTENEFN AWS CLI , FBRIZE AWS CLI 2 2 hi,

- FEE AWS CLI B E. MERENIEBEEN AWS CLI , FFZBEEE AWS CLI £ 2 iR,

- BERAWEEREMEAERFHEE AWS CLI#ENERT, £EEELRENEALRREZMN
EHE AWS Ground Station B##& A AWS CLI, MERFEEBNEAERBRENFRENR , F2EE
ENEAERERRE,

AWS CLI 52 EF W B FEA%E , 35%8E AWS Ground Station CLI s 52 ZHME , UBRATANGD
T FALRE , B8 AWS CLI i o#EE , ¥EA ABSMEFEgroundstation , BUEE
AWS Ground Station & EEFE AR, ME AWS CLI B SEBNEMAEN  F2EA AWSCLI B
EHHGSHEE. ATRMUEGSEEBEL,

aws groundstation <command> <subcommand> [options and parameters]

(B ) HREE 33


https://console.aws.amazon.com/groundstation/home#resources
https://console.aws.amazon.com/groundstation/home#resources
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
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WREE

B AEENEEETZEEMN ARN (ASN), ETLLEB AWS CLI FH list-satellites APl 5 :

aws groundstation list-satellites --region us-west-2

1T LR CLI sn B ELEUL THE Y

"satellites": [
{

"groundStations": [
"Ohio 1",
"Oregon 1"

1,

"noradSatellitelID": 27424,

"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",

"satelliteId": "11111111-2222-3333-4444-555555555555"

}

ERLERTCNEE , XL T satelliteArn, BN —BEEITESERER , Tagresource APl H
[EiE ARN , T list-satellites EEA ARN 2280, ¥R T—EL R , BEZE ARN EXAKEE
EEBNEE (TREREGHENEE ), EH&EFP , BMFEA us-west-2, EBIETE , ARN Hv:
xRE :

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

=z

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

FEEIRAPETEEER  GEMXEERS “Name"BRBREAEHR. A, RREMEANR
AWS CLI , 5S4 ARMREH, EREERSEM

(BA) HBEE 34


https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
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{\"Name\" :\"AQUA\"}
BE , £48%0 tag-resource AP| XRIFFCEHE. E R LA AWS CLI EHEL R :

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tags
"{"Name" :"AQUA"}'

HATHLIRER | BASREHE T A AWS Ground Station EEEAFHESRENERE,
BEHEENER

MRECHRESLEHENER , B LERAMERERN“Name” | BXEAEE ARN I tag-resource ,
EBEEBTEETENE, EKEFEENER K YEXTEATERTAE, HItWEFIrE T

R

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" : "NewName"}"

BREENER

AT LAEA untag-resource AP BRRFBENBBE. It AP EEEFERFEESNEE ARN , URE
BRo|IBEE, YHREHE , EBESIEA “Name”, £ AWS CLI FEI It API B9S2 R AR -

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tag-keys Name

NEREBEE

BRYMAZECHWEEZHN , BETUBRNMAZELAEBEE | WIEHTLRERN TTERAR
B, ENELEMFER HELEE AWS Ground Station TITEH,

(® Note
B EAD DEREELEHE, BRAREATLAREFIN TTEARE,
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
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AWS Ground Station ZEMA THEEUTTEEZERBESR :

* Aqua
+ SNPP
+ JPSS-1/NOAA-20

 Terra

MA# , ENA[fFELELEE LM ENER., AWS Ground Station E#EFZTELREN
CloudFormation &7 , A FERREHRERRKE. WF AWS Ground Station 2RI 2 #Y E il €551
Ei’%aﬁiﬁﬁ‘ﬂ% y nﬁ /Bﬁ o

NMEEBEELEHE  UREEFHEERNEREEFMENR , 528 Aqua, JPSS-1/NOAA-20 and
SNPP # Terrao

REILHNERREBRARE

BULLERFHE L BABAREHNREINIERSEF. REBENFENEARS  EUTRFEE—EIM
BEE, ASBAREAO TN LITEE  UARFANBEATTRE, FALSEARTEIEE
BNRETTRNE.

FESERRMG

EBAEERRFZE Amazon S3 , BHEIEERE RS HF AR N ELIRFE FH Amazon S3 f#7F
BrEE. ZHNBBRERSUH TR (pcap) BREE , UATKBEENEEZTREERNERE
(SDR) , i pcap BERBEEVEARERETRE, EXGFERKIIBMEERE , pcap BRBIIOHER
FEIEH Amazon S3 REFETHE , MAHESERTHENBEEREER. W% , BUUEHAE
CHEREEHESFA Amazon SageMaker Al 2% Amazon Rekognition ZH it AWS RIEREEE
. ERRMNZE Amazon S3EBARREETITER ; BEMK Amazon S3 BER LITEEHE.
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https://aqua.nasa.gov/
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://terra.nasa.gov/
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AWS Cloud

5

Satellite AWS Ground Station 53 Bucket

i

EEMALRR , BEEA EI1 Amazon S3 f#FETEE AWS Ground Station , USERRFEHEA,
ET—BLSBD  SUEEET—ESBRPET S3 HEAE, NEREFITHEGSEAmazon S3 #&4E
RHRG , URIMIEE SREANTEES , 88

RLZERRN

HKERRZFE Amazon EC2 B | B BIZER B E) Amazon EC2 #TEBHM P ER. BT
Amazon EC2 #1TEE LENRFRBEER K RNEXERUETRERE,

EZEFARSHER , BEEFH REKE Amazon EC2 #{T{EEE |, 3 T —=H %@ Dataflow iz BHEE
#H, BEEE Amazon EC2 #1788 , 55280 5% Amazon EC2, &EEE I Dataflow w2 H , 75
209 /8 AWS Ground Station Dataflow 5% 25E¥ 48 .

MREEANRERRERIMARE  NSBEREARE,

AWS Ground Station
Antenna Region

Satellite AWS Ground Station | Elastic Network Interface

(8] Customer VPC

Customer Receiver

Dataflow
endpoint
application

*End to end data connection is established and maintained only during the scheduled
contact duration.

WMREFEH AWS Ground Station RIEBENMERE | AlEBERBAKE,

BZER M 37
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i Station Customer Destination Region
Antenn jion
I .RF - “ustomer Receiver
= Signal E
=l
[f’ AWS KM5 Key Encrypted P Dedicated Agent CPU Space Egress Address
Forward-Error-Correctad -

UDP Socket
(FEC) ! AWS GS Agent isiE r30CE
Transmit (Tx) | Dataflow i B Dlgla AwsGroundStationAgentEndpaint
El ransmit {ix} =@, 3% UuDp : » | Listener (e.g. SDR) Dataflow
DiglF Dataflow = 1 Ingress reat
i Port
Range € .
A g I T— Jopt/aws/groundstation/ete/
B aws-gs-agent-config. json

RENERER

AWS Ground Station &8l 2 —HZ A Thet , nfEFHEBEHEAEIEER AWS Ground Station K#R B
RE AWS BIRE, ERZERIA FENEhERBIRANEE  WEEEFTELBRAR

B AWS Ground Station 338 , 22E AWS Ground Station KGN IEESEZLRIENIRE, &R
ERESEBERGRFRER  YERENGTBEE. EAERRKXIRERIKE | 008 FEIRE
WARRNSELRNRSE, WEER K SUUFEAECHERREERBREEER , HFEH Amazon Data
Firehose = & H ftt AWS BR#E AWS Lambda,

) Customer Destination Region

AWS . Customer VPC
S AWS Antenna Region

Customer Receiver

Dataflow
Data | <> Endpoint
\ _/ Application
Elastic Metwprk Interface
]

bl Customer Scheduling Region

Telemet k_, &
777

Kinesis Data Streams

O mm

Satellite AWS Ground Station

ET—ESR+ , ERBUAERRERTENER, REVERAER , RTERERNERREER
B2, BEERMERNZKSRAR, NFEFENRERY , F28 HEE,

% TelemetrySinkConfig WEFHIEEA , FF2E B EERE,

REEHIER 38



AWS Ground Station EREER
— | =)
B HRE

EHSERD  LEETELRNEE. BHAKEH IAM, Amazon EC2 M Amazon S3 EiR., ELtS B
b, #8351 AWS Ground Station A EE RIS AV HEE,

BERX R

BERVNF —EACREFEERIMNNNVENSNEE, FAL-—ESBNER , EREBTIFS
fEREA,

« Amazon S3 S RIARE - KER X EEM Amazon S3 RETFETRE.
- BERARERAAERE - BERXMNEER Amazon EC2 #1TERE.

ERERE (FA)

70 R AR A8 B L B AR B B WUR P ENBFAYE R |, BRI LA T TelemetrySinkConfig. LHAARERIZEAM |, I
$8§E AWS Ground Station SR EEEIZERER,

- EREWESEERE - BENERNEEIRE.

MEFHMAORERS , FSE ZEEM.

FEMERE

FHEMBREEEE AWS Ground Station AERENFHEBHA. ERBSEE PRENEANAEGE.
- BHHERE - RERFEBHSTBNTERERENER, ERIHREERBHLERE,

KR TATHERE - RSBALILRVRIRBRARER.
KR TATHRBBERE - INBHNEBNERERREN,
Rir EITHERE - BER LTEENEE,

Rk E1TEIEAERE - A ELITARERNEE,
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MBERHSE , F52B AWS:GroundStation::MissionProfile CloudFormation &R EH

1. RENERHEHREDE. ETRERETBEERKPNERER. S, WREF@ERsatellite-

wideband-narrowband-nominal-operationsi® {E #satellite-narrowband-emergency-operations,
2. BRELMIEHERE,
3. BRELMRETHERERE, EUELHREBEENHEA  UFSENEKER,

4. REAREEHIABMNZBRERH streamsKmsKey Hl streamsKmsRole. & B RFTAE AWS Ground
Station &R A EERBHRE.

5. RELNERRE. FRALEL—ESBIEINERE  BEYENERNREUTESEEEEAE.

6. [EA] RELHWEBEEINNEERBESEEREYE. EARNERE 2N zE Y B2 5 @5
WEM, MEFEER , FSEBAWS Ground Station EH EHHE,

7. D[EA] FRELHtelemetrySinkConfigArn AEE R IR A E R, ENEEAEZEERS PIZEW
IEFENRSEIER |, BUEITEER Mo, MEFMER , BF2BEAE,

8. [EA] £ EREITHERERIEE, EXTARMEBUERRGTHTRED BN EHE
R,

LA BE GflEBRERERE , REF-LEBEENER,

TREET R

RELEANANEENERNEBRERE , LEEFBHFIEEBZ AL EEEEBHA AWS Ground

Station,

B LGER TR H P —EA XFEBEA

« AWS Ground Station 24,

« CLI reserve-contact AWS 55

- AWS BB EH., ReserveContact API,

MEAR W4 AWS Ground Station Bt E 2B AR MAIEAZERANENR , F2E TH AWS
Ground Station 20{AIEA ephemerides.

AWS Ground Station E#Er 278 LR EM CloudFormation &7~ | BEF R R EARFERARE, W
% AWS Ground Station 2{afE F Y HIE G ERRERE | B2
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REHMUPEERER it REGEHERNBITER AWS Ground Station , FEURRIEH IS E
ERRE. THEIWEEXEAHET B — L HVEE :

» 5 AWS Ground Station Amazon S3 ERRTH B B{v b BREE ( R HMEBEEA GitHub fEFE

awslabs/aws-groundstation-eos-pipeline)
- A ERLEEMEER AWS
« HERERE(E A AWS Ground Station : 20 5|E

« {8 AWS Ground Station WideBand DiglF # Amphinicy Blink SDR ( X E BRI GitHub &
£ /& aws-samples/aws-groundstation-wbdigif-snpp) 22 & & X 25 £ &8 T 17248 GitHub aws-
samples/aws-groundstation-wbdigif-snpp
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ERAEER

AWS Ground Station { &

AWS Ground Station 1282 AWS B EE S RARIEERR NS IR E LA, &0 LT
TEN AWS BEREFRAELNE, ESREXMNTERN AWS EiF,

AWS Ground
Station Locations

[:] p——

@ AW Ground Station Console and Data
Delivery Region

ERMEREME AWS N ESE

AWS Ground Station £ kBRI SHMEMNVETRRERMVAEEEN AWS EigF, B LliEiB
AWS SDK ListGroundStation ElfEFEEUEE#ZEFEMME THENEE, wEHBRVENTEBFEMNMT
Fin, BIB#HEES, BF2EAMNERE , AZNEERNE RSB,

Ground Station Ground Station AWS [EiE &
&% NE

B 37 Hir on 1 3% B8 T 51 H7 0 EEFEE (R
)

B4k 1 Bk Middle East
(Bahrain)

P2 1 EEREREE Africa (Cape
Town)

AWS EiFA S &k

us-west-2 TREBRMNA
AWS [Ei5

me-south-1

af-south-1

SRGHEERVERN AWS B
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ERAEER

Ground Station Ground Station AWS EE & B AWS BEA T fimst
28 g
Dubbo 1 EE, BN DAME (KE)  ap-southeast-2 FREBMRN
AWS [E1F
ERE 1 XEERR EEPE (RH us-west-2 FREBMRN
) AWS E 15
R 1 ZHEW BN (ZHEH) eu-west-1
B EM 1 BB HBM BRI (R us-east-2
1#)
BEERM 1 EEREA EETEE (RH us-west-2
)
Punta Arenas 1 Punta Arenas , mEM BHRE)  sa-east1 FREBRMNR
=gl AWS [EiF
BHE 1 EL: ML SDA[EE (H8)  ap-northeast-2
Frhnig 1 #hn3g DK & (0 ap-southeast-1
)
H SR E 1 IR HTE S BE  Europe (Stockhol eu-north-1

m)

AWS Ground Station XEH AWS B

A LUEIB AWS BB EM4 SRR EN AWS &8 AWS Ground Station 12t &R R E BRI BHEA .
BT LAE R B FIAWS Ground Station BLEER R ER [Eig & EAEEB A w2,

SlusEAAL

£ AWS Ground Station B % & et BARFFE AWS Ground Station AJEA B9 AWS [EiF, B
Ny EtELREEMELNEIRAR , FEEHA "Eurs 5, wEHEERE, Hlin, "BusEHEX
1, REUS BEM , 2 "HXE 1. £EEMEENETEIA,
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https://docs.aws.amazon.com/general/latest/gr/gs.html
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SR X#R

BT LERABATANESEEZI , AWS Ground Station BiIREHEAXE. EAXEBE—EHITE
BN RBERR , IRREAWS EE ., ERAXEBETRMRIEEH AWS Ground Station H IV E , 3 H
AILAERA B E WG UANANIIEERE | I FHRAWS Ground Station 15 25ThaE, T2\BIEFA RARMY 4L
B M8,

MEHRAXRENFMAENR , 5528 AWS Ground Station B X#R, EE#—F 7THSBBERAERX
%, AWS X& EEIB Bi4% AWS Support Center Consoleo

T #h [H TAEUh R 4R RAR

BEELVERE —HZERR. STUEA ListAntennas API 73t H TEME IR RIR. L API &
EEENGBEEERXE  SRSERENERE,

KB EFEE ListGroundStationReservations APl & &BRER , I THEBE T/EHNEEN A
%, MERBRENWFMEN K F2H AR EmEERE,

ZEMM ListAntennas , BABZFHEMAREY  REGEMAN S MBKERMETFT, WNE
HMESR  BEZREREREAVEAEREER,

4 : 5 E T/ERM XLR
T 51845165 B AR Python B AWS SDK (Boto3) 5l tH B T 4E k69 A B K ie

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list antennas for.
# Use the ListGroundStations API to find available ground station IDs.
ground_station_id = "Ohio 1"

# List all antennas at a ground station.

# This is useful for understanding the capacity of a ground station

# and for planning multi-antenna operations.

print(f"Listing antennas for ground station '{ground_station_id}'...")

paginator = ground_station_client.get_paginator("list_antennas")
page_iterator = paginator.paginate(
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https://console.aws.amazon.com/support
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListAntennas.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStationReservations.html

AWS Ground Station EREER

groundStationId=ground_station_id,
PaginationConfig={

"MaxItems": 100,

"PageSize": 20,

)

for page in page_iterator:
for antenna in page["antennalist"]:
print(f" Antenna: {antennal['antennaName']}")

print(f" Ground Station: {antennal'groundStationName']}")
print(f" Region: {antenna['region']}")
print()

45 b [ G BE AR EE

WA LAE A ListGroundStationReservations APl , i E TELBEEXENRE.,. AERRRELDN
BEER K SEENEEBEA. AWS Ground Station ERA X4 B th S B FHERER,

WERTHEE T RABBEH RSO RBTAY | WRET BB E TR ERENER,
5| Ok A

EEHHREE |, 5N ListGroundStationReservations , EFRAE#E T/ELERBIFNEREEE, AP
SEREEVERRA , EoE IT/EMAE XENRE,

LEINFREBORNENFEER

28 AWS Ground Station &F — B REEIHCSHBHEARE. TS HMAIRFHEANMEBRR
EE NS
* AWS Ground Station ERXREF — S UEERRRLEEMARE , SREHEFRFRNEA

IREBERENWEIEA, ETSEBEENBSANBSE A, WEFHMEEHR , B2 BAWS Ground
Station EH X#Fo

RERHE
SEREHE—EEL , KEXRSHN AL :

« BHEA — BHSARBARAFEBARENRERE, RERBNERSERRTENRERE |
BREENNEEREE K MARARFEEEBERR.
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- HE - HEREARRREEEMNEZEANNE, #ERE SEmaintenanceTypels HiEER

FTEIERETEISNG -

BEAEEEH

T % &5 451 65 F 5B A 74 Python B9 AWS SDK (Boto3) B AR 7 K E L ERE , SR/MRZERE
igo

import boto3
from datetime import datetime, timezone, timedelta

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list reservations for
ground_station_id = "Ohio 1"

# Define the time range to query. Reservations include both your

# scheduled contacts and maintenance windows at the ground station.
start_time = datetime.now(timezone.utc)

end_time = start_time + timedelta(days=7)

# List all reservations at a ground station for the next 7 days.

# You can filter by reservation type to see only contacts or

# only maintenance windows.

print(f"Listing reservations for ground station '{ground_station_id}'...")
print(f"Time range: {start_time} to {end_time}")

paginator = ground_station_client.get_paginator("list_ground_station_reservations")
page_iterator = paginator.paginate(
groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},

for page in page_iterator:
for reservation in page["reservationList"]:
reservation_type = reservation["reservationType"]
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antenna_name = reservation["antennaName"]
res_start = reservation["startTime"]
res_end = reservation["endTime"]

print(f" Type: {reservation_typel}")

print(f" Antenna: {antenna_namel}")
print(f" Start: {res_start}")
print(f" End: {res_end}")

details = reservation["reservationDetails"]

if "contact" in details:
contact_id = details["contact"].get("contactId", "N/A")
print(f" Contact ID: {contact_id}")

elif "maintenance" in details:
maintenance_type = details["maintenance"]["maintenanceType"]
print(f" Maintenance Type: {maintenance_typel}")

print()

# For Dedicated Antenna customers, you can also filter to show only maintenance windows
print("Listing only maintenance reservations...")

page_iterator = paginator.paginate(
groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
reservationTypes=["MAINTENANCE"],
PaginationConfig={

}I

"MaxItems": 100,
"PageSize": 20,

for page in page_iterator:
for reservation in page["reservationList"]:

maintenance_type = reservation["reservationDetails"]["maintenance"][

"maintenanceType"

]

print(
f" {maintenance_type} maintenance on {reservation['antennaName']}: "
f"{reservation['startTime']} to {reservation['endTime']}"

)

XM
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AWS Ground Station #u5iE =

B8 AWS Ground Station XF (L E#HAHBBAVFENESR, SLEESHEARESORMELEZVE
MRRERSER , BERIL TR, ESTEREERE :

- RiFEEHEMENIEE -, ETERRLUBNEEYESHEB/REER (RF) AKIMLE
LafiokyL 8

- EFEEERTE (RF) - ESFEER (FETITAHRE AWS Ground Station KEFHI /A EE RFI 3k
JR ) FNE#E (AWS Ground Station XIGE&@ M RF ARYE NI IZWRESEREEMELE ) WEED,

- EEEE - SEESETIEE AWS Ground Station FI MM IRE T RETIESERE |, HlmA A EE
WRIEEAE,

EE@EETHAREREMEE. S0, FORENTUERSUBRITERS  RF SR TERE
¥, EEEBETEAUTRORMEN, RBREHE (NDA) , ZALEM AWS Ground Station
BIEE,

EFBENEE

BR T BEMAIEH AWS Ground Station BIHEEZ /. , ERZECH ZEREEEEREPEFEEBA
HIBRE , BREEEHMIES, &1 LE AWS Ground Station case-by-casezX EEEIEEZ , LAFEREE
A AWS Ground Station BB ELE EBARTSRE, MEFMEER , FBEE AWS Ground Station
B o

M IE S A AR
WEEEME : L7 (@H) MBEEATT (EK) BB,

85/ ListContacts 124E%| 4 7] A B B 4% BF RS BF | AWS Ground Station €RIBFEE TTES THNE
BEE T BMEE, TANBEREERUER T TESTREHIFRARE, EVHAELZNEERNT
TEER  T2EER™,

BEERREEETERNREEEZIERBELTHERE  LTEYESUTISERZTANBIEERRE, B
REERTTNRATRBERRD  BELTREER LTRBESEMES EEER, T8 , L1TAR
ERBEHEBHEANDB S R BRFATRELZER, FELTEAR  SLAABEZEERHUNEST
EE,

EEAN LITHBEH 2 ERBHEHENEENN , MERXBRVEN LTRMEEMAMTE, &
EANTTREEZEMCNESS  LFERBRERE. AEMESFT , LTESETRESR TTHE
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VEE  EVREERAENBBFERBEEER LT, MELTELIERANIEERE , NEag
W E e R B G R R E A

AWS Ground Station 45 2iIhEE

A7 ELENEE , AWS Ground Station JRE—HE R RRFEINEE , AR SEREILEBE
HMENE, MASBEN - DI ITRRLZNEERFEMNENRRBRNES., EEBEAR  SUU—HE
YIETEAMRRER, ETHACERSCHHEENEBREESERETE  ERFEAPLERE, AR
EERERE , fIMRBNERR , BEANBSEREGEARTE,

B, FRAMEESXETSIZhEE

(® Note
BRIEZAERA , FATRINEF - FHERELBUNEAARE, FEERNERT , URBRE

MM Z@EEIheE , RFFRIREAZEEARR,
heeE R 58 2R & [F] HEEE Polarization Common izt
Name (BH
A1)
antenna-d 7750 - 8500 50 - 400 MHz RHCP XEEEHET MWHEFEE
ownlink MHz 1T /A AWS
Ground
antenna-d 7750 - 8500 50-400 MHz RHCP Station £t
ownlink MHz 23t
antenna-d 7750 - 8500 50-400 MHz RHCP Alaska 1 5
ownlink MHz Punta Arenas
antenna-d 7750 - 8500 50-400 MHz RHCP Lﬁ;igﬁtlﬂ
ownlink MHz REo
antenna-d  7750-8500  50-400 MHz ~RHCP SENESHE
ownlink MHz mALHRARIR
BETXBEIB
antenna-d 7750 - 8500 50-400 MHz LHCP 400MHz,
ownlink MHz
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Thee A

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-d
ownlink

antenna-u
plink

antenna-u
plink

antenna-u
plink-echo

antenna-u
plink-echo

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

7750 - 8500
MHz

2200 - 2290
MHz

2200 - 2290
MHz

7750 - 8500
MHz

7750 - 8500
MHz

2025 - 2110
MHz

2025 -2110
MHz

2025 -2110
MHz

2025 -2110
MHz

SRR

o

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

50 - 400 MHz

=3 40 MHz

S1E 40 MHz

ot

S1E 40 MHz

ot

S1E 40 MHz

ot

S1E 40 MHz

ot

=3 40 MHz

2 MHz

2 MHz

Polarization

LHCP

LHCP

LHCP

LHCP

RHCP

LHCP

RHCP

LHCP

RHCP

LHCP

RHCP

LHCP

Common
Name (BH
B

S BHETAT

X SEERRE
1T

S 5% L1TE
S

LiTEE

fmat

A G A 9 3R
EREHLE
TES,

—RABEfER
— {41t

—RABEfER
— {41t

—RABefER
— {41t

EIRP 20-50
dBW

HERRLLT
BR 51
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EEEm AR E A S & E Polarization Common st
Name (BH
£ 8)
antenna-d 7750 - 8500 =iE 500 RHCP X SRR
ownlink-d MHz MHz RIETAT

emod-decode

antenna-d 7750 - 8500 =iE 500 LHCP
ownlink-d MHz MHz
emod-decode

pL=T N/A N/A N/A N/A S EEEEK
MEN B M

*RHCP = A FEM&I{L , LHCP = EFEFE{L. MFEMILWFMAER , F2RELE .
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T #& AWS Ground Station 21{i1# f ephemerides

T, RRERYE  REERXUAIFHNERIENER. RELLRE  LEREEREXE
#, ERHEERERTAZHNTNSEE/ER.

Ephemeris AP St 5748 B 5T E B 1B AR = &%) AWS Ground Station , AMEEREHELEMER, EXE
RFMEYEE B ERE Space-Track WHERERMYE (F2H  BRTREER). BMZEL Orbit
Ephemeris Message (OEM), #{Tit3& (TLE) MANMEA KR BERIEHEER,

AWS Ground Station £ ephemeris E#l , 183 AWS Ground Station #33& 12 A9 ephemeris F1E
B RERYEHEAMBEAT A, BIBEN , MRENFEEEERAN NORAD ID , BIFREEHEUE
{AE)¥ER AWS Ground Station 12 ephemeride,

HEBFTERLINREEREE. RERBE A Space-Track L R E#HR % AWS Ground
Station , AR ZEIEE,

%% , AWS Ground Station XEFURABN A IRCEREERREO LG , MEFRERHEENE
&, EBEAREAFEERNEATKRIANMEZR/ERREQRRER.

&
RRERHEER
- REEFFTERMEER
- £/ B3] ephemeris 78 B B##& A
- TREFRHL ephemeris
NSEEN B TRHEIL
- EREFE5% ephemeris E ¥}

FERERHEER

BIRFEEE , AWS Ground Station AR B Space-Track WABATAER , MEFEEHRKIEME
fEREZ At AWS Ground Station ELFERMNETHER, SELTRMTERREE NORAD ID +HEH!
ME1TITESE (TLES). FIETER ephemeride WEBEIEFA 0. H Lt , EiB ephemeris APl LEHE
M RIBHEE] ephemeride —EEFLUEBE , HEXIEFXEA 1RES,

7248 NORAD ID WEEXEBETERMER EEZHP AWS Ground Station., filin , BIEES SR =
# Space-Track B ##EBNEETEE NORADID, MEEE LERTEEL. MBERHUBITERM
BERWEMER  F2E  BHATEEEER,

EREREEN 52


https://en.wikipedia.org/wiki/Ephemeris
https://www.space-track.org/
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://www.space-track.org/
https://www.space-track.org/
https://en.wikipedia.org/wiki/Satellite_Catalog_Number
https://en.wikipedia.org/wiki/Two-line_element_set
https://www.space-track.org/

AWS Ground Station EREER

RHEBTTREESR

/A Important
ephemeris API B 81 E A T8 Bk

EEZEERREMY Ephemeris APl WEE., IREEELEHTEREERNING , FEB ML
AWS & ZFEAWS Support Center Console, R EBKGEREEE , AENBEESREA L INEE

BLE

Ephemeris AP /5748 B 5T E i B AR = &%) AWS Ground Station , AMEEREHEEEMER, EXE
Y ES BB RE Space-Track WERERMYE (F2H  ERITHEER). EPFZEE Orbit
Ephemeris Message (OEM), #1T7T% (TLE) MAMBEARN BRI EMHE R,

AWS Ground Station #& ephemerides R AB AL FHEE R, MBEERALRATIEE , AWS B EH
ephemeris BRI RIZHHEZE X &,

FEBFTERMLT L E B RE. B EE WA Space-Track EK{LIE B KR AWS Ground
Station , AR ZERE,

EEHEANERMESHETHREDE  F20 . NE2EERNETMENS
24 - £ FREFRMHN ephemeride AWS Ground Station

MERELR FREFREANTREERNFME TR AWS Ground Station , FFZBER FRAEFREHEN
FRMEER AWS Ground Station , AR HAHBIEERY GitHub £ &E aws-samples/aws-groundstation-

%0
21t TLE ephemeris & ¥l

/A Important
ephemeris API B BIERABMREE

EEFERFRMYE Ephemeris API (97FHL, REFELEHTERMEERNINGE , &8 B
AWS F# ZFEAWS Support Center Console, R BERKGEEEE | AENEEEREA L INEE,
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T E (TLE) ERERFEEHENZELER . Ephemeris APl 254§ TLE M E R LEZE AWS
Ground Station , AFREFEREER. SELTRMYMESERKE Space-Track WHEEREHFENE
(5820 : ¥Ea %?EH HER,

AWS Ground Station #& ephemerides R ABACAEE R, MEEEHLZATIEE , AWS #EH
ephemeris ER R BEDETZE,

HEBET TLE gt BB R E. BEEE WA Space-Track ERLH B HI#R¥%E AWS Ground
Station , AR ETERE,

(® Note

EAFEREREEB BB IR 85T ephemeris B |, BRI L& 00000 TLE WEER
SRERISMNAL , LAK 000 TLE EFRIE MM B SRIEI S ( Hlin 24000AF R 2024 FRAEH
HiEg ),

mE TLEs A MFHEN , F2RETIRE,

#3 TLE ephemeris

B LAE A API 1 #9 CreateEphemeris B4E3RE I TLE ephemeris. AWS Ground Station Lt E{E#
FRBERAXPNERSRIEEN S3 FEEFrE LLETREER,

EEVEE | L& ephemeris 8 ephemeris :%E% , VALIDATINGI: BREIER L THERE , LURE
*ﬂéiﬁiﬁ ephemeris BB ERIE A. REE ephemeris BBtk T/E7RIER , ENABLEDF S EHAR
Bi4& Ao ZHE M DescribeEphemeris BV EBFMEARRE , A CloudWatch 44 3RIE it B s AR A8
g8E,

EEHBYNTRESHETHEDE  B20 . AESHEXNEEEEH
&6l FEiB API BV #1TuE (TLE) KT

AWS SDKs #1 CLI , AWS Ground Station i&i8 CreateEphemeris FEAY#E# 1T T & (TLE) £ ERFM
BpLEE, Jttgﬁt’fiﬁﬂﬂ—rﬁﬁﬁAHEfJCﬁEE’Jﬁ SERMER (FE2H ERTEEER). LEsIR
g EAAWS 5B AR Python B SDK (Boto3) BT bR 4,

TLE £ =2 JSON &MY |, A& — %@ TLEs SBEE—i2 , LLEBEFEEHI, TLEs £4+ K TLE
MHATREBES , ROTURAREBENG (B TLE £4 7 TLEsZ BB EME ) . 4] TLE £
TR :
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"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

(® Note
TLEs ££FF TLE WESEEE /BT ME , TEERAE R EEI,

& T LEIR boto3 AWS Ground Station FiFim L& TLE & , A FAFR :

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create TLE ephemeris

tle_ephemeris = ground_station_client.create_ephemeris(
name="Example Ephemeris",
satelliteId="2e925701-9485-4644-b@31-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
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priority=2,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

}I

print(f"Created TLE ephemeris with ID: {tle_ephemeris['ephemerisId']}")

A& E] ephemerisld , A] A RATE R XK Z:#E ephemeris, Hila0 |, AT a] LAGE A LR AL R 2
ephemerisld >R¥ 5 ephemeris AREE :

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create a TLE ephemeris
print("Creating TLE ephemeris...")

tle_ephemeris = ground_station_client.create_ephemeris(

name="Example TLE Ephemeris for Description",
satelliteIld="2e925701-9485-4644-b031-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={

"tle": {

"tleData": [
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"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

iy
ephemeris_id = tle_ephemeris["ephemerisId"]
print(f"Created TLE ephemeris with ID: {ephemeris_id}")

# Describe the ephemeris immediately to check initial status
print("Describing ephemeris...")

response = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)
print(f"Ephemeris ID: {responsel['ephemerisId']}")

print(f"Name: {response['name']}")
print(f"Status: {response['status']}")

LU T2 DescribeEphemeris B)YE#) &35 B FE

"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ1",

"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2\": \"2 25994 98.2007 30.6589 0001234 89.2782

18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,

\"endTime\": 16208595120003}3}]1"

}

44 TLE ephemeris &%} 57


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html

AWS Ground Station EREER

}
}

BEIBE DescribeEphemeris B A CloudWatch B4 REM FENEREEHNRE  BA

CHRLKEBIERLRETIFERE | FRERESR ENABLED I 7] AR HFEM S THBIAE A

SEE |, £ LR25004 %610 | TLE S5 77E TLEsHE NORAD ID %EM &% # 27 Space-
Track EREFEIKK NORAD ID,

&5l - 1% S3 fE1ZETEE L& TLE ephemeris &%}
B LU BE QTR S8  E1ER S3 RFEE L{E TLE ephemeris 8., AWS

Ground Station R REFEEH. B8 PREERINZRFFMEEA AWS Ground Station , 2

B : REEE R N2 AWS Ground Station.

LA 2 S3 #1FET# L& TLE ephemeris £ RMVE 51

import boto3
from datetime import datetime, timedelta, timezone
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.tle"

# Create sample TLE set data
# Note: For actual satellites, use real TLE data from sources like Space-Track
tle_set_data = [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=3),
},
I
{
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"tleLinel": "1 25994U 99068A  20321.54719794 .00000075 00000-0 26688-4 0
9998",
"tleLine2": "2 25994 98.2007 33.6589 0001234 89.2782 18.9934
14.57114995112342",
"validTimeRange": {
"startTime": datetime.now(timezone.utc) + timedelta(days=3),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),
.
},

# Convert to JSON string for upload
tle_json = json.dumps(tle_set_data, indent=2)

# Upload sample TLE data to S3
print(f"Uploading TLE set data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=tle_json, ContentType="application/json"
)
print("TLE set data uploaded successfully to S3")
print(f"Uploaded {len(tle_set_data)} TLE entries covering 7 days")

# Create TLE ephemeris from S3
print("Creating TLE ephemeris from S3...")

s3_tle_ephemeris = ground_station_client.create_ephemeris(
name="2022-11-05 S3 TLE Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"tle": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created TLE ephemeris with ID: {s3_tle_ephemeris['ephemerisId']}")
21t OEM ephemeris & ¥}

/A Important
ephemeris API B 81 & 78 EARAE
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EEEEREMY Ephemeris APl WEHl, IREGEE TEHTEREERNINEE  BFE8 B
AWS 3z ZFEAWS Support Center Console, B EBKGEREEE , AENBEEREA L ThEE,

B

Orbit Ephemeris Message (OEM) & —BEENEN , ARKTRAZMENIFER ., Ephemeris API 7t
2% OEM EB5{t /&%) AWS Ground Station , AEEFERLEFEH, EELERUYESERRA
Space-Track WTERERMHYE (F2E  ERTHEER).

AWS Ground Station #& ephemerides RRABALFAEER, MREFEHIEFAINEE , AWS A
ephemeris ER RIZHHBEDE X E,

EEEET OEM BB TR EEH RE, BRERAETA Space-Track HELH RHIRE AWS
Ground Station , AR5+ E&/E,

® Note

EAFEERREE B HRIE 22 85T ephemeris B |, BATLUE satelliteId AR OEM
OBJECT_IDHIER A -
% OEMs &M E , 552 OEM ephemeris 13,

OEM ephemeris &=

AWS Ground Station 181 CCSDS Z# &R OEM B F£4t#Y Ephemerides , B8 — /MR

#l, OEM EREA KVN 18X, THRHIX OEM FHFEHMAL , LAK B2 CCSDS Z# AWS Ground
Station WZEZE,
@B} WAL E£E CCSDS AWS Ground it
Station X E
258 CCSDS_OEM = = VEE:20
_VERS
COMMENT & ra
SR & &
CREATION _ b =
DATE
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&= B WL FE CCSDS AWS Ground fmaE
Station ¥ E
RiA [ RS = =
MESSAGE_ID ) =)
s R META_START = =

COMMENT =) =)

OBJECT _NAME = =

OBJECT _ID s =

CENTER_NAME = P ME(E : #hBK

REF_FRAME = = BEIZH
8 : EME2
000. ITRF2000

REF_FRAME o T E TFE K

_EPOCH AEZH
REF_FRAMEs
BEHRE epoch

TIME_SYSTEM s = ME{E : UTC

START_TIME = =

USEABLE_S ) =)

TART_TIME

USEABLE_S o vy

TOP_TIME

STOP_TIME = =
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&= B WL FE CCSDS AWS Ground fmaE
Station 4 E

Z DDOT B = E PRE km/
sN2
HEBYARfE BB R B =
EPOCH & A
DISC_REF_ & A
FRAME
Ne#l o 7 _1= 1k = =

* IR OEM 1 AWS Ground Station 88 FXEMNFMAERF , OEM G KRB ERE,
B4 #) CCSDS {ZXMEZERZE AWS Ground Station % :

« CCSDS_OEM_VERS %ZAR 2.0,

- REF_FRAME #4782 EME2000%, ITRF2000.

« REF_FRAME_EPOCH 3% #& AWS Ground Station,
« CENTER_NAME #4782 Earth,

« TIME_SYSTEM %&£ UTC,

« INTERPOLATION #1 INTERPOLATION_DEGREE #:2 AWS Ground Station & F 2 #t#Y ephemeris
HSEIEH,

« AWS Ground Station AFFF 2SR HAE M E RN OEM EREREREN S1THEAE |, U=
CCSDS 5.2.4INTERPOLATION_DEGREE.7, FEMER T , AWS Ground Station #&FEH/ PR BIER
BT NWRSIEMHEEINTERPOLATION_DEGREE,

KVN #& BV €5 5] OEM ephemeris
LR R JPSS-1 A EEBEFHEMN KVN 183X OEM ephemeris B ET & 51,

CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430
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CREATION_DATE 2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02
-6.944807075000000e+03 -5.784245796000000e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02
-7.030938457373539e+03 -5.810660250794190e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02
-7.090262617183503e+03 -5.814973972202444e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02
-7.122556683227951e+03 -5.797176562437553e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02
-7.127699477194810e+03 -5.757338007808417e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03
-7.105671911254255e+03 -5.695608435738609e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03
-7.056557069672793e+03 -5.612218005854990e+00
1.043421397392599e+00

#3 OEM ephemeris

-1.860082793999999e+03
4.347501391999999e+00

-1.595860765983339e+03
4.457103652219009e+00

-1.325569732497146e+03
4.549739160042560e+00

-1.050238305712201e+03
4.625064829516728e+00

-7.709137891269565e+02
4.682800822515077e+00

-4.886583601179489e+02
4.722731329786999e+00

-2.045451985605701e+02
4.744705579872771e+00

OEM ephemeris AT BAfE A API H# AWS Ground Station CreateEphemeris BIfEZ 3L, W EN1EAS

ARAXHHNERSEEEN S3 MEFE LETREER,
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IS LEER | L& ephemeris 1% ephemeris 5%E 4 , VALIDATINGY: A EIERZL THERE , U
FHMEERB ephemeris BBEBIZA. RBETE ephemeris BBl THERER | ENABLED?%ﬂ%EFﬁ
REBiFEA . BPEZERE DescribeEphemeris BB BFEARRE | SE A CloudWatch 44 38 Ht B Btk
HREEFE,

EEHENNERMESHETHRERE  F20 . HNEZEEXNEEESH
#f - # S3 AT #E L& OEM ephemeris & #l

BHaEBRE QR EFEBNY4 SR , BiERK S3 #EFEr# L& OEM ephemeris 83, AWS
Ground Station R FREEEM . B8 PRREERINZAFMEEN AWS Ground Station , 2
B : WRAREE R NZ AWS Ground Station,

LA 21 S3 #1788 L8 OEM ephemeris & &4l

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"

object_key = "test_data.oem"

# Create sample OEM data in KVN format
oem_data = """CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE = 2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME =J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
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INTERPOLATION_DEGREE = 5
META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

# Upload sample OEM data to S3
print(f"Uploading OEM data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=oem_data, ContentType="text/plain"

print("OEM data uploaded successfully to S3")

# Create OEM ephemeris from S3
print("Creating OEM ephemeris from S3...")

s3_oem_ephemeris = ground_station_client.create_ephemeris(
name="2024-07-22 S3 OEM Upload",
satelliteId="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
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ephemeris={"oem": {"s30bject": {"bucket": bucket_name, "key": object_key}}},
)

print(f"Created OEM ephemeris with ID: {s3_oem_ephemeris['ephemerisId']}")

AR R ¢ DescribeEphemeris BIEEEMNERIEF , ZBESEHE L —EHEFIRXBER D LEN
OEM ephemeris FERY,

{
"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde41049-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}
}
}

REFURATRHEER

/A Important
FURAZGREFHENEREENRE  EZHEMA
HRERBENWTALEE, EMNEARA , FURATHUEIES R ESNFEES,. T
EERFRMUNERMEINGEERE. UECREFRARANEERREREFNFHEEN , FE
B B AWS X8 EFAWS Support Center Console, &/ BBk AS 5|8 18 52 5 43 7 5 F =41
R AHERERF.

B

FluARSTRERf—FEREERRERNTANGZE  MEFTREFENEEA, ETHLEER
FEDENTRMER K MREASEEENAINVANSEAE  AFRREREBEPHVE,
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AWS Ground Station #% ephemerides i & BA LA EE K. MREFANZEAINGE , AWS A
ephemeris BRI R HHED B X &,

BAEETIRMPEBRER

- PHIRAEXE  EREBNEHHERE (LEOP) Hif , ERAEABHENIEER , RESHRE
iﬁEH%—O
- BRITERER | BERREERFIIETREUESSHRERE,

(® Note

ERABVRAERER , TRESEHEAREFRTEREFE ARN, NRREHKEE ARN ,
ENEEsEBHEERT , EAUAKSERY  BARXRED , MARIITERFIEELIR
gt . BuABKSERSEREIGHEE  YERXMENRREQD LR,

FA B R R EREN

FBREREERBEBELTANEREAR  AENER. SEERBISHERERBEEN
—RIFLANSES.

FBKETSEERNERETHES

- Ground Station : A4 A Ltk 75 7 A B IK E R 45 7 b T TR,
- AEBEN : AEKREEN (DEGREE_ANGLE = RADIAN).

- BE —fESZEFERINAFVANSEAESRS.

- FEFELAE EEHEBEEBENER S NS EE.

BREERHAFE :

- 2% epoch (ERMNERRRH )

- BRNSEEE ([ EROBARBNEREER )
- 245 @ARBEER S/ LAY

F LR F PR H R4

« HUE :-180° % 360°
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- MEMNAFN : -mH 2w

- FHE# :-90° F 90°

- MENLH : -m/2 B n/2

- BEELATESERERRGEEIEFHES

- BERTBSERELES

MEHMET , 5528 CreateEphemeris AP 3XHH TimeAzE|l EXI IR,

BYFVRATRMNE

FHAZKENZFEAMEER CreateEphemeris API EiEZ . , 1B ephemeris azE1 3%, B TLE M
OEM ERMEZERNTEEERSL .

. BB EgroundStationZ

- NARFBRPEM satelliteld B¥

- BRIEFBREFAER (BELSUAUBKERFEREBEAE )

- BEEBSEELBE S BAA LAY UXESE 4 BIEFWIERGRHS
« CreateEphemeris API X #FHEHHEREE T HM R HIFER

TR, L& ephemeris €1 ephemeris X E 4 , VALIDATINGYE BN IEE L TIERE , SARE
MELRE ephemeris WEBEBIZEA. AEEBEABBYIEREAERERA &, TSEATR
M Bt #& AENABLED, f&FERZERF DescribeEphemeris B E B MARRE | SifE A CloudWatch B4 3B K
ERMEAREEE,

EEHENNERESAETREDE K F28 . SEIEHEXWETHES
il : FEIB API B AL A BIKERE

T 5 €545 7~ &5 fn4a] {6 A 38 A A Python B9 AWS SDK (Boto3) 237 57 5 8K MY

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris
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azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Ohio Ground Station",
ephemeris={

"azl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

}I

print(f"Created ephemeris with ID: {azimuth_elevation_ephemeris['ephemerisId']}")

TR EE B
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import boto3
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "azimuth-elevation-bucket"
object_key = "singapore-azimuth-elevation.json"

# Create sample azimuth elevation data

azimuth_elevation_data = {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
},
{

"referenceEpoch": "2024-03-15T10:15:00Z",

"validTimeRange": {
"startTime": "2024-03-15T10:15:00Z",
"endTime": "2024-03-15T10:30:00Z",

},

"azElList": [
{"dt": 0.0, "az": 70.0, "el": 35.0},
{"dt": 180.0, "az": 75.0, "el": 40.0},
{"dt": 360.0, "az": 80.0, "el": 45.0},
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{"dt": 540.0, "az": 85.0, "el": 50.0},
{"dt": 720.0, "az": 90.0, "el": 55.0},
{"dt": 900.0, "az": 95.0, "el": 50.0},
1,
+
1,

# Upload sample data to S3
print(f"Uploading azimuth elevation data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name,
Key=object_key,
Body=json.dumps(azimuth_elevation_data, indent=2),
ContentType="application/json",

)
print("Sample data uploaded successfully to S3")

# Create azimuth elevation ephemeris from S3
print("Creating azimuth elevation ephemeris from S3...")

s3_azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Large Azimuth Elevation Dataset",
ephemeris={
"azl": {
"groundStation": "Singapore 1",
"data": {"s30bject": {"bucket": bucket_name, "key": object_key}},

iy

print(f"Created ephemeris with ID: {s3_azimuth_elevation_ephemeris['ephemerisId']}")

S3 Y EEE JSON &1 , HhEsRlEx L EHAFhARERBRANSARAER,
REER T B KT RS A
ERAFVABREREFRRREBIEAR  BEFZHE TLE M OEM TRMEAFHRAE :

1. f£ CreateEphemeris B3 5V &EBKEE
2. %1% ephemeris EZZIENABLEDR&E
3. £ ReserveContact ¥ HELIE & = K 78 B Bif% A
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import boto3
from datetime import datetime
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create an azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")

create_ephemeris_response = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Contact Reservation",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

1,

iy

iy

ephemeris_id = create_ephemeris_response["ephemerisId"]
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print(f"Created ephemeris with ID: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Reserve contact with azimuth elevation ephemeris
print("Reserving contact...")

contact = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-mission-profile",
groundStation="0hio 1",
startTime=datetime(2024, 3, 15, 10, 0, 0),
endTime=datetime(2024, 3, 15, 10, 15, 0),
trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact with ID: {contact['contactId']}")

(® Note

REEGT BRI RIENBIE AR , TREEEMHK satelliteArn 28, RIREEBIEHEE

BEENFVUANSESE,

BI| T A Y B A
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import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Step 1: Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Stockholm AzEl Ephemeris",
ephemeris={

"azl": {
"groundStation": "Stockholm 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-04-01T12:00:00Z",
"validTimeRange": {
"startTime": "2024-04-01T12:00:00Z",
"endTime": "2024-04-01T12:30:00Z",
},
"azElList": [
{"dt": 0.0, "az": 30.0, "el": 15.0},
{"dt": 360.0, "az": 45.0, "el": 30.0},
{"dt": 720.0, "az": 60.0, "el": 45.0},
{"dt": 1080.0, "az": 75.0, "el": 35.0},
{"dt": 1440.0, "az": 90.0, "el": 20.0},
{"dt": 1800.0, "az": 105.0, "el": 10.0},
1,
}

1,
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ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Step 2: Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")
while True:
describe_response = ground_station_client.describe_ephemeris(
ephemerisId=ephemeris_id
)

status = describe_response["status"]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
elif status in ["INVALID", "ERROR"]:
# Check for validation errors
if "invalidReason" in describe_response:
print(f"Ephemeris validation failed: {describe_response['invalidReason']}")
raise RuntimeError(f"Ephemeris failed with status: {status}")

print(f"Current status: {status}, waiting...")
time.sleep(5)

# Step 3: List available contacts using the azimuth elevation ephemeris
print("Listing available contacts with azimuth elevation ephemeris...")

# Convert epoch timestamps to datetime objects
start_time = datetime.fromtimestamp(1760710513, tz=timezone.utc)
end_time = datetime.fromtimestamp(1760883313, tz=timezone.utc)

contacts_response = ground_station_client.list_contacts(
startTime=start_time,
endTime=end_time,
groundStation="Stockholm 1",
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},
# satelliteArn is optional
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satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",
missionProfileArn="arn:aws:groundstation:eu-north-1:111122223333:mission-
profile/966b72f6-6d82-4e7e-b0@72-f824QEXAMPLE",
)

# Process the results

if contacts_response['"contactlList"]:
print(f"Found {len(contacts_response['contactlList'])} available contacts:")
for contact in contacts_response['"contactlList"]:

print(f" - Contact from {contact['startTime']} to {contact['endTime']}")
print(
f" Max elevation: {contact.get('maximumElevation', {}).get('value', 'N/
Ao
)
else:

print("No available contacts found for the specified azimuth elevation ephemeris")

(@ Note
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HRANMNEBEAHZRM , AJaE2 % ReserveContactEBERPERE satelliteArn 28 , MAL
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satelliteArn,

BiEEAE TERRE
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1. List-then-reserve TYEFRIE : % fEM ListContacts 5 H Al AR B4R IS ER , AR BRI RBEBER
B, ECEETEECHEEMETANBER , L EEEEFR.

2. EEREIERE  EERBRFEFBRNBEA , MAEINEHTANBEA. ELESKRAEMEN
BiENEN EEEATAEHRER , kA EIFEEFTA.
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g6l : FIHAYRELRNABKSE

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="AzEl Ephemeris for Contact",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

B E THERE 78


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListContacts.html

AWS Ground Station

ERAEER

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

},
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:

status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts
print("Listing available contacts...")
contacts = ground_station_client.list_contacts(
# Note: satelliteArn is omitted for azimuth elevation ephemeris

IERRE 1 FIHTANBEA  RRRE
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groundStation="0hio 1",

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-profile",

startTime=datetime(2024, 3, 15, 10, @, @, tzinfo=timezone.utc),

endTime=datetime(2024, 3, 15, 10, 15, @, tzinfo=timezone.utc),

statusList=["AVAILABLE"],

ephemeris={"azEl": {"id": ephemeris_id}},

if contacts["contactlList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-
profile/example-profile",
groundStation="0hio 1",
startTime=contact["startTime"],
endTime=contact["endTime"],
trackingOverrides={
"programTrackSettings": {"azEl": {"ephemerisId": ephemeris_id}}

iy

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

&5l - A TLE ephemeris 5l #1{R &8

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Create TLE ephemeris
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print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="TLE Ephemeris for Contact",
satelliteId=satellite_id,
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=7),
priority=1, # Higher priority than default ephemeris
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24075.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

start_time = datetime.now(timezone.utc) + timedelta(hours=1)
end_time = start_time + timedelta(days=1)
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contacts = ground_station_client.list_contacts(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
groundStation="Hawaii 1",
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",
startTime=start_time,
endTime=end_time,
statusList=["AVAILABLE"],

if contacts["contactlList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-
profile/example-profile",
groundStation="Hawaii 1",
startTime=contact["startTime"],
endTime=contact["endTime"],
# Note: trackingOverrides is optional for TLE/OEM
# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
else:
print("No available contacts found")

THERRE 2 . EEBIEHES

L THERESERREBEA K MAFEIETANEER, ERCKEANEMFENBEREREETEFE
BLHER |, LAEREBR

g6l . ERAFVABRKERENERRE

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
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ground_station_client = boto3.client("groundstation")

# Define contact window

contact_start = datetime(2024, 3, 20, 14, @, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 20, 14, 15, @, tzinfo=timezone.utc)

# Create azimuth elevation ephemeris for the specific contact time

print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact AzEl Ephemeris",

ephemeris={

"azel": {
"groundStation": "Ohio 1",
"data": {

"azElData": {

"angleUnit": "DEGREE_ANGLE",

"azElSegmentList":
{

"referenceEpoch": contact_start.isoformat(),

L

"validTimeRange": {
"startTime": contact_start.isoformat(),
"endTime": contact_end.isoformat(),

I
"azElList":

{"dt":
{"dt":
{"dt":
{"dt":
{"dt":
{"dt":

]I

}I

L

0.0, "

180.0,
360.0,
540.0,
720.0,
900.0,

az

IlaZ

"az

"az":

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:

: 45,0,

az .

az .

"el": 10.0},
50.0, "el": 15.0},
55.0, "el": 20.0},
: 60.0, "el": 25.0%,
65.0, "el": 30.0},
70.0, "el": 35.0},
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status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

# Note: satelliteArn is omitted for azimuth elevation

missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-profile",

groundStation="0hio 1",

startTime=contact_start,

endTime=contact_end,

trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact: {reservation['contactId']}")

&5 : A TLE ephemeris E#{R &

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Define contact window (based on predicted pass)
contact_start = datetime(2024, 3, 21, 10, 30, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 21, 10, 42, @, tzinfo=timezone.utc)

# Create TLE ephemeris
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print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact TLE Ephemeris",
satelliteId=satellite_id,
enabled=True,
expirationTime=contact_end + timedelta(days=1),
priority=1,
ephemeris={
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  24080.50000000 .00000075 00000-0

26688-4 @ 9999",
"tleLine2": "2 25994 98.2007 35.6589 0001234 89.2782 18.9934

14.57114995112000",
"validTimeRange": {
"startTime": (contact_start - timedelta(hours=1)).isoformat(),
"endTime": (contact_end + timedelta(hours=1)).isoformat(),

}I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(
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satelliteArn=satellite_arn, # Required for TLE ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",

groundStation="Hawaii 1",

startTime=contact_start,

endTime=contact_end,

# Note: trackingOverrides is optional for TLE

# The system will use the highest priority ephemeris automatically

)

print(f"Reserved contact: {reservation['contactId']}")
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AWS Ground Station ZF A Amazon S3 EFEEFEFAESE., NEFIMEANWREA , F2EERR
Zim BhET GBI A4S E UE — 2 — 8,

EventBridge #3 RI4H &8

EventBridge S BIEFERA THEHER , AFEFTE Ground Station B#iSARERE .

{

"source": ["aws.groundstation"],

"detail-type": ["Ground Station Contact State Change"]
}

HEMBRHEMRE (FIMKRK) , BULHEFREAEERYS

"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"],
"detail": {

"contactStatus": [
"FAILED_TO_SCHEDULE",
"FAILED",

"AWS_FAILED",
"AWS_CANCELLED"
]
}
}

MEFEA Lambda BEE Y EventBridge £ BIRFFMHEREE , F2E (Amazon EventBridge fEF &1
M) FREYEEMHMERERNRA

REA RN BELH EventBridge 3 Al

A LA N EventBridge $ 8| , LB B E EEHIGARRERE, Hi0

- BB AELIIEREZEA
« #83 Lambda EHE , LUEBIEEAREEEIR PREPASS
o FOERERARRPISTERAEITIER

WMFEERE AWS Ground Station E4-#) EventBridge R AIMIFFMER , 552 B AWS Ground Station f#
A E#881t.

BB RERE 87


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule.html

AWS Ground Station EREER
= [+ == =
REEBKNEZEE

RIEHFEE R

H M AWS Ground Station KIEEXAER , AiLtbE FHEBENEBEERListContacts e EME
FRE 6 RBETHEETRE.,. EEEEWEE

1. REEZ —EREHEMRE

2. ERERBRERERESE

3. AIREMGE  BERRAFAGHEA

4. £/ EventBridge 4R EEEFAILED_TO_SCHEDULEARRE

Ephemeris 5 5% I

iAa01E , ephemeris 2AZBE A ENABLED AREE |, FBEE A CRRBEIZ A, BIBZTRFMENERI A/
REEFEFEELVETIL)ENRRE, TEARBBEAZE , BHEORBERMRE,

BiRREEEE

£ F B 5] ephemeris B :

- RGN ERMEZEBRSEEEREFERE

- HRAVAASERY  FRIACTEAZBBED  AESRXBRRSEULHES LS
o REARROEIKZE  BEBTRHEBHGE

KERFMEEZRERN API £8

ReserveContact API {TARERMSLERME

Ephemeris F# satelliteArn 4 E trackingOverrides 4
TLE = B (1EA)

OEM = B (1EA)

FALEH B (EH) =

BRiEEENZEE 88


https://docs.aws.amazon.com/ground-station/latest/ug/locations.site-masks.html
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T BR{E A RLE ephemeris

Ephemerides EREEIERF. BHKEBNBANER, EL£T—BREEBENBARERN

ephemeris,

TLE 1 OEM 1t

¥ OEM #I TLE B ER , SEFERGEE —BEEREERNEMMERADRE, SERANRSEL
B ephemeris , HiBHEIEFE 2 R IKH ephemeris. BEIEFEMARREBEIEFBS, ListContacts
BRI ABKSEARALTFEAER, WRZ{E ENABLED ephemeride EFHREINELIER , Rl
SFEARIEEIREFHN ephemeris.

® Note

AWS Ground Station ¥ S {E# 2ENABLEDE FREN EEMHE EEREE L

( 582 F : Service Quotas), BEEEREER -EERMEHER | BMER (£H
DeleteEphemeris) &M ( f£A UpdateEphemeris) RIEBELIEF/ REEINE FIRHER
HEH,

MREHABIERMEER , ABNRRZE TR ER EHFENABLEDAREE , BITNRAA , AWS Ground
Station M EAFHENTARERMEER ( RE Space-Track), LLFEEE ephemeris WEXIEF % 0.
FIBKEEF

FHUABKREESFWEESNE OEM M TLE ¥ & FFRE. SEANABKRSEHLREISEH
HEAHER , B EELIEF., ECHEEREAVAASTRMENERR K CEPAREETEER
trackingOverrides 88 FEAN A NAF S E R,

FUABRABNEIEZR

- BELIEFRE - LARENSEBEANTRME
o 4 TE B TE UG - 5B i B T AR B4 TE b T U N A
- REEBEA - MREENEIERTA , BigERH

T R FABRLE ephemeris 89


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListContacts.html
https://docs.aws.amazon.com/general/latest/gr/gs.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
https://www.space-track.org/
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® Note

FUABRFEFAIEE OEM M TLE ¥ 8 FHF. REBIEAR | RITSHAMEIUE LS
A, BREEEEERBREEM.

MERMEES T HEREANTE
£ DescribeContact AP| FEBEE/ERFN T RUEEFRE , RRGETETHE EHEREANEE,

# OEM M TLE ERMHER , LEFHERMEERZIHFERNBERIKREZVEENBERR |
MARFEHEEREATEREER, NRATEMONVERBEATFHERMEEZERK , IBHRAZM
EEH/EERLESZNRE , ETRGERREXENEEEBRBAEE. At , RMEBRLELE
B2 5 BT ephemeris R K Z R ephemeris 2% , BUE M EFHHERE R R BILE A

£ DescribeContact API , R a] BALb B IRV BERE Bt A& A FIEE Y visibilityStartTime
startTimeendTime#] , LA X /452 WA vk B MR VERY A Z2 il T 5% 58 A 1Y R SR Bt A% A 2B
DvisibilityEndTime, MREBIZFECEMEBFHERRVBZ LR , BRHEETERBETR
MEESEE (BR300 )., BUBARBIBMEHER , BUEREIREEELER. UFEUEBS AN
& , 5526 : Ground Station FAQs,

HRAUABREET , FRBEASERREBEABBRNBELE T, NRCRETHHRHE
B CRARR | G SUBUS R EAT R LA FH AL HBHE A
HSEE/ B s ZREe1L

EIBF N GetSatellite 5% ListSatellites B)4E , A LAREELH 810 AWS Ground Station AR EEFHENE
B, EMES EESER B i FEA S ephemeris WHEER, hERFMEPBERNENEEZE WEET
M PR E R AWS Ground Station MFEFR L IFEHEERARE,

® Note
FARKENASEEEMEIN | itk GetSatellite 5 ListSatellites T &EE, EEHEIS
N ABHR¥EEFHMEEBEN , 55EH DescribeEphemeris API B4 EXEF ID, SfEA
ListEphemerides EB EIRENMATH¥XE T

BRBEARILETE sourcefl epoch #L. epoch 2# Space-Track IREXVHE1T TR EM epoch
BB EE AEEFH RN,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://aws.amazon.com/ground-station/faqs/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
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E15] ephemeris sourcefy{8% , CUSTOMER_PROVIDEDIf £ ephemerisId #{z P2t — 5l
o LLME—EBIRF ] FHAEIB DescribeEphemeris BIfEE# ephemeris, #1ER1E AWS Ground Station
%8 CreateEphemeris BifE L {EZ Hif A ephemeris #8ik&#HE , AlgEEEAname (L,

mBLER  GRMERRER BREERH , AWS Ground Station H tLEEIRYE ¥ R B AL API BFIETE
EREREERRER,

5 FH785% ephemeris B{E £ GetSatellite 2[5 £l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 1528245583.619

$F B5] ephemeris B{E £ GetSatellite &4l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"name": "My Ephemeris"

f FATERR ephemeris M £ GetSatellite = £l 91


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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Sl AR SRELY

HRGUEERFEFTREERE , NI EFEEATE APIs REERMENEAABER

1. £/ ListEphemerides S & IREFHFBE¥XEF , @/ HFNABIK¥EEF. B UKARER E B
MREBETEER,

2. £ DescribeEphemeris Bt 4%E ephemeris ID REWS 5 #BK ephemeris BIEEME Ao

3. f£ A DescribeContact & E A4S EBIAE A ID , UEVE AR BHE A MM ER

ListEphemerides EIFEEEHI , DIEFH LA FH = ERFHE -

{
"ephemerides": [
{
"ephemerisId": "abcl2345-6789-def0-1234-5678EXAMPLE",
"ephemerisType": "AZ_EL",
"name": "Azimuth Elevation for Ohio Ground Station",
"status": "ENABLED",
"creationTime": 1620254718.765
.
{
"ephemerisId": "def45678-9012-abc3-4567-8901EXAMPLE",
"ephemerisType": "TLE",
"name": "TLE for Satellite 12345",
"status": "ENABLED",
"creationTime": 1620254700.123
}
]
}
(® Note

£ ListEphemerides EIfER , FABIKF¥E FiEEE groundStation L , MA=
satelliteld ¥y , EHZREE,

A NAABRENLY 92


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html

AWS Ground Station EREEmR
B[R ZFE5% ephemeris EXl

B8 LERFT ephemeris BRI , R BERXIIERE AWS Ground Station £ HHI AR
ephemerides. AWS Ground Station & B XA TEER ephemerides , EFIB e BERA. KB
BN EFIREH ephemerides AT EA AL, AWS Ground Station i A& %I H B 5 F F1REHY
ephemeris IBHIRFE c B BE A |, EMEXBHIRE 2 & 1B 8% ephemeris A Ao

(® Note

FUABRESTFREERE , T EBEHEXE T, FH trackingOverrides 28R
BEEAR  RESHEMBEELEE, NREFTEEFEALSMTKN , AEREBBEAMT
EEEMER , RESUAERADHEEZ K,

=R TLE A OEM E 1L

EEREFZTEHEMTER Space-Track Rt , BEEHTTHIHE P —1TIRE ;

- MER ( A DeleteEphemeris) =M ( A UpdateEphemeris) FiIE ERA R FIRHEN T MHE
¥l EBOLAMER ListEphemerides SIHEFRENEHEE T4,

- ERMAERAEFREANTREEMBH.

A AR Y GetSatellite I7EFE B BT 289 ephemeris £ , AR source EEFE AR
ephemerisSPACE_TRACK. & &% ephemerides MFMEAFR XTI RHILEN , FSH .

BELSNVAASRENY

HRSHEEBEAREENSABKETYE BEREFERVED , RIRE 'EF, AEREN
o Rz, BALNEESNVABKRENY , TR :

- FEFLFEALSURATRY AEREMVBIEA , MAIEE trackingOverrides o
satelliteArnBHig AR RABEENFHESLAERAFH ephemeris,

- ZEBRAERANSNABIKESF £/ DeleteEphemeris BT BEEN S A EBR¥EEF.
IR BEERRFEBSABEEERAN DM HM,

B R E785% ephemeris B 93


https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html

AWS Ground Station

ERAEER

SEfE A ListEphemerides, FAIMBR¥EA F AL
B ephemerisType W7 , L T LAEBgroundStationEIEF MMM FEEREE , MT
EsatelliteId®NL,

BRIHEIRFHNAMBA LA BERYET

EESUATSRE(Y
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
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ERHERRE

AWS Ground Station fE A EEZRARREBERRE , URAERNSEREE, SEHHEBHE
RERHEENEERT, BERPLEES  FERH HERRRantenna-downlinkEiXE s3-
recording, antenna-downlink EifARBFEARLERNSH , BIRBEZNVE LI ELE
B, s3-recording KRB EWEAERNERDR , WiHFRE S3 RETFEP, EENERR
BEEBREENERE BBt RF EREFIRNE S3 RETENER.

EEBERES  BUUBUFZERRERREENER, THESHRANMREEE EEEAN
Hft AWS EJR , AWS Ground Station iR EZBERRENER., NESEHRITANWFEMRER ,
SREEEHEARREREWHEE |, 55268 #£H8 AWS Ground Station fA5E,

i
« AWS Ground Station &¥FHEHRE
- FRABEESERZ

Z%E Amazon S3

% E Amazon VPC

% E Amazon EC2

AWS Ground Station X FHEHEE

Fﬁi&ﬁﬂumhéiﬂ’]ﬁﬂ#*ﬁﬂlﬂ&ﬁ*\ﬁﬂmhﬂﬁ5E/J?o EBERANFAEASEHEEMATBRARS
o UTHERASEENREREMERNER.
+ antenna-downlink
- ( $EHless-than-or-equal-to 40MHz) ER& L VITA-49 FASFERIP X HIEIX,
« (KM 40MHz B94EE ) EHRELL AWS Ground Station Class 2 H#EHFER .
+ antenna-downlink-demod-decode
- BEREUHRAMBERP BXHINERR .
+ antenna-uplink
- BRMAL VITA-49 FsmER/IP X HSEIX,
« antenna-uplink-echo

- BEREL VITA-49 FRERIP A HBHEARN,

AWS Ground Station EXFH R H 95


https://www.vita.com/Standards
https://www.vita.com/Standards
https://www.vita.com/Standards

AWS Ground Station ERERER
FRBEEHER Y

AWS Ground Station #5 @15 & 8 X 1 ThaE o] AR B E HAS E RIR REFEEZEEM AWS Ground
Station X AWS H [EiF, LEE/T\"‘—JJ«/UEE AWS BB #EEERERE , WEAWS Ground
Station V. E &N AREA EBERRBILE A

£ Amazon S3 EZirE P EWENEEZERE , AWS Ground Station €A EEFAERNEHE.,

ﬁgﬁﬁﬁﬂs B E RS ZE Amazon EC2 #1T{E#E ( £ AWS Ground Station X EREXRERRRE
mes ) , XEEEB RN AWS BEAFEIERRERE , Hdataflow-endpoint-config B8 E HHEIHY
Eﬂiﬁﬁo AWS Ground Station R AEBEEBERFRFTER.

% Amazon S3

B LAE A Amazon S3 RFEFERIZWEA B T1TA AWS Ground Station, & EE I HAYith s3-
recording-config , RAERESIEE Amazon S3 EZETE M IAM A€ | IR AWS Ground Station #%
EREARTFITR,

Amazon S3 $## 5 4HAE INFE Amazon S3 FEFEFE. IAM AEREEEY MRS , 5528 AWS Ground
Station .

% E Amazon VPC

BREVPC WEEEmBHEASENEEB, MERATH 528 Amazon VPC FRHEEM,

EAREH |, ERAEM Amazon EC2 FE BRI IR B IME VPC WTETE. AWS Ground Station &

TESEENRENZEXRNY - BHSEERRESSKRIEAE— EC2 EWEE. ARKMEHRE—
EC2 #8 , BT RZAAESHEE. WESEREN VPC WERES , F2E SHEHHR
EAEAERE,

EABEHENIM 96


https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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£/ AWS Ground Station {XIEFERH VPC #HEE

Region AWS Ground Station !

Elastic Metwork Interface

H’ Security |

Elastic IP group

Private subnet
m EC2 instance

AWS Ground Station
Agent

IEHEEERSIRBATFIIREN AWS Ground Station KEBREXNHITEE, AWS Ground Station
REEBRNE2ZER , REEHEIRMEN AWS KMS £#@nZER ., SEEMEHSHR AWS BKRE

B RIR KRB EET B Amazon EC2 51 IP (EIP), BERIEEBIEREMN Amazon EC2 B R
M (ENI) EIZEW EC2 #1TEIE. Amazon EC2 &M EC2 #1TEE L , EL%EM AWS Ground

£ AWS Ground Station fRIZFZ2X# VPC 4 97


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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Station R EEREMZRENER I HTEIXERMEE (FEC) LERTEMRENER  REBHERXSE
BHEREDIEERN IP FEEE,

LUTEESREETE VPC #4T AWS Ground Station ZRRA BT |, ISHE—NREEZE,

RE B - BREBEREER AWS Ground Station REMN Z2FH. LLXLFEEAT UDPBARE
LA IEIE Dataflow i B E T IEEMNMHENERIEEE., AWS Ground Station B#E AWS ZEFH
BE | BB R &I A ER AWS Ground Station IP #thiit, #NZE MAER BB EHAY PrefixListld B
HMENR  FE2EAWS ZEFEEE,

MRS SAE (ENI) - BFBER LRLSFEE ENI BV BB | YRHEREELE FEEG.

(® Note

@ ENI BENLZ B EREERIELA S5, ER2R%Z 16 EAURAEMNRES , 2B Amazon
VPC Quotas,

T % CloudFormation &2 7~ & #0{a] 2 3 AN i pT iR 9 B R 5 o

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpclId:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress.'

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:

f# A AWS Ground Station XK VPC #HAE 98


https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups
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Description: ENI for AWS Ground Station to connect to.
GroupSet:

- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
Properties:

AllocationId:

Fn::GetAtt: [ ReceivelInstanceEIP, AllocationId ]
NetworkInterfaceId:

Ref: InstanceNetworkInterface

BEERRERER VPC ARE

AWS Ground Station

[ [
Private subnet Private subnet
E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

ENEEENSRMUGEERBENENRERYEEARETEE. A& K ERFFEBEIRS Amazon
EC2 BB S E (ENI) 1 38588 VPC {sﬁ_é AWS Ground Station, A% , BB BEZE
Amazon EC2 #1TE# A ENI ZiZ EC2 #11T{E8. Amazon EC2 A% , ZEMNERN R RHERRE
NEBHEXIEEREFEEN IP MEFEER, LTEFSBRLRRENRE,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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UTFBERERE VPC #ITERRERMX M , SRHE—NREER,

(® Note

@ ENI BEENLZ B ERERRIELA S5, E2RZ 16 EARAENERS , 526 Amazon
VPC Quotas.,

IAM B - IAM &2 Dataflow % ZhH) — , FEETREERY, AREINEIRE ENI A& HE#E
Z AWS Ground Station Amazon EC2 $}Hﬂ aE’J IAM A,

LTEFE 1 - RS2 BHESERET ENI, 3% ENI #SEZR S H Amazon EC2 #1TEEIEEIH . ©F
E £ dataflow-endpoint-group B A F1EEHEREIRE F AFFRBEZ L8 4H 2 1) UDP RE.

SEMMERSE (ENN 1 - BFEERRZEEE 1 HIL ENI ZU BB WEREE FEEG.

TH - BEEHRMRIIRE P Amazon EC2 HIITERENBEERREELE —RBITAMN IP thit, WFE
MR K/NEMER | B2 78K CIDR EH

RE B 2 - 1£ Dataflow in B S E LT £ 8, kTS BEMERES ENI, 3% ENI AWS Ground
Station ARG ERBALZHIKRSE,

Ef - MFEEERERIERHNFRENR  F2REABEESER T,

T %!l CloudFormation #3727 &5 404r] 2 3 A< B ATk B9 B REER e o

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: YourVpcId

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:
GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8

EHERRERIN VPC R 100


https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups
https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html
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Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the
10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per

dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for

subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

% E Amazon EC2

B X 1% VITA-49 Signal/IP EHI5R VITA-49 Extension data/IP EE IF#EERE Amazon EC2 #11T1#

§8 , FBEEIR AWS Ground Station KEEXAFERREBHRERN. BRBENIFESER , BUNEREE
E—E#T{EE L#THI (FE) EERNBBERERE (SDR) , AELUREEFHEM EC2 #
TEE., BENMLZEEW FE X SODRBEAFEAEEENEE, NEREERRINFRER 2
B AWS Ground Station E¥FE £ E,

MFERBIRFRVAERER , FFSE AWS RIEHEK,

% Amazon EC2 101


https://aws.amazon.com/service-terms

AWS Ground Station EREEmR
RENE REE

AWS Ground Station 2% R E |, LAt Amazon EC2 #1TEIEAERE,

AWS Ground Station IR

AWS Ground Station AR KB HEEE DigIF) FTTER , TWHAEZNERUBRATS
HH :

« & 40 MHz % 400 MHz $8E /) DiglF T1T7Zh86. MHz MHz

- BEEE, KRB DigIF ERRFE AWS MK ENE[ALE IP (AWS i IP),

- FREXERRIE (FEC) RHITENER,

- FRAEFESE AWS KMS £8#TE , UREER R,

WMEFMER |, 2 BAWS Ground Station ZIRAEFEHAEEE,

Dataflow i 25 FE ARZ

FH AWS Ground Station £ AWS Ground Station X#R{ & E Amazon EC2 #1T{EEE = R Eix F$E
WERNBBEERAER. eTARERN LT T,

BEREENESRE (SDR)
HEERNERE (SDR) , AIARBE/BUEREH AR EFHEBARIA
AWS Ground Station Amazon Machine Image AMIs)

ATBLOELERENBBENBERERR , AWS Ground Station iR EFEALREMN AMIs, MMATRE |
EHRFEIAFEAEEERREREHBEEAREIN AMIs MIERBERNEIRE (SDR), ZBANUE
Amazon EC2 i & F# 2F,F Amazon Machine Image (AMIs) REE Y , UK e, BEF
AWS Ground Station {S¥EAMIs 2 AFH , ATLLEIBE A Amazon Machine Image (AMI) i S i
HEYs , 7€ Amazon EC2 = AHKE, AMis

RENE RER 102


https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://console.aws.amazon.com/ec2/home?#Images:visibility=private;search=groundstation;sort=imageName
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£ FiE A

AWS Ground Station i& Bl £ & 2 Bi4& BRI & AWS Ground Station RiRIZHF FENEFMISE, &AL
FRERER RE LB MEE, EREREMRN , LHEHEEBBAMEPENRE,

ES -]

- ERKEESK
- ATHEREE
- BEATAM

- REER

- THERNEHR

&SRR EER N

EEMEAER , B LERE TelemetrySinkConfig , 3§ AWS Ground Station FETE Al BE &35 18 8 &
K. RE , BULMER telemetrySinkConfigArn BAGILARREHT I8 B BV AR IRE, EEAR
FERITHREE R ER MBS A MR , 2%&8/E 8 AWS Ground Station SR EENIRS,

ERURNERFNEESFROT :

1. A LAE AWS 1R FHE Y Kinesis Data Streams &3t , SUEPGERE R, BRLAECHREBE
ARMEERSMERFEL,

WA LEY IAM A8, RTFEEREBASRMN AWS Ground Station

B LR 2 E BRM 1AM B EBH TelemetrySinkConfigo

& T LA TelemetrySinkConfig #7118 = E 3848

&7 LA A RO 32 R Th RE Y T AE A BR TE S 2R 51 MR B B AR Ao

EFEALERERENBSHRE , SL0LFENRN S XAERER AWS Ground Station R E &

B Kinesis Data Streams &

7. BAILER AWS BRBHEECHERAER | ERIANEEENER.

o g A w N

AHRERSRE

AWS Ground Station EB#4& HI R 1R E T 13 025 5 -
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® Note
AWS Ground Station EEER X ENENEREE

e mE A

R 1’I$?§ﬁ§HﬁF‘i9E%i¢aﬁFﬁE’J$EB§§aﬂo HERNEE -FEEBENRE: XIS ERNS
THVANGEASE, MFEFMER  F2EEMEN.

B HEE R
Eﬁi%ﬁﬁi&ﬁftﬂﬁﬁﬁﬁi&ﬁﬁﬁﬁﬂﬂﬁBﬁﬁ%ﬂo FEERERET A B BBHR , SEELERNERE,
%E¥%ﬂiﬁ§ﬂ nﬁ/ Mélﬁj

[ 35 AT A A

AWS Ground Station iZ/E FIFrE AWS [EE & o A&, EHETHE | #ERAIE® AWS Ground
Station XFEXEZHREBENESE  BHEESTE,

% AWS Ground Station B35/ vk S L B TEEEE , 3526 AWS Ground Station V&,

X TEi l/\IJ

aX JE1E

AR TP R AL AWS Ground Station Bi& ASREER, STRILRER , BAERSEFEH
B E R Th BE MY (T 75 3R E 1 MY B AR HA R 33 1 B 48 MY Kinesis Data Streams &3, % Kinesis Data
Streams BIRA T & , 552 Kinesis Data Streams {#H &=,

SR 1 BM R AWS BIR

T 55 CloudFormation Jr B 7~ €5 aN4R] 22 37 &8I X Y o )Rk AWS BiR, WERBFBRSEN
Kinesis Data Streams &M IAM A€ , R FAAERNERE A BRA AWS Ground Station FF 1]

TelemetryStream:
Type: AWS::Kinesis::Stream
Properties:
Name: GroundStationTelemetryStream
StreamModeDetails:
StreamMode: ON_DEMAND
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RetentionPeriodHours: 24

TelemetryRole:
Type: AWS::IAM::Role
Properties:
RoleName: GroundStationTelemetryRole
AssumeRolePolicyDocument:
Version: '2012-10-17'

Statement:
- Effect: Allow
Principal:

Service: groundstation.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: KinesisWritePolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- kinesis:DescribeStream
- kinesis:PutRecord
- kinesis:PutRecords
Resource: !GetAtt TelemetryStream.Arn

THBESEREENRTHE , IEHHE—MEREZE AWS Ground Station,

Kinesis Data Streams £ - BRFEAEEREER , TRBRIEIEEHERE. HRASHEARN
BERFEALEE, BRREAREER 24 /MK, RIZER , BREFEA AWS ZENE. FELE £
AEFZEM®E AWS Key Management Service , 55#738 StreamEncryption BMEXEH IAM B
BE LD E kms:GenerateDataKey A, MFHEFFMEA , 52/ Amazon Kinesis Data Streams
PHERHRE,

IAM B - IAM Bt f2fFgroundstation.amazonaws . comfRE T BIEERZ AR , YiGERE

B AEW Kinesis Data Streams £, SBBEERTFEMRL kinesis:DescribeStream,
kinesis:PutRecord#l kinesis:PutRecordsE)EMET AT, &R NEEERE MEREFTBEMN
ABBEXWIES , F2H8 .

H4HAE - #iam: PassRoleRF AT T8 E &AM AWS Ground Station API FEILEY IAM R &
RA®, EAEELEREY TelemetrySinkConfig AWS Ground Station BHSE R ABERESE ,
TelemetrySinkConfig
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PassRole Bk &34

MENMEHFREZACBRWFHMEN , 5280 (AM FREERE) FHERE IAM X, 0FE
iam:PassRolefFJMFFMIER , B2RERTHEAEKACEEE AWS REHETH

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"iam:GetRole",
"iam:PassRole"

]I

"Resource": "arn:aws:iam::999999999999:r0le/your-telemetry-delivery-role-name"

HER 2 . B1I TelemetrySinkConfig

# Y TelemetrySinkConfig , &% AWS Ground Station 21{il#%3& 813 ¥ X+ = Kinesis Data Streams
BiR. AL 1 F CloudFormation & H Y 57 ARN F A€ ARN,

(® Note

B &I TelemetrySinkConfig B , AWS Ground Station #$E B2 EERSIEL NEH
BIEAE0% |, REAFEY Kinesis Data Streams &7 FHtest,

WEE I TelemetrySinkConfig BIFEHIE R , 52 ERIZWERERE,
SER 3 iSEAFIE R BN ERRERE

BIUEBHERAE, NFEYERERENFHRENA , F28 £H AWS Ground Station B ERE.
# telemetrySinkConfigArn#EEEMEKRER , A EBBHRBBAENRN. EAELER 2
231K TelemetrySinkConfig #9 ARN,
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HER 4 BHEBHE

£ FARAE RIS REM AR R ERRERB A . EBHEHIE , AWS Ground Station &% I & K &R

FIRHY Kinesis Data Streams &,

B EENERENER

- ERIBL - ERESEBS A RBIRRKSER,

IE BN RFHY R AT - & RIS LU FENERH /5 )% IE Kinesis Data Streams &3,
- BEHERE - EREEARBBRRPIHEFE.
- BEBFL - EAESEBHSE RFE LSRR,

B
SERBMER T A A AEEERRY -

« Kinesis Data Streams 81518 - 2 CloudWatch PHIE AR, MFHMES , FSHER
Amazon Kinesis Data Streams,

- EARXAFE - BEEARSPRERANANEREE,
« Kinesis Data Viewer - A Kinesis Data Streams &7 X152 & #4558 B 5 57 Y 25552 8% .

®REI R

TRRER , B

it

- THEANERMSANMATHNERNEE, F2R THENER,

. BBEARIRERER B Kinesis Data Streams SERHERE R, MEFHMEF |
Amazon Kinesis Data Streams 2B H& &,

* {£/ CloudWatch MHft AWS R E U ERIRMIZEE,
- MRLBINEE , FRERERES ., F2H BENETHREDH.

3
¢
&
2

TEEREF

&R E RE LA Base64-encodedfy JSON FE &k 2 RAF &MY Kinesis Data Streams &, =B &%
MEISEHEEREPBAKENEN , SRERBENIREENNENFREEN,
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BEENGZEBIET I M -

&R MR A

AR ERENENENREBBHERRE, EURECEERINAREERNEE, WESBELR
IRARFNFRER  F2E ERRELRAEFAEE,
gE ID

ERSEE R ME — BN, B RREHIE R E R RS E RS A L REER.
PREER

ERAVAEBA R ERA,
BEMEIERENIRESENNE,

2 EIERE

EBRREESUTHENER D EERSI#EIE T Kinesis Data Streams &£ :

SCOPE#scopeId#TELEMETRY_ID#telemetryId#TELEMETRY_VERSION#telemetryVersion

o EIERE R HERE —BSHWTE IS EEEMNERH R ZE Kinesis Data Streams &5 P EY 4
BREE , AZBENENBERERHREREINEERF,

EmE A

EoERMEFEEBHBRAREO S ONEREA. ILENEE - FEEBEHBEE,
ERMR{

sampleTimestamp

EEGE R ERIA R , 5A 1SO-8601 K UTC , BRREAZEY.
FiuH

RENERFVAE , LER/EN,
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ERAEER

37
RENERSERE  UEREN,

commandedAzimuth

NEAEREMNGTHUA, ERRBRERAZINBERSMLA,

commandedElevation

wTHEAE K UEAEN, ERRABREREINBERSERE,

(® Note
A BRI RBHE AN EMIEE  BRRXRAUETRER S

RSB RHR L
groundStation

WEHERN B (S, TE%E 1. ).

satelliteld

FHEERMFE B AWS Ground Station,

contactld

Btig ARV BT

&i5] JSON

"telemetryTypeAndVersion": "POINTING#1.0.0",
"telemetryType": "POINTING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"

ERE,

EEER
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},

"data": {
"sampleTimestamp": "2025-12-08T12:00:00.1232",
"azimuth": 180.5,
"elevation": 45.2,
"commandedAzimuth": 180.0,
"commandedElevation": 45.0

I it E R

BEHE R R B RRERHGRENERERNVEEER . IEWFESHEERARTRABBER  UEX
REBMEA B EBERFEE,

® Note
R TrackingConfig # /Y autotrack 2HEE A REMOVED , AIFEEIXEHHER ., WMFEE
HERERMEFARERR , A2 R BHHERE,

BERMR{
sampleTimestamp

IEGE R E R , 5 A 1S0-8601 XK UTC , BHREAED.

trackingStatus

R#RHY B ANEHEARRE, ATRE(ER :

« TRACKING — RECRINEEEFSTHKEEAENAEL  WFEBHERTRET, ELBIEHRE
K& B RIEEE,

* ACQUIRING — RiRIEEEMMHEAN. KRB EEEARENARNER K RETREERS
8 o

* MASKED — EFENFRNEVNREDEREZERS  ERTAREBELZAFHEXEEEQ LB
ABEER, EEFRLEES RF TENES , HlaEBEH,

trackingErrorAzimuth

FvEPREHEHEER | UEREN,
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trackingErrorElevation

BEMTOBMEE  UEREM,

@ Note

BHEREEARRE EREEXRIWFE | £ A BEESEE AWS Ground Station Z I &
KLAHBE,

A R L
EBXENSSEEMENHEBNPEE M - satelliteId, groundStation# contactId,

&1/ JSON

"telemetryTypeAndVersion": "TRACKING#1.0.0",

"telemetryType": "TRACKING",

"telemetryVersion": "1.0.0",

"scopeld": "12345678-1234-1234-1234-123456789012",

"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"

I

"data": {
"sampleTimestamp": "2025-12-08T12:00:00.12372",
"trackingStatus": "TRACKING",
"trackingErrorAzimuth": 0.2,
"trackingErrorElevation": 0.1

}

}

# Kinesis Data Streams & #EBEE ¥

iE 018 B2 EIX | Kinesis Data Streams &£ , W H A LMEREXSERERAERNRKEAH, RBRBEE
BRI FERTIEE,

Base64 15

£ Kinesis Data Streams S5/ & # 111
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Kinesis Data Streams & P& ¥ 2 Baseb4-encoded, BHBEMBER , FEHZIWNA
JSON, WEFFMEF , B2 FEH Amazon Kinesis Data Streams.,

f£ A Kinesis Data Viewer
AT REFEGEBIESR |, Kinesis Data Streams B E2R A 1R Data Viewer TheE, FERHIMLINEER

‘iﬁﬁkﬁffﬂﬁﬁ%ﬁﬂiﬁﬁgmﬁPHﬁffﬁ$ﬁk
- FRFARVESRER PR HEIN.
- BURFERABEINES  UEA "IHEERC. FHRAUERBIEKREINE .

fEA Kinesis A FixEE

Kinesis Client Library (KCL) A B £ Kinesis Data Streams B R A ERNFZHBREMMY , BE®
FEE, RERNEHTEH, RMESE KCL AREEEEEEAREN,

WMEHMER , 2B FE A Kinesis Client Library B HE &,

HENRERR
- ASHEEREE I - EAEEER BN Kinesis Data Streams SBREN , EEERABXE , HER

WA EEER. MFHEET  F2RERREREEREEE,

- ER&ER - FHAEHA Kinesis Data Streams &7 # 1T AWS Ground Station i& &4, EEMERRE
_t/\FH $l IL—.I-H (3= %ﬁglﬁhiﬁﬂﬁﬁélﬂbﬁﬁﬁﬂﬁo

- BERE - EHEEMEER TZPZ Kinesis Data Streams &5 , URIBHEEHBHIERES,

- EEPRENXE - F CloudWatch IEZEERBRMRBRR. MEFMENR , F2EEE Amazon Kinesis
Data Streams,

TR Z I NRE

EBREBERCETHRAES , UXEBERBNHERMEE, SEGHEPtelemetryVersionfyi
L ER s HEBE R R,

REFEHEHRRE

« RIRAIBEE 5/ ERTHYE R FE
- RAENENERTRER Ugﬁijﬁ'fﬁ‘%ﬂ’ﬂﬁﬁﬂxo
- BHERARXETARERAERNEBEMMRE,

BRERR AR RS 112


https://docs.aws.amazon.com/streams/latest/dev/working-with-streams.html
https://docs.aws.amazon.com/streams/latest/dev/kcl.html
https://docs.aws.amazon.com/streams/latest/dev/enhanced-consumers.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html

AWS Ground Station EREER

« ZH telemetryTypeAndVersion, telemetryType#l telemetryVersion #f , LUREM
AR BB 8%,

BMNEBREFITEREEZEEBHRRANRABAEARFIL , RENEARENEHE L TRAEE
PR (N

BRERR AR RS 113



AWS Ground Station EREER

{5 F Bt s A

BRI LA A AWS Ground Station ER A HEEEFEMNFES AWS SDK , mAFEER., BMBIXRNVE
AWS CLI, BANSREFIZEEENRRERE, SUUEREHRcIIRS 15 2ERE. BUENER
HREBMEARE . CHUUNEMBEANEEERULEE  2EFNA/LFH, OEM = TLE BMtEHR ,
REFEEFHE, WEHAER , FSREMBBANBIS ARASZES, i, WREEEFEH AWS
Ground Station RE D EEEEE , B UREAENRE pEEETEIFHEHR.

AWS Ground Station X BRERHER R, ERRBRMEEAESGENEBREEN - , ERE
BEREZIHERE. IFEAEERERIANFMET  F2HE ERAEESERRZT,

EEHREER , YERELNER. IREHAREER , 28 HKREA. ¥l ReserveContact
i , & AWS Ground Station HEBIKEREENRE , YR EERATREARESEMBRPER. £
A UpdateMissionProfile 1 UpdateConfig APIsSHiELE RN EEFERMEEN 2B FABWBIEZA
P, IREFELEREFEAZTCHENBIEA , BMXELEMEM CancelContact BUEBHEA |, R
£ A ReserveContact EFHEREBIAE A -

*BUE KBRS ER | BUEBSTRESELER, WEBUEBEANEMAER , 528 : Ground
Station FAQs.

ES |

- TERBHEAE B H

.« THRBEIREE

o SERTHAR AR AS A RN A

T FRB AR A tn B

TRBEE B IHRE S EMSER e B SR BHEAR S ERE AWS Ground Station, T

El# 7~ AWS Ground Station Bif& £ MBI AR AR HE R ENEH BRSNS, FELE

= , COMPLETED. FAILED, FAILED TO_SCHEDULE, CANCELLED. AWS_CANCELLED #1
AWS_FAILED R imiRE, BHEATEREHREER, NESEREBETRNAT , URER
CancelContact AJ % IL S ATEEAWS Ground Station B AR EREME |, B2
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1
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PASS
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ERAEER

AWS Ground Station Bi4% iR &E

AWS Ground Station Bf#& AARRE R BISRA T BZ B A TR EREZENER.

Bk &

TR ABHE A T A RIARRE

AREE
AVAILABLE
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EHE
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RLEB

PASS
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(BEFTHK)

R

AWS_FAILED

CANCEL

AWS_CANCE
LLED

Description
B A AT AR E,
Bk A EREITHER,
E R ZhHERR AR A
B N BEHERR,

Big ARV B | X6 B IFEXERE

3
WMo

B ABRIEESTH , BEELE
B2 EH.

BACTEK , BEEERANEIRIE
e

Biig AT TR , RBEHER.

MRERERERERE  BEAX
o

B AWS Ground Station PR3
£ EE , Bis ALK,

Bi4s N IETEBUH,

Bt4& A 2 B AWS Ground Station
RIEECE, RIGHBuLHEE UK
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fim

fim

fim

7|

fim
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ARAE Description H& i 1 AT EUH GRS
FRFMEB R REREEERE RN
6l
CANCELLED (B EH& A B HEBUY. £ & &
BUH)
@ Note

MECEBCER O F LB ARVRESLEER |, F2H 7 BBISIRE.

Biig AERHMRE

AWS Ground Station £ & i} ReserveContact i 8RR BBIEAR , SRTEBESAER1F, 1 8§
HEz%  SmERBEAER,

NRLEEREWEENBE—F  ERLERBEMB 2 NELER., 0B 0TI E B A
ERNHEET  BSY .

« AWS Ground Station AP| &%

« AWS Ground Station CLI i 5 2%

T RS IREE

£/ B AWS Ground Station , B REREHDEFEH . AWS Ground Station meters Bi#& & X X4F
RENER., ¥ASEBRE  BRESHERBRIERBENBZSERE  YNEIAZERZEEND
E, HITELERESAEXZIHBEANER,

BHERIURAMEETERE

- R - ABBATEENARE (FETHRHE)
- HWEWVE - BREWEEVENE
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ARESR

AWS Ground Station RIFENEFERSBEA T BAREERE !

o EEFE -BREEEDHIEFR 40 MHz BEATEEFEA
- B4 - BREEE AR 40 MHz BB A& A
BEREER
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- BE - XEFERIAFENXEFIER

- e -HEFMAL  RHINERNGEHE  YR{EAEARE, REIEEEEANEAEE KR
REANZAEANER,

MERFHBEEBENSE—F THAEZHRER | BHIEEN AWS K%,
CancelContact

5/ CancelContact APl £RIEEF YN EBEREMERTE :

- BHERA AT - STEBURBIE
- BRI A < R AMBHERE R 2Bl - /2 LT A B4R

ERBUEBIE AR | STERRRENHIREANBUERE. WEFMET  BBEEN AWS K&,

ERELBEAR  SFEINRTHBHEARS , AREEBHRAREENRARFENER, it
RNEFEENBBASR

« HERETE B R 4R 45 L Bt SR 0048 B O b TE T4 04
« RERRIAF ILERIE AMEREIM AWS 1R ID HER2
- ERHGTRES  UELLFRABEA

THRFIRELRFTENEREELR,
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I 13:00: 1 14:00: 1 16:30
I Contact 1 Contact I Contact
Scheduled Started Ended

Scheduled Period . Metered Period

PREEEAAA -
o BRI - 150 D8 ( BRIESERR )

BEEXMN 150 7ENER, EREERM , HPBHISABTIHEENTHE , MREEAFILERE
Ho

=0 2 . E-CF LB
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15 : 00 , & A LAY CancelContact AP {5 LE R R B4 o

I 13:00: 1 14:00: 1 15:00: I 16:30
I cContact ! cContact I Contact I Scheduled
Scheduled Started Stopped End

Scheduled Period . Metered Period
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PREEEAAM -

- F—REEE 150 7B ( TRRKREFERE )

RAZEFLEBEA , EREEFMNERNBIEARRERERRFR (15 : 00-16 : 30) , FIAFEX N TE
B 150 D EEER, EAERBHEESRENBER TELEER  SNFAERESVFENEER
Eo

EVICIE--E=:

& ] LATE Ground Station Anytown 1 EHERE 150 7 SRV E#AS , € 14 : 00 BALR , B/ 16 : 30 &R, &
15 : 00 , & LAFEAY CancelContact AP| R{Z 1L &Ry 58 — BBk #& A . FAY CancelContact & |, &7 LA
£ R —1@ Ground Station - ZHE5 — BB A , #£ 15 : 10 B , 548 150 o
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1
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BE_EBEEIIREEN  RAGEFLE —EBERFcREHRE, B4WER 15: 10316 : 30
RRERRE  RERAFTXINE - RABEERATHRE , M EELENERBEB BN 10 2EBRH
BH,

=604 BEEE

& ] LATE Ground Station Anytown 1 EHERE 150 7 SERVE#4S , & 14 : 00 BALR , B/ 16 : 30 &R, &
15 : 00 , & LAFEAY CancelContact AP| 3R {5 1L R f9 58 — (B BE4& Ao AU CancelContact & , & AT LA
/B Ground Station L% #E 30 P BRI B | BEREIW 15 : 10 BILA.
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BRI

SUPERSEDED (2 H{X) MRALEERAE |, B EHEBEFRAER,

FAILED_TO_UPDATE EELIERFH. BRASGERZEXIEAPHRAE, NEFMEE
Eﬂ , B2 H fallureCodes %l] failureMessage #i,

XA

T U5 REATHEEER R Python APIs, AWS

gifl - ERBEEA

THEAEEARNERERERBEA L EHEM Botod ContactUpdatedF RN TR EH

import boto3
import uuid

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The contact ID of an existing scheduled contact to update
contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# Generate a unique client token for idempotency.

# If you retry the same request with the same client token,

# the API returns the same response without creating a duplicate version.
client_token = str(uuid.uuid4())

# Update the contact to use a different TLE ephemeris for tracking.
# The UpdateContact API applies all parameters in the request.
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# Any parameter set to null is treated as a request to clear that value,
# not to leave it unchanged. Include all desired values in each request.
print(f"Updating contact {contact_id}...")

update_response = ground_station_client.update_contact(

contactId=contact_id,

clientToken=client_token,

satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",

trackingOverrides={

"programTrackSettings": {
"tle": {"ephemerisId": "b2c3d4e5-6789-0lab-cdef-EXAMPLE22222"}

iy

contact_id update_response["contactId"]
version_id = update_response["versionId"]
print(f"Update submitted. Contact: {contact_id}, Version: {version_id}")

# Wait for the update to complete using the ContactUpdated waiter.

# The waiter polls DescribeContactVersion until the version reaches

# ACTIVE (success) or FAILED_TO_UPDATE (failure) status.

# The waiter raises WaiterError if the version reaches FAILED_TO_UPDATE

# or if MaxAttempts is exceeded, so we use try/except to handle both cases.
print("Waiting for update to complete...")

from botocore.exceptions import WaiterError
waiter = ground_station_client.get_waiter("contact_updated")

try:
waiter.wait(
contactId=contact_id,
versionId=version_id,
WaiterConfig={
"Delay": 5,
"MaxAttempts": 180,
},
)
print(f"Contact updated successfully. Version {version_id} is now active.")
except WaiterError as e:
# WaiterError is raised when the version reaches FAILED_TO_UPDATE
# or when MaxAttempts is exceeded. Retrieve the current version to inspect.
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version_response = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

)
version_status = version_response["version"]["status"]
if version_status == "FAILED_TO_UPDATE":

failure_codes = version_response["version"].get("failureCodes", [])

failure_message = version_response['"version"].get("failureMessage", "")

print(f"Update failed. Codes: {failure_codes}, Message: {failure_message}")
else:

print(f"Waiter timed out. Current version status: {version_status}. Error:

{e}")

g5 HRBEAS MR
oSS EEAS EBERANFMAER , SR ERE, BENMEARBERA,

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
2

version_id

# Describe a specific version of a contact.

# Use this API to check the status of an update or to view the

# configuration that was active at a specific point in time.
print(f"Describing version {version_id} of contact {contact_id}...")

response = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

# Display version details

version = response['"version"]

print(f"Version ID: {version['versionId']}")
print(f"Status: {version['status']}")
print(f"Created: {version.get('created', 'N/A')}")

if version.get("activated"):
print(f"Activated: {version['activated']}")

XI5 130



AWS Ground Station EREER

if version.get("superseded"):
print(f"Superseded: {version['superseded']}")

# Display contact details for this version
print(f"\nContact ID: {response['contactId']}")
print(f"Contact Status: {response['contactStatus']}")
print(f"Ground Station: {response['groundStation']}")
print(f"Start Time: {response['startTime']}")
print(f"End Time: {response['endTime']}")

if response.get("satelliteArn"):
print(f"Satellite ARN: {response['satelliteArn']}")

if response.get("trackingOverrides"):
print(f"Tracking Overrides: {response['trackingOverrides']}")

# Check for failure details if the version failed to update
if version["status"] == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")
print(f"\nFailure Codes: {failure_codes}")
print(f"Failure Message: {failure_message}")

S04 - F B AR
THEHF HBAEANFIERE , MBREBENTREESCHE AP EREARERE,

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# List all versions of a contact to view the full history of changes.
# Results are paginated. Use the nextToken to retrieve additional pages.
print(f"Listing versions for contact {contact_id}...")

paginator = ground_station_client.get_paginator("list_contact_versions")
page_iterator = paginator.paginate(

contactId=contact_id,

PaginationConfig={
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"MaxItems": 100,
"PageSize": 20,
iy

for page in page_iterator:
for version in page["contactVersionsList"]:
version_id = version["versionId"]
status = version["status"]
created = version.get("created", "N/A")

print(f" Version {version_id}: status={status}, created={created}")

if version.get("activated"):
print(f" Activated: {version['activated']}")

if version.get("superseded"):
print(f" Superseded: {version['superseded']}")

if status == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")

print(f" Failure Codes: {failure_codes}")

print(f" Failure Message: {failure_messagel}")
if status == "UPDATING":

print(f" Update is currently in progress.")
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‘\1;, ‘\1;, ‘\1;, ‘\1; ‘\1;,
Hhr h* Th™ h The
Contact Status SCHEDULING SCHEDULED PREPASS PASS POSTPASS COMPLETED
\];, \l:f, \1:!, \1",
=z -2 -2 =)=
R i he Th™ e
Dataflow Endpoint Group Status PREPASS PASS POSTPASS COMPLETED

time

¥

Legend

%

- =~

‘s

AWS EventBridge
Event Emitted

Ground Station Bf4&iRESE

MREEBEEANR B RNBEESERERBTRERDE , ZUURERRBEBHTHEE, NREE
BWBEREEENHERBAN  EEAXMNIEETEN., IRECEEERIIELEHFEE |, B

1 ST L E #E B contactPrePassDurationSeconds # contactPostPassDurationSeconds, EH&E
EERBRREERNES,

BHIEHREDT,

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-
west-2:123456789012:contact/11111111-1111-1111-1111-111111112111"
1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateMissionProfile.html#groundstation-UpdateMissionProfile-request-contactPrePassDurationSeconds
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"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-112121-1211112121111211211",
"contactStatus": "PASS"

B A RE{E contactStatusfE FESthe section called “AWS Ground Station B4SAREE",

Ground Station ERIRERHMFHEREESE

NMREEEFEAERRBRMFERBEBERBHITENDE , BULRE KRULBEBHITHEE.
L*%,U\EJL‘IL,{EIEIEEﬁﬂmL Zin MAAAREEERHTIRNEE, IREVECTWRIELSHEE

, A EBETE contactPrePassDurationSeconds # contactPostPassDurationSeconds H & ¥}
iz ”*”‘Eﬁﬁ%ﬁo HEHFEXZEENRERBFEANEE,

AT R &8 61,

"version": "Q",
"id": "01234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb0@9",
"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd1@f-f2bc-479c-bf7d-55644737fb@9",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb40-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"
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}

dataflowEndpointGroupState FJEERVARRE R HE PREPASS, PASS. POSTPASS Hl COMPLETED,

Ephemeris B4
Ground Station Ephemeris AREEEE

MRS EETRMEEEREEHTEE , BUURERIREBLLLEE, EVELHATTIENE
£, LAEIFEE R M EUARRE, Bl | BT LUE ephemeris B ERE BB E A BT EEENABLED,
WEHHNBAERE ephemeris LERERXE EH,

AT R &8 6

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000"

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec"
}

HY I REsiRRBephemerisStatus@¥E ENABLED, VALIDATING, INVALID, ERROR, DISABLED,
EXPIRED
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£ 524% AWS Ground Station APl 04 AWS CloudTrail

AWS Ground Station B 82 fRIEE S AWS CloudTrail , LIRS AR ERE, AGH AWS REEH
FEREL 2 B VERY E2 8% AWS Ground Station, CloudTrail 4% AWS Ground Station BFfE AP| FEAYH#E
BASH., HENMWEIERE AWS Ground Station iAKW | LAKR¥ AWS Ground Station
APl I2EMENBIEW, MBEEITIER , B LUE CloudTrail B4 FERZ Amazon S3 &1F
BrE8  S¥F MEH AWS Ground Station, BMEEARIREEBRE | kAT LUER CloudTrail £ &
NWEGR S LEBIBEFTEN, EBALUEERA CloudTrail FTUEER & AR ETIR HAYEER AWS Ground
Station, IBHFER IP ik, REFROAS, BEBERNVER , URHEMEFFHEER,

EEE—5 T # CloudTrail , 2B AWS CloudTrail (FEHAEERE) .

AWS Ground Station CloudTrail FHVE A

EIEREYN AWS IRFE , €EEMIRE LA CloudTrail. EJEEIE 284 F AWS Ground Station |,
ZEHEHEHR P REEP N EMIRIE AWS E4 — 2T CloudTrail E4A, BAILITE AWS IR
FrhgiR, BENTHERIONEN, NEHMER , F28 (FEH CloudTral EHRB S LHEREE

) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html,

EERERKE AWS IREFHNEH | 315 HEH AWS Ground Station , FEEIIBHE, RREEEH
CloudTrail # A FE R ZE Amazon S3 fEFETHE. RIFFER , EAEIEAEIEMEKE |, Bt
ESERIIFTE AWS Bif, RRERHEAWS PEEFMERENENH , WA HRERINLERE
EM Amazon S3 fFZETEE. AL, BAILIEREH M AWS BRI , At —F 5 M FEE CloudTrail B
FIRENEHER, MEFHMEEN , F2RTIRE :

- By BMAEIE
 CloudTrail XEWRENES

« ER7E CloudTrail B Amazon SNS &l
. EZ{EEEEIW CloudTrail BFEFER , ARKEZEIRF#EW CloudTrail BFFER

CloudTrail €52 8FFH AWS Ground Station B)¥E , WFE#TE AWS Ground Station APl Z2Z 1, 4l
in |, ¥ ReserveContact, CancelContact # ListConfigs EjfEZ KM ETE CloudTrail i@
BERPELEER,

B-EEMIARERFE TS ELFRENENA. FoERATHEHE THIEE

- EHRMFERABHK AWS Identity and Access Management (IAM) £ & & A ERHBEHER,
- REZERK , RECEATHEACEBME I EFRAENERELRE.

£ CloudTrail 504 API FEOY e


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
Welcome.html
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- BEREABHHEM AWS RBERE.

WMESHMER , 5528 CloudTrail userldentity JTT#,

T 2 AWS Ground Station AEERIER

B —EEHRE  EBEEHUBARERNERARSEEIEERN Amazon S3 f#FET#8, CloudTrail A&
Fﬁ?’?@ —FZEEFER, —AEHAEMARFRRENE—FR , XIEFREE. FROBHPME

5, FERBEEEH, CloudTrail BFEIIEMRAE API R HEEEMEF , Rt ASLUEAEEIE
f%'d:lfﬁo

LT EHE RN ERETR ReserveContact EfEM CloudTrail BEEER

&3] : ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59z"
.
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:ro0le/Alice",
"accountId": "123456789012",

"userName": "Alice"
}
}
},
"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

AWS Ground Station EREER

"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
},
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
.
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"

f£ A Amazon CloudWatch #tR {5

EBi4& IR , AWS Ground Station & B E) fEEVE #130 4% HEX E CloudWatch #1720 47, B LAE
Amazon CloudWatch 12 & PR SN ER. WFEFE M CloudWatch IEENFMEN , FSEEA
Amazon CloudWatch 18,

AWS Ground Station &38| Zh 8& th 7] LA A 2R 12 B 4% HA R 432 WUR P BN BF BV #8482,  CloudWatch $8423iE F B
BEb R AT, B ATAE R B, CloudWatch t S EE - HIRBNIEE  EMREKERBHEE, &
BIThRER ALERIIERR , XU FENRFM AN EERTE AWS ZBHRF. MEFMEEN  F2HREHE

Ao

/A Important

AWS Ground Station &#§ CloudWatch 15128 ix | SR B 4% A BV ith [ T4EvE (v EAEBABERY AWS
B , MTREEHEA AWS WEE, EEREBIEANEE , SXAEHEIEEES
#ZEX CloudWatch, N&EEEE{E i E L BN RIHE 2 AWS BIEINEN , F2E8 SHbEIEE
LB AWS WEH, BEESHEBEANESPEBGERER , B BER AWS Ground
Station & RIThEE, MBFHMEN , FSREEHEN,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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AWS Ground Station 2 MU E

B Al iR LA 7

T3 AT B8 AWS Ground Station.

(® Note

BHMSEREEIURRA EEEHA AWS Ground Station HIZhEE, RIBEHERE  TJERE%H
UTHRENTE,

EE EEHE Description

AzimuthAngle Satelliteld KR BILA,
EFWIEZ 0
E , mERm[Z 90
B

By E

BitErrorRate 818, {®mX. Satelliteld 8 EL T EEIX
Brh (TR SR

%, fTHBR
MR, KER
FEFEH

B : BBk
B TR

BlockErrorRate $HE, f®m*. Satelliteld EEEEKER
B [EBEEER
£, BHRIFER
BT EBFTE,

By : SFREHR /
[ 52 48 2
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EE EREE Description

CarrierFrequencyRe #Hl, Config, Satelliteld BREMEEN

covery_Cn0@ BRMAREL
£,

BE{¥ : decibel-
Hertz (dB-Hz)

CarrierFrequencyRe ¥5l. Config, Satelliteld U RIISEE (S
covery_Locked ERREFEE

HER , ’RA
1, BRRREEE RFER
E OO

By : BN

CarrierFrequencyRe 5, Config, Satelliteld fhEtAASR OB
covery_OffsetFrequ BAERONMERY
ency_Hz BB, ER2
HAKRZEMIXR
RARB 2B E
b Eh R B T < 4
RESERBATE
o
B (¥ : hertz (Hz)
ElevationAngle Satelliteld RN EEA
E. thF#REA 0

E , MBA 90
E.
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ERAEER

BE

Es/N0O

ReceivedPower

SymbolTimingRecove
ry_ErrorVectorMagnitude

SymbolTimingRecove
ry_Locked

SymbolTimingRecove
ry_OffsetSymbolRate

EEEE

#81E. fmYt. Satelliteld

&1t,., Satelliteld

#5l,. Config, Satelliteld

#5l, Config, Satelliteld

#5l, Config, Satelliteld

Description

BEMNIRAER
BERNLE,

R R ER/ RS AR
REBIWAR
M,

By : HERE
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LE]:ESRE R
EEER B
FEREE RN,

By 870k

ERBEASREt
B REENE
B WA, W
R EMEEER S O
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hET AR R EAE
EARAIRE
B, ER
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NEIRCEEZAIRN
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B : R/
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£ FAMRLE 4B AWS Ground Station ?

B A LAE A T BI#EE 852 AWS Ground Station &¥l.

HWE Description

Category R

Channel BEBENEEEZE—. =, | (BH) M Q(EX).
Config R T T REBATERE an,

Polarization SEBEELEE LHCP (£ HIE&{t) & RHCP
(GRIE®L).

SatelliteId #HE D ZEBBREEN ARN,

w8 EE

BEBFLERE  FELIEEEARESRENMTERENEE, ERIERCE , BighNEE
BEHSFEELE 3 PMRYBRERAEYER., CloudWatch Metrics &M EREE ALKIRB 3 /)
RENSSEER, NIREZZERFRESVENEENEE  EREBERIERE 3 NNsARIREH
BH, A HRBE CloudWatch 1EEZ 7. 0% CloudWatch REHFFMEA , 582 Amazon
CloudWatch #& - I8ERE,

sk, BT 60 WAFMEBNEAERBTELSRUELAERIEENER  MATERFIEETR. A7
REEEZNER , BREE 60 VIBRERRER.

Pass Metrics 2020-03-16 (20:23:00) - 2020-03-16 (20:3411) = | Line ~ | Actions ~ - e
dBm Bit/Block Error Rate
274 1
132 05
o B
—_— - — ——
\ — — —
I
-1.03 0
2023 20024 20:24 20:25 2025 20:26 20:26 2027 2027 2028 20:28 2029 2029 2030 20:30 20:31 2031 2032 20:32 20:33 2033 2034 20:34
@ | RHCP Es/ND I LHCP Es/ND QRHCP Es/NO @ Q LHCP Es/NO @ One RHCP BitErrorRate @ One RHCP BlockErrorRate @ One LHCP BitErrorRate @ One LHCP BlockErrorRate Two RHCP BitErrorRate

Two RHCP BlockErrorRate Two LHCP BitErrorRate Two LHCP BlockErorRate

All metrics Graphed metrics (12) Graph options Source
All > Groundstation > Channel, Polarization, Satelliteld | Q, Search for any metric, dimension or resource id Graph search

WZETE CloudWatch F#&%& AWS Ground Station 8B N FMEF , B2REREERK.
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R TEERRER

1. YErEEHE T/EV BB AWS [E18, AWS Ground Station & 7£ EEB4E A b E TN E
THEAEEAY [B i R 2 ) CloudWatch 1818, MEMH LBV ER HHE AWS BEHNEE , F2H8
SERMEILENE AWS B EE,

2. BB CloudWatch =4,
3. EEEBE®KT , BEIEF Metrics ().
4. 3ZE GroundStation fr & Z=R,

All metrics Graphed metrics Graph options Source

Q Search for any metric, dimension or resource id

157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics

5. EEMENEEHE (flwm, 558, M1k, Satelliteld),

All metrics Graphed metrics Graph options Source

All > GroundStation = Q Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

6. All metrics (FTAER) RoIEREBM RGP ZHPRMENFEER. BUUITTIBHE

a. HERERKRIF A FEAEWSE.

b. FERREFEF K FEIEESMEBEBNZNAR. EERBMAER , FENENRERE
5 BV B

c. EERERENE , FHEEELR ID, REKEE Add to search (FIBEE S,
d. ZEERIEEENE  BHEBEREZER , REEE Add to search (FTIBEES),
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https://console.aws.amazon.com/cloudwatch
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A WREE AWS CLI

AWS Ground Station £ E2Bii#% A B9 it TAEuh {7 EMEBABRY [RiH 8 H CloudWatch 154F. WFEHME
Bt AWS BEMhEEVESE  F2RSREEHEVE AWS WEE. # ground-station-
region-code MR BENEEVE AWS WEFAE (S0, us-west-2EARREEMN 1, B
BRM 1 PR ETmM 1), WREFPHFTERE AWS CLI v SEXEFEAMERBN EE.,

1. TEAWSCLI BERE . MERKMWEF AWS CLI , 2B %% AWS CLI 2 2 i,
2. R EEbTE VRV EAHEAERRY AWS B,

3. f#H CloudWatch CLI # get-metric-data FEREEABUNER , MEELREBNERZR , R
#AREHAELIEE,

EEIERM , BFHAT T EE : aws cloudwatch get-metric-data --region ground-
station-region-code --generate-cli-skeleton, EMSELEZELUUTHE@EDL

"MetricDataQueries": [
{
"Id". ",
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": ""
"Dimensions": [
{

"Name": "",
"Value": ""

]

},

"Period": 0,

"Stat": "",

"Unit": "Seconds"
},
"Expression": "",
"Label": "",
"ReturnData": true,
"Period": 0,
"AccountId": ""

11

B EE 149


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/get-metric-data.html
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"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",

"ScanBy": "TimestampDescending",
"MaxDatapoints": @,

"LabelOptions": {

"Timezone":

4. FEB#T FIH A AM CloudWatch aws cloudwatch list-metrics --region ground-
station-region-code ¥81&,

RS EIFFEAB AWS Ground Station , S EEERSE T EENE@ L :

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
.
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeceeeeecee"

}

}I

(® Note
WRER FRERCEIB 2 8 AWS Ground Station , BIAEEFEfE A HIEEN
BRE  UERIEEMBEBTHN AWS/GroundStationtiEELZBNMHE, ME
CloudWatch FRHIFEMER , F2E @A ANIEE
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5 EREESE 2 FEYK JSON BER , LUFESE I WHLEE , film
SatelliteIdfPolarizationfEMIEE, Lo\ , BHELEH StartTime, H EndTimef® ,
LARFE IR ERIR A, Blan -

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
eeeceeeeeeceee"
.
{
"Name": "Polarization",
"Value": "RHCP"
}
]
.
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
.
"Label": "ReceivedPowerExample",
"ReturnData": true
}
1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"
}
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® Note
AWS Ground Station 1R1B51E , 5 1 3l 60 WM — X518, MRPeriodBHENR
BENERMPE , ITEEEEE,

6. aws cloudwatch get-metric-data ERENSRPEIMNERERINIT . U TRMEHH,

aws cloudwatch get-metric-data --region ground-station-region-code --cli-input-json
file://<nameOfConfigurationFileCreatedInStep2>.json

EESEABEPAKBEE —ERMA. UTR AWS Ground Station 1R i Hi €551,

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

1,

"Messages": []
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h Y Z 4% AWS Ground Station

MERZ2M AWS BREEEBEIEF. 55 AWS BF , BRZENENF ONMMEREE  XRBER
MERTEHBABHIER, AWS RtZ2RBENTENIEE , HERERRLBE, EELTEML
fEOERRTet, AREE, FIEHNERNZSM,

5 B AWS Ground Station , ZfIZZ R ER/RERREEL L EEend-to-endi ., AWS 2
APl , AIZEZEESMEMERRE., WFE AWS ZEMWEFHHEN , BF2H AWS Z2B{NAEKRE.

R EA TR T BMAREERN B,

FE

 H9 Identity and Access Management AWS Ground Station
AWS #y ZEBZE AWS Ground Station

£ A Ground Station HIRIGERE AR

I EFREE R INE AWS Ground Station

S B E R % AWS Ground Station

B Identity and Access Management AWS Ground Station

AWS Identity and Access Management (IAM) 2 —& AWS fR¥E , AT HBIEE B R e T H¥ AWS
BERNER. IAM EEETRGIETTETRE (BA) MRE (EFHFT ) XRKEA AWS Ground
Station Eif. IAM 2ETLUREMER AWS RS 89 .

£}

- BEHR

ERS D HE

EABREEFIE

AWS Ground Station A £ 1AM

Y 5 5 BUBUEE &5l AWS Ground Station

¥} AWS Ground Station & % #117EUE 1T E 2 B
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https://d1.awsstatic.com/whitepapers/Security/Intro_to_AWS_Security.pdf
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BEREHER

FA A AWS Identity and Access Management (IAM) R IBEN AEBMEFRTE :

- BRBERE — BREAFNHELNE , FOEEERFMRT (F2H H AWS Ground Station &
2 MEEETHREER )

- REEEE — EEXEFEHAEFIELIERMEEEFTUFRER (FF2/ AWS Ground Station #0{ {5
IAM)

- IAM BEEE — REBEXUESEFEES (F2E 15 2B BUEEE B AWS Ground Station)

(i

549 ﬁ%E“AWSﬁﬁEﬁﬁﬁﬁlmHﬁoﬂMﬁMAWSEFEEﬁ%‘MME%%Q%E
IAM B 5 91HTE 98RE,

BT LAER B2 R EAER , Hla0 AWS IAM Identity Center (IAM Identity Center), E—& A&
7B FH Google/Facebook EAER , LB sWEXEA. NEEBEANFHEENR , F2H
(AWS EA EREER) FHNAEAEHN AWS IEF,

HWRENRFTFE , AWS 12t SDK M CLI AR IGHmFL NBEEF R, WFFMAER , F268 (AM
EREERE) T API FEREIAWS 5 4 IREBEEREF

AWS tRF RERE

BERI i AWS IRF |, g1t — @& A AWS 1RF theroot ERENZEAFTBS , RE D TXER
HS&FJ?‘ﬁ_ AWS f#5 Ml BiR, BARBIEEAREAERATHEESE. ARFEREAERENE
%, #F2H (AM EREER) PHWEEREAEBENER.

CEg)

&=

REBBRERABCEREERABS S O RMHAE , JLAWS BE ERAKRBEEFN

BEgGsR2REEBHNELEBEK. Web B EBENERE , REARB F 9 REN AWS R BEF
EY Directory Service » BiG B0 ERIAC A MXACSRAREREE.

EHERCEEFEUER , 2= A AWS IAM Identity Center, MEFHMER |
Identity Center A &5 RVt =2 IAM Identity Center ? .
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IAM {3 & F B4

IAM i F§ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 7 E{HE A=
EARARXNSEFT#, ERURREENRKEGRIEREN IAM £AE, WFEFEEA , F2E8
(AM EREERE) PHERAECRAEEABS SO RMUER AWS FAKGRBETH .

IAM BHESIEE IAM FHEES  FEEAEFAENHFIREMNRR, NEHASH , F28
CIAM EREERE) PH IAM FERENERZ6,

IAM A&

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B D BG4S EFTE |, H
AR ERER R, BULUEBRERETRE IAM A6 (E8EA ) W AWS CLI 5 AWS API
RERBEIAR, NEFHENR , F28 (AM £RAEFER) PHEBEASNEE,

IAM B EBRRBE 5o ERAEFI. W IAM EAER T, BikRFFERREBRBFE , URE
Amazon EC2 TR AEN., MEFMENR , F2H (AM EAEER) P/ IAM FHVRIRFE EIR
B

EHBRREEFEUE

ZAILUEIB R Y BUR Y S HIEE R & 5 RNER AWS RIZ2H AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS | SFHMEELBK. KRZSHBEKEL JSON XH AWS EX
FHRIE . FE—F TH JSON BERXH |, 268 (IAM EAEER) T/ JSON BEEHS.

EEESEMEANK  ERERWLEETRUTEWLRG THRLEERNTEE , UEETFINHEE,

HEREBERT , FRAENAERBHT. IAMEEESEY IAM BXRIEHETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHIT.

BoBEER

BoRARRENMESD (ERE, FAEFANAR) K JSON FFABERNH. EEBEREH & DA
HPLERNITHLESE , UAREANGKRE. NFTHROMELSDHEBER , F28 (AM EREE
M) PREBEFEERRERHE] IAM 55,

BoBERRAD/ARBER (EEABRRE—52) BEXERXR (ANMNESES 50N BEMLBER), 0F
THNAEZERRRABRBRR BMEE  F2H (AM EAEER) PREZEBREXNRBE
ZEEE,
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BERBEHR

BEREBRRMH IR EIRA JSON BRI fF. #6|aHE IAM AEEEBRE Amazon S3 fFRTEE
R, EXEEREBRNERET , REEESAUERACARZHHREE RN FIER. EXAEE
BREBRPEEEE.

EREBRRURAZBHEPNARBE, SEEEEREBEPERARE IAM B AWS REBK,
HtBeREE

AWS X EHMBRER  IREESERBREER TR :

« FARR —REFPHEBETRE IAM BEBHNRATT, MEHMEN , F28 (I AMEREE
) BH IAM BRI R,

« BRIGIEHIBK (SCP) — & AWS Organizations PR E B SR ABBENIEER A, MEFMENR |
5528 (AWS Organizations {EF&1ER) Y RIEIEHIBEE,

- ERZEHBEK (RCP) — RELIREHERTAF TN LR, MEFHASE
Organizations £ &) PR EREH BE (RCP),

. THEREBBR — EUERRFTARAACIEBES G/ FAERIRF TERERE , USBENEE
MR R, MEFMER b F2 (AM EHERRE) S0 TIERBRBE,

illll

, 2B (AWS

ZRBRER

E%Eiﬁﬁuﬂﬁﬁ%iﬁﬁﬁﬁv REF, EEMNFFUSESMMELRER, B2 7THNMAWS E45 K& ZER
REHFRERBAFNBER , F2H0H (AM £REER) PHBERLEE.

AWS Ground Station Z{al{# A 1AM

EEER IAM BB Y N1EELZ BT AWS Ground Station , 555¢ 7 f## 7] {8 FABFLE 1AM ZhEE AWS Ground
Station,

B A LAFE B (E AR IAM Zh8E AWS Ground Station

IAM ZhEE AWS Ground Station %18
R E =
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IAM Ih &g AWS Ground Station X &
BRBEBE e
BREE =
BREIR =
BERERHREIE RBRE) =
ACL &
ABAC (LR HER) =
e Hi] =
REHE &
REEZEAE =

EE4SME 7T AWS Ground Station FE M AWS RS INAEE K Z 8 IAM ThEEHEEFER |
(AWS IAM ER & IER) FHYE IAM EBEFRE R,

3
¢
dn

0 &9 B BE AWS Ground Station
TESHEBEK 2

B BBERR ALK NI S 2 (Bl IAM ERE. EREFHERAE) K JSON FFAIBERXHF, ELEHK
REEF &0 EMERG TRREBLEFRATHLEDE, MFTHROAMELSSEBK , F26H (IAM
ERERERE) FHEBEFERBRESRBR] IAM A,

A IAM B2 EEE | BULUSEASRESWBENDE , UREAERE T AFRIEBBE, 0
T T MAEE JSON BT ERNFETE , 88 (AM EAEIEE) 8 IAMJSON BETES
=,

1 & 9 BBKEH AWS Ground Station

& ERR AWS Ground Station B9 B BURIWE I , 28 BB 9 B BEEE | AWS Ground Station,
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AR ERBBE AWS Ground Station

XEERERXK &

ERE PR EM IR EIRA JSON RN, BEREBRNZE REHR IAM ABEEBERMN
Amazon S3 RFATEER, EXEEREBRNEES  BREEESTUEAEMARZHEEEER
HEDRER, BRIFNBRNER  BREEREENEB AIUAZERAITHBEAREMERGT
HITHEME, EXAEEREBRRITEELZR. ZEXATNEHEKRSE,. £RE, At M5OI ERE
= AWS BR7.

MERRABIRFFIRE , U EREMIRFNIEEMBIRFN IAM BEREABEREBRNER. WF
HAES , F2E (AM EREER) P8 1AM PR RIEEEIREF .

BB B 4E AWS Ground Station
TEBKREE:: 2

EESWLER AWS JSON BURRIEEH T AFHAR, tWpER , MEERE M ERE T o AE A
EERHAITHLEBIF,

JSON BURRE Action TEHRE TR AFHIEBBRPFRNEF, BREERADERRTH
1TAABABR BN ERVRT 6

&EEF AWS Ground Station BIMEFE |, B2 E (RBERESE) v EZHE1E AWS Ground

Station,

Y BUR BhETE B 4E 2 B AWS Ground Station fEALUTFH :

groundstation
BEEE-RAAPEEZERE  FRERS R,
"Action": [

"groundstation:actionl",
"groundstation:action2"

]

& ERR AWS Ground Station B9 B BURWE I , B2 BB 9 B BERE | AWS Ground Station,
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N IEEE IR AWS Ground Station

XERRER: =

EESWLER AWS JSON BURRIEEH T AFHAR, thpEaR , BMEERE M ERE T oA
FEER#ATIRLE B

Resource JSON R tEZ IS EEEAENYH. REEKRFEHAE Amazon Resource Name
(ARN) RIEEER. BBEFTXEERERFT , FABAF R () X ZREXNBEBARFEER.

"Resource'": "*"

ZEEZE AWS Ground Station ERER K H ARNs , F2H (RETESE) dW EEMNER AWS
Ground Station, BE T R LA AL EIEIEEZEERN ARN |, 28 AWS Ground StationE
= EE,

= EZMAR AWS Ground Station 9 B BRI EF] |, FES8 V5 5 B BUERE Il AWS Ground Station,
K BUR 4 & 5|88 AWS Ground Station
TERBEERRHFEGESER . 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpi2R , MEEREERE T oA
EERHAITHLEBIE,

Condition TEERBEBRMNHRYE , BEERBANITRE, BUURIERFMES FNVFRHER
X (PIHERTPR) , REHBRPORGENFRDNVE, EBEFME AWS 2ERFRCIR , F2
B IAM EREIERE) FHAWS £EFRGFASTREIE,

&=EEF AWS Ground Station R4 RS5|RIVEE , F2HE (RERESE) B IFEM4ESIE AWS
Ground Station, HBE T RE A ERAFRHREIEBNEENER , F2E EEMEH1E AWS Ground

Station,.

£ E 13 AWS Ground Station B0 BBUERNE S| , B2 15 9 B BEEE 5 AWS Ground Station,

A #Y ACLs AWS Ground Station
TEACL: B

FHUEFIEE (ACL) FTEFIBLERE RFKE, FRAERNAG) HEFHERRNFFT. ACL EER
EREBR , BEMAER JSON BERXAEN,
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ABAC # B AWS Ground Station

X ABAC (ERHFHER) : 2

B R FEUES] (ABAC) R—EREXRE , KBBEARRNBHRERT T, LU UEREREEE IAM
B AWS MER , REKET ABAC BUR , MEEZREANRERNTSER LOVERE RFHRF,

MERBERILEZE , 556 aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R# &5 , EECRNIEGTESD , BHEREA.

MRBHEXESEEREEN B =ERG SR  ABEZBBEMS , EA Yes, IRBBEIERLE
REEN 2R =@ k4R , RIEA Partial.

WMFT ABAC WIEHHEH , F2E (AM EREER) PHER ABAC RIEESRTT. NEEESAR
TE ABAC ZERMHEZRE , F2H (AM £REERE) PREHABEEFEES (ABAC).

R HE A EREEE AE R AWS Ground Station
TEREBERE 2

RS EAERREM AWS BRNVEMFEIE K ESERABSRVRACK K SEBREI. AWS EEL
BEELAHREAEN  MAREARMENE®R. UFEFMAES  F2H (AM EREER) P8
IAM A | R s 2 & B RE BE 1] £ |AM FE BB ERIAWS AR#S o

K BRI B EF A AWS Ground Station
Y EESEIMITERE (FAS) : £

EXEM IR (FAS) AN METAFT AWS B, 4 AWS BRI BRE ToRBIKRHE
Ro MBRH FAS BREMBHFHMET  B2REREFNTERE,

B AR #E A AWS Ground Station
YEREAE . B

REACRRBEETN AM S€  AIREMTEE, IAM EEE LR IAM RE, 18K FNM BRIRKE
Af, MEFMEER , F2H (AM FHERERE) PNEIAELUEIRFITHE AWS Ri%,

/A Warning

ESFRE AN st E AWS Ground Station ThaE. R B AWS Ground Station 12
HIESIR , TREmREBREA G,
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B R FBE & A AWS Ground Station

XERBEGAS 2

BHERACRERE N—ERBAE AWS B, BETURERREATHENAE, REEE
ACEHRELN | AWS IEF | WARBAEAE. AV EERETURE BT EREREEEAEBN
S,

NEEZRYREERBESACHFMENR , FSHEAEL IAM BEHNAWS B, FERKRPSKRR
%, EhEeRBEGACHTN Yes, BIEFERER , SURAKRBHNRILES A BXH.

0 55 BB K &35 AWS Ground Station

BIBEFER , FAENAETEHBREILTIE R AWS Ground Station ERNER., EER FEHAEYHHEHM
EEEREHTHENST , IAM EESTUET IAM BEE,

NFE T RMAERISLES JSON R XMFET IAM EABEEE , F28 (AM EAERERE) FHE
3 IAM BUR (£ B).

B

\

NE EENEBENERERNFMAET AWS Ground Station , BIEEEERERM ARNs R |, 52
B (RERESE) B WEME, ERFMFEHFESIE AWS Ground Station,

&

- BREEER

- fEF AWS Ground Station 124
- AEAEREMMHECHET

BRBEER

SoABEEYEEREFINEBASERETLIEN., FEEMPER AWS Ground Station &R, ELLE
ETREE RN AWS IRFELER, EREUSHEES P HBRER  BERETIERRERSE

- FIEER AWS SEBRRYEBRKEERTT - EERBRFTRTENCERAENTEER , B
BT R TS EREARAN AWS REBKR., ©ATELN REMH AWS IRF, RAIEZRLESR
BREREARI AWS WEFZERXR , ME-FRLHT. WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KERLEN , &7
UERERERG T AUHBEERRINEEF , EUBARBERTT. WEER IAM ERFFA
MEZEEENR , F260 (AM EREER) T/ IAM PR BERMET,
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- £ 1AM BUR R BV R — SR B FEUE - BRI LSRG FIBZEER |, RHIEEMERNEFEE.
flan | WA AR B BEERRG , EEXAMEM SSL BEFAERER, MREBRFE SHERARKEE
AWS FR#& , &t ] LUGE B R4 R 1R F HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

£/ IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 IE BE&4E - IAM Access Analyzer B
BHFBENREBER , BRELBFEMR IAM BERFES (JSON) #1 IAM EEH. 1AM Access
Analyzer 12fit 100 ZEBERERVEATHESR , THHEREXLBEEANBE, NEFHEE
A, F2E AM FHERER) PHEEA IAM Access Analyzer B FE BUR

- FEZEEERE (MFA) - IREHRPIFE IAM E£REDR FHRERE AWS IRF |, BRI MFA
DIREREH. MEEFU AP BERER MFA , 1§ MFA REFEZEHEKR. MEFEE
7, F2H (AM EREERE) FHEIR MFA Z% APl FHL.

WE IAM RREEENHEBRENR , F20 (AM FHEER) B IAM Z£HEEK,

58 AWS Ground Station £ &

ZEZEFH AWS Ground Station 124 |, BXNEHEE —HRKFT, ELHFALARFEY HMEER
B AWS Ground Station BRI EMEA AWS IRF, RGBT LEEARMLEFTEREN S 2K
R, IEREERBRNER (FAEIAR) MS , TRAMRELMAEERE,

HAERW AWS CLI 5| AWS API WERE | BREEAHTREEREHT. Rz, REAHERF
SMMERBNTZ AP BIENEERTLT,

ATHRRERAEMNAGMATLUEER AWS Ground Station £#4& , 4% AWS Ground Station
ConsoleAccessT ReadOnly AWS SEHFREZIER, WEFAEF , 528 (AM EAEE
M) FRFETRAFERAE,

TERERBEMFIBECHET

WEHEREMMRILIBER , AFF IAM ERERGH MEBAERE S 2N ARRZEBR, BER
SEEEEAFHMEA HAWS CLI AWS APl URBREREH A X ER B ENSFT .

]|

7

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
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ERAEER

iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ AWS Ground Station & 2 MFZEUEITHEZ B

ERAUTERARGBEZE IS EMFER AWS Ground Station 1 IAM B A 8E1&

&
- RERE PHITHHE AWS Ground Station
« RAEBHIT iam:PassRole HIiZE
« BEEA UAWAE AWS 1RF FEXFEM AWS Ground Station &R

RERET d#TE¥E AWS Ground Station

IANE REE,

yu%a_,\l‘lﬂ Uidtn/\ y El%u/u\*yégE*}l?TEﬂE j@ﬂ’]l&%%ﬁ%%ﬁ , anq:/u\$}1?i-§bﬂzo
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TlgEfIgEsREgEmateojackson IAM EAEERER TR ERE —BERE ny-example-widget
BRNFFMEN , BAMEER groundstation:GetWidget FFAIRFE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
groundstation:GetWidget on resource: my-example-widget

EHBERT , HBEH mateojackson FRHEBEBHBER , i
YEEE my-example-widget BiRo

Z{F A groundstation:GetWidget Bl

MREBEEWHE) , BREEN AWS EEE, FHNEEESREENEERE.
K AREBFH 1T iam:PassRole RyIZHE

MBRSRUNTEER  SHEKREEESIT iam: PassRole BifE , BHNBESLEEYN , ALK ACEERE
# AWS Ground Station,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

£ A marymajor B9 IAM EAEERFERAEEEE AWS Ground StationFETENMERF , 4 T 55
53R, B2 , BFERBEEFEREAGR TN T. Mary REKAGEERGRENT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEBBERT , Mary WKL BES , AFFMEI1T iam: PassRole Bk,
MREEEGE , BBEEN AWS EEE, fHNEEESRMENEERE.
BREARF UWABHAE AWS IRF FEFEA AWS Ground Station &R

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, EUEEZE LT
LEEAVHIREZAR. SHEXEERERNBERSFEUEHIEE (ACL) RIBRES |, &7 LUE R BRL R
KRBT AEFRENE RN,

MEE—FTH , F2EAUATRE .

- BEETH A AWS Ground Station ZEELINEE , F5ZRE AWS Ground Station Z{AE A 1AM,

- BETHRNMAWS 1RFE EEBEN ERCBREFIE  F260 (AM EAEER) FHEEHE
B AWS 1RF 895 — 1@ IAM /& PR FEE,
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- FEETHRINMUEERNFERERMEEE=5 AWSRF , F28 (AM FERAEER) PR FEER
HIEE=5 AWS tRF #H.

. ZIEI THEMAEBRBS &2 RUFEE  F20 (AM EAEER) PHEFEERHEEENSE
TEIRENERE BMSE D).

- MFTHREALSENEREBRRETEIRFFRNCEANZR , F28 (AM £RAEER) 8 IAM
PR EBRE ERFE.

AWS B S EBE AWS Ground Station

AWS ZSEBREH AWS AWS RERFRBUMEENBUBREERTSERARGIRMHAT , UEL
AR ARG ERE, BEANAE,

FARCE , AWS RERRARFTERTFTRECARFINSKEERTT , RAELFITAHAE AWS &
FEM. RMI2BREERRENEARFINEFEEZRE  UEE -SRI,

FEEBE AWS SEBRPERNTT, R AWS EH T AWS EBRPERNTT , IEHER
EHREENMBERRIAGD (ERE, BHEANAG ) . EFMHN AWS BRI REISHAT API R4AETTH
BARBEAR , AWS RETREMH AWS ZEHX,

WEFMENR , 20 IAM EREBERFHN AWS SEBE,

AWS ZE XK : AWSGroundStationAgentinstancePolicy

B #% AWSGroundStationAgentInstancePolicy BKEREE IAM &%

LBERE S AWS Ground Station KIBREXFF A% F Amazon EC2 #{TEE , AFHITEEE Ground
Station Bi#& BB EAMBRER . LLEEHPNFIEFIE KB Ground Station BR#E

ATAIRFAEE A
BRI EUTHT,

 groundstation - AFFERREIREFAITEEM U Ground Station Agent APls,
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HEMRRETRAK JSON BERX 4 |, F2H (AWS ZEBRRSERRE) 1
AWSGroundStationAgentinstancePolicy.

AWS ZEBR :
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy

IR £ % AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy EiZZE IAM B8, HBUER
SEEIREEL AR , AWS Ground Station FF KREBTEVE, MBJFHFMEN , FS2REEAR
BEFZAE,

WBEEET ALY &2 AWS Ground Station & IPv4 #iitfy EC2 557,
I EEAE R

LB RIEUTHA,

« ec2:DescribeAddresses - 25 XK E AWS Ground Station | 5 E2 EIPsAERIERRI AT A IPs,

« ec2:DescribeNetworkInterfaces — fofF X F®E AWS Ground Station EXNSEE EC2 #1T{EE
ERBER BN T E A

HEMRRETRAK JSON BERX 4 |, F2H (AWS ZEBRSERRE) 1
AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy .

AWS Ground Station AWS & BRI EH

iR B RIS IB HHE L E AWS Ground Station LA |, AWS SEHFREHMNHEMAEF. EH
EEEEN B EIEE |, 55T AWS Ground Station XFBF L EE LM RSS HE,

2% HR Date
AWSGroundStationAg AWS Ground Station #7318 7 2025 £ 11 A 13 H
entlnstancePolicy - B E & AFREERXEREKEE

BHE
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gF iR Date
URLsHAE 1T858 E Ground
Station B/ERIEF T

AWSGroundStationAg AWS Ground Station #7138 7 2023 4 A 12 H
entinstancePolicy — HTBE FECE , R ERRERE

#ITEREEA AWS Ground

Station Agent BIFF T,

AWSServiceRoleForG AWS Ground Station ¥7i§ T 2022 F11 A2 H
roundStationDataflowEndpoin ~ FTEVBUR |, |&F EC2 557 , KA
tGroupPolicy — # B A 2K 8 EIPs tAEFRHRY 2

AWS Ground Station & IPv4
Mk, ANEE EC2 B TEEE
BB AN T,

AWS Ground Station BA#5E#t AWS Ground Station 2BBE 20213 A1 H
g% Mt AWS ZEHERNEE,

£/ Ground Station R ELEAE

AWS Ground Station use AWS Identity and Access Management (IAM) fRi$E&E A, REEEAE
ZEEERZE Ground Station FYME— IAM A% E, Ground Station B A EERKEL AR , 3
EZRBRREFUEM AWS RIEFFENFIERFT.

RBEEAEEREEZMIETE Ground Station , RABRT A FEHFHIEHLEMNFT., Ground Station
EEHRBELE/EWEHET , BRIESEEREZ , BRIRE Ground Station JUAREEHAR®, EEWFET
SREEEBKRNFTBER , B UBGREENMEREM IAM B8,

NEREXERBEFACGNEM RBENEF  FSHEAWS €4 IAM KRS , W RBERS A CH
FEREARNEK. BEEEAERNE , IRAZBRBENREESSEX .

Ground Station RIS ERE A BFA

Ground Station {# & & AWSServiceRoleForGroundStationDataflowEndpointGroup K RIS E#E A &
— AWS GroundStation A Lt fRISEE A BRI EC2 REIXANE IPv4 it

AWSServiceRoleForGroundStationDataflowEndpointGroup R EE AR EE T RBEREIZAE

EABBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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* groundstation.amazonaws.com

& A& AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy B £ €& 5 7] B3R 7] # Ground
Station $HIEEMNERTH T 5IEE :

« B1YE: all AWS resources (*) £ ec2:DescribeAddresses

B)1E T Ground Station %/ 2 EIPsAHEIEEYFT A IPs,
o BE: all AWS resources (*) EM ec2:DescribeNetworkInterfaces

E){E T 3 Ground Station EXSEE EC2 #{TIER MM < MR N ENVHEEF

BYERENT , IAM BER (NERAE. HENAG) TURY, FEIMBREKERAE, MFFM
&, B2E AV EHEEETNRBESE AR,

5 Ground Station EY RIS EFE AR

BREEFHEIYRKESEAE , EBTE AWS CLI 5 AWS API 1] DataflowEndpointGroup
BF , Ground Station 8 AR B RKEEZAE,

EEMBREBREEEAR  CREEFREL , ZUUERFHEAHEEFEFRIAR, EFRENT
DataflowEndpointGroup B , Ground Station @B X AL REEE A,

WA LER IAM 24 |, BBERRZE Amazon EC2 ERARGIRELRKEL AR, £ AWS
CLI 5\ AWS API /1 | RSB BE T groundstation.amazonaws.comfREEE B R, WMEFHA
&7, F2E (AM EREER) 7K "EIRBEEAE) . NREHMRILBRHEELEAER , B
FAKERNEFUABREIZAR,

#m¥8 Ground Station RIS EE AR

Ground Station 7 ftEF#&#wE AWSServiceRoleForGroundStationDataflowEndpointGroup AR¥E#E &
B, RAEREERTHSSERKELAR , FIUSELIEEIACGCRABFAGER. AWM , &1
F/ IAM RiFEAGHR, MEHEET , F28 AV FAEER) THRERBEEAE,

fIB& Ground Station IR EEZAE

EETBEARERBESGACHIIEDRYE  RAZBRERGRZAC. - , ERREREDE
EREENARERAER.
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8 WA Z8 5 1 R IR 75 E 4 /& 2 MIBR DataflowEndpointGroups , FREMIBRIRISERE AR, EFABREETR/N
{888 DataflowEndpointGroups T A, R ARIEE R A @8 % E DataflowEndpointGroups #& B &
B, 88 S MR R RIS ERE A B FTAE DataflowEndpointGroups , = REAS EL M Bk

(® Note

R Ground Station FRIEELRERMBREREFEAAE |, BIMBRIESLAK, BFHIBERZLE
EESEIERYBRERRE,

B AWSServiceRoleForGroundStationDataflowEndpointGroup Fif Fi#9 Ground Station &R

- 1&EiB AWS CLI =k AWS API fiiB& DataflowEndpointGroups.

£/ IAM FERBRBRBEEEAE

£/ IAM E#4& AWS CLI, = AWS API 3l Bk
AWSServiceRoleForGroundStationDataflowEndpointGroup FRISER A, MEFMENR |
(AM EREIER) FHRBRESEZAE,

Ground Station R EE A ERN [E 1T
Ground Station X EEFMERERENVES T FERAREEEZAR, MEFMAENR  B2HESR,
S HERR

NOT_AUTHORIZED_TO_CREATE_SLR - ER &R F AR CreateDataflowEndpointGroup API
HNAEKEE iam:CreateServicelLinkedRole®F [, B iam:CreateServicelLinkedRolesFA]
NEBEXNEFBHALNIRFEY RISELZAE,

3
¢
a1

i
%

\

WiFEEE R IN% AWS Ground Station
AWS Ground Station FAEXIZENER , LMEA AWS SEENINZ R REBELNTFERBER,

- AWS BEER £ - 85X AWS Ground Station fFAEL SR BB MB TEZRFIEAS 2 HWERH
IFMER, BELRE. EENFEHAEE AWSH SR  SIRRAEFEASRK | T8 , BLFER
BREAEBERBEEXNREREBMZERNN SR, WHEFHEF , 528 ( AWS Key Management
Service BB ABIEFE) P AWSHENER.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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RIBEFER , MPBEENAPRBEEREBHRBRERFTSRNRERBNER L, FE , EAUEYFS
E"&%bﬂ@é%ﬁ%&&%ﬁ%?ﬁ’]ﬁé@)ﬁfﬁo

AWS Ground Station i FTE IR BEE R MEIITNE , T8 , HREL AWS Ground Station &
B, GlnERMER  AULLREFAEFSESRRELTERRIN AWS ZSE SR,

. BEEZESH# - AWS Ground Station XEFALRY, HEANEENHBESSELRADRRE
1 AWS A ME, BANELEEHLENS , RLERTHUTES -
. BUAEES M
. RIAEE AV BREAE TR
- BRI S MEE
. BRSRBEEBEN
. $iH
 RUSRAE
. RS WM

MEFMER , F2B ( AWS Key Management Service B A Ei5m) FNEFZE S,

TREEZR AWS Ground Station TEFHAEZFSESBNER

arEa AWS BB &R = EFHES®RME (ER)

Ephemeris ERIARGTEHE SBA 2R A
(9 B 5

ARG T RENTUBKRER ERA ERA
1 Hh 4R

@ Note

AWS Ground Station 8f£F HEBIMATEMNER AWS HEN TR |, UEBREEB/AS DE5
B, 7B, FARFSELMEEE AWSKMS B, MEEENFHMENR , F280 AWS
Key Management Service E1&,

WMESFHMER AWS KMS |, 5288 AWS Key Management Service % A E15/,
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://aws.amazon.com/kms/pricing/
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NESEEREENBEENA , B3 :

5
W

« TLE #1 OEM ephemeris & ¥l REMNZ
- BRSEERMENTFENS

BUEFBETR

A LAER AWS BE I AH AWS KMS APIs REVHBEFZE SIS,
BUHBEFZETR

EfE € AWS Key Management Service B ASEFE) PEVHBEFZIETRNIR,
TRBUERBLE

SHEREREHEFZESBNEFEIER. SEAEFSESHBLERE—ESWBER , HHIERE
HULUEASBEREFEASINRRN., ERIEFZESRI , TAEESRBER., NEFHMEBEA ,
528 ( AWS Key Management Service FiZ A B1ER) PR EEHEFSZE BN T,

EEBEFZESHME AWS Ground Station EREE R , BABERESWMBEURF AWS Ground
Station R BEENF T, BEFITMNBERARERR B EENZNERER

-« 0% TLE # OEM ephemeris ¥} - IFERFESWBERFERMEBHITLE 1 OEM ephemeris E RHH i
ENE , F2H .

- MEANREAGHEER - IFRESRERFERVNGEF LTS ETRHENFENE , F2H

(® Note

SIMBEEAREE ephemeris BE ZBBEFTFTRE, TLE 1 OEM ephemeris EXHEAR F 2877
B, MANERFA ephemeris FABZSBBENT T, BHREEBRBENZENHEERERRE
ESWBUR,

MEAEBRFPEETINMEHER SR NWFHRER , 5528 AWS Key Management Service B2
ABEM.

BEE WEEZE 4S8 AWS Ground Station
O UEEEFZESBRMNZTHEIR

BUEFAESR T


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
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 Ephemeris (TLE, OEM MBE{IEH )

BYERE , B LUIRME kmsKeyArn RIEEER T8

« kmsKeyArn - AWS KMS EF ZE iR SR8 5IAF

AWS Ground Station IIZRAR
ZRBE—R—HEANSER/EY  HETh3sERERNEMABTEN. AWS KMS £ A NZBRAEM

ABFANCRIER  UXECRENNE. ELENEENNERTFIENERNRK , SBNER
B AWS KMS BREEMFENER. EEHRZER , BELAEFRPTEHENMERE.

AWS Ground Station RIFMNZENERERATENMERS , TABERYNSRBEBIEERERNE
AEN

NMEFEERBENNEANRFMENR , F2

81

« TLE 1 OEM ephemeris & ¥l BV FRRE MR
- B ETRMENFENE

TLE #1 OEM ephemeris & #}#9 58 88 N &7
TLE #1 OEM ephemeris HJBE&BUIR E K

£ EE ephemeris ERMEAEZFZE SR  SNSRBERMSAE THEAIHEF AWS Ground Station
BR# :

« kms:CreateGrant - EREFZESR I BIUGFHRE, RFEEFZESR LHITR FIREN
AWS Ground Station ZEUE , ABEAREEINZNE R

« kms:DescribeKey - REEFZEL|FMEF , AWS Ground Station AFF HERFERRHENE
WZARELER,

MEFRARENGFMER , 3528 AWS Key Management Service Bi% A B35,
FREFSELBET ephemeris B IAM FEHEFFT

E AWS Ground Station EZIGHRERIETPFERAEFZESRE , TERREI ephemeris ERIVfE
A&,
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BECABEFZESBEY ephemeris EIR , EFAEXEEFERFZESR LW TSR EMNGF
1

« kms:CreateGrant - RFFRERREFZESM/E LR T AWS Ground Station,
« kms:DescribeKey - AFEAERREFZESHFMEN , UBRH 28,

WA LAE S MBERHTE IAM BERHFIEEEL MV EMNTT (MRESBEK A, EEFVARARFERE
AT LA HE K KA1 AWS Ground Station FREFZESRIETMRRE,

w{al £ A AWS Ground Station AWS KMS 2 (TEHRMER
AWS Ground Station EESRIZESEEFEALNEFRFZE DR,

ERLEFEREFZESRMMERN ephemeris i , EiEIBEIA CreateGrant FHRE REKE AWS
Ground Station B £ % AWS KMS, iR T AWS KMS AR#EF AWS Ground Station &1k
B AWS KMS €81 7 EUE,

iE 7] ZE AWS Ground Station #11T7 T FIE4E :

« MY GenerateDataKey AEEMZNERSBIKETHR , RATEULAEHERS|ETNE,
- WY Decrypt AMERREFHMBEER S BRFIMBHER,

« Y Encrypt AERAEREBRMBEEHR,

. BREAAZFEA , LAKFRBERA RetireGrant,

ST LABERS SR IR T EEE., MREEEM , AWS Ground Station BIE X EHEFZE LB INZH
FAER  EEHERBRERNIRE, Fl0 , MRER BB ARBHER ephemeris BBREBET |
AWS Ground Station B A& A E B & HARE F A IR ephemeris ERIRIBEE X, ESEHEHIHZA
LA FAILED AREE#E R,

Ephemeris IIZ#RAE
1Nz ephemeris ERN BB TFTEBEEZHENEE ARN,

"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

}

TLE %1 OEM ephemeris & ¥IHI TR RE N5 173
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® Note
THREESHHEENSREEHEERERA,

ERINE R A EITER

ERFEAERBEFSESRANFERMEERE , St EAEKEENBRFFNMERABTRELZF
FZERNERAAN. MBARLEHBIE AWS CloudTrail 5 Amazon CloudWatch Logs 7= 4 Y

ERNEZERBTEFEEFZESRIVF

BT UESRBEEN IAM BEH , £AMZEARRTHES conditions REFFHREBEFZESRN
FHL, B ER TR EMINERB KT,

AWS Ground Station ER FHEAMBEARRS , SEFHHERFIESTEFZESRNFI. &
FROESERBETFAFNREEAEENNERNR,

UTRETFTRENFZARCEFZESRFIENSRBCKRANEH . HBERFAXFHRGESER
EREENEANRNNZRBHRE,

THEHERBEZEHEZ ephemeris BRI SMRBUR :

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}I
{

"Sid": "Allow AWS Ground Station to Create Grant on key",
"Effect": "Allow",
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"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"

},

"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::123456789012:satellite/satellite-id"

}
}

Bt i ephemeris N £ 48

EIR¥EE ephemeris EREMA AWS Key Management Service & F S E 88 , LA LR AWS
CloudTrails{, Amazon CloudWatch logs3&iE#t AWS Ground Station EiXHIFER AWS KMS, T %#3
5l 2 CreateGrant, GenerateDataKey, Decrypt Hl DescribeKey # CloudTrail =4 , AR ES#E AWS
KMS RN B934 AWS Ground Station , UEMBEESE L@ INEZNER,

CreateGrant

EIRER AWS KMS EF Z & €883 ephemeris ERE , 2R K%&E AWS Ground Station &%
CreateGrant 383K , LAfEEUE AWS IRF /) AWS KMS €88, 23/ AWS Ground Station #F
HEERHEETF AWS KMS ZESRHEABMNEIR. s , AWS Ground Station &M BREIRE
2/ RetireGrant 2ERBRFF,

T I 55| =4 & 52 8% ephemeris B CreateGrant 2 4F :

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {

"aws:groundstation:arn":

"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
1,
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
1,
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@daaafSAMPLE"

.

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [
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{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

ERMER AWS KMS EFE 2 E €88 1N1% ephemeris ERE |, 2/8KME AWS Ground Station &%
DescribeKey 883K , UBRFE B RN ESB/ESFERENWIRS P,

THIEHIEHFFC#H DescribeKey #1E -

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

3,
"invokedBy": "AWS Internal"

}I
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"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

EIREH AWS KMS BEFEZE £ 8K % ephemeris EIREF , &% GenerateDataKey

Ground Station EiEE |, LEXARMNEZERNER 8,

T 5B 5 =4 & 52 8% ephemeris B GenerateDataKey #R1E :

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",

a5k AWS
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"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":

"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",

"aws:s3:arn":

"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

iy

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

Decrypt

EI8ER AWS KMS BEFE S E SR INE ephemeris EREE , MREFEHAEERNEFZES
#&i% , 8l AWS Ground Station &4 Decrypt IBIEREZIZHEM ephemeris, HlN , IR

ephemeris IEFE#¢ S REFTB LE , WFAEEN SR EXRFIFRP N,

T g HIEH G ephemeris B Decrypt R 1E

"eventVersion": "1.08",
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"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba@SAMPLE"
"eventCategory": "Management"
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EBReETRMENFRENE
FURAETRENBRBERESR

EEREFSESRESURATRMENBESER , ZNERBEL A TIFTRT AWS
Ground Station k7§, EEEARFH TLE A OEM ephemeris E¥A[E , azimuth elevation ephemeris
SEEAEESBERFAURETNERE, EREE FAUNEAEN S| EBES Z.

« kms:GenerateDataKey - EXARMEFNRAZTRHMHERNER LR,
« kms:Decrypt - FRRAVRATRHMEERBBEZNBENER SR,

BT EFZEE® AWS Ground Station FFEUVER & #& B €851

(® Note
ERAVRAGRMER K SXAERESRBERPREELH T, BAHE
B LB BUERBHAR 12 F @i AWS Ground Station FRIEERE ( Fl4n
groundstation.region.amazonaws.com) E&FFA, MR LFEELHEZSHRBENKR
A= , AWS Ground Station i EFERRFEEN BT A IR A E M4,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"
}I
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
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},

"Action": [
"kms : GenerateDataKey",
"kms :Decrypt"

1,

"Resource": "*"

FHREFZESBEV A NVREATRMEN IAM FEHETT

E AWS Ground Station EZIRHmERIEFFEAZFZESRET , c8RREERY A NVRATREE
BROERE,

EEFRAEFSESREVSURATRMEER , CAEXEEEEEFRZESHR LW TIIRENET
1

« kms:GenerateDataKey - A FEAEEEARMEZESNEATREERNER S,

« kms:Decrypt - AFERAEEFMANRATREERKFRBERER,

« kms:DescribeKey - A FEAERATFZESHRFHFMENR , URESR,

BRI ESRBERDE IAM BRPEEELLENFTA (MREWMBER LT, ELFAARRERE
A LA R K& AWS Ground Station ERAEFZESRETMERE.

e AWS Ground Station A& A8 R AN F IR A S

ERERAEFSELRIREHAVIEAERMERE | AWS Ground Station € A £ 8 BERREFZHUE
NNZEE, Fa2EB AWS Ground Station £BBEFARNEEEFH , MAR2EGEH TLE
OEM ephemeris Efl — K EBRFRFERF.

MBEBHRYEFEZE LB AWS Ground StationfZEUi , AWS Ground Station B2 FEZ &8
MBHEMER , ESHEMEXERNRME, fln , MBEEBRETARBENALAASEEMEN
SIMBUEKRFFA , AWS Ground Station B EEZEMEHEAEARMN S UAASERNRG SRR, ES
ERELE ALL FAILED AREERE R,

FAREKEMBERR

E AWS Ground Station fE K AWS KMS £#RMEFMIRATRFMHERR , RESEEMNEZR
B, MERABRRENNRIER (AAD), AWSKMS ARBERERTEMN, AMBREEEMZEARAR
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H% , WRBLARBRRREEERARNNBERAR, BR , BESXM. MBABTHERA CloudTrail
B, LGB T BEREE AWS KMS &8 ERE. &1 CloudTrail B AIEEEEFF 1R AWS
KMS R ERAVIER  ESEBFHEEPNMNBARTHBEHEZSECRNRR,

AWS Ground Station I8 EA TNZEAR , EEFAEFZESREHAVEADRE LHTRBRER
1ERF -

{
"encryptionContext": {
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:groundstation:arn": "arn:aws:groundstation:us-

east-2:111122223333:ephemeris/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/00a770b0-082d-45a4-80ed-
SAMPLE/raw"

}
}

mERTEE :
aws:groundstation:ground-station-id

E275 { A Bk M AR BA B AV I U5 & A

aws : groundstation : arn

ephemeris &R ARN,

aws : s3 : arn

FHAE Amazon S3 # ephemeris #J ARN,

ERAMBEAREHEEFZESRNFR

BRI SAER IAM R4 BRIA R H ¥ B 2 E I AWS Ground Station 8L, #
kms : GenerateDataKey# kms:Decrypt B LTI R4 RIR N EPRH AWS KMS 7 S5 F #Y ith [
Yo

UTREBBIRBRIRXE S , ATA§ AWS Ground Station FEER FREMHEMBIERTIPHNESFZ
EER. KBRS REERBEEFSERBRPHREZNBATN WM ATE MBNER
ﬁﬂl*go
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BT FEUSEMEE Z AWS Ground Station & F ZE RN M BUREHI

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":
"specific-ground-station-name"

}

BRBEERENBENS _



AWS Ground Station EREER

#F AWS Ground Station FRZEHLM cFEFZESRN SIMBEREH)

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":

"specific-ground-station-name-1",
"specific-ground-station-name-2"
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ERSNNFReRESR A REATRM

BEIEE AWS KMS BEF S EL8E VIR H ephemeris BRIZEFEAE , BAILUER CloudTrail 5
CloudWatch H#RiE#H AWS Ground Station EiARIFERK AWS KMS, T 5I£i#| 2 GenerateDataKey
# Decrypt #9 CloudTrail E4F , FAARESE AWS KMS FEI A2 4E AWS Ground Station , AFEEF
ZESWMEBENER.,

GenerateDataKey

EEMERA AWSKMS BEESESRRMBZESMIRATRMERE , 4% GenerateDataKey 78R
AWS Ground Station % ZE , AWS KMS UELXARMBZRERNER L&,

THEflEHEREAUAHSERMMN GenerateDataKey 84 :

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
I
"attributes": {
"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2025-08-25T14:52:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
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"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-
bd60-SAMPLE/raw"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

iy

"responseElements": null,

"requestID": "ef6f9a8f-8ef6-46al-bdcb-123456SAMPLE",
"eventID": "952842d4-1389-3232-b885-123456SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "8424f6b6-2280-4d1d-b9fd-0348b1546cha",
"eventCategory": "Management"

Decrypt

EREMN AWSKMS EFXEERRMBLSNEATRHERE  NREHN S VEATHEER
EFAMEENEFZEESBMNE , Bl AWS Ground Station & A Z 1R ERBR MM ATIREN S
A TR EER,

THgEfEteRHF A VAASTRENFEEERE
"eventVersion": "1.11",

"userIdentity": {
"type": "AssumedRole",
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"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {

"type": "Role",

"principalId": "ASIAIOSFODNN7EXAMPLE",

"arn": "arn:aws:iam::111122223333:role/Admin",

"accountId": "111122223333",

"userName": "Admin"

iy
"attributes": {

"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"

iy
"invokedBy": "AWS Internal",

"eventTime": "2025-08-25T14:54:017",

"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-

bd60-SAMPLE/Taw"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "a2f46066-49fb-461a-93cb-123456SAMPLE",
"eventID": "e997b426-e3ad-31c7-a308-123456SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "477b568e-7f56-4f04-905c-623ffl46f30d",
"eventCategory": "Management"

EHH BN ERINZ AWS Ground Station

AWS Ground Station fkFEFRIRHINZ , L EEHPEREZBENBRER ., REKREEBEEME , 7
LUEIB M B £ AWS Ground Station KR EF Amazon EC2 H1TEE < BB RER

« AWS Ground Station X ZEE=R

« Dataflow 525

BESREMN T EZHREUTEANFXEEERTNERNE, THEHERHIE-—EL %,

AWS Ground Station XEERERFE K

AWS Ground Station RERERESFAEZFZE AWS KMS €8 RiINZHER, £EM Amazon EC2
HITIEBE L #1THY AWS Ground Station KEEEXNSEEMEHRER , LIRHEZNEER,

£ streamsKmsKey 28MissionProfileP &I kK , RIEEARMEBHRH AWS KMS £18,
& F 28 AWS Ground Station FEXER I BT = EiREEE| B AWS KMS B EBERRE

HstreamsKmsKey.,

Dataflow i 25 & 57

BERREREEMREGMEA Datagram Transport Layer Security (DTLS) 1T, ERFERBREER
BERW , TEEEINNER,

EH R E R N AWS Ground Station 189
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SIHMER R E R RE

RENHS RENANELAREREE  YEUXEZFEENEBRERE, EENSEATHENEETL
BEREEBE , YHBEMHAREENREK,

FE

« JPSS-1- N EEBEE (PBS) - 51h

- £/ Amazon S3 ERIXNH A EEBEE

- FRERARERENAEEEEE (FHEF)

- FRAEBRARERENAEEREE (MRENREE)

« M AWS Ground Station REEAN LA EEEREFHE (EH)

JPSS-1- N EEEHFE (PBS) - 514

WEHHERFTE EEMAREFEE., TRMEE NWEEMBIMSMH , AWS Ground Station 3 A3 TR
B 435 1E #8451 5% TE P ER

mAEEREERHR , EUUIATARNEN S EFERFENBARE, EXEHF , BN
&7E AWS Ground Station fii5& iR JPSS-1, EBSZ |, BMANABESEERK 1 (JPSS-1)
Spacecraft High Rate Data (HRD) | Direct Broadcast Stations (DBS) Radio Frequency (RF)
Interface Control Document (ICD) R5Ep &6, tboh , EREEMNZ , JPSS-1 B2 NORAD ID 43013
FE RIS

JPSS-1 HREH AL AN EEETHBRABERE , 20 1CD WE 1-1 iR, HEMEEALREH , R
BE-BEREH (HRD) FPEAKRCTHASER. Rl CREINRCLEEELBNER
SREABAE . MBS TR ;

+ 2067.27 MHz ROMERH G ( L£17) , ERERA 2-128 kbps. LLRE TR AT 2B FEL

o FULERE 2247.5 MHz BRERIBER ( T1T ) , ERIEEE 1-524 kbps. LERFAALHFE.

« SMD B ( T17) , RUSEEA 26.7034 GHz , ERHEE A 150-300 Mbps. ttEERTLBT
'8

o FOMERA 7812 MHz B HRD BB ( 71T ) W RF , ERER A 15 Mbps,. ©EE 30 MHz 48
B , ¥ B Rright-hand-circular-polarized, E#&EMA A JPSS-1 K AWS Ground Station , iE 24
AUFRNBEAERE. LEARCEERAIREZER, WATEER. WAENERMENEAZME
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EBRMLEBBENERRRE  BMAEYGS (L£17). &8 ( T1T) MHRD ( FT) BEHFE
HSER, EEMNZEEI1TEHIIEE AWS Ground Station, SMD BEFRHE , AR MERBHR
BENENEE, mEZEDEENGFHENR , 528 AWS Ground Station U5 25 IhEE

® Note
B SMD BE#RE T+ A AWS Ground Station , Bt EHIfEREH T E 2 R ER,

® Note

B ICD fFREEDT (L1T) MER ( F4T) BE , WEBEELRER , RibERARRHEN
ERHEE,

£/ Amazon S3 ERIRTH A EERHREE

LeEHIEN 1 EAEERR JPSS-1 - RLEEEEE (PBS) - SHEEERP TR D,

HEREHF  BEERR—FERM -- BEEN HRD BARCHEIMBEBMNHEER  WiECEHR
HARIREE, EVHERRELFEER (RF) HERFPER (1/Q) BAEBMLzE. ERBA
Amazon S3 EFEE®Z , BUUEAEMELENRRERABNRBER. NEFHHREEHD  F2
B MathWorks 2 RiE. FALEHIE , BRI LLEEHIE Amazon EC2 Spot EE TR EEE K I
B B BB SR T B AR

B

REREFAIENERREBAREAM,

THFmESEARRNIE N RHBERE AN EREE CloudFormation

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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® Note
W CloudFormation ARBNFMEN , FSREAELEEH.

BEREMGE - BARERNTE Amazon S3 WIER , BHELKREEE —FRLIIMNEE. Big R
FERRINER , BHBAER Amazon S3 EfFETER,

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS::Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !'Ref AWS::StackId]]]1]11]]

o, ERFERIMEENABNBOR , LT ERARMFRT AWS Ground Station .

# The IAM role that AWS Ground Station will assume to have permission find and write
# data to your S3 bucket.
GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
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"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:
${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject’
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

AWS Ground Station #H&E
AERREIEEAM,

BEECRERER  FEE LEAEBEREERIEE. BN PREFERRED A B BhEH T Ak
EFRME , BHM JPSS-1 ephemeris MEBEEH , AU A EEFESARRA

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"
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BRBEARE , EFBERRE T THERAREES D , SR s3 SBHRBEEMEIA Amazon
S3 FATER

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use

# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

P

AWS Ground Station {E#& 1R §E
AERRE T ERHERE A,

RECDEMBBOEL  STAEACHRESRITE. CHEALBSHNARE.
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# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig
Destination: !Ref S3RecordingConfig

A% ERAE — i

EALERER , BWIRIEALABERR JPSS-1 Big A , MEREMEMAN ETIERD ST ER T AWS
Ground Station AWS Ground Station &,

LT 252K CloudFormation 45 , ER @S AEHMANAAER , SHATUERAR WE—$X

CloudFormation,

£ 5 B CloudFormation &i2SAquaSnppJpss-1TerraDigIfS3DataDelivery.yml @& Amazon
S3 FFETEE | IR HERRBHAR A FNHZUR VITA-49 Signal/lP EZEBERFTER AWS Ground Station &

3
Do

MR Aqua., SNPP, JPSS-1/NOAA-20 # Terra RMAZBKIIRE |, B2 MAFHE,

(® Note

BHLAERBMN AWS BE2AERRFEEFMA Amazon S3 7T , LUFEE

R, UTEFEFEAE Amazon S3 HEETE. Fus-west-2EHE , AREEET
CloudFormation &Ky ¥ FE R 15,

s, FHERER YAML, B2 |, EiRRKRA YAML #1 JSON &=, EEMEMH JSON ,
ETHEAR . jsonfF g . ymlBIEZIRA .

3

EEMH THEAK AWSCLI, FFEATISGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .

HEeRE - 195



AWS Ground Station EREER

A ERERPRAEELT URL , LEERAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

B A LA CloudFormation A T @ EEZRE PIEEE A :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

EHENRERMNABRERBEE (FHEF)
B AR Y (AR JPSS-1 - AEBHEEE (PBS) - IMER B EAN ST,

EETHRILES | BEERR—AEARM -- FEE HRD BAR KT HEEA B D #IEZR (DiglF) , X F
Fi SDR £ Amazon EC2 #1TER LW ER KRB IRHEARERN KBS MLLEE,

B

REREFRE N ERREBEAREAP] . EREPIF , EHEE CloudFormation $82 i 37 W 18 2
R 2BNERER.

® Note
1EE CloudFormation SRR BRI EEME

EE A EH,

%II
':iﬂin

SHYUSHER , SHEFHE T IS8, BB CloudFormation TIRAEBIIHER | FEEEIELE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
BEERUSBY | AIRH Amazon EC2 EC2Key SEMEHE., FHS B AEH Amazon EC2
HITEREVERY.
s\ , B3I CloudFormation #&E: | BEERMIEEN EFHISE AMI ID, EFSE AWS
Ground Station Amazon Machine Image AMIs),

RN EAREXNB H RBAEHANEREER CloudFormation o

Resources:
# Resources that you would like to create should be placed within the resource

section.

%ﬁﬁ‘ﬁﬂ"ﬂﬂ%“—iﬁ%ﬂﬂ%@?&ﬁi EC2 HITEEBNER , EHARE-RIRXMRE. RE FIERK

TEER , EXAERAERRRRAEARNRE Amazon EC2 #1TEIEE , Y BV —HZEERRER
BhEHE,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"

GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep

echo "Configuring dataflow endpoint application streams"
python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2
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python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
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CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

WA, BEFERIEENBRMAR® , LA ERFF AWS Ground Station 2 37 5E 14 #8357 H
(ENI)s

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
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- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess

:policy/service-role/AmazonEC2ContainerServiceforEC2Role

- arn:aws:iam: :aws
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:

Roles:
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- IRef InstanceRole

AWS Ground Station #A&E
RERKRELEEAM,

REEEMAEBRARE , T%E LEREBDERRRERFRE, ## PREFERRED 1R B BhEHE AT L
REAEMRE , ERRZHH JPSS1 ERtRE  AKFEEREARME.

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

RBEBARE  LFEEBRRTTHERARGEES D , ARERGRIHFMAET 2 ERRE R EE
RV E BRI R AR,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

AWS Ground Station #H#& 203



AWS Ground Station EREER

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {F#& 3R 1

RERRE L EHEILE AP,

RELCHEABBNER , SUEAEMRERERNRE. SREREHRSENERE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig

A% E BE — i

A ERER , BIWETLAHERE JPSS-1 Bit&EA |, UMEREMEMAN BT ER R T AWS Ground
Station AWS Ground Station {Zi&.,
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AT 25528 CloudFormation 848 | EFR @ EARHFIANMEER , A TUEEFEANE —&R

CloudFormation,

£ 5 1 CloudFormation EiZSAquaSnpplpssTerraDigIF.yml EEZREPUREE , UABHBRER
Aqua, SNPP, JPSS-1/NOAA-20 f Terra #F 2 E L P HEIE= (DigIF) E¥l. EEE Amazon EC2
1TE B MW RS DiglF EEEBERPTER CloudFormation &R,

?ﬂh

IR Aqua. SNPP, JPSS-1/NOAA-20 fl Terra RINAEHIRFE , F2E MAFE,

(® Note

BELAERBEMN AWS BEAEREFEEFMA Amazon S3 R FTHERFEEAR, ML
TEGEMAEE Amazon S3 #7FITEE. EFus-west-2EBBURKREEETHPET

CloudFormation 3 B iy ¥ FE [= 15,

s, FHERER YAML, B2 |, EiRRKRA YAML 1 JSON =X, EEMEA JSON ,

ETHREAR. jsonkFig. ymlBIEZERE -

3

EEMH THEH LR AWSCLI , FEATHHS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJpssTerraDigIF.yml .

FAIERERPRAEELUT URL , LEERAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml

&R LA A LA T B 45 B2 7E CloudFormation 15 E &N :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerraDigIF.yml

HAERTMEHMER ?
AquaSnppJpssTerraDigIF EAEE THEMER :

- (1#HA ) CloudWatch Event Triggers - AWS Lambda £ [ Bi##& AWS Ground Station BI#& H EiEH
CloudWatch Events f8Z3 KB &, AWS Lambda HEVERE) IR ZB M b Z 1 BB E HITEE
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- (IEA) BHEM EC2 BB - £/ Lambda AEH SNS BHMEIZELE Amazon EC2 #1T{EE R
RIRKVIEIR (SNS), BRLIE  EUHRESELER , EEUAREZETNAE,

« Ground Station Amazon Machine Image Retrieval Lambda - 21 #1788 i % 2E 1Y 81 B8 LA I SRR T
B9 AMI #9338 18, EXE8IRIETIE DDX 2.6.2 OnlyHM DDX 2.6.2 with gRadio 3.6.0, FEEH
R ER M TIEEER M  ELBESEERER.

- HMEREIRE - Htt N EEBEE (Aqua. SNPP H Terra) RS HRHE,

- HMRBETITHRE - HONEEBEEHE (Aqua. SNPP # Terra) R T {THRE

EEARS  FHENENZHEREL, EXSHFLE SR AWS Ground Station I BIEELEFHE
BEER, SAEEXRTECHNE , BIaEFERHLEZAR AWS Ground Station BfER . B2 , &AL
BEELE  FEHAEAREWERRG,

HAT AT B 5 IRV E L ?

ERRBRBBEEANRE , REAUSERN — BBV ERSB[HTERERRAE., BREHTERE
RAENRRRMERARES , Eﬁﬂumfm‘“%miﬁﬁﬁﬁﬁ AWS Ground Station HiZWRE HE R S
T BKRZTILAE , ERFATLUEIR UDP E#248 50000 £ EWEEATEBNEENEF LER, NER
EERRBRAFEANFHEEN , 528 AWS:GroundStation::DataflowEndpointGroup.

EHENRERMNARREEREE (HEANER)

tEfgZEfEMAEIERE JPSS-1 - NEEEEE (PBS) - HEEBRPTHN Do

EETHLES  ZRERR AR - CRECAERREBERS , UHEFANRENEEREERN
F X HEE HRD B\BEAE &, ﬁﬂ%@n‘l‘éﬂﬁﬁﬁ NASA Direct Readout Labs 8 (RT-STPS # IPOPP) &
BER , AltEsl R —EREFNER,

WA E

FERERREEHERREEAREAPT . EREHIF , &R CloudFormation $82% i 37 W 8 2
R 2BNERER.

® Note
W CloudFormation IR ABMFMER , FSHELEH.
HHBBER , LHHE TS 8. EiB CloudFormation ER AR MR , BiIEEELE,
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Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note
REEREITSBY | Wik Amazon EC2 EC2Key ZBH BT, FH2BW AL Amazon EC2
BITEBEISBY,

s, B3I CloudFormation # & | @R ERMERNEFISE AMI ID. FZE AWS
Ground Station Amazon Machine Image AMIs),

Fer EBAENTH BRBREARNERER CloudFormation .

Resources:
# Resources that you would like to create should be placed within the resource
section.

ﬁ%)&éﬁﬂ"ﬂﬂ%“-ﬁ%ﬂﬂ%@?&ﬁfz EC2 #ITERMNER , ERERE-—RLSXNBEE. RE RBIERT
TEER , SXAEAERRRIRHMEARNRE Amazon EC2 #1TEiR , Y BV —HZEERRER
RhEEAE.

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
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Type: AWS::EC2::Instance
Properties:

DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:

VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>8&1
echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2
GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"
STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"
echo "Creating ${STREAM_CONFIG_PATH}"
cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"
{
"ddx_streams": [
{
"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false
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3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:

Type: AWS::EC2::SecurityGroup

Properties:
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GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
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CidrBlock: "10.0.0.0/16"

Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"

- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
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- IRef InstanceRole

LHEEEENBE. AEFRER , AWS Ground Station TR EIRF PRV EMMEK AT
(ENI),

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
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Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
"sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station #H&E

RERR ERAERERMELEREN

LEEFERERER , TExE LEABDEMRRERIFRE. ERN PREFERRED 5 B EBR AT Ak
EFRME , BHRM JPSS-1 ephemeris MEBEEH , AU A EEFESARRA

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JIPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

RFEARR , BEEEZantenna- downllnk demod-decode fARERNKKREE , AR ERRER
;EE%EMK&%E§ %’i#%ﬁiﬁﬁﬂﬂ’]ﬁ 2 l)lb Eﬁﬁﬁﬁo

(® Note

MFWMAIERE DemodulationConfig, M EMFFMHEMDecodeConfig , FFSE KR T1T
R AR ISARRE
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# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum

used to

# downlink data from your satellite.

JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"

ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"qpsk": {
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

.

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"

.

"range":{
"value":0.75,
"units":"ksps"

.

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",

AWS Ground Station #H A&
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"rolloffFactor":0.5

}
}
}
3
DecodeConfig:
UnvalidatedJSON: '{
"edges": [
{
"from":"I-Ingress",
"to":"IQ-Recombiner"
I
{
"from":"Q-Ingress",
"to":"IQ-Recombiner"
I
{
"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"
I
{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"
I
{
"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}
1,

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

1,

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

1,

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

AWS Ground Station #H A&
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},

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder": {

"codeRate" :"ONE_HALF"
}

},

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

.

"UncodedFramesEgress": {
"type":"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {F#& 3R

RERK EHERERME L EBELE,

RESCHAMEEBNER  SUAERAEMRERERRE. EHERAERSBNERE.

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.

SnppJpssMissionProfile:
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Type: AWS::GroundStation::MissionProfile

Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:

- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

A% ERAE — i

FRAERER , BIBETLHER JPSS-1 Bii& A |, LEREMEMAN [ E R 3T AWS Ground
Station AWS Ground Station {Zi&.,

LT R5EZEM CloudFormation €48 , EREEAEHAANFEER , AT UNEEFERNE -S4

CloudFormation,

£ % 1 CloudFormation E82SAquaSnpplpss.yml EEZEHIREZE , LABHIZEW Aqua, SNPP
JPSS-1/NOAA-20 HEME R, ©EE Amazon EC2 H{TEREFMAZEM AWS Ground Station IR |
DB Rt AR A M AN AR EEEEER,

MR Aqua, SNPP, JPSS-1/NOAA-20 1 Terra RIMAEBHIRE | 55

W%

B MAFEE,

® Note

B AER B M AWS B AERREFEREF A Amazon S3 fEFETEE , LAFEE

K, UTEFEFEAREE Amazon S3 @#7FEFE. BFus-west-2EBEE , KREEE
CloudFormation & #9 ¥} FE[E 13,

A THETRER YAML, BR |, SiARERA YAML R JSON %X, HEEMEMA JSON ,
ETHREAR. jsonk g . ymlBIEEERAE .

3

EEMFH THEAR AWSCLI , FEATIGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .

BRI REREPREELUT URL , LEERAPREM THELX
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss.yml

A LA CloudFormation LA T iEREEIERE FIETE A :

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

FAER T WMLEHAER ?
AquaSnppJlpss EARBETHEHMER :

« (3&M ) CloudWatch Event Triggers - AWS Lambda £ A B4 AWS Ground Station BI#& H X8
CloudWatch Events 3V BKHE, AWS Lambda BEEUE R E) IR 1E M= 1L B AVBINE ST {E R,

- (EHA ) BEH EC2 B - £ Lambda £ EH SNS BHMBIFZEXE Amazon EC2 #1T{ERR R F
RIEWIRIE (SNSBH ) . BRXEE  EUHESRBEEINEAEZEELER,

« Ground Station Amazon Machine Image Retrieval Lambda - iZ{Z#1T{E 88 i 2 SE 1Y 81 B8 LA B S8R 12
B AMI BY2E 18, BXE8IEIETE DDX 2.6.2 Only#M DDX 2.6.2 with gRadio 3.6.0, MIR&E
M EF B 48 DiglF R4 AWS Ground Station REBRER |, 5528 5 AWS Ground Station
REEXNLAEERBEHE (54). BEHGORBEFRNERM , ELERSEERER.

o BEMEBIERE - Hib N EEEEHE (Aqua, SNPP # Terra) BWERK#HIRKE,
- BMRETITHE - HE LN BEEBEE (Aqua, SNPP # Terra) B X T 1THERE,

EHhEARF  HFENENSHOREL, EXESHAELIAEELEE AWS Ground Station Bt £
. BFEEXRTCHCHWE , BN EFEH L&A AWS Ground Station BFEH . B2 , A LLEFTE
Ll  BEHAERAREHNERRS,

RATLATEAT 3 75 B RV B L 2

ERREREFENSKE  REANSERN - BN EREATERMRAE. BEREHTEES

AENREBRMERESR 1@§ﬂ/)lbﬁjﬁu“ﬁgﬁm§ﬂﬁ AWS Ground Station JEZIBEZERER B R, HRKR

J«)dﬁ ERR A LUEIR UDP E1#%1E 50000 EERBFHTEBHNEENEFLER. IEREERRE
IRENEYE R EEME R , 552 B AWS::GroundStation::DataflowEndpointGroup.

A AWS Ground Station REERXNLEEEBEHE (E5H)

LeEBHIEN 1 ERAEERR JPSS-1 - RLEEEEE (PBS) - SHEERP TR D,
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EETRILES  BEERER—ERH - EREE HRD BARCHEINATEBI{LHEER (DiglF) ,
I 1E Amazon EC2 #11T{E & £ 8 AWS Ground Station REBE R FH SDR UM EE,

(® Note

B JPSS HRD BHAKREHRMNIEES 30 MHz , BB RERIB TTHHEE | HIEAKESE
5 100 MHz BEASE , LUIEE A LR AR AWS Ground Station {RIEFE R £ I &5 4) PIZUN K EFER
=,

B

FERERAEEHERREEAR LA, ELEHIF , BFEE CloudFormation #8248 fsf R H b £
PIRR 5 [ B h E A B B SN B R

(® Note
NZE CloudFormation EERNA R ER , BSREARE,

B % , 7£ CloudFormation £ F A4k [E 5% HHY AWS Ground Station FEEEREMEG ER, BT
#Z Amazon EC2 ${TERLZ L HERRSETHEE, WEFEAFTEBENFREN , #2080 £4
AWS Ground Station XIEFEZR A VPC #7E,

Mappings:
PrefixListId:

us-east-2:

groundstation: pl-087f83ba4f34e3bea
us-west-2:

groundstation: pl-0@cc36273da754ebdc
us-east-1:

groundstation: pl-0e5696d987d033653
eu-central-1:

groundstation: pl-03743f81267c0a85e
sa-east-1:

groundstation: pl-098248765e9effc20
ap-northeast-2:

groundstation: pl-059b3e@b02af70e4d
ap-southeast-1:
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groundstation: pl-0d9b804fe@l14a6a99
ap-southeast-2:

groundstation: pl-08d24302b8c4d2b73
me-south-1:

groundstation: pl-02781422c4c792145
eu-west-1:

groundstation: pl-03fa6b266557b@d4f
eu-north-1:

groundstation: pl-033e44023025215c0
af-south-1:

groundstation: pl-0382d923a9d555425

HYSHER , ZEHE T IS H. EB CloudFormation TR AR R | BlEEELE,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

BEERES®Y | WIRMH Amazon EC2 EC2Key 2B E R, ESE AL Amazon EC2
HITERE T S8Y,

-
]illll
58
R
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b5, B3I CloudFormation &K , BFEERMERNEFSE AMI ID, F2H AWS
Ground Station Amazon Machine Image AMIs),

RN EAREXNBTH REBAEHANEREER CloudFormation o

Resources:
# Resources that you would like to create should be placed within the Resources
section.

BERBEMEE—BARLRNE Amazon EC2 BTEBH RS , ZHELKEEE —RPTRIFHEE,
BiE BSERZIEER , BAAER AWS Ground Station Agent 58 E Amazon EC2 #1{T{E8E , W2
M-S ZEERREREEME, 5%, £48%A AWS Ground Station fRIEBFERXERE Amazon VPC,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
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RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:
- Key: Name

Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

® Note
ZE AWS Ground Station R X E < VPC {HEMNEMET , 528 AWS Ground
Station REEXER - VPC B %%,

BE  SEREERE Amazon EC2 #1T{EER.
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# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP"™ , !'Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
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NetworkInterfaceId: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"

1,
"publicIps": [
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"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

3
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh '@ 1 48
49" 'ffffffff, fEFFffff, FFFFffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipvé4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp
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# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

FHEEBEENBR, AEFMEREE , AWS Ground Station FREAFF ERFHE U EMERA®E
(ENI)s

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
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ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole
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# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:

KeyPolicy:
Statement:
- Action:
- kms:CreateAlias
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- kms:Describe*

- kms:Enable*

- kms:List*

- kms:Put*

- kms:Update*

- kms:Revoke*

- kms:Disable*

- kms:Get*

- kms:Delete*

- kms:ScheduleKeyDeletion

- kms:CancelKeyDeletion

- kms:GenerateDataKey

- kms:TagResource

- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"

Resource: "*"
Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:

${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"

Action:

- kms:CreateGrant
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":
- sourceArn

BARE
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- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station #H&E

AERRETEEAM,
CEEMFAERERE  FetE LEABHEMREMRFIRE. EE PREFERRED 4 B BB Mt v LAk
ETEME , BAHRA JPSS-1 ephemeris MEEH , AT EEFAARMRE,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BRBEARE , CFBEERRR TTHERAREERN D , UARERFRIFAEANERRR RHFE
K ERIR IR R HE &,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
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Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812

Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station {E#& 1R §E

RERFRE L AEBEILE AP,

RECCHAEEBRNAR  GUAEREMARERERRE. CHEAERSBIVERE,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
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StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

A% ERAE — i

ZEiRERER , BIBETLUHERE JPSS-1 BiE A |, LERETASMAN EFER R AWS Ground
Station AWS Ground Station {Zi&.,

AT 255 ZM CloudFormation 848 | ER @ EARHFIRANMMEER , A TUEEFEANE —SK

CloudFormation,

%2% 9 CloudFormation #iZxDirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml E¥E

FRPORTEE , LABATAIEW Aqua. SNPP, JPSS-1/NOAA-20 Fl Terra FER B L HRESEZR (DiglF)
E¥l, ©8%E Amazon EC2 #1T{EEE , AR AR AWS Ground Station Agent #Z W R DigIF BE#EE
EERIFTEM CloudFormation &R,

R Aqua, SNPP, JPSS-1/NOAA-20 H Terra RIMAZHIIRE , F2E MAFE,

(® Note

BELAMERBEMN AWS BEAERRFEEFMA Amazon S3 7T , LUFEE

K, UTEZFEAEE Amazon S3 @#7FEFEB. BFus-west-2EEIE , KREEE
CloudFormation 3 & #Y ¥1 FE[E 15,

A, THERER YAML, BR |, SRR KREMH YAML R JSON #&=X., HEEfA JSON , &
ETHER. jsonFi . ymlBEBZRNRE .

EEMFH THEAR AWSCLI , FEATHGS :

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

FAIERERPRAEELT URL , LEEZRAPBREN THELX

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

& A LA A CloudFormation LA N EEEIZE FIETEH A :
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https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

HAERT HLEHMER ?
DirectBroadcastSatelliteWbDigIfEc2DataDelivery SiIREE T HMER :

- BREHTEEEMMEAT - (X ) NRBEEMLBEAE , AI®7E PublicSubnetld EEM
FRBPEVEEERAE, IREZREHTEBUALE FEED , IKAXEERE, BEHERR
EASEE EIP 2 BN , WiEETERERTHEE.

- BEWEHITEEEM IP - AWS Ground Station A5 EFRIVEM IP, EREEZZWEHTEEDEY
R R,

o FHIHFP—{EzEM P A5
o B EHITEREEEMY P BB - IR KIEE PublicSubnetld , BIZEM IP B E HITHEEAE

B, JEEE Subnetld 2Z,. 8 7K.
- BWEHTEREMER R ENEEMY IP BB - IRIEE PublicSubnetld , BISEMY IP BEERES
17181 B8 53 14 4 B ST A9 R S
(2 ) CloudWatch Event Triggers - AWS Lambda f# A B##& AWS Ground Station Bi#& B EiAH
CloudWatch Events #SZ¥HEE, AWS Lambda B B RUE) 112 12 14 315 1 SRRV 2 UL E ST (E RE

- (#HA ) Amazon EC2 B#&E8%¥ - £/ Lambda A E7H SNS BHHE#EERE Amazon EC2 #11T1E
BEERANIREE (SNS BA ) . B4R, EVAERBEETNEREEEER.

- HMERERE - Htt N EEBEE (Aqua. SNPP H Terra) RS HERHE,

- HiRFTITHRE - Hb N EEBEEHE (Aqua. SNPP # Terra) B KRR T 1THEE,

EEARF  HENENZSHEREL, EXSH I FLE SR AWS Ground Station BIEELEFHE
BEFER, BTFPFEEREBCHWE , BNuEMFERAILE AR AWS Ground Station BfER ., B2 , Al LA
HiELE A6 HEAXBERARENERRN,

A SUE AT i 5 AV E R 2

ERRBREFENSE , REAUERN -2 BN EREHTERMBERA®E, &

W EHITEER AWS Ground Station ﬁiifz‘t EERRR R ERVEREE AWS

Ground Station FEWRE NWERER. IERTERARERMFENFRENR , F28
AWS::GroundStation::DataflowEndpointGroup, IE REBERAFEMEF AWS Ground Station , 55
ZB B2 AWS Ground Station {fAIEFES ?

el
a
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5E B AR

Ty Xt Bh iR e R E A B eE R A A B RE AWS Ground Station,

F&E

o WEERRFZE Amazon EC2 BBI& NETHED

o BRI K BRI B A% 2R A1

- BEREHABRNBEEN

- ¥FEZH FAILED_TO_SCHEDULE B#& A

o $HHAREN HEALTHY #RAERY DataflowEndpointGroups i 17 # k& 22
- HERHEXNETEHES

- HRKEERWBSARITRER

- ERERIMITRER

S E R ZE Amazon EC2 B E4& A EITHED T
R EEER IR AWS Ground Station Bi#& , BIEE#EE Amazon EC2 #TERB A EEHT
BRENRERSEARNEESHT , YERENAEREEAERXNERC EEERE,

(@ Note
DataDefender (DDX) & B 81 X =M & B2 im 2 ERAEXE 6 AWS Ground Station

BRI

T3 REFERE& Amazon EC2 MIITEBERE. &EE HERE Amazon EC2 #1T{E% AWS Ground
Station , F2E A,

SRR 1 FERDAERY EC2 BT EEMIT
THIRR R R0 MAHE T2 4 o BHREH Amazon EC2 HTEE | S RETHEEIHIT (ERE.
1. RIMREEEEUR L BHE AL Amazon EC2 S1/TEIE. EATHSHE .

a. #ECloudFormationf& R+ , EEAE Amazon EC2 H{T BB #E,

BB R E Amazon EC2 RIBAZ AEITHRFED BT 234
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b. BEEFRRSIEZER , XEEE D MPSHKREHN Amazon EC2 HITEE. BRBHTERELE

Status (#R&E) WP EIL,

c. TEER ID#F , iEE Amazon EC2 I{THEBMNER., ESFEEE Amazon EC2 EEF 12
AN
Ho

2. 1 Amazon EC2 BE XA |, REMN Amazon EC2 #ITEEAMEEEIIT,

3. WMRENHITEBEEHT , FEET —ELSR. WRENHITERBRIT , FREUATIRED
HTERR :

« IZH Amazon EC2 #ITERE & , BEEF > HITEEMRE > B,

SR 2 HEEANERREEAE SR

MREFER AWS Ground Station RIEBERXETER R , FEFHE@ZE AWS Ground Station FRRA
ER#E -, TR , WREEHAH R DataDefender (DDX) FEFATER , F5# 48 the section called
‘SR 3 . RENREERAERXEERT .

T3 ERENREERAEXEESHT

B4 3% DataDefender ARREEEFELE R Amazon EC2 FHI#ITEE., NEEETHTEEMNGFAE
A, BESEEEE Linux #1TEE,

THREFRME SSH AR R ERBTHRELES R,

1. BIRURIBHMHHSIRTR , LA SSHIELEZE Amazon EC2 #4T{EEE, EHix **“I%E’Ju%iﬁ
80 , LA#@4R DataDefender Web Ul, FHIan S REBMMAEER SSH BB A EFZEBEEENESER
Z Amazon EC2 $14T{EEE,

(® Note

BN ALVIEE SSH €88, B2 T HEEHM Amazon EC2 #117{E 82 = # & BHEL <SSH
KEY>. <BASTION HOST> #1 <HOST>,

B A Windows

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o
\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>
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AR Mac

ssh -L 8080:1localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. B DataDefender ( t2#8% DDX) EEHIT , AiE=stHEEPE A ddx WEITEFETT
grepping ( & ), UTRME—EHTHREERFMN—BRIEFEEE Grepping BMEW T,

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx

Rtlogic 4977 1 10 Octle ? 2-00:22:14 Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable

HttpsForwarding=true
Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

1R DataDefender IEFE#1T , 5B ZE the section called “FE8 4 : RSN ERRRERER S
RERE B, BEET —ELXR.

3. {FERALL TS EE DataDefender,

sudo service rtlogic-ddx start

IR DataDefender £ MO RIEEHIT , FBBZ the section called “F B 4 : VBN ERR
BREAEXEARCHRE B8 , BEET —ESE,

4. FRAUTHSBETIER , LEBFZENRE DataDefender B2 BB EMEEES,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

(® Note
BRESEERERENE RREERE Amazon EC2 #1TEEE H P #ITH Amazon VPC &
E17EL Amazon S3 THRZLZHER, NMREERAFTRBNERE , F8E EC2 HITEEN
Amazon VPC MZ£FHERE , LERECMHTASEHEE Amazon S3 HI7FEL.
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R DataDefender EREEH Amazon VPC RER IEEHIT , BHEME the section called “F B2
4 BFELNERAEEAEXSREHRE . MRBEFERLE | FHiig AWS Support Y &% H
WiEREEEHRR

T4 BRENERREERERXNERERE

1. 1£ Web BIEZS | BEBE U5 E A T 5 i it R1ZE DataDefender Web A& N
A : localhost : 8080, A& Enter £,

2. 71t DataDefender &R+ , i#1E Go to Details (B EFHMEN).
3. RERBFEPEIER , ARIERE Edit Stream (fREEHETR).
4. 7£ Stream Wizard (BRBEE) B AP , T THIEE -

a. 1E WAN E@Eg+ , #ECRINERG B WAN = LAN,

b. £ Port (E#R) FiH A BELCABERRERMFEEREN WAN EEERFE, ERE
AX 4 55888, RIKEEFET—H,

Stream Wizard

-y = [

WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction IS EREENY ~

WAN Transport 1

Enable Multicast g

(2]
Port  [EETES o

> o (G

c. 1E Local Endpoint (A#ix2) BT , BERENRERIETFTER Port (EEIE) Bk, LhiEE
BFER A 50000, iE R DataDefender #& AWS Ground Station RIS ERE K LEREHT
BRERERE, RBREET %,
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d.

Stream Wizard

s +>= [
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Protocol uoP M o

Enable Multicast g

o
Local Consumer 127.0.01 °
U 50000 °

¢ oo > oo (G

MBZREEETME , BEBHEARNEERREIE Finish (BK). BEIEATLAKE Stream Wizard
(BRBE) WEERBUH,

BN E SR Amazon EC2 #11T7{E &M DataDefender & 2 IE R 1T I 5% & AW EE AWS Ground
Station, R&#EHE1Tthe section called “F B 5 : lEELWIZWEEHTEE (Z2H) FRAKDPEZHNT
A IP ik,

SRS MELSHNZERRFHTEE (26 ) FREFEEANTH IP it

THREFRANAIE L AR Amazon EC2 EIKRESEFHTEEFSHATAMN IP it BE,

1.

SHY RS E R EH R 2 BHR R ARS8 Amazon EC2 #ZSE#TEE, ERATIISR !

a.

b.

T£CloudFormationf& R4k & , iIBEEE Amazon EC2 H1TEEAHE,

BEERES|IER , WEEE ID MPSREMN Amazon EC2 #1T{ER. BEHTEREE
Status (R 5&) WAL,

EEB D ¥ | 182 Amazon EC2 #1TEERER ., EAAFTERIE Amazon EC2 EE X

Ao

£ Amazon EC2 EE X AH , BRI KE—T Amazon EC2 N EHTEBRNHTHERBEF
By FHEER ID i, ERFEMEHEN Amazon VPC EE XA,

SRS MELCHRKFITER (6 ) FREDPERZANTA P it 238
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3. £ Amazon VPC B XA FZEEFTN FEK , WE FREKNEFEEAUEES RN IPv4
st MBUHBFAREAFEH L Amazon EC2 EIWEBHTEENERREREY , BT THH
=

a. E ¥ CloudFormation #174<¥ FERY FHEEE CidrBlock A IEERETRE K/, WMEFREEAK/PHIGEA
B, FE2 BT CIDR [E#,

b. FHAEHEM CloudFormation EI R EFH L EHE,

MREHFEEIREE , FHisE AWS Support,

RS 2 i 2K B Y B % 3= 451

E AWS Ground Station R ZI & RIEEMER |, Big ARNK RS AMRERES FAILED, U TRHAT
AEE B FAILED BHE AN E RERRS| , LUK B R B R B

(® Note

AIEFEFI AR FAILED B#&AREE - TE AR H bk BUIRAE | g0
AWS_FAILED. AWS_CANCELLED = FAILED TO SCHEDULE, tNEB#&ARRENGEMAE
A , 5528 the section called “AWS Ground Station B4& Ak &E”

Dataflow %% 28 FAILED i F =41
UTRARERENAERERERREN FAILED BSRENEREAEMIFE
. BRGRRIKETEEL - AWS Ground Station RAET —HLZEER TN REHEE R RER

BEHE < B IELR

« Dataflow i B & EEER - EHAFREBEcREN —LZEERREN AWS Ground Station X#R
£2 Dataflow i Bh 840 < BIAVELR

« Dataflow im0 FHRMZE AR IP it - AR BEWESEITERN FREPIETMTHAN IP i
ik, Bk AWS Ground StationfV BRI RS #EA S RELTE LN EMEEE P EIL ENI,

« Dataflow i E M FHIKEN - AR EEFE Dataflow i BB AP IEEMN FHEE , AWS Ground
StationfV BB X R A RELHENE R P ET ENI,

HREAERREREAMES , EBEFTHIER .
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- EIEERBERE A  BEIEWE Amazon EC2 #1TIEER E I RE,

- BRERRERMSECEBRESHEREALIAT.

- BASEZERITER FEBENEEERRBERMEDT —ETAN IP it

« FIBE PRENERRE | H{RE Dataflow i BhELHHRIBIAY 7K EZ E Amazon VPCRIFERF
B At fE A AWS Ground Station,

N7 E SRS E Amazon EC2 HBHE AT HEDEMMER ISR | HS8 L0 — .
AWS Ground Station IR 2k BUHY 55 FH R4

UTRUREHERAESHERNREBERERBNEREARIBE !

+ AWS Ground Station ERABRAKRBERE - EEHRERARRMFE L —HZAERREZE
BN EFRABRKRKIDEEME AWS Ground Station. LARRESE T FEE B4 RG R AV B E
RHEEIT,

* AWS Ground Station F R A BIEEFE - B &R Dataflow imH&E L —HZEERRBERRN
MERAS , EBERGFERIEERR,

¥ PAEMT AWS Ground Station ZIRAEERAELARRS , BEEFTIEE -

- EBHEFRRIE A , #EEWE Amazon EC2 #11TERR SR I RLED,
- BRERAESERAERXCEBRBERERNHBREALIANT,

- BRERAEEARERXF Amazon EC2 #THEEAREBEERR 15 WNEM,. ENEEZRAESR
50 B o) & ARRE AWS Ground Station,

MEEERE B ERTNE Amazon EC2 WElE METHIEDENHEDEH PR  F2H LNV —H,

WU 2 B K B B A% ST

B8N UpdateContact API B , 255K AWS Ground Station #1TREI S EE. MREFES |
REeLERSARNREEN , SEFERIXEEL, ASRBERSEFEE HTTP BEHEFEE,
RIS ABEBBBIFRA LK failureCodesH failureMessage ML EIR , &0 LUEIBFEAY
DescribeContactVersion R #4575 5 &k B MRS,

MEBHERARFNFMET , F2E ERBE A MBS A RA 25,
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ERAEER

EEZ e RS

E UpdateContact i@ REEFE RN , HTTP BEASEZEER T 5/EER,

ResourceNotFoundException : A EIBi4& A
FRER

BEH contactIld THEEZBATREH AWS tRF,
RRAR

1. B8 contactId BB IEHE,

2. BMRLEEFEREABIEAZ AWS IRENEAEHR,
3. £/ ListContacts S IEFEH contactId,

ConflictException : = E HBIE A

ERER

BEABRTAFETNARE, REEBKRFIER SCHEDULED, =X PASS AREERFPREPASS |, F&E
04 UpdateContact APl, SRS —EEHEEETH ( ZETHBHEMRAER UPDATING AREE ) |, 1

SREMER.
PSS

1. Y DescribeContact LA Es B i By B4& AR EE,

2. MRBEHEABRRKIHAREE (5140 COMPLETED, =} CANCELLED)FAILED , RIfEZEEH. REHEH

& ABETA SCHEDULED., =X PASS #REERSPREPASS , FREE #BHAR A . MNEIRIBARREM TR

52 AWS Ground Station B#& AR EE,

== ao

BE

. MRS —EAEHEEETH , FEFENEIZESR ACTIVES, FAILED_TO_UPDATE AREE |
RBEBREX S —EEH., &7 LUEH DescribeContactVersion APl , S {EH AWS SDKsH] 121

MContactUpdatedE&FENER 2 AER AWS Command Line Interface,

InvalidParameterException : MBI FE RS E

FRER

B EEER
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BEREOSEANBH, ERRERDIE

« IBAHKZEH clientToken,

— BRI BEZLEEEY ProgramTrackSettings ( A/ LFH. OEM # TLE), BEBERI R
"F BEa,

« #§ satelliteArniRES null , MAKEEBIE AN ME TEMET S UAKR S TR,
- B satelliteArnA null AzE1ProgramTrackSettings EHEX,

- RRfftephemerisIdREEIETE HEABER satelliteArn,

- RBBHEHE  FEXEREMETFEENERTRERE,

o FEARMAME I, AIREEBREEMENRE,

- ERWRETERR T THARGEREBER , TXEBIEAER.

R TT B

1. @FEEPHERALS , THRBESHERNFEES,
2. EMESMEProgramTrackSettingssERRABEH—EF/HM .

3. MRERE WBEATEALDNA/ LAEMSsatelliteArn , FRFEENIRF EEMEEHESL
RN RE, MEFEFMER  F2RERSUREATREER.

4. MRBESENERUEERELRNEE  WREHIESEER,

ResourceLimitExceededException : 2iE 2| & K i 2sBR 4l
FRER

Big A TIZERMRAEE EIR (128), XM UpdateContact #EE M HAVARA , BBiE A TREBBI
BR %1

R TT B
1. WRHFBEERES., NWREFEBRE-SEE | FHUEBHS A MR E R HBHE A

ESEEA N S

THRBRBELHIREFAILED_TO_UPDATEARREE A MBI RAM failureCodesfu, £
DescribeContactVersion #EEUE L ME A, failureMessage WMIVIEMEBRABMNEMRE,
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ERAEER

KRBT

INTERNAL_ERROR

INVALID_S
ATELLITE_ARN

INVALID_U
PDATE_CON
TACT_REQUEST

EPHEMERIS
_NOT_FOUND

EPHEMERIS
_TIME_RAN
GE_INVALID

EPHEMERIS
_NOT_ENABLED

SATELLITE
_DOES_NOT
_MATCH_EPHEMERIS

NOT_ONBOA
RDED_TO_A
ZEL_EPHEMERIS

AZEL_EPHE
MERIS_NOT_FOUND

ERER
B2 ¥ T R BE A SE TR HIRY M BR 65

=0
E/I;Qo

FHERTERMLOEE ARN B
KR,

EfFERESESRBHERRE
FNENSH.

EMRBEHRSEH ephemeris &
B

ephemeris 7~ 2 Bit#& B B [ £8
=,

2Z 1 ephemeris KER
ENABLED HREE,

ephemeris B2 E #T55K FIEERE
ERTH,

BRI IR B AR R BIE AR H
THRLERADNEATREER,
B FEKENZ—EIRHEZhEE , BA
RERBENZEEEARSG,

ARASENSNRATHERE
o

Resolution

EREH. MRABEMFERE
g AWS X &,

EMEEE ARN XHERFECESR
By iR 5 R EE

#B] failureMessage LAEB
FHHEA  WEEFERBH,

ER % ephemerisId IHEEEM &
il B% ephemeris.

555 2 e T e T o D 9 R
RFEE4, 4 SR B s o o 0 A R A
&, FHUEBHEA | WHE TR
REFAVBEA . WHEFMBET
ASREREFTEREER,

BRETRHUENRE  YEERE
2 BIREA

1R ephemerisId BR FiEE
& EsatelliteArn o

MRENFERARGETESURE
FERME |, FBFEIB B AWS

X & ZE®AWS Support Center
Console AFERFHL, =H#E , W
REEENERARS , FEEE
F TLE ephemeris B8 OEM
ephemeris &£,

# ephemerisId MFERZEK
I BR 75 12 £ 8 M N

IEE L KBTS
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ERAEER

KRBT

AZEL_EPHE
MERIS_WRO
NG_GROUND
_STATION

AZEL_EPHE
MERIS_INV
ALID_STATUS

AZEL_EPHE
MERIS_TIM
E_RANGE_INVALID

WEE RN

ERER

B BO5e s = A SRR AP 6E A
B9 7 [20 3 [ v B P 3L

I BB EETERE BHIRRESL
HEM.

73 i 52 7t 2 B 4 R B A Y R
EE,

Resolution

AERELE EEMN G VA
BIKERYE , RERFSBIEA L
T E R R A E R,

BEZDRMRE, SSHEARR
ENABLED AREE, NREEFM R
KB, B LEEFEIEMNMAK,

B e B B A B R B Y T 5
I OKED, 40 SR i i B S B A
MR, FFHUEBHEA | WETR
ERRE TRV BAR A o

0y #UpdateContact , $TAVE#IEIR AN E B ER UPDATING k78, FELLHAR , DescribeContact
SHREER LA ERAPRAVEEA. EFRAEEERFIIZEFACTIVEIREDescribeContactz

B, FEHEE F. EERERERSIHARE

551 A DescribeContactVersion,

EEHEHMRERINHKRMN

1. 5 PAY DescribeContactVersion , contactIdizfHUpdateContactElfversionIdEE,

2. ¥ version.status #{. MEE ACTIVERRERIWEREH., AR FAILED_TO_UPDATEXRR

ERTR Mo

3. INRRAEA FAILED _TO_UPDATE ,

version.failureMessage M LAEUSHEERNVFMHEA,

® Tip

EME version.failureCodes#l

AWS SDKs# AWS Command Line Interface X 21ERAZEE] ACTIVESR

FAILED_TO_UPDATE #k&&DescribeContactVersionZ 8 B B)#z# i ContactUpdated
&R, Bl , AWS Command Line Interface 114 aws Groundstation & 4F contact-updated
we. FASEFER  MTREFELECHRHEE,

BEEIHMRE
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WPERZ B FAILED TO SCHEDULE B##& A

B ER 2 ERE LSRR EE AWS Ground Station , Bi& ASE RS
FAILED_TO_SCHEDULE k&, #E A FAILED_TO_SCHEDULE #RAEEMBiiE A A ZE M iR H
errorMessage \ARHMAR . WEHERBIZEANEN , 552 [ DescribeContact AP,

AT R ATABE B FAILED_TO_SCHEDULE Bfig ABVE RERA RG] , LA B S # PR D ER

(@ Note

AIEREPIHM FAILED_TO_SCHEDULE Ef#&iRRE K T ERAREMABURRE | 6l
AWS_FAILED, AWS_CANCELLED = FAILED, MEB#EMEBHFMEN , F3H the
section called “AWS Ground Station B#4& AR &E”

ITXEERRTTHBHEETEENRE

F R HETR I B AR A VTS0 1A E B E MM antenna-downlink-demod-decode #H7E,

SHIRAM AntennaDownlinkDemodDecode #A &€

- WRIEH antenna-downlink-demod-decode HRERKITEEE - T ERHECERZE LihE/EN R
R,

- MRERBEHENZEEE  HENARDHENREHEE - BKRET—ESR , 7HNMINAR
B AntennaDownlinkDemodDecode #H&E,

23 AntennaDownlinkDemodDecode #H%E

AWS Ground Station ELIER4E LU A BRI ET4HEE, 8 AWS Support B3I EflcontactId , G3FEMN
FAILED TO SCHEDULE #REE#&EH

— IR BT R
IR EREH RS RIEE RN -

- ERAMENERREREENERAIERBASIIES —EBEA. UFNARIBHEANESR

B ReserveContact,

- MREHEBERBETEERERM FAILED_TO_SCHEDULE #RAE | FEH#4E AWS Support

s
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¥ R ER HEALTHY AREEMY DataflowEndpointGroups # 1T #FER
i}

THEERFRIHEEETTRERER HEALTHY MRENERER , LR EHREREE 15 EB1E,

« NO_REGISTERED_AGENT - Bi&) EC2 #17EE , ESFMRERER. FEE K BXLEBEEMHE
FISSMHEER | WFUFEER I, WEREXERNFMENRAFEH AWS Ground Station LEFE |
nﬁ e ﬁ o

« INVALID_IP_OWNERSHIP - ff DeleteDataflowEndpointGroup API il Dataflow i BhEH4H , &
# £ CreateDataflowEndpointGroup API , EFiEE EC2 #1TEBRAHEBRY IP thu M EEIBEHE
3 Dataflow 5% BhE¥4H o

« UNVERIFIED_IP_OWNERSHIP - IP Hbil s RERTE, BREFESEHET , HILERBITHN.

« NOT_AUTHORIZED_TO_CREATE_SLR-REAREREEIVENRKELEAC., BRE PHSEHEER
S B8 {#H Ground Station R EZ AR

HEZHENNETESH

EESEREMEER EEE B AWS Ground Station , EE2RXBIIERSREIIERE. WRBRBLAK , &
BFMEARRESE E A INVALID, DescribeEphemeris BIfEF R EEERA S IR MMM EF | HBVEE BI A7
REE,

TREREREER

EE R EE KA | DescribeEphemeris APl 2SS MERA , UIHBI 2 BIRIE

errorCode

AR ERFERVMRTHENENR. EUAREARGHEREE,

errorMessage

REERVDAEUTRER , R 2 SHERNBEFEENR , AR NS EFRES,

EME MM DescribeEphemeris [E FEEEH

{

S ARER HEALTHY AREEM DataflowEndpointGroups # 1T i FE 22 K 246
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ERAEER

"ephemerisId": "abcl2345-6789-def0-1234-567890abcdef",
"name": "My Invalid Ephemeris",
"status": "INVALID",
"creationTime": 1620254718.765,
"invalidReason": "METADATA_INVALID",
"errorCode": "OBJECT_NAME_MISSING",
"errorMessage": "Metadata field missing: OBJECT_NAME",
"suppliedData": {

"tle": {

"ephemerisData": "[...]"

TLE ephemerides BV & BB S E55ER
UTREETLE ERHMERFEINERBERER
THERNEE B %iFH

$853 . Tephemeris FEENFE B IR HHEEBNEE B & RBTR,

SRR : #EFE TLE 179H NORAD ID/F E B #iREFESEBEHENE E B #iFEE. 00000 ARKR

RiEE FimIR A E 2,
M I B

$555 . TPTiRY ephemeris BV BEEE R FTV S E ephemeris ZE A K

BERF B HERRIEH TLE BRIERE , WRRBMMBIE. Ground Station &£ 5 72 2 & £

Space-Track ¥ REHAESE,

OEM ephemerides BV & R B R E55R
TR LEE OEM B ERFESINFE RBFHER .
BRNBERER

#5328 . T & REF_FRAME

BRFR : EFEN OEM ERUFEAEP—EAXZENSEESE . EME2000 = ITRF2000,

TLE ephemerides K& BB & 8RR
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R LB

$55R | "Metadata {iIE X : INTERPOLATION"

ERFZE : #& INTERPOLATION #1 INTERPOLATION DEGREE #{Z#i8Z OEM F &L =
B, BER EXEBXEFEREROAENLE AWS Ground Station IEE

TR ENRFBERE
$8ER ¢ TF%&E TIME_SYSTEM,

FRAFER  BREN OEM ERFEA UTC MARBE RS,
X EH OEM RRA

$55R ¢ T X & CCSDS_OEM_VERS

FRRA R - REH OEM HE=REH CCSDS OEM 2.0 k.

FUAASRECYNE RBFERER
UTREEFNABRKEESYHEINE RBRIHER
BERFN/ EHER

$#58 . "Z4—1@ TimeAzEl AzEISegment 484 |

BRER  BESURABRTHEBERRAESEL —ERFBRES/REAYH,
BERNHLAEHE (K)

855 . TAzElaz XZBARRBIER -180 B PRAHER 360 E

RF R WA E [-180, 3601 ER.
BEYNEEAEHE (E)

§55R © TAzEl el RZAARREEFR -90 B/ PRIFEFER 90 B,

BRGER  BIESEAERE [-90, 901 EAX.
BEUNHAEE (E)

555 . TAzElaz XBARBER -pi BPRBER 2pi E
RFR  BREANVANVR [, 2] MERA,

FUAASREBIYNE RRBHR 248
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BEYNESEAEEHE (K )

$53R . TAzEl el REARFFR -pil2 BPRIER pif2 ME

RAR  WESEAEE [w2, n2] MEA,
EERREE

$852 : TAzEISegment F#Y TimeAzEl AzEISegment 18 B 2478 & B K IEFHES 4

BERT B - HRSE R B P Y B R E B AR 18 10,
[ R RIEFF BE 5

$835 : TAzEISegments & B E K IEFHES |

BRAR . MRERKEBIEFIES.
ERER

FR . EV—(ARRNEEHAEEREGERFEEEED

BRAFR . BRBEEHTEH—NIEEFEER, —EAERendTimel TEBBT —ERE
BRstartTimel .

SEEHEAR 2 BR
IR MR RN , FBRE T SIS WARE -

1. R 2K ephemeris ID MY DescribeEphemeris LABEEY errorCode#l errorMessage,
WBIERAL , UEERERERAMNEEFMENA,

B IE ephemeris BRI 2B REE,

£ CreateEphemeris L{EEHFE EERBHF ephemeris.

ERFNTRERE , EFIHIEZENABLEDIRER L,

MRABEE , FH5FEH DeleteEphemeris Ml ER E R M E R,

2

TRIEERGESE

T 5% B2 ephemeris B8 38 K B A sE BRIV AT BerrorCode B TR MG |, IS
B¥invalidReasonfEBlIfE &,
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?

EMMEE : METADATA_INVALID

EENPEERMMER., BT ERNEHE ephemeris ERPIEFXZENER  REREELHE

o

fRARIETS

MISMATCHED_SATCAT_ID

OEM_VERSION_UNSUPPORTED

ORIGINATOR_MISSING
CREATION_DATE_MISSING
OBJECT_NAME_MISSING
OBJECT_ID_MISSING

REF_FRAME_UNSUPPORTED

REF_FRAME_EPOCH_UN
SUPPORTED

TIME_SYSTEM_UNSUPPORTED

CENTER_BODY_UNSUPPORTED

INTERPOLATION_MISSING

INTERPOLATION_DEGREE_INVALI
D

AZ_EL_SEGMENT_LIST_MISSING

fRERAE

TLE ephemeris FEENEE B #RISHEBHNEE B &
RIS TR

A X OEM ephemeris CCSDS_OEM_VERS H# ., X#&
#E: [2.0]

OEM ephemeris TR 2 ORIGINATOR ZTEM

OEM ephemeris it 2> CREATION_DATE #ZSEH{
OEM ephemeris it 2 0BJECT_NAME & BHE
OEM ephemeris iR 20BIJECT_ID A& RIE{

A Z# OEM ephemeris REF_FRAME H1#y , XEHE :
[EME2000. ITRF2000]

A% OEM ephemeris FHYREF_FRAME_EPOCH H#&%&
BB, 5% ephemeris BRI

R Z# OEM ephemeris TIME_SYSTEM H# , XEM
& : [uTc]

7 Z# OEM ephemeris CENTER_BODY H#Y , XIEHY
& : [Earthl]

OEM ephemeris iR 2> INTERPOLATION FR#&E R

OEM ephemeris FHVEREEX AAXREMHF ER O

azElSegmentlList #MEX

TRERBSE

250


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_AzElSegments.html

AWS Ground Station

ERAEER

ERRIETS

INSUFFICIENT_TIME_AZ_EL

o=
(2739 /CA

&
E‘_\'III

i

Z2L—@E PR ETimeAzE1 L azE1SegmentlList

WA ERE : TIME_RANGE_INVALID

ETRMEAeSENNEEEE  2ERAEREE, BREF. ERERIBEHF—HHEE

B, e REEEER.

SRRRIEAIR
START_TIME_IN_FUTURE
END_TIME_IN_PAST
EXPIRATION_TIME_TOO_EARLY

START_TIME_METADAT
A_TOO_EARLY

STOP_TIME_METADATA
_TOO_LATE

AZ_EL_SEGMENT_END_
TIME_BEFORE_START_TIME

AZ_EL_SEGMENT_TIME
S_OVERLAP

AZ_EL_SEGMENTS_OUT
_OF_ORDER

TIME_AZ_EL_ITEMS_OUT_OF_ORD

ER

AZ_EL_SEGMENT_REFE
RENCE_EPOCH_INVALID

SRRRAAR

Ephemeris Bi#EFE = AR EFE , ELERBENKRE
Ephemeris #&REFERIB LR , BELAERRK
RUWIBHIRE R RN ephemeris #5 R B

START_TIME F#EERERRN OEM ephemeris ERlAE
ENREE-E

STOP_TIME H#EERHEKN OEM ephemeris EXlAE
ENRHFEE

EL—EAERERendTimel EREERM startTime
EV—AEBRNEGENSEREMERKEHEEEE

ERTESTRIEF

WK TimeAzE1E BAzEl1Segment 8 ERFKIEFBES!

BRI SZE epoch MBS EHE

TRERBSE
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SRERIEIR fRRALE

AZ_EL_SEGMENT_START_TIME_IN ERENXKEEETINREKETITSEE—EBERZER
VALID o

AZ_EL_SEGMENT_END_ ERAREEEEFHEREEISERR —ERR®
TIME_INVALID R

AZ_EL_SEGMENT_VALID_TIME_RA EBRMNENEEHEEN
NGE_INVALID

AZ_EL_SEGMENT_END_ EERNERFEBIBSZE epoch AFFHNEERE LR
TIME_TOO_LATE

AZ_EL_TOTAL_DURATI FIEERNBEERBEBANEEAERERRE LR
ON_EXCEEDED

EYMWERE : TRAJECTORY_INVALID

ETRMENCSENNANESR K 2FRESR. ARHERENNEER K ReBREELER,

SHEERE SEERAR
MEAN_MOTION_INVALID FriR TLE ephemeris BP9 EhEEL R 3TV &

ephemeris Z2 KK, & : Ground Station &7£ 5 &
B {#f Space-Track M ERMELRSE

TIME_AZ_EL_AZ RADIAN_RANGE_  AzEl az #BARRER -m B PRBER 2m lE
INVALID

TIME_AZ_EL_EL_RADIAN_RANGE_  AzEl el XAARRER -m/2 BNARZER w2 JE
INVALID

TIME_AZ_EL_AZ_DEGR AZE| az BARRBIEH -180 BRHER 360 E
EE_RANGE_INVALID

TIME_AZ_EL_EL_DEGR AZEl el HBERRRER -90 E , BIRRER 90 &
EE_RANGE_INVALID
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fEREXE fEEas A

TIME_AZ EL_ANGLE_UNITS_INVA WA AzEl AEEBE{
LID

EYMERE : KMS_KEY_INVALID

ERAMZREREMEE R AWS Key Management Service (KMS) &8 2¢ £ RRER | R4

\NO

(i
I
5

]

SRR RS
INSUFFICIENT_KMS_PERMISSION  Ground Station & & & #9895 7l 2RFEUL ephemeris Y
S KMS €48

EMAERE : VALIDATION_ERROR

E ephemeris ERIH —MBRFRETBREMISERRIR K MER4EELHEN,

HARERE FHERAR

INTERNAL_ERROR ephemeris 5 7% HA B 2 4 R ZPEEER

FILE_FORMAT INVALID ephemeris ERXEHRIESD, BBREGS
ephemeris R W FEHAK X

¥R UL E B R RV BRSBTS R

B AT REE AR |, BMARKIEMFER, ERRFEKRIEIZAM PCAP ER , EMREME
F S3 BRI, AIE£R B PCAP %, EARAMNZERERE, UTHm—ERRE , LR NAHRE
ERE,

AR EE R BHIE A ETHEDE 253
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T{THRET EH

REEBWERNSEBSASBSEBREN XE TN THRER RETTHFARGERE, MREENHERE
BEEFERMATE AR —3 , AWS Ground Station i$#E X W EBEPAE, ESEBRKIEMER
AWS Ground Station,

HREENEE , FRESEANEERASEEERNFAR. Fl , BRECKREERNPOER, 11
B, &t , Y RFEEHEBANERSH

FERE

R FBETVESHTEE K TREHEIIEARRK. BEGTEAEEEHFEEXREDHNN
B, AWS Ground Station #$#EEIZURBREWMAECEHENARE  RENREANTREAREYR
AWS Ground Station KIFIER A EEFHENRKERNE,

MREEFE NOAA B EN N EERFHEES , B LUE NOAA FEIREFN S HE L 3% 2 Hik 4
FRENFALS . ARTESRPENEHSNENRBH , AURREEREAR P,

MRATEHECNEEEN , CEEXETHRENEERE , URETSHEE WIEH AWS
Ground Station, MMRZHITHEMFEFEFEEDY , ENAIFBREHEFTNETERMEER, NER
HETERMERNEMERN , 55208 7 AWS Ground Station 21 ephemerides.

AWS Ground Station A &f

R AWS Ground Station B BB XM EUE , AWS Ground Station EA5B&ARERE R
AWS_FAILED & AWS_CANCELLED, MEBEEMBHNFEEN , F20 7THEBEEM B, £
REERT , AWS Ground Station AJREE AR , ERERBEERNELNIRS , EFTFEIBIEARE
7 AWS_FAILED 5 AWS_CANCELLED #R&&, #4iEFEE R , AWS Ground Station FEZAGIR F 4%
EEHRMHELN AWS EFERBERR. NFEEREBERROFEMBERA AWS |, FSBAWS BE
AREESE A B IE R

HHE R E TR
AT A AT R % R,
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IAM FFRI 585
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Y CreateConfig I TelemetrySinkConfig B |, &N BISER -

Unable to write to Kinesis Data Streams stream. Ensure that Ground Station has
kinesis:PutRecord permissions for the given stream

R &

« TelemetrySinkConfig Fi§EH IAM A2 B E A Kinesis Data Streams S RATFERIFF A,
- IAM B EHEFBRT ALFF AWS Ground Station EEZAE,
« TelemetrySinkConfig 1 # Kinesis Data Streams &% ARN 7 [EFES &R 11T

RT3

1. HRIAM ABFEHERERNTY. REDE 2 . B TelemetrySinkConfigit IR EEFIE S
8

2. % AWS Ground Station & o UIBEEM IAM B

aws iam get-role --role-name GroundStationTelemetryRole

HERETBEEE groundstation. amazonaws . conf{ BEFTHRFEEFEA.
3. e IAM A EBLEM Kinesis 7F A :

aws iam list-attached-role-policies --role-name GroundStationTelemetryRole

BRBEEAEERM kinesis:DescribeStreamkinesis:PutRecord.
kinesis:PutRecordsifd.

4. WEFE Kinesis Data Streams 7 17E H ARN IEFE :

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

5. MRFEAEFZEMNE , FHEE IAM ACEH AWS KMS £##fkms : GenerateDataKey#F
A,

ERIEREBE 255
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PassRole FF I ¢E55

E TN
Y KfCreateConfig , BEWEIERER B AEE IAM SEBWER,
fRRAR

BRIEN IAM EAERACESER IAM A®Hiam: PassRoledFdl, B TIBKHFEZENERE
HAE

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"
1,
"Resource": "arn:aws:iam::99999999999:r0le/your-stream-name"
}

Kinesis Data Streams = /i #E RE 5 8
e O

& B3 AT K B ER A o

R&A

« Kinesis Data Streams B RN AET EURMEE NEIXE,
- HbEREAEEFERAER , EREARRK,

RRI R
1. ﬁﬁ§$um m@

aws kinesis describe-stream \
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--stream-name your-stream-name \
--region us-east-2

2. {#H CloudWatch I5BEI=E AR :

aws cloudwatch get-metric-statistics \
--namespace AWS/Kinesis \
--metric-name WriteProvisionedThroughputExceeded \
--dimensions Name=StreamName,Value=your-stream-name \
--start-time 2025-12-08T00:00:00Z \
--end-time 2025-12-08T23:59:59Z \
--period 60 \
--statistics Sum \
--region us-east-2

3. WMREAFIRR , BEE :

- PBRIBEERERAUETEHER.
- EHAEMASERHEIT AWS Ground Station &8,
- MEFEAMERER K BENBSEE.

& R XA
RERTNENER
AR
HERRBE R AL R BEBHE | Kinesis Data Streams SR FRBERENEH,
o LAY B MR R
(75 R A SR R S

BFEARBEANEBREREZTE telemetrySinkConfigArn :

aws groundstation get-mission-profile \
--mission-profile-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2

BE telemetrySinkConfigArn MMM L, MRFEFRE , AERRERBRBAER,

ERRTEE 257
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ERAEER

IAM £3 & 5F 7] 8

B P IAM BTl SR B HERR S BRIAM FF AT 85 R,
Kinesis Data Streams R A EE RV AR EiT

BRERFEAEENESA -

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

L YNDENEL
ERRNREBAEFRRREMRIG. MEBEARE , #EEBEACRES

aws groundstation describe-contact \
--contact-id 12345678-1234-1234-1234-123456789012 \

--region us-east-2
EatEE A E R
ik
ENENRINAREZERRERTHE T —H.

A RERY R A

+ Kinesis Data Streams B RAEREHRER. 582 R Kinesis Data Streams iR HRER &,

« AWS Ground Station B2 Kinesis Data Streams &7 2 BB K EERE,

R R

7 CloudWatch B3 Kinesis Data Streams R iEEE B ER R IES,

- BREVNBREAREREEIEEHNNMHERE
- EAEMASERHEIT AWS Ground Station &8 , UG EHMERERNFA.

ERIR A EE

258



AWS Ground Station EREEmR
EREBEE

JSON Hl#rigsR

(E-GN

FHEARNERMERCHES JSON RE R

fRRT =R

- BR7 Base64 f#H - Kinesis Data Streams SR H Y E K E Baseb4-encoded, BHLLRIBFER , B

EEHETA JSON, MFBFMENR , 5FZRBK Kinesis Data Streams R BEVE £l

- MBEZT U - B TelemetrySinkConfig B AWS Ground Station A[ A ZE HERFE 0%, EHFEH
BAEEEEEZARENT ERNTE.

o BERARBEZN - BAZH telemetryTypeAndVersion, telemetryType#
telemetryVersion #{z , ¥ ESER KN EEZBER,

ARAE R BB AR

IR

IEHYIE AR B B R B SR PR AT R AR

R R

ERFAHNTA , RAFNENEENGEBERRATRESREEREERMEIA. ENEARENE

o« ROERANBMEAMAAEITEER,
- RMERECHBEBE MR,
- HHRAGEEEREERREE,

MEFBRIRIRAZEHNFHEERN , T8 SERRRTERNEE,
/SR

MREEEERBIR IR RIFBESIBE , FHHE AWS Support,

ERHNESA
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Bia<ER , FRHETIER !

- BIEFERBEEA IDs

- EANEBHRER D

» TelemetrySinkConfig ARN

- Kinesis Data Streams &fi ARN

« IAM B ARN FLEHMNBUER

+ CloudWatch Logs S & H FEAREN AV EEEREAE
- BABERNRERER

- ERIMNBEZ &SR

EFE —Mi AWS Ground Station X #& , FZBAWS Ground Station { EAEEFM) .
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B, 28 A PR

B ERENEEFRRE X ENES. HEHEEBHNAWS Ground Station i 2 M ELEE,

A LA{E A Service Quotas 1A, AWS APIEEAWS CLITE EERERIGNERE,
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AR 75 45 K

Y% AWS Ground Station BRI , FFLE AWS BREF R
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ERAEER

AWS Ground Station £ & 8 R #Y S & 50 50 &%

TR AWS Ground Station FRAERRBEESEREANEESE,

#Ihee

#Ihee

XHEH

XHEH

E# AWS ZEBER

PO

#7118 AWS Ground Station
5H 5’5%7?3’]&14: mEFM
B, 2 BAWS Ground
Station B X#&.

¥118 UpdateContact AP| F1E
BRI B S, MFEFMA
& , ESEEHMBS AN
A RRAIE & o

¥7118 ListAntennas
ListGroundStationReservatio
ns APIsEl’J}Uq: EFM
& , FSBAWS Ground
Station {7 & F A7 b UG R

B

FrigE A INEEE CancelCon
tact API , S B&E LiRThaEMET
E%ﬁaﬂﬂﬁﬁﬁﬁnﬂo MEFEAH
&, B2B T BB E

f&5& CloudWatch 52 &£ &
B4R A B0 T T v5 AR B B Y
Eig Y, SIEEDERE
’%EO

AWS Ground Station E¥
¥ ZEBRAWSGround
StationAgentInstan
cePolicy , AEEHEEUE
B FE URLSHY HAEF ],

B

2026 £§4 A 14 H

2026 £§4 A 14 H

2026 £§4 A 14 H

2025 12 A 10 H

2025 12 A 2H

2025 F11 A 13 H

263


https://docs.aws.amazon.com/ground-station/latest/ug/dedicated-antennas.html
https://docs.aws.amazon.com/ground-station/latest/ug/dedicated-antennas.html
https://docs.aws.amazon.com/ground-station/latest/ug/contacts.versioning.html
https://docs.aws.amazon.com/ground-station/latest/ug/contacts.versioning.html
https://docs.aws.amazon.com/ground-station/latest/ug/aws-ground-station-antenna-locations.html
https://docs.aws.amazon.com/ground-station/latest/ug/aws-ground-station-antenna-locations.html
https://docs.aws.amazon.com/ground-station/latest/ug/locations.reservations.html
https://docs.aws.amazon.com/ground-station/latest/ug/locations.reservations.html
https://docs.aws.amazon.com/ground-station/latest/ug/contacts.metering.html

AWS Ground Station

ERAEER

A
s
ap
[\{ay

XHEH

XHEH

A
s
ap
[\{ay

XHEH

XHEH

XHEH

MEFHMER , FSE AWS
Ground StationAWS S & X
B EH,

B EAEEE, UBES
HABREET. NBEFEE
R, ASBRL AR ER
pER

BEERIAERXINTEEERK
%ﬂﬂﬁjﬂ‘? . MFFMER ,
A2REABEERRERRN.

MEAREREE R BHEE
FZRERA,

EFEREEEULEE AWS
Ground Station B{u % &,

EEMERAEERNSE
B, aEHMER. #HF,

B4 RSS HEMEBE FAE
B

#% AWS Ground Station Z AR
AEFREEEIEAERBN
FR&EEM,

Bt AR TE O] BATE AT BB R
HEZAHEERZ 30W, TR
M B2 &7 DescribeContact
[ElFEF,

NEEBILFTIE "EC2 HTE
REEMN CPU B8, EER.

2025 10 A 22 H

2025 9 A 11 H

2025 4 A4 H

2024 8 A6 H

2024 57 A 18 H

2024 57 A 18 H

2024 57 A 18 H

2024 3 A 26 H

2024 3 A6 H

264


https://docs.aws.amazon.com/ground-station/latest/ug/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/ground-station/latest/ug/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/ground-station/latest/ug/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/ground-station/latest/ug/providing-azimuth-elevation-ephemeris-data.html
https://docs.aws.amazon.com/ground-station/latest/ug/providing-azimuth-elevation-ephemeris-data.html
https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.cross-region-data-delivery.html
https://docs.aws.amazon.com//ground-station/latest/ug/ground-station.rss
https://docs.aws.amazon.com//ground-station/latest/gs-agent-ug

AWS Ground Station

ERAEER

XHEH

XHEH
SAEH

XHEH

XHEH

A
s
ap
[\{ay

FH AWS ZEBUR

A
s
ap
[\{ay

BN REEEHEE AWS
Ground Station REREXEHA
15/ , LIEE AWS Ground
Station KEER#IT REMNE
Fo

HEERASRAEEEE,

#1184 DirectBroadcastSat
elliteWbDiglfEc2DataDeliver
y SEARFRE R AE F RN X
%

FEERX g AWS fE
REBEA BHERE.

M TERAEEEEAT AWS
Ground Station &R B HEE
EENRH,

¥ T EAMNELE DigiF &
B AFhRAH AWS Ground
Station REEXNFEHAEIERE.

AWS Ground Station #718
£ A AWSGroundStationAg
entlnstancePolicy BT BUR .

E# CPE FERANERERE
ﬁo

2024 52 A 23 H

2024 2 H21H

2024 52 A 14 8

20238 A6 H

2023 7 A 26 H

2023 4 A12H

2023 4 A12H

2022 % 11 A9 H

265


https://docs.aws.amazon.com/ground-station/latest/ug/security-iam-awsmanpol.html

AWS Ground Station

ERAEER

FH AWS ZEBUR

A
s
ap
[\{ay

XHEH

XHEH

B9 B B 0 8 B

M APIERE

Kindle RZA

AWS Ground Station 718

7 AWSServiceRoleForG
roundStationDataflowEndpoin
tGroup service-linked-rol
e(SLR) , EHEEEA
AWSServiceRoleForG
roundStationDataflowEndpoin
tGroupPolicy HIFTER .

B EHEERUEE WES
AWS CLlI,

CEFMERERER , LEEsH
CloudWatch IEEZEHNES.

NEEEBEE (AquaSnppJpss
g ) EFEZE AWS Ground
Station A& 1ER.

EEHMEAERR , WAERE
HEREE,

B3 AWS Ground Station {£
A CloudWatch Events # 1T B
Y EEHIFNERER

HAUECDESH , BB
"AFL W TEERE. B
o

WESEHEGHEHEE AWS
Ground Station & E®.

EEFAMREE K HPTER
#T#9 CloudFormation &i7x,

AWS Ground Station A &g
B B Kindle RN,

2022 % 11 A 2H

20204 A 17 B

20202 A 24 H

20202 A19H

2020 2 A5H

2020 2 A4 H

2019 12 A 19 H

2019 11 A7H

20195 7H1H

20196 A20 H

266


https://docs.aws.amazon.com/ground-station/latest/ug/security-iam-awsmanpol.html

AWS Ground Station EREER

MR IS iE & AWS Ground Station 2019 5 A 23 H
AWS Ground Station A &g
R B ¥ 1R MR A o

267



AWS Ground Station EREER

AWS FER

MEHITH AWS #izE , F2H AWS AR SEHHAWS FER,

268


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

AWS Ground Station EREER

ANBREXIRWHEBBZFRE , IRBFRFEMAERRT—BZRE , BIULARRAE,

cclxix



	AWS Ground Station
	Table of Contents
	什麼是 AWS Ground Station？
	常用案例
	後續步驟

	AWS Ground Station 運作方式
	衛星加入
	任務描述檔合成
	聯絡排程
	聯絡執行
	數位分身
	了解 AWS Ground Station 核心元件
	使用 AWS Ground Station 任務設定檔
	使用 AWS Ground Station 組態
	追蹤組態
	天線下行組態
	天線下行解調解碼組態
	天線上行組態
	天線上行回應組態
	資料流程端點組態
	Amazon S3 錄製組態
	範例信任政策
	範例角色政策

	遙測接收器組態
	範例信任政策
	範例角色政策


	使用 AWS Ground Station Dataflow 端點群組
	Dataflow 端點群組版本
	資料流程端點
	DataflowEndpointGroup 端點
	AWS Ground Station 代理程式端點
	Dataflow 端點
	範例信任政策
	範例角色政策


	DataflowEndpointGroupV2 端點
	上行 AWS Ground Station 代理程式端點
	下行 AWS Ground Station 代理程式端點


	建立資料流程端點群組
	CreateDataflowEndpointGroup
	CreateDataflowEndpointGroupV2

	遷移考量事項

	使用 AWS Ground Station 代理程式
	運作方式
	其他資訊



	開始使用
	註冊 AWS 帳戶
	建立具有管理存取權的使用者
	將 AWS Ground Station 許可新增至 AWS 您的帳戶
	加入衛星
	客戶加入程序概觀
	（選用） 命名衛星
	公有廣播衛星

	規劃您的資料流程通訊路徑
	非同步資料交付
	同步資料交付

	規劃您的遙測
	建立組態
	資料交付組態
	遙測組態 （選用）
	衛星組態

	建立任務描述檔
	了解後續步驟

	AWS Ground Station 位置
	尋找地面站點位置 AWS 的區域
	AWS Ground Station 支援的 AWS 區域
	數位分身可用性
	專用天線
	在地面工作站檢視天線
	範例：列出地面工作站的天線

	檢視地面站點保留
	列出保留
	保留類型
	程式碼範例

	AWS Ground Station 網站遮罩
	客戶特定的遮罩
	網站遮罩對可用聯絡時間的影響

	AWS Ground Station 站點功能

	了解 AWS Ground Station 如何使用 ephemerides
	預設暫時性資料
	提供自訂暫時性資料
	概觀
	範例：搭配 使用客戶提供的 ephemeride AWS Ground Station
	提供 TLE ephemeris 資料
	概觀
	建立 TLE ephemeris
	範例：透過 API 建立雙行元素 (TLE) 集合暫時性
	範例：從 S3 儲存貯體上傳 TLE ephemeris 資料

	提供 OEM ephemeris 資料
	概觀
	OEM ephemeris 格式
	KVN 格式的範例 OEM ephemeris
	建立 OEM ephemeris
	範例：從 S3 儲存貯體上傳 OEM ephemeris 資料

	提供方位提升暫時性資料
	概觀
	方位海拔暫時性資料格式
	建立方位提升暫時性
	範例：透過 API 建立方位角海拔面積
	範例：從 S3 上傳方位提升資料
	保留具有方位海拔暫時性的聯絡人
	列出可用的聯絡人


	使用自訂 ephemeris 預留聯絡人
	概觀
	聯絡預留工作流程
	工作流程 1：列出可用的聯絡人，然後保留
	範例：列出並預留方位角海拔高度
	範例：使用 TLE ephemeris 列出和保留

	工作流程 2：直接聯絡預留
	範例：使用方位角海拔暫時性的直接保留
	範例：使用 TLE ephemeris 直接保留

	監控聯絡狀態變更
	使用 EventBridge 實作聯絡狀態監控
	實作步驟
	Lambda 函數處理常式範例
	EventBridge 規則組態

	設定用於自動化的 EventBridge 規則

	最佳實務和考量
	處理排程衝突
	Ephemeris 驗證時間
	聯絡時間考量
	依暫時性差異類型的 API 差異


	了解使用哪些 ephemeris
	TLE 和 OEM 暫時化
	方位海拔半合子
	新暫時性差異對先前排程聯絡人的影響

	取得衛星的目前暫時性變化
	使用預設 ephemeris 的衛星 GetSatellite 傳回範例
	使用自訂 ephemeris 的衛星 GetSatellite 範例
	列出方位角升高環冪化物

	還原至預設 ephemeris 資料
	還原 TLE 和 OEM 暫時化
	管理方位角升高環冪化物


	使用資料流程
	AWS Ground Station 資料平面界面
	使用跨區域資料交付
	設定 Amazon S3
	設定 Amazon VPC
	使用 AWS Ground Station 代理程式的 VPC 組態
	具有資料流程端點的 VPC 組態

	設定 Amazon EC2
	提供的常見軟體
	AWS Ground Station 代理程式
	Dataflow 端點應用程式
	軟體定義的無線電 (SDR)

	AWS Ground Station Amazon Machine Image AMIs)


	使用遙測
	遙測的運作方式
	可用的遙測類型
	區域可用性
	設定遙測
	步驟 1：建立先決條件 AWS 資源
	PassRole 政策範例

	步驟 2：建立 TelemetrySinkConfig
	步驟 3：將遙測新增至您的任務設定檔
	步驟 4：排程聯絡
	後續步驟

	了解遙測資料
	資料格式概觀
	指向遙測
	追蹤遙測
	從 Kinesis Data Streams 串流讀取資料
	結構描述版本控制和演變


	使用聯絡人
	了解聯絡生命週期
	AWS Ground Station 聯絡狀態
	聯絡狀態

	聯絡人資料保留

	了解聯絡帳單
	頻寬定義
	排程模式
	CancelContact
	案例 1：單一聯絡人
	案例 2：單一已停止的聯絡
	案例 3：單一重複
	案例 4：簡短重複
	案例 5：多個重複項目
	案例 6：多次停止
	案例 7：沒有重複的多天線地面站
	案例 8：具有重複聯絡人的多天線地面站

	更新聯絡人和聯絡人版本控制
	聯絡版本控制的運作方式
	更新聯絡人
	聯絡版本狀態
	程式碼範例
	範例：更新聯絡人
	範例：描述聯絡版本
	範例：列出聯絡人版本

	考量事項


	使用 AWS Ground Station 數位分身功能
	AWS Ground Station 專用天線
	什麼是專用天線
	增強的保留可見性
	相關資源

	了解使用 監控 AWS Ground Station
	AWS Ground Station 使用 事件自動化
	AWS Ground Station 事件類型
	聯絡事件時間表
	Ephemeris 事件

	使用 記錄 AWS Ground Station API 呼叫 AWS CloudTrail
	AWS Ground Station CloudTrail 中的資訊
	了解 AWS Ground Station 日誌檔案項目

	使用 Amazon CloudWatch 檢視指標
	AWS Ground Station 指標和維度
	目前提供哪些指標？
	使用哪些維度 AWS Ground Station？

	檢視 指標
	使用 主控台檢視指標
	使用 檢視指標 AWS CLI



	中的安全性 AWS Ground Station
	的 Identity and Access Management AWS Ground Station
	目標對象
	使用身分驗證
	AWS 帳戶 根使用者
	聯合身分
	IAM 使用者和群組
	IAM 角色

	使用政策管理存取權
	身分型政策
	資源型政策
	其他政策類型
	多種政策類型

	AWS Ground Station 如何使用 IAM
	的身分型政策 AWS Ground Station
	的身分型政策範例 AWS Ground Station

	內的資源型政策 AWS Ground Station
	的政策動作 AWS Ground Station
	的政策資源 AWS Ground Station
	的政策條件索引鍵 AWS Ground Station
	中的 ACLs AWS Ground Station
	ABAC 搭配 AWS Ground Station
	搭配 使用臨時登入資料 AWS Ground Station
	的跨服務主體許可 AWS Ground Station
	的服務角色 AWS Ground Station
	的服務連結角色 AWS Ground Station

	的身分型政策範例 AWS Ground Station
	政策最佳實務
	使用 AWS Ground Station 主控台
	允許使用者檢視他們自己的許可

	對 AWS Ground Station 身分和存取進行故障診斷
	我無權在 中執行動作 AWS Ground Station
	我未獲得執行 iam:PassRole 的授權
	我想要允許 以外的人員 AWS 帳戶 存取我的 AWS Ground Station 資源


	AWS 的 受管政策 AWS Ground Station
	AWS 受管政策：AWSGroundStationAgentInstancePolicy
	AWS 受管政策：AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy
	AWS Ground Station AWS 受管政策的更新

	使用 Ground Station 的服務連結角色
	Ground Station 的服務連結角色許可
	為 Ground Station 建立服務連結角色
	編輯 Ground Station 的服務連結角色
	刪除 Ground Station 的服務連結角色
	Ground Station 服務連結角色支援的區域
	疑難排解

	的靜態資料加密 AWS Ground Station
	建立客戶自管金鑰
	建立對稱客戶受管金鑰
	金鑰政策概觀

	指定 的客戶受管金鑰 AWS Ground Station
	AWS Ground Station 加密內容
	TLE 和 OEM ephemeris 資料的靜態加密
	TLE 和 OEM ephemeris 的關鍵政策需求
	使用客戶受管金鑰建立 ephemeris 的 IAM 使用者許可
	如何在 中使用 AWS Ground Station AWS KMS 授予進行暫時性差異
	Ephemeris 加密內容
	使用加密內容進行監控
	使用加密內容控制對客戶受管金鑰的存取
	監控 ephemeris 的加密金鑰

	疊流高度暫時性的靜態加密
	方位提升暫時性的關鍵政策要求
	授予客戶受管金鑰 AWS Ground Station 存取權的金鑰政策範例

	使用客戶受管金鑰建立方位提升暫時性的 IAM 使用者許可
	如何 AWS Ground Station 將關鍵政策用於方位提升暫時性
	方位浮水印加密內容
	使用加密內容控制對客戶受管金鑰的存取
	授予存取特定地面站之 AWS Ground Station 客戶受管金鑰的金鑰政策範例
	授予 AWS Ground Station 存取多個地面站點之客戶受管金鑰的金鑰政策範例

	監控您的加密金鑰是否有方位提升暫時性


	傳輸期間的資料加密 AWS Ground Station
	AWS Ground Station 代理程式串流
	Dataflow 端點串流


	範例任務設定檔組態
	JPSS-1 - 公有廣播衛星 (PBS) - 評估
	使用 Amazon S3 資料交付的公有廣播衛星
	通訊路徑
	AWS Ground Station 組態
	AWS Ground Station 任務描述檔
	將它放在一起

	使用資料流程端點的公有廣播衛星 （窄頻帶）
	通訊路徑
	AWS Ground Station 組態
	AWS Ground Station 任務描述檔
	將它放在一起

	使用資料流程端點的公有廣播衛星 （解調和解碼）
	通訊路徑
	AWS Ground Station 組態
	AWS Ground Station 任務描述檔
	將它放在一起

	使用 AWS Ground Station 代理程式的公有廣播衛星 （寬頻）
	通訊路徑
	AWS Ground Station 組態
	AWS Ground Station 任務描述檔
	將它放在一起


	疑難排解
	對將資料交付至 Amazon EC2 的聯絡人進行故障診斷
	步驟 1：確認您的 EC2 執行個體正在執行
	步驟 2：判斷使用的資料流程應用程式類型
	步驟 3：確認資料流程應用程式正在執行
	步驟 4：確認您的資料流程應用程式串流已設定
	步驟 5：確定您的接收器執行個體 （多個） 子網路中有足夠的可用 IP 地址

	故障診斷失敗的聯絡案例
	Dataflow 端點 FAILED 使用案例
	AWS Ground Station 代理程式失敗的使用案例

	故障診斷失敗的聯絡更新
	同步驗證錯誤
	ResourceNotFoundException：找不到聯絡人
	ConflictException：無法更新聯絡人
	InvalidParameterException：無效的請求參數
	ResourceLimitExceededException：已達到最大版本限制

	非同步失敗代碼
	檢查更新的狀態

	故障診斷 FAILED_TO_SCHEDULE 聯絡人
	不支援在天線下行解碼組態中指定的設定
	一般故障診斷步驟

	針對未處於 HEALTHY 狀態的 DataflowEndpointGroups 進行故障診斷
	故障診斷無效的短暫性事件
	了解暫時性驗證錯誤
	TLE ephemerides 的常見驗證錯誤
	OEM ephemerides 的常見驗證錯誤
	方位角升高環冪化物的常見驗證錯誤
	疑難排解步驟
	完成錯誤碼參考
	無效的原因： METADATA_INVALID
	無效的原因： TIME_RANGE_INVALID
	無效的原因： TRAJECTORY_INVALID
	無效的原因： KMS_KEY_INVALID
	無效的原因： VALIDATION_ERROR


	對未收到資料的聯絡人進行故障診斷
	下行組態不正確
	衛星動作
	AWS Ground Station 中斷

	對遙測進行故障診斷
	常見的設定問題
	IAM 許可錯誤
	PassRole 許可錯誤
	Kinesis Data Streams 串流組態問題

	遙測交付問題
	沒有顯示遙測資料
	間歇性遙測資料

	資料格式問題
	JSON 剖析錯誤
	未知遙測類型或版本

	取得說明


	配額和限制
	服務條款
	AWS Ground Station 使用者指南的文件歷史記錄
	AWS 詞彙表
	

