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d. S/ HFE-mEBX 90 RNAMBESEH.

P R ] B O Y 51
EABMBARILYN HEREE , RIBE X T TR ECNIES WAARTHEA,
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ASREHFREHA,
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Your account health

Stay informed of important events affecting your AWS resources.

Open and recent issues (16) Scheduled changes (0) Notifications (3) Event log

Open and recent issues (16) Operational issue - EC2 (Ohio)

View events that might affect your AWS

infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data
‘ Service: Elastic Compute Cloud X
Servi
Clear filter ervice
EC2
1
Status
Open

Event summary

Region / Availability Zone
Operational issue - EC2 (Ohio)

Last update: February 20, 2022 at 11:16:34 PM
UTC-8

us-east-1

us-east-2 e
Account specific

Operational issue - EC2 (Ohio) No

Last update: February 17, 2022 at 11:56:09 PM

UTC-8

us-east-2 Description

Operational issue - EC2 (N. Virginia)
Last update: February 16, 2022 at 1:36:29 AM UTC-8
us-east-1

Configure EventBridge

Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Back to list view &

Start time
February 20, 2022 at 11:16:24 PM UTC-8

End time

Category

Issue

Affected resources
1

[04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity
issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.

HRESE

ERAFESERSIEBRRAAIRSHECRFNIINEN. ELEHTREFERBHFEERTES |

LR FERMEF 8.

REOFTEIEWBHEN. BTHEERIELED , RARMTERRR 2

LU ELHENSERFNIFATER. BRRGTHER, NFRFHESBHRSHNFRER ,

HSH WEHEIESEMEL AWS Health,

H i@ Al

ERENRSIRBRRREBECRDAREXLELIRFHNFAEEMBANSTESH. EVREEEN

PlanBR@E, REBHAMNZEIRE.

HiEgE
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SR

ERAEMH BFRIEBRREAME AWS Health £+, AFERRESBANERE , BEATIURAR
RE T 58 1 R P o 1T 2R

ECESHARENRTERSHE  FIET ERSETESHNHEREANZIZENEREBE. 0%
HEA , FEREEAFEET.

T LA 1B B R B A R R

- ARES

.« FEREFE

- B

« S ARN

- EHER

« EIREREE
- B

- &R ID/ARN
- R

- R

- RE

Example : B4 B

TEEREERT (M#HSFEZIE ) MEBRT (BEXH ) BENEHSH.
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Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X |

| Clear filter

Event

Lambda operational

issue

EC2 operational
issue

SNS operational
issue

EC2 operational
issue

Storagegateway
operational issue

Deepracer
operational issue

Status

Closed

Closed

Closed

Closed

Closed

Closed

Event
category ¥

Issue

Issue

Issue

Issue

Issue

Issue

Region /
Zone Info

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

us-east-1

Start time v

QOctober 9, 2020 at
2:03:48 AM UTC-7

October 9, 2020 at
1:48:51 AM UTC-7

September 30,
2020 at 8:28:18
AM UTC-7

September 16,
2020 at 7:30:41
AM UTC-7

September 13,
2020 at 12:46:47
PM UTC-7

August 31, 2020 at
6:32:39 PM UTC-7

Last update

time v

October 9, 2020 at
3:11:09 AM UTC-7

October 9, 2020 at
11:54:16 AM
uTC-7

September 30,
2020 at 11:42:54
AM UTC-7

September 16,
2020 at 7:45:03
AM UTC-7

September 13,
2020 at 6:32:24
PM UTC-7

August 31, 2020 at
9:10:12 PM UTC-7

Affected
resources

AWS Health EREEmR
Q IAM-user ¥ Global w Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1

SHFHMER

Ath
B IR

AR %
AREE

[ 13/ ] A (BB 0

EHRERIRFRHE

B 46 M i R B

Category

ERENERUE

BESHE  SHERERRSHNER.

BRESHN RN ERFE R

FENERRCIEREETIEN

E/
5@%

HMEARSIEREE TS THENR !

ZAE AWS BIRW T HIEA

EHFEER
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« R ID (f5lan , Amazon EBS BER[E ID , fl0 vol-alb2c34f) = Amazon Resource Name
(ARN) , nSR 7] SR,

- HRFFEMEMBHENS  HITFENERFELISERNENMRE (FE. RAHREHER). 1FE
ERES 24 MNEEMEE X, EHZUREE 72 NETERRE ATV AREE,

BANERERPHENER., SALMMEIR ID 3 ARN i/ MEREE,

Example : AWS Health event for AWS Lambda

TH&ERENEEMBER Lambda RYEBIE4,

Event log Lambda operational issue Back to list view E]

Q

Details Affected resources

Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)

Clear filter Event data

Event Start time
Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7
Event summary
Status End time
Lambda operational issue Closed October 9, 2020 at 3:11:08 AM UTC-7
Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1
- - Region / Availability Zone Affected resources
EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7 us-east-1 -
us-east-1
SNS operational issue Category
Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1 Issue
EC2 operational issue Description
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

. . [RESOLVED] Increased Invoke Error Rate
Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1 [02:03 AM PDT] We have identified an increase in invoke error rates in the US-

Deepracer operational issue EAST-1 Region and are working towards resolution.

Last update: August 31, 2020 at 9:10:12 PM UTC-7

us-east-1 [03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
Sagemaker operational issue experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
Last upd‘late: August 31, 2020 at 9:04:39 PM UTC-7 issue has been resolved and the service is operating normally.

us-east-

Batch nooratinngl lcciig

gL il
AWS Health E4EmMEHRD .

s NEEHRFFER RFNRBEMH, Fl, R FHY Amazon EC2 A E AWS B , AWS
Health 2REEHNHEBER , BIEEEXED P REARBRER.

=HER 13



AWS Health EREER

- IRFRHESHEBRENIRFHEBTRS. flm , NRE AWS EE E/H F8 Amazon EC2
ITERZELERE , AWS Health SRUEEHNZHE Amazon EC2 HTIERRBERNMEEIEA,

ERMERATHRERBHSHRLABERIKRFEE !
* £ AWS Health &+  ERSHZRHENERRSIER. ERERNSEHREBRENIRS, T
BEFRNSEHA/LEN , XIEEBRENIRSE, MHRFMER , FSBAWS Health BRRAF,

- £ AWS Health API [E] eventScopeCode 28, E# A& PUBLIC., ACCOUNT_SPECIFIC
= NONE {B., WEFMET , 552/ AWS Health APl 2Z iy DescribeEventDetails #4E,

TEEWE

TEBERAAIEHREERIEBETER , U AWS Health EHFREEBATER. REATERLE
EBERZ SEANMAR-—FNHERE,

AWS Health B4 &4k B B8R, #IBHUEREE AWS Health E4E —SHEBEFANAEE

o EHINFENSHEURCE T, EXANEHEUREETR. IR—ERHFEMENLHNSE
fr AREERRECNREEHNHE, EWMAHUEAZERFER AWS Health B4EE. &AL
ERAEEARPENSH , UETRSEHNERERA. AEEREFEES  TEEEREHMER,

Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

Q. Add filter Any event v
L4 February 2024 2
Sunday Monday Tuesday Wednesday Thursday Friday
28 29 1 kS
2 Upcoming 2 Upcoming

1 Completed

30 January 2024 @ X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Ewent status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

TEEME 14


https://docs.aws.amazon.com//health/latest/APIReference/API_DescribeEventDetails.html

AWS Health ERERER
ZRENEREBER

AWS Health EH A RESEEZ X ENFRER. EBAILE AWS Health EHFNZ X EERRSIERF
BRESHENER, BEMEME , FEE AWS Health B, MESETEAEERPZZENER
RE|EBP, HREFTENENBHEL , AWS Health EHSRUZZEERRENE A EH,

MRSk AWS Health SHEEZHENERRSIRBERETIZENERRERE. SHENER
FERHENRESEREENRY. RENEnBRSHREAERRERUNSHRERES ., BE
E—FTHRIANENBHEN , F2E WL mBEHEN AWS Health,

ERFEVEBMARE | AWS Health S ERTAAEZEIRFAEZIFEERNRERE, HEIL
ZRHENRF  URRRFNEFEEREE &, EIURRHFEEFRNBE , MERRFREBE,
IREFREREEASEY K EENSIFERFHNEREE, SRENERREHESETED TEIR
IRV

BRI EZHENERESIEED , L CSV 5 JSON BRA THZHLENERBE, £EBRES , T
BHNERISIHIRFPNAEER. SEZABRETNIRFER , LETHNERHETSXIRS
HNER. THNERTESEASEENERH IS AWS IRF ID. eventARN, BEREM. entityARN,
REE , URERW LXEMGE, MRMAGERSE  THEHNERIASTSHRER,

B-—RRAETH-—EER, SRS THIZESNARTHEN RS , XEFREAWS EE, F
HEE, SHFARBHNTHRESNERERER.

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) m Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred

more than 7 days ago.

Q. Add filter 1

Event v Status Region / Zone info Start time hd End time ¥ Affected resources v
Lambda planned lifecycle event @ X
B 4 Pending 100%
4 My reguire ctio
0%
Affected resources
Resource data is ty, I 0%
our

Affected resources (4) Download ¥

Q, Add filter 1
Resource 1D / ARN A Resource status Last update time
arn:aws:lambdacus-east-1:959586608611:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUUGP [ (@ Pending 3 menths ago

da:us-gast- 1 11:function:SpringClean-¥UG3HHSR-FeatureCheckerFunction-cwZkePWUEAGY [A @ Pending 3 months ago

ZHENERRR 15



AWS Health EREER

+= = S
B (B35 TE

BRI EARKBFES, UTC B9 AWS Health ERRPRIZEMH, WREBEFE AWS Health ERR A
E , GRRFNFIEREBRENAEE4HESETAEEENEE,

EHIENRERE

1. ¥ https : //https://health.aws.amazon.com/health/home BIRUIEEY AWS Health &R 4R
FEEHEES , ##ZF Cookie [RHFEE .

BEVLETIBE Cookie, ARBIBZFRIFMEFRTE

£ AWS Health B RRNVEBE KRS | BERFERE,

IEHL AWS Health ERIR TERERIVEFE, $Z£EIEIF Save changes (RFEF),

o bk~ w0 DN

SRR BB AR RE

AWS Health £ #4& AWS Organizations , Rt BT ARIZEBFFIERFNEHN, ETEERETR
REREABTINELG., BUMFEAEBLESHRERER, RENERAEINESE,

WMEFMENR  B2EABIIEFEHE AWS Health E44,

Enable organizational view
Key benefits
= 0 - % - .E
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
‘You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
aggregate all events. These events appear in the Personal Health Dashboard.
(':I)Success 997eg PR
Eni nizational vi View di tati
| Manage AWS Organizations [4 | | View documentation EHE D bl 1ew documentation

AWS Health E4HV1REE

IEH AWS Health BRREEZEEBEIFHE—EHERT , HP IS RENRR. LHEeERE
B P EREBRIR EWRIT AWS Health 4B E, WEEE RSB RERE AWS =24 , 4

i R R 16


https://health.aws.amazon.com/health/

AWS Health EREER

 Amazon EC2, Amazon Relational Database Service (Amazon RDS), AWS Identity and Access

Management (IAM) 1 B9 32 & AWS Trusted Advisoro

BEHEER EFRONEHREEREENIRS. AR, BULLEESHUIEEE AWS Health &

xR, LEBEZEA,
Example : BIRAEH

TERER 1kFEFERNENEF,

Open issues

Scheduled changes

Other notifications

servic

Event log

#%E Amazon EventBridge
£/ EventBridge 188] AWS Health E#WEFEXL MK E, SOIUERIREPRENISTE AWS
Health E4 , REERE A , UMEEESHEFER AWS Health BN R = B RENEN1E,
¥&B £ H EventBridge AWS Health
1. ¥E https : //https://health.aws.amazon.com/health/home BERUERY AWS Health &R 4R,
2. EEEEZE EventBridge B ALUEBVFE , BT TIHEA —FIRE
« REBERNEFEREBEST , #1F Amazon EventBridge,
«  TEERTE EventBridge T , i##E® E EventBridge.

3. KBUHEFEVRIWEREHR, FS2BAWS Health £ Amazon EventBridge 5% FHIE4,

§%E Amazon EventBridge


https://health.aws.amazon.com/health/

AWS Health EREER

1£ FEIE AWS Health BZ1 AWS EREBEH

AWS ) ZEBEHN AWS EAEBEAN TRERBNERRE AWS IkRF M RBNEHEA. EEHE
REER AWS ZEBHK AWS EREBEA , SRS EEZK AWS Health WEHER. REETE
RV EEeR  URIES6HEAN , MESBEBELNEFEHF,

A DURE T 5 H A EE R IKER AWS Health B4 AWS EAEBA :

* Email
- BIX
- HEIXEHZE AWS Console Mobile Application

HARB LB ANTIMERE AWS Health TEFM , EEMRETHERN S EREANFZHEERDENE
¥,

(® Note

EELME T AWS Health EHHMAET , BRESIFENER IDs. BEikE ( FAREEER )
MERRE K REEER2EATHEH—E AWS Health TE :

« AWS Health API
« Amazon EventBridge H#Y aws.health 3R
B Health &#RE

ELETERUAETRESE T FEENGRESHNEENRFEEEEA.

RESHEY AWS XEBEAFTE AWS Health

BERERX AWS EBHETE , BT THIZER

£ EAEEN PR AWS EEFEE
HEEEERP , BEAWS ZEBAGH.

IET MR R E IR EH AWS Health EHEH, MFFMEEF , F2RE PHENBERAWS 2
BB AR F B A AWS EHEBH,

—

w »

£ PEEBEHN AWS FAEEA 18


https://console.aws.amazon.com/notifications
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts
https://docs.aws.amazon.com/notifications/latest/userguide/manage-mns.html#Add-remove-account-contacts

AWS Health EREER

® Note

AWS Health EMEFBHRNERBE P AWS ZEBHM AWS FHERBH, B 2025 F 12
A15 BE , BgWRIIRE AWS REBANEFEM4. WFFMER , F2H O PHNEBE
AWS SEBANEE ?AWS AWS REZEBAE RBEETNZEEA.

AWS AWS FHEBANE RREEPNZEBA
BBEAWS SEENBEEABE

RIBTER , FHESEBANETBHSEENECRENIREBEA (B, BE. RENZLE
FEMHE ) , B AWS ZEBHRENE FEHHRE healtheaws. comifidE no-reply-
aws@amazon.com , BEEFHBHFNERASEE, WREETERE AWS Health BHIKE FEH4HHR

Bl , flinfkEH4E 1D SEEFHASINMNEFBH4RE , IXEEHHREUFTS N E FEBEFE
Xo MREFEFBHXBAETERL , BREFTEFER Amazon EventBridge 3% AWS Health #
EH, UMAZEBANERFR,

REMMEAREFBH , AR NARA L T8 ?

AWS S EBNSKEZEHERMBABAZEIIRE AWS Health BIE 48 # AWS Organizations A8 —&#&
B, ZUUEEERERFNBEAPORAREES. SERANSKREEBNERE FBHEXGEER
EFHEEA. BTRLVEENSETEHH , AWS SEBHNSEEEMNREIRS 2 EHEARFBEARFE
ﬁ_ﬂﬂﬁﬂo

ZEERAEMA | 82478 AWS Organizations R EX R FEEIIRFE AWS FAEBEH RSz BN EE
FEUE,

WEFMENR , BF2E AWS PSS EBEANEE AWS FHEBEA,

L =B ABERA B AWS Organizations ZEFFE AWS FRHEBEH |, FEER AWS ZEBEHNENE
EFEMH?

2, AWS FEHEBA KB HZEFEFE AWS Organizations 24 EM,
AWS Organizations £/ AWS Health #l BAAZEEFEIERTRE AWS EREFBEH ?

ARETNEEBHNEREESERHKRKER , XMABELEMT AN EES ., WIEETFH
AWS Health R A BB HRE Health &R, AWS Health APIs, i%iB Amazon EventBridge &%

AWS ZEBHNERBEE 19


https://docs.aws.amazon.com/notifications/latest/userguide/managed-notification-aggregation.html

AWS Health EREER

AWS Health WE# , LUk PRBHERE FRERA. WIEEFHNEE AWS SEBHH AWS A
EEA RARRBEH, ARNEEFHAIEAA , ALFEEASERE D HFEREZREES.

REBFEAURBNEECARIIREMXFTEFHH?

B, BBREHKE , BRI X F AWS Health EFBHEERH, MREEREFEHHRAKREESTEH
TERE , RPBRZREFT(EEIB Amazon EventBridge 1% AWS Health WEHEABR AR,

AWS ZEBAERIE AWS Health #1818+ ¥ 4+ BE 2

BERERE, ZT2MAREBANHERS BIEERE. REMMREAGBH AWS Health tRFEHM
HREE2E, EAZEACER AWS Health NEHA BB RS MMIRERREE, IRFRERESE
BENBEEREFERESH AWS 1RF.

NERBSHEELSEE AWS SEBHRME,

AWS SEBAE RBEE 20



AWS Health EREER

AWS Health & &R

&AL R AWS Health Dashboard — FRIEE/EARRERRIZFIE AEMEREE AWS RiE, LWEE
BTG RBEHYREEH AWS BlEF, BFFEEAZES AWS RS BIA[77E AWS Health
Dashboard — RIS E/EAMREETH,

® Tip

ZMILERERIE BENLAEEH AWS IRE, MMRECKE RFE , RPEZBEEALIRER
AWS Health &R , WHERZIEMRESELNIRFNRENEH., MEFAEA K B2
BIAWS Health &&AR A,

4R AWS Health & &RIR — IRISEEAMRRE

1.

BE F https://health.aws.amazon.com/health/status B,

(® Note

MREBERKREALEH BEE AWS tRE |, RSB EFE G ZE AWS Health Dashboard —
B P EERERE,

ERKEFERET  BERBANSENEE , URESKIERENSEH, ZAURKEHH TIEE

& -

- EHEBANZTENES, i, #EME - Amazon Elastic Compute Cloud ( #&E R34t
&)

- RIEER

- BHNBREMY , fINZEERNER

- BHRIEEFNR—EE

- WZUEHTE AWS RF K BE

(® Note
AR HEESR UTC RRNENH. NFEFHETR  F2REERE,

BERBEE L GCHEURARBELRERE. LERKRETRBE 12 BANAE AWS BRFK FE.

21


https://health.aws.amazon.com/health/status
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html#update-time-zone

AWS Health EREER

® Tip
O LAKBRFSAWS B35, 1B HIEITERR,

4. HEETHHRBESHS  BEREET
(®
RSt EFEET.

5. (R ) EESUREAELENHEE  FEESHBFERE, EESHMRTNEASH , BT
REZEPREAXBESHNFEEN.

Service history

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q Add filter

(® Note

EHL 2023 F 9 A BENEFALEENH , GEBER[PEAXLE AWS Health E4H-HYE
. BRULERZ S UFRAREANEREEETEHRGEE,

6. (EA) BULURBAREBER UTC PHEH. WERFHREN , F2HREERE.

7. (EBR) MREHERF K FREFABENRFEFEREREAN. BAR , EREKRFBEN
B, MFEFMER , F2EAWS Health BRRAF

(® Note

AR RSS BEAANEERESH , ERATeSHAMEE. Eit , #EH RSS HEA&E
TEREMEHEER. FEURARAANEIEERESHER , EHEHE Amazon
EventBridge &, MEFMER , FSBAWS Health 8 Amazon EventBridge Eii2
PR EH.

22
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METE|4 B A=Y AWS Health

T % BETEIE iBRIEH AWS Health,

ES- |

- HERRINEmBREMS?

- BERBWERBREABHE  ERPERLEGERR ?
- BUNARSERE

- FEUREINERIBREYS

TERAINERBHSH?

AWS Health 2B ETRRFERAEXTHMENERSE, £ AWS HESFMEKREH , AWS SERIE
B, BEXE ERNERBRNERRGERESENELRS, T8  EELEFTETFEFIIHN , LUE
FEENERARER, SEEEREE 25 AWS Health BAIE , Fl40

- FMRARBHREELLERE - L AWS IR SITHRRRRIBRANEE, NRFARRRBBEERY
BEMANZE , SELEFERDNEBERARLERZERAREEF AWS BHAE,
« Amazon RDS for MySQL 5| ZiRA#& 1E X 2
« Amazon EKS Kubernetes MR A #& 1E 3 8
- HETREELBEAWSZHEERNESE,
« Amazon RDS Certificate Authority B iBH .

(@ Note
SR AEEARIER HE AWS Health A58 £ BHEH

- BRERMBRNNEHEER | REWBBEHE AWS Health EHFNEDIBH |, B FENERI L
BEERTEERREN S HEERNE AWS Health BHHERE., SHENERSTERARL ARN X
EE, IREZFENERTERTFEE, BIg "EFE, MEBIHELER, MREZIHENER
ERTLEBERERSMER , BIAREEE#HA "RESOLVED, ,

(@ Note
- BRREEFRS L FRASNERHFRNAT , ERVBER T RS WLE 72 /N,

TERRENEmBERSEMS? 23


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/MySQL.Concepts.VersionMgmt.html
https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-versions.html#kubernetes-release-calendar
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL-certificate-rotation.html

AWS Health EREER
- ERREBEEFOEFABERS , MARER "HE. & "EFR RENER , T2
ERAE AR EIR .
« AWS GovCloud (US) M+ Bl [EH T X ZREFRAREER.

KRN EmBHSHEHNE  BREMSREFTEERL?

REEmBEHEMH AWS Health R ATIHEIZW B TR RENEGBEREE  WEREES
o

HRER . HIEE8E

EHEBMRHE : AWS_{SERVICE}_PLANNED_LIFECYCLE_EVENT

EHFRER  SH4RRKARERZIEEZENTRAE,

EHEREE SHERSERSEEME AWS BRHATHAR B H.
B, FHLEREFERAZERY,

EERRE

%
N
¢t
—T\{
frit
e
mE
frit

® Note

AT AW SEFEENEREHNE -S4 ARN , EEA B BRSEHRIZENER
EFSH. B2 NREBEXREZIZEN AWS 1RF 5 IR , I Tse2 W EI 2@ ARNs,

"ol TR ENES BRSNS  FFEANESBRSHRGTAETRNERT , EBRF/EBENREN
BEFEA 180 X , REMA/BENRERIBERFER 90 X

PBREERMRANNENTEER  RERIBEAE AWS Health BHHN LB , BREENEREHE
AEAREERRENZZEERE AWS Health E4-HEE, SRENEFRSEEARL ARN X

BE, MRELSEENERTEZFEME , AU TEFE) MEIHELEER, RESFENERS
HITHLEFHERERSCMBR , AREEEFH A "RESOLVED, ,

® Note

« AWS Health BHIER T aEEZE R RUMREES , 8 AWS GovCloud (US) F1 B [E 15 Br
o

- ERREEHRSUERSINEH L RNT , EBPBIER T RS LR 72 N,

KEREWEGRRSHEAR  EFRPSREMATEER? 24


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html

AWS Health EREER

Open and recent issues Scheduled changes Other notifications Event log

Scheduled changes m Calendar

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

Q Add filter 1
Event v Status Region / Zone Info Start time v End time V Affected resources v

o EKS planned lifecycle event Upcoming us-west-2 January 30, 2024 at 6:00:00 PM UTC-8 9 pending

@] DMS planned lifecycle event Upcoming us-east-1 January 29, 2024 at 6:00:00 PM UTC-8 1 pending

@] DMS planned lifecycle event Upcoming eu-west-1 January 29, 2024 at 6:00:00 PM UTC-8 10 pending

@] EKS planned lifecycle event Completed eu-west-1 January 30, 2024 at 6:00:00 PM UTC-8
EKS planned lifecycle event & X
Resource data is typically refreshed every I O Resolved 0%
24 hours No actions required

Affected resources in account 745485236264 (5)

Q. Add filter 1
Resource ID / ARN v Resource status Last update time
arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-dev5 @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks @ Pending 15 days ago
arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51 @ Pending 15 days ago
arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor @ Pending 15 days ago

EEFENE4 B HIRRE

1. MBEA , RETESEEHRBAPZRNTAEEHENEREEMBRNESE,
2. MRBESZEERAB A BRFIEER , AIEH AWS Health EHSEF ARRE Closed,

. MREEEFEAHMBRMNMERBRNEIR , Bl AWS Health EUESEEHFHBTERABE4F (N
RBRELE ) MERIEFERRE. EUHBIB<c® , SMBR AWS Health E4+,

EUENHAREERE

i‘zéﬁﬁiAﬁ% AWS BEFENHAREE, RIFNENRYE  LHAAERGIRNBREEFNEER
B, ERRAA g AWS #F., EENEHRIMEXRENERCEIRBRFAEREERZ SN
E’\JJE#FO BRT REMNZEEFHER ABEEZH)  BERFERRHEFERR ( BREMNZ2EMHE
X ) NEHAHBEERARXRBNEEINEE AWS, NFFHMEA  F2REARETER,

EMNAREERE 25


https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/shared-responsibility-model.html

AWS Health EREER

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR
RESILIENCE “IN’' THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

HARDWARE AND SERVICES
AWS
RESPONSIBILITY FOR

RESILIENCE ‘OF’ THE
CLouD

FEMR BN £ B S
5T S P AR A A B F B R B0 B A

« fH Amazon EventBridge
« fEF AWS Health &R
- TEERR
- BRENERBER
« £/ AWS Health API

RSN EwBERSEF 26


https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html#calendar-view
https://docs.aws.amazon.com/health/latest/ug/aws-health-account-views.html#affected-resouces-view
https://docs.aws.amazon.com/health/latest/ug/health-api.html

AWS Health EREER

£ AWS Health APl AWS Health EEE#t KK S

AWS Health  —#& RESTful Web IR , 8 HTTPS # A& , W FEH JSON MARALEFILE
K. BHEARIXERNEEEMHERERG AWS Health API B HFER, EXREZSER REST API B | &%
ARBLENEABRESNBBEMNFER. MFE AWS Health RIEMS BN ML , F28H AWS
Health API 2%,

(® Note

BB E 9 AWS Business Support+, AWS Enterprise Support 5, AWS Unified
Operations 5T8IAWS %18 | FAEM# A AWS Health APl, MREFER AWS EBE KigHtHE
R—{E AWS X & 58, REEHAREREH D —@EFTE , B AEA AWS Health API #&
Business, Enterprise On-Ramp = Enterprise Support 58], IMREHKE AWS IRFE KFMHE
Lo H b —{EFTEIAY oY AWS Health API , BI€ W F|SubscriptionRequiredExceptionif

=0
ﬁzl—_io

BRI LA AWS SDKsIREE AWS Health REST API PRl | SERT LB AR, &R
EEEHN AWS EAEHR  EERAEERLRES TRENBERESE,

AWS Health 875 124t AWS Health & &Rk AWS EE I A K TELARBRENES2E4NSE
ENEE, F2/8 AWS Health E&RE A,

IE

« 2% AWS Health API 553k

« &2 AWS Health API 553K #93% B

- & UERARIHFRMEEB AL X AWS Health HEHER
- BBRE Bl Java EHIFEA AWS Health API

22 AWS Health API 553K

B84 AWS SDKs, AWS Command Line Interface (AWS CLI) [6] 12 H5EREE AWS | EXTES
BEFALESEIENEENTRESBREZHER. flw, MRELEIE BARN Java B9 AWS SDK A
REFHSTAMREERE  AITEEFTEERR.

Java B S EE I

%2 AWS Health API 555k 27


https://docs.aws.amazon.com/health/latest/APIReference/
https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/

AWS Health EREER

WFE M EE £H AWS Health APl FIEE Z &6l AR Java B9 AWS SDK , FE2 Rt HIFE S,

ERRUBRE |, MAEBETER AWS BIRFEAER AR EFE AWS Health, &7 LA
IAM ERENZEAER., MEFMER , F2E8 (AM E£HEER) PHEE AWS EHNRFREAE
FHRER,

MREFER AWS SDKs=, AWS CLI , BIXEBITHEEFER. RMBREFEA AWS Signature £ 4
W, WMFEFHMER , FSE O EPE’J%% AWS AP| F55RAWS —fig&Z&,

# 2 AWS Health API 553K i i

AWS Health AP| BEZ EFHEAEREE K YEZH-HBHEEFEMERS RS, 57T XEXTH-
) DNS REEBHE | AWS Health 2B -2 iEinE, SR ESTIRE E#31T DNS &8 , LU
ERIRE B ENERE AWS EfF, ETHBETHREAERNBETEANKEY , WMERIRERHE
A AWS Health,

B8O RnHRNFERE , ELAREEY A EESREN AWS FEUBRE , YTABHREEE, &
A, N ETRETRERN. MFEFHEEF , F2REZE AWS Health API FER,

HRIPv6-onlyRIFER , MAIEBEELEH IR LT DNS &5 , IHIBEERSR , AWS B A&
FPOYEZ R IERY IPv6 B EHBIRE,

TRAKRFERMBRE,

Description #HERI Endpoint BIAWHE
fER = us-east-1 health.us-east-1.a HTTPS
mazonaws.com ( &
PR IPv4)

health.us-east-1.a
pi.aws ( X IPv4 fl
IPv6)

wE us-east-2 health.us-east-2.a HTTPS
mazonaws.com ( &
PR IPv4)

ZIE AWS Health API 555k B9 2 28


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html

AWS Health EREER

Description wEREE Endpoint BIAWE
health.us-east-2.a
pi.aws ( X#& IPv4 H
IPv6)
215 us-east-1 global.health.amaz HTTPS
onaws.com
® Note
iE= B aiER
Him RN EHEE
& 15

ARV ENRMRERERATIRE  FELHIKE CNAME £#11T DNS &3 , AR IEHBTHN S BRI
AWS [EiF,

Example : £15in% £# DNS &£

T 3& &£ global.health.amazonaws.com W2 E5EKX DNS £f, o EEE/ERE us-east-1 [EiF
Uh B, bl S ER A e A MR E % 2 AWS Health,

dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip
FEHRNBE IR EZER AWS Health ERl, T8 , &ZFH AWS Health EX REERIER P im
BB, REFDHEENERNEREEITHEYE . RMAEBEEEATRHEEERENRK
B TERE.

RE : B A RMEEUBE LR AWS Health fB4- 2

ETHREXBEGI P , st 2iFind AWS Health £/ DNS ZHRHEER TN EFHIRHNEZE
o, AWS Health €A LEFRBIBE L RNEHAERKRSE, NREFATRMHEE K EXBEEN
BB TERE,
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ERAEER

*iE
- & : FH Java BEUBE+E X AWS Health FIE4ER
- & : £ Python HEUB X+ X AWS Health WEHER

& : £/ Java BEUB XX AWS Health WEHER
SERIELE

ESARE Gradle,

2  Java #EH

1. % GitHub TE|RAWS Health & 7 A £ 2 R,

2. BEZFREHEZXRhigh-availability-endpoint/javaB &o.
3. EMBIEEDR , mMATI®HS,

gradle build

4. BWATHHSRIEEEN AWS EAE K,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"

export AWS_SESSION_TOKEN="your-aws-token"

5. BATH@®SRAITRE,

gradle run

Example : AWS Health =4 H

BABHISEDE AWS IRFHBEELRXARKIEH AWS Health EfF. ETHEF+H , WHE=

AWS Config BR#& AWS Health B9E#,

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow

- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcdesdba3,

RE : # M Java FEEUB A E X AWS Health B9EHE R
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https://docs.gradle.org/current/userguide/installation.html
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
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Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).

An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ='AWS::EC2::Instance'
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.
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This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:

The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS ##
[1]. Additional sample queries to retrieve the relationship information for the
resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developerguide/
examplerelationshipqueries.html),

EventMetadata={})
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ERAEER

Java BR

. WMNEHMEL , F2B BEAMN Java B AWS SDK APl 2Z iy /1 HealthClient 1 REBRER T,
- MFLREPARN DNS EHNEXNEFMEN , F2E GitHub FH dnsjava,

&0 . £ Python #EUB A+t X AWS Health BVE#E ¥

FRMRAF

AR E Python 3,

£/ Python il

1.
2.
3.

# GitHub TEAWS Health & 0] F 14w B R &,
HEZ REIERhigh-availability-endpoint/pythonE &,
EmRIRED , MATIGES,

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

@ Note

HH Python 3.3 MIEHRA , BRI AFERAARvenviEAREBY EEIRE , MT2

virtualenv, MEFHMER , 5528 Python MU LK veny - EEIRBENE,

python3 -m venv v-aws-health-env

WA TSRS URAERTRS.

source v-aws-health-env/bin/activate

WA TS5 REEMAMKMLE,

pip install -r requirements.txt

WA THGSRIETEE AWS AL R,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"

ZHE

E

f# /A Python #EUB X+ X AWS Health BEH4E ¥
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https://github.com/dnsjava/dnsjava
https://www.python.org/downloads/
https://github.com/aws/aws-health-tools/tree/master/high-availability-endpoint
https://docs.python.org/3/library/venv.html
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export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. BATH®TRYTRE,

python3 main.py

Example : AWS Health =4 H

EABESSELDE AWS IREFiBEERXRAKIAA AWS Health B4, TyEHEER AWS &
€840 AWS Health =4,

INFO:botocore.credentials:Found credentials in environment variables.
INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Q@e35e47e-2247-47ch-
a9a5-876544042721",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open',6 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS ## [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use
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your access logs to view the TLS connection information for these services, and
identify client
connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,
you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?
\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network
[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/
security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. FTH#& , BRATIGTRIEMERMES.

deactivate

Python &R

- WFE WEFMERHealth. Client , FZ2EAWS EAR Python (Boto3) By SDK APl 2%&,

. ME L REH AR DNS EHNBRREFMET, , F28 GitHub £ dnspython TEMEFFEAER
.

EBRTE . BB Java EHIER AWS Health API
T%| Java B EEHI/REB AL AWS Health A Fiw , AR EH4NERNVHEREENR.
S IR BEAERR

TEEMNEAER T EEE AWS Health API B3R, &I LAEAEL AWS 1R F B3 < 1 IAM £
ENEBY,
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ERAEER

B MPIEa{t AWSCredentials $1TEEE :

AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException(
"Cannot load the credentials from the credential profiles file. "
+ "Please make sure that your credentials file is at the correct "
+ "location (/home/username/.aws/credentials), and is in valid format.", e);

FHER 2 : #1841t AWS Health API B Fig
FEAZTRINBICNEAER Y HEREIT AWS Health AF iR :

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient = new AWSHealthClient(credentials);

5883 : £/ AWS Health AP BRI S HE T

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

SEB 2 FHa1L AWS Health API A Fi
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for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;
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DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-

east-1::event/service/eventTypeCode/eventId"));

describeEventDetailsRequest.setlLocale("en-US");

filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getlLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
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System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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PR E M AWS Health

MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHRNER P ONERRE | L8
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- BisE2M - AWS BEREH Cloud AWS F#1T AWS BRI ERRE, AWS thiRAERT
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., BETRERNEHRTTE AWS Health , FSRAWS &RTEIH REEE.

- BN Ret - ENEEECAREER AWS NIRRT, G4 ASEHEMEE  SHERIREM,
NRMER , URERARNERNER.
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HERERREZBERN , BBERE AWS 1RF ZAER , WA AWS IAM Identity Center 3 AWS
Identity and Access Management (IAM) X EEBBIEAE, Mt—K , SEACHEDBRISESRETK
HEBPAANTT. BAEEREFEATIAXREER

- BERFHECRAZEZEZRE (MFA),
« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F SRE API MR EEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHEEL AWS SEEIH
B, B2 BAWS CloudTrail  ER&ER) RHER CloudTrail B,
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imEh. MEHER FIPS Ml FIPS iwHMNEZHEEN , B2RB B EFIRIEZE (FIPS) 140-3

BEMEEBRCEUITESETFNE B iU FREIBRAET  HERRIABHBANFRL
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AWS tREREH &

EEREN BFAWSIRE |, 2R —{E8 A AWS tRF theroot FAENBRAG DR B P T RER
BB AWS fRiE 7l EiR, BIEBTEFRAREAERBTEAEEE. EHEERFERAERENE
%, B2 (AM FREER) PNEZREAERIBNTS.

IAM i F & M EF4E

IAM 8 Fi & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html@ —& & 2 EfH 8 A=
ERAEXNSENTE, BERUREREENREGRIBRIEN IAM E£AE, WEFHEEA , F28
(AM EREERE) PHERAECRAEEABS SO RMER AWS FAKRBETFTH .

IAM BHEEEE IAM EREES  EEEAREEAENFIEEMNER, NFFAER , F2H

C(IAM fEFREERE) FH 1AM R E /YA =5,
IAM A&

IAM £ fhttps://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B2 BG4S EHFT#E  H
AL HEEEER, BALUEBRLERETME AM BE (X4 ) R AWS CLI T AWS AP
REREBEIAR, NEFHENR , F28 (AM £AEFER) PHNEBEASNEE.

IAM BEEARBE S0 EAEFR. WK IAM EREFT. BERFFIEEBREEN , URE
Amazon EC2 #ITHIEAEN, MEFMENR , F2H (AM EAEER) P IAM FHVRIREEIR
FE

EHBRREERFEUE

FBRILUEIB R M BUR YW AG HIE RS & 5 RNEIR AWS RIZEH AWS R EFER. BERERES 2 HEIRME
BABERET R, ERFAREBERE AWS | SFHEELBKR. KZHBEKRELL JSON XH AWS BT
NEFHRE o MFEE—F TH JSON BERXH , F2H (AM £REER) FHY JSON BURHIE.

EESEFAER  EBERBLEETRAUEBLERG TEBLEERATEHE , UEETFINEE,
HERERT , ERAENAEREFT. IAMEEESEY IAM BXRIEHETEEAG , #iERERE

B, IAM BERERBMENFTT , ERERAMERXHNIT.
SoBREE

BoRBRRERNMESD (EAE, FRAEFEANAR) K JSON FFABERN S, EEBEEH &2 A
HPLEERNITHLESE , UAREANGRE. NFTHROMELSDHEBER |, F28 (AM EREE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/gs-identities-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage-assume.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS Health EREER

BEOBBRADBRNRBEEK (ERARRE-—52) ESERX (ANMNESES 5 HBEMLBER). 0%
THRNAEZEBRRRARBRRE 2BHEE  FE2HE (AM FHERER) PREZEERENRBE
ZFEﬁig;go

EREBE

BEREBREH IR EIRA JSON BRI f. #6aHE IAM AEEEBRE Amazon S3 fFRTEE
R, EXEEREBRNERES , REEESIUERACARZHHREERNFIER. EXAEE
REBRPEEER,

ERBEBRRVAZBRBEFNARBE, SEZEEREBRPEARE IAM B AWS ZEBK.

AWS Health X EBUERAERNGRE. EUIEEFERE TREH—@ AWS Health B, Hltn , &
AT LA E A ST IAM f# A & 28U AWS Health Dashboard F4%E Amazon EC2 E4MBE.

WEFFMER , 582 EResources,
FHEFEE

FHUEFIEE (ACL) ATEFIBLEERE RFKE, FRAENAG) HEFIEEZRNFFAT. ACL EER
EREBR , BEMAER JSON BERXAHER,

Amazon S3 AWS WAF#1 Amazon VPC 2 ACLsH RIS E 6, mMFEE—L 7#E ACL , 52E
{Amazon Simple Storage Service FZ A E18F) FWFEUIEHFE (ACL) BIE,

AWS Health T3 #& ACLs.

HttBeREE

AWS TERHMBRER K IREESERBREER TR :

« FFASR — RES D EBURTRE IAM BEENSAF . NBFHEEF , F2680 (AM ERERE

) HH IAM BB AR,

o PRFEIZFIBUER (SCP) — A& AWS Organizations ViR BB BEMNIEER AT T, MEFMER ,
=28 (AWS Organizations &SR PH R HIBER,

- EREHEEK (RCP) — SRELRFHPERTAF TN LR, MEFHHAE
Organizations £ A FIEME) FRERZEH BE (RCP),

- THERBREX — EUBRARTAXAACEBE S FERAEELGRIERER , USBEXEE
MR IE, MEFMER , F2 (AM EHAEER) P IIERBRBE.

%I

, B2 (AWS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

AWS Health EREER

ZRBREE

EZEEENBRBRANGBERE , EENTUISEEMMELER, B2 7THNMTAWS £5 RS EK
REHHRERBAFR , F2H (AM £RERER) FHBELERE,

AWS Health Z0{a[{E A IAM
LR IAM SEY 077528 AWS Health | 1RFESZ T #EHLE |AM THAS T2 £ H (5 A AWS

Health, HELME 7 ## AWS Health M H A AWS BRI M IAM BE R , F2E (AWS IAM &
EErE) PRE IAM BEEHA R

FE

« AWS Health &% BUBUR

- AWS Health EREBUEE

« LA AWS Health ZE A E R IRE
« AWS Health IAM &€

AWS Health &9 B BUR

£/ IAM 2 EBBEK , BAULEEATIEENDENER , UAREMABERG TEAFIIERS
8. AWS Health XEEFEBF. BRRIFHREI8. BETHEE JSON BRHPERANABERLE
A2E (AM ERERER) T JSON BERTR2E,

BF

EEEWLUER AWS JSON BERRIFEEH T UAFIAR, 2R , MEZRE M BEES T o AH 4
EERENITH LB E,

JSON BURRE Action TEHRETURARAFHIEBBRFFIRNEF, BHREERADERRTH
1TAABABR BN ERVRT T,

PR BEREMEEBIEZ BI AWS Health SEFA T 3= 8 : health:, #lf0 , EERER A
] |, EEBEEA DescribeEventDetails APl #4E , R4S EEHMEEMER , B LU
heath:DescribeEventDetails EifEII ABE P,

BUEBIRKX KBS E Actiondh NotAction element, AWS Health € E& B O —#EBE |, IHRE
Al LA F L IR IE AT 3K
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health EREER

FEEE-—RARNPEEZME BF, FRERDIE , W TR,

m

"Action": [
"health:actionl",
"health:action2"

B LERABRET (%) RIEEZEEE, i, MERKERMEAR Describe XEZWAMEEE |
SLLTEE -

3
@

"Action": "health:Describe*"

EEEE AWS Health BI{EBE |, 5528 (AM EHEIEE) 20 E&MEE AWS Health,

Resources

EIEE A LMER AWS JSON BUIRRIEEH AIUERMAR, WHER , BHMEEBRE A BERA T oSt
EER#TIRLBIE

Resource JSON BUR T WIEEEZEERBENYH., REBHKRMEHE Amazon Resource Name
(ARN) RIEEEER. EHEFAZXEBERBERTT , FABAFR () RAZBERXNEARMEER.

"Resource": "*"

AWS Health E#E£%8 T %] Amazon Resource Name (ARN) &=,

arn:${Partition}:health:*::event/service/event-type-code/event-ID

3

Blan |, EEEMIARRFIEE EC2_INSTANCE_RETIREMENT _SCHEDULED _ABC123-DEF456 B
EALLT ARN,

"Resource": "arn:aws:health:*::event/EC2/EC2_INSTANCE_RETIREMENT_SCHEDULED/
EC2_INSTANCE_RETIREMENT_SCHEDULED_ABC123-DEF456"

HRIEEBRIERFH Amazon EC2 WATE AWS Health £ , FEAEBAF T (Y.

"Resource": "arn:aws:health:*::event/EC2/*/*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS Health EREER

WNZE ARNs X HFEMEEA , 52 B Amazon Resource Name (ARNs) AWS H R #4325 o

FH L AWS Health BIEREZHRIEERBT. TELEERLT , BXEERAEAFT (Y.
"Resource": "*"

AWS Health APl #4ET LS R ZEER. Bl , DescribeEvents RESEOF S ERBFE2EH
WEF. EXRT IAM EHEXNEEEREBLEHNETT,

FREE-RAXPEESRER , FEMERDRE ARN.

"Resource": [
"resourcel",
"resource2"

AWS Health EX EEFEREEHNEREBRETT , BEXE DescribeAffectedEntities Hl
DescribeEventDetails API /., MEFMER , FL2RIRBEE RERIBEEN G

EEEEF AWS Health ERERE &K H ARNsHEE |, 5828 (AM EHERRE) P ESZHNER AWS
Health, ZE 7T S E 0 AERAMLEIERREESEERN ARN , 528 AWS HealthiE ZH B 1E,

R 8

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , BMEEREERE T oA
FEER#ATIRLE B

Condition TEERBEBRMNKRY , BEERABXN TR, EUURMERFMES FNVFRHER
A (FINFRTIR) , REBBRPORGNFBRINE, EEEFTHME AWS 28R4 REI®E , F2
B CIAM ER&EERE) PHIAWS £ERFAEREIHE,

AWS Health 8 E& B O —BIRH SR , tXEERA - L8R4 SR, FEEEMA AWS 2%
tr&im  F2H (AM EREER) PHAWS £EFRERAT SR,

DescribeAffectedEntities  DescribeEventDetails AP| #4EX# health:eventTypeCode B
health:service &4 &R,

= EEEF AWS Health FH-E#EE |, F28 (AM EREIER) $1 HEAEE AWS Health, &
ETHRETUERRES|OBENER , F2R EXWEE AWS Health,
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions

AWS Health EREER

g4

EEWRLL AWS Health 5 AEBRABEREF] , 5528 AWS Health 5 2 B BSR4,

AWS Health EiRBBE

BERBEBERZ JSON BRXH |, IHEREZFTAATLIE AWS Health EIR LFITHEME , UREME
R T#IT. AWS Health XEBEFRESHNEREFITBR. EREBRAIRBEKEREERAFT A
RTEEMIRE, St UEREREBER , 15F AWS BRFBFEUEN AWS Health 4,

HEMABIRFEN , fUlEEEHMIRFANAAEIIRSSN IAM BER  FREREBENETA,
MEBRFTREEREBR , ARBAFEBRN —¥, EZXANBERNVATER AWS kS
i, BESARTEAAERENERNT, B8 ERREZINERRE T, 18, MR
EREBREAMEIRFANZEIARTER , ERRTEEENNE I BEBKR, NEFMER , F2
B KIAM EEREER) i IAM AN ERAERNFIEMEE,

AWS Health £ % DescribeAffectedEntities F DescribeEventDetails AP| EHN EREBE., &7
DEBEHDIEEELEE , LEEMEZTEAER (RF. FHAE. AENBESEoFERAE ) TUY
AWS Health EHETEIE,

g4

B EMBALL AWS Health ERSER N BERES] , 526 RBERERBEEAIRAT.

LA AWS Health SR AE R AR H#E

AWS Health X EELE R NRFERZ G FE.
AWS Health IAM A&

IAM BEREAWS IREFFEEREFITNER.
BB A RS AE R AWS Health

U U BHESEREREE. BT IAM At  SIRREEREAG®, EWLUEBFL AssumeRole
g GetFederationToken & AWS STS API 2/EREE Efﬁzzé’*lﬁﬂo

AWS Health XEFEHBRIEEAEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html

AWS Health EREER

REEEAE

RIS EEAEAE AWS BREEMEARBTIHNER , URRETHK BIfE. REEEACEETRESR
B IAM tRE s | WHZBREFFES, IAM BEEE M LURE  BETFEERSEEACHNIETT,

AWS Health &8 BE5 MW RISER A E AWS Organizations, FREER A

.8 A AWSServiceRoleForHealth_Organizations., EEZARBE
Health_OrganizationsServiceRolePolicy AWS ZEHB X, 2% AWS BUERLFF AWS Health FEURR
RE Al AWS IRF B EERESE 4,

& A LAE A EnableHealthServiceAccessForOrganization 4E , AEREHEBIRBEZE AR, T
B, MREBERALLIhEE | BB LM DisableHealthServiceAccessForOrganization 4, A% |
BT LAEIB IAM 32 4. 1AM APl 2% AWS Command Line Interface () MBR & ®AWS CLI, fNEF4H
&, #28 (IAM EAEER) PNEARBEEAE.

MEPFMET , FSRHEIRE R AWS Health S,

BH%AE

LR ATRRBEAREREREAC. LAGTRBREFNEMREFNER , MAREZTKEBFE. K
BAGEHRELN IAMIRF+ , BRXIRFA#ES. EXT IAM EEEUESERAGHFT. T
1B, BT RE S HUE AR IS AV ThRE

AWS Health *% £ R A€,
AWS Health & % 8 B 5R &5 451

BIRTEE  IAMERENABTEBEIIREH AWS Health BRI, A\ EMEH AWS S8
F1## A AWS CLISK AWS API 1T, IAM BEEEEMSEEREY IAMBER  BFERENACKEEEE
B EHITISE AP EENFTEN T, EEEEEVAKELYRFREREEESLEHTN IAM FHES
B,

ZE T HROAERISELES JSON R XMFET IAM B BEEE , F28 (AM EAERERE) FWE
JSON Z& LB UK.

F&E

- BRBEE®

« £ AWS Health £ &

- ARERESEMMBESHET
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.aws.amazon.com//iam/home?#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy
https://docs.aws.amazon.com//health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com//health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor

AWS Health EREER

« 1ZHY AWS Health & &RARF AWS Health API
- RIFERERIBEEENFYSF

HRREER

FOEBREHEHSRFAINEBASREAINEY, FHEMER AWS Health EiR. SLBERRES
REN AWS IRFELEBR, ERBRNSRES 2 BEBRE |, BERETHEAREREHE !

- BAEA AWS SEREYEARCRRS T - BERRETTETANEAENIGER  HEA
BHTETHSEREARAN AWS SEHE. CRTEEN HEAAWS kF, RARELE
BREREARG AWS WEFSEHE , #—SRIHT. NEFSER , HBH (AM EASKE
) R AWS BEREREBMAMAWS B EHE,

- ERBERRST - RE AV BENTTE  SEATATEBMENGT, ARRLAN , 4T
DESERER T TANSERRRRNDE  SOBAREERTT. NEEM AM ERFT
MESHBMER , BB (AM EAEEME) B AV RO RERHT,

- EF IAM BUR AR 4 — S REEEE - S LUSREFIEEBER , URFHIBENERNER.
Bl |, B R BBORIGY |, IEEXEMFEA SSL EIEFMERE R, MRBEIBEE Hlm £/HREEE
AWS FRFE , & th AT LAfE G4 R 12 5 H1ZEU#E CloudFormation. MESEMEN , F52E (AM EH
#18r/) M IAM JSON BURTTE : &H,

- M IAM Access Analyzer B& 3 IAM BUR |, BRFT AT 24 B 7 IE 14k - IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 12t 100 ZIEBERRERVEATTHER , IHBERERLBERANBE. WFFEE
7, F2E (AM FEREER) FHEA IAM Access Analyzer B FEBUE,

- FEZEEERE (MFA) - IREHRPIFE IAM £RES FHRERE AWS IRF |, BRI MFA
URREReM, MEEMWY APIRERER MFA |, 551§ MFA (REFTIEZHNBUER, MEFHEE
7, F2H (AM EREERE) FHEIRE MFA &% APl FH.

WE IAM AREEBNEEES  F28 (AM EREER) 90 IAM 22 H5EEH,

£ AWS Health =&

= E7H AWS Health T4 |, BX4AHE - BRI, ELFTLAAAFEI HMBER AWS Bk
F s AWS Health EIRNVFMEEF . IREEVLEKEAVEFATEBREN S 2 HBER , BIERERSX
HERNER (AM EAERAR) NS , TEARBEEZNERERF,

AETHRRELERMATLER AWS Health 324 |, B LUEE TS AWS FEBXK
AWSHealthFullAccess,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess

AWS Health EREER

lEAWSHealthFullAccessBUIRER TER Y T 5EB B EFEE

RRFASE A AWS Health B8P EIRE AWS MEBIRIRTHAE
AWS Health £ & F# AWS Health &R

AWS Health API 2 /EFE A

BRBRE AWS 8 — 5 iR S HEBIER

BAAEERF WEBEN (OU)

Example: AWSHealthFullAccess

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSerxviceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListParents"
]I
"Resource": "*"
}I
{
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AWS Health EREER

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"

}

(@ Note

Bt AT LAE A Health_OrganizationsServiceRolePolicy AWS ZEHE , & AWS
Health AT AR AERI P HAIR SV EMH ., WEFHER  F2EEHA WREEEAE AWS
Health,

HAERW AWS CLI 5 AWS API IWEAE | BAZEEAHFREEEEHT, k2 , REAFFIA
SIRERHIT 2 API EENEER T T .

MEFHMET , F2HE (AM ERERERE) PRFMEFAIIERE,
AFFEREREMMAE ST

WEHE RENMEIEEEK , A5 IAM FREREKRMBMBAEAES N AREZERR, WBEE
AEETEATHMEA S AWS CLI AWS APl LB R A X TR BENEFT,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

=
]

AN
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Health EREER

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

FH AWS Health &R ARF AWS Health API

AWS Health &XRRBEARFTE AWS IRE., AWS Health API EiE B A EHF AWS Business Support
+, AWS Enterprise Support 3 AWS Unified Operations FtEIHIRS . MEFHMEFA , FSEZE.

BAILAER IAM EVER (FHE, BESAR )  RERFELEEEFE AWS Health ERARA
AWS Health APl 955,

BIETERR |, IAM EHEEEFE AWS Health Dashboard 3 AWS Health AP, &AL IAM BURE
EEE-FHE. FAEHESAR K EFAEFEIRF AWS Health (W&, WMFEFHEER , T2
MED (EAE. BENAE®) W IAM BEHE,

FEEREN IAMEREZR , BUUACBEERAEREENNZG, AR, tMATUEALWIRSE | I
FRARFHENZEABE®MAR AWS Health Effl, MNFEFHMEN , FSBEEHE W AEANEZWIES,

(® Note

B E#1E AWS Health Dashboard A8 IAM 8 & ] LA B FZEUR FE LB AWS BRISHY
BEEF , DIFETERER AWS &JE IDs , 520 Amazon EC2 #11TEEE IDs. EC2 #{T1EEE IP
Hat M — AL £ \BA,
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https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_how-users-sign-in.html

AWS Health EREER

Flan | N8R 1AM BUER{ER T AWS Health Dashboard 1 API B9 AWS Health fZEUHE | BIBGER
EANFERAERACTUEERER AWS RENEBEERZANATEER , BIEREM IAM B3R
FRAFZFEE,

A LAE A M{E APIs ##4H AWS Health,

- {EBIMRE — B A LAEA DescribeEvents 1 DescribeEventDetails S /EREBEIKRE AWS Health
EHEREER.

- {EBIRE - B O LUER DescribeEventsForOrganization 1 DescribeEventDetailsForOrganization
FRE , LEBBREEB RS AWS Health WS H4HERIEA,

MBTA AP| BIEMRAEET | B AWS Health AP| 8,

18 51 Ep 4

A LG IAM BURHY ActiontEERES health:Describe*, EAFFEEN AWS Health &R ARA
AWS Health, AWS Health X #E#R#% eventTypeCodeM FRIEE B4 ETEEURE,

PN EAEY

W BUERBRIR R F¥ AWS Health Dashboard F14F{@ Describe* AWS Health API #{ERY7ZER
B, flmn  EFHBERY IAM EHETLAER B89 AWS Health X4k , AWS BEEXEA SR
DescribeEvents APl AWS Health #/E.

Example : R FEUE

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"health:Describe*"

1,
"Resource": "*"

H

}
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEvents.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/

AWS Health EREER

EBFE

LEBURBRIR I 3E 48 2 HL AWS Health Dashboard 1 AWS Health APl, EE BRI IAM EH & &%
AR B AWS Health &R AWS BB R A |, thEEMIU{E AWS Health API 4,

Example : E4BFH

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"health:*"
]I
"Resource": "*"
H
}
R R
MREELEMA WAEBRIE AWS Health , B24HALFFFEL AWS Health 1 AWS Organizations &
(=

IAM BURH) ActiontESLBEEE T -

 iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

BE [ REE APIs FRERLIFEA , F28 (AM EREER) F8 AWS Health APIsHIE ZE &Y
BE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions

AWS Health EREER

® Note

BYAGFHAREBEERIRFHBEAER , A8 E7FE AWS Health APIs AWS Organizations,
WEFMER , F2HABIRFEE AWS Health B4,

A EF1ZEL AWS Health #Bi&# 18
WBERBIR R F A B IR I REFT EMFTE AWS Health 1 AWS Organizations B)/EHY FZEUE,

Example : f25F AWS Health B8R 7E

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount”,
"organizations:ListAccounts",
"organizations:ListDelegatedAdministratoxrs"”,
"organizations:ListParents"
]I
"Resource": "*"
}I
{
5o BB 56



AWS Health EAEES

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/

health.amazonaws.com/AWSSexviceRoleForHealth*"

}
]
}

BB 1FHL AWS Health {818
R BRIR K IE A FHL AWS Organizations EiE , B AFFEEEBIRS AWS Health BV EE,

Example : $E4& AWS Health B 1R 17E

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"health:*"

1,

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexviceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
}
}
}I
{

"Effect": "Deny",

"Action": [
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"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/
health.amazonaws.com/AWSSexviceRoleForHealth*"
}
]
}
(@ Note
MEERERFHANEAESIFEACDE IAM BEE |, BB AWS Health 45 E BUR BRR =X
BEZBE,

RIZERABRBENFAY IR

AWS Health %18 DescribeAffectedEntities 1 DescribeEventDetails AP| #2/ERY IAM 1§44, Ea] LUfE
AERMNBIERGHERPREE AWS Health APl i FEHE. BHEIACHNEH,

EEEERM , FEWN IAM BURM Condition BHRHERE Resourcet®z, LA LMEAFREGT , R
B45E AWS Health S48 ALK FR#11FHL

EREBERPIEE AWS Health S48 | ATUAERA T I

+ eventTypeCode

* service

® f&&

« DescribeAffectedEntities F DescribeEventDetails AP| X B E REMKIFA, Hla0 , &
LA M BUR R AL RF R IEAB 45 TE AWS Health =4,
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html

AWS Health EREER

« DescribeAffectedEntitiesForOrganization 1 DescribeEventDetailsForOrganization API 4

T EERERET.
- MEFMEA , 7208 (RBRESE) T8 AWS Health APIs MIBHIEVE)E, ERM M
#5l8,

Example : SAEI4E & E #0954

L BUERBIR R 3 F AWS Health Dashboard 1 Describe* APl #24EH AWS Health 7ZEUE |, {BIEETF
EVEZ Amazon EC2 HHEFHVE] AWS Health =4,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

}I
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"health:sexvice": "EC2"
}
}
}
]
}

Example : LERAERBHH 4
DUTHEEHERNMR , ERKA Resource Tk,
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https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html

AWS Health

ERAEER

JSON

"Version'":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"health:Describe*"

1,

"Resource™: "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

1,

"Resource": "arn:aws:health:*::event/EC2/*/*"

3]

Example : eventTypeCode &4

L BUEERIA R 218 F ¥ AWS Health Dashboard 1 Describe* API 24 AWS Health FEUE |, {B3E

BIFEEMEE eventTypeCode B AWS Health BIZEHAWS_EC2_*,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "health:Describe*",
"Resource": "*"
}I
{
"Effect": "Deny",
"Action": [
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AWS Health EREER

"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,
"Resource": "*",
"Condition": {
"StringlLike": {
"health:eventTypeCode": "AWS_EC2_*"
}

/A Important

R IBIFEN DescribeAffectedEntities 1 DescribeEventDetails &4 , M AR EFE AWS
Health E4HETH |, BIE@ETR AccessDenledExceptlon fHER. WMEFHMEA , F2EY
AWS Health & % fZEUEITHER K.

¥ AWS Health B 2 MEFEEETHER
FERATHEFARZEFESERER F 1AM AWS Health B A g8 2N E RS,
£

o BABREE PHITEIME AWS Health

FARERESHIT iam:PassRole

BREERARNERSE

BEEEE , REAFHEHMAFE AWS Health

BAEE AT AWS IREIWAEFEEL AWS Health R

BABRERE PHITEF AWS Health

MR AWS EEFES SNEEEHNT BE AL FARBRENEESES R . ENEEIERALIE
HERERBNEBHAL,

EfEA &R B R AWS Health Dashboard 2 AWS Health API 2R AT B , &5
T~AccessDeniedException#&iis

bad 3713 61


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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EEERT , FRENEEELARBREN/ T ERE TR,

AWS Health APl EE3& EH # AWS Business Support+, AWS Enterprise Support 5 AWS
Unified Operations T &IAWS &, MREHRIZH AWS Business Support+, AWS Enterprise
Support 2 AWS Unified Operations &+ &I#y &= /04 AWS Health API , BI€EE T 5I$ER

B% : SubscriptionRequiredExceptions,

EAREFZEH 1T iam:PassRole

MBHRKREIEE | SHEKREIZEEIT iam: PassRole B , BHBENLEEH , i
% AWS Health,

TR AREE

BE AWS B# AIREEREACEEGERE K MAREVFNEBEXACIRBEELE, NFH
TR , L ARERACBEEZ BB,

F A marymajor B IAM EAEERERA TR EE AWS HealthP SUITEIMERF |, 24 T SIS IR,
BR , BFERBHEEBRBACR TN, Mary REKACERGRBEAIFT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEBRT , Mary BERAAEH , AFFHEIIT iam: PassRole Bk,
MREEEGE , BHEEN AWS EEE, FHNEESRHENEARTE,
BEERBENENESE®

HEEML IAM ERAEFEMERE , EUUBRKREENFNZR ID. B2 , BEEBABRENLE
FHER, FRERTRRER  SL4ABRUFTNFHERY.

EHEBIEMEZS : FEHEE® ID (5l AKIAIOSFODNN7EXAMPLE) MAAZRZELE @ (40
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEFEAEBZBNERE A S4B —EBERHE
£ ID MAZREHSWMEBRBLNFER. RONBZNERAEEBNZE—&K , T2 EERENER

/A Important

AARENENERERIGE=7  EERMBBSRENEEEAE D, EBERM , BTN
BEAKATFEEN AWS 1RF,

SEBHEAR 62


https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
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RUFRSHRYE  CRNIERT , EREKFNLN D ALEFNSRRTERLLE, LEF
WMERARELRT CHRERT K, EAEXTAEFRES , CAESHHERLBITLTIL
1 1AM R &, £8STUREMAFNER, ELDAMAFNES , CAEEMRILN—ELH
o, FHBUFOSRY, BERRRY  BSM (AM EREEE) PHEBENSM.

EKEREEES  REAFHMAFEE AWS Health

BEAFHMAFE AWS Health , BXAFFIRTFEEFINAEREARN. WREEA AWS
IAM Identity Center REEAESNMERREN , BT TEERGERAEREE , AEREFEE
. FAKESEEEY IAMBXR , YAEHERGHEZASSEARNHEBRN IAM A€, MEFME
# , FEZEAWS IAM Identity Center { fEAEIER) FMEFAI &£,

MREFRZHEMA IAM Identity Center , BIXERAZTEFINASHEAERREY IAMER (EAER
AR ), CEZLEKBEREEIER £ AWS Healthd B T ERHNFT, BTHA% , BB
AERRHEEEAEIEAEIHBAS. MEERAELEAERREFRAWS, EEE—F THIN
Y IAM ERE, BE. BERMFY , F28 JAM £AEER) F6 IAM 529 MEBCEMFT T,

RIBERFT AWS IRF I AEFEIFED AWS Health EIR

BAHEY —EAe  BHMARFHINERAEINEEBATHNAETIRENER, BUNUIEEERFH
LEFYHDEXAR, HHTEERERNBERIFIUZFIEE (ACL) MR , &R LUE R ARL
RRET AEFRUENE RN,

MEE—FTH K F2EUATRE .

- BETH B AWS Health ZEELINEE , F52E AWS Health Z{AEH 1AM,

- BETHENMRESHES AWS tRF WEREDE , F260H (AM EAEER) FWESHES AWS
WRE 895 — @ PRAFEEG IAM ERE,

- BETRINMIEERNEFIMERMEHBE=H AWSIRE | 528 (AM EAEIER) NS FEER
HIEE=H AWS IRF A,

- METHNMEBBKS S 2 RUFIE , F268 (AM £RERER) PHBEFIRREEGENTE
THEIRENERE BMSE D).

- MFTHREAAEGNEREBRRETERFFRNCEANZR , 528 (AM £REER) 8 IAM
R ES IR S EREFR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Health EREER

A WIRIEERE A E AWS Health

AWS Health use AWS Identity and Access Management (IAM) fRi&E#E A€, REEEACRERE
BE WKE— IAM ABEE AWS Health, REEZABH REER , AWS Health X I 2R AWS
fRi% A& EM FrENERF .

BRI LAE A RIS ERE A BHEITERE AWS Health |, A BRFEFHIESLENFA, AWS Health @ EHH
REEEAGNSTT , BRIEZHEE , TR RAE AWS Health BIEHAR®, EENTFTELEESEBEN
FFAIEGR |, W ERRFF AT BUR TR E B E M E i IAM B,

B AR5 E 45 A B EF A AWS Health
AWS Health EmEREELZAE

« AWSServiceRoleForHealth_Organizations — Itk & {51F AWS Health
(health.amazonaws.com) BEAER AWS ki AEFEH . EZFNHACRE
Health_OrganizationsServiceRolePolicy AWS ZEEBR,

« AWSServiceRoleForHealth_EventProcessor — tt A &S AWS Health fR7 88
(event-processor.health.amazonaws.com) A&EEZAR, EEIHACRR
AWSHealth_EventProcessorServiceRolePolicy AWS SEHX., RETHEER ARNKE
AWS E4ERIFE ER Amazon EventBridge S EHR A, R AR PRIEMWIRE AWS tRF RAE
TREREEFAMENEREME AWS Health,

WFE AWS REBRNFHE , FSEH AWS B ZEBE AWS Health.

A BIURKELAE AWS Health

B EEE T AWSServiceRoleForHealth_Organizations [RIEE#E AR, EEFLY

EnableHealthServiceAccessForOrganization #4ERF , EEIIRF R A& AWS Health 237 bk R BERE
At

B ABEER P P FEE IAWSServiceRoleForHealth_EventProcessorfRiEiE B, MEFMET |
B2 (AM EFHEER) AW TETREEEAE,

fR¥E M BRI ERE A AWS Health

AWS Health T AFRRERBEE AR, RATRESEEESS2ERKERZAR K FIUBRELER
VA REBFEHERE, A, BUEH IAM RFEACER, NEFHHEENR , #2680 AM EAE
B PHEERKEEAR,

ERRBERAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_Organizations
https://console.aws.amazon.com/iam/home?#/roles/AWSServiceRoleForHealth_EventProcessor
https://docs.aws.amazon.com//health/latest/APIReference/API_EnableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AWS Health EREER

fBR MY RIS ESS A © AWS Health

= EMIBRAWSServiceRoleForHealth_Organizations & & |, #& 2478 5t LY
DisableHealthServiceAccessForOrganization #4E. A% , B LUEIR IAM £#2 &, IAM API 5
AWS Command Line Interface () filBk & &AWS CLI,

Z EMIBRAWSServiceRoleForHealth_EventProcessor& & , 584 AWS X1 WERMfI%E AWS =
HEANEEFBHENTEER., WEFTRE , B LUEB IAM £i#E. IAM AP = BIKRE—£A
& AWS CLlI,

FEEEER

MEFHAES , F2E (AMEAEER) PHEARKEERSE,

AWS 1y ZE B AWS Health

AWS BEEFRE AWS AWS SERFR Y AERNBHIRE SEATSHARARMTT , UESL
TUBBEH TG EAE, HENAE,

AARCE , AWS RERRARTERTFTRECARFINSEERTT , RAELFTAHAE AWS &
FfEM. RM2BEERRENEARFINEFEERE  UEE -SRI,

BREFEE AWS SERERPESNHT, IR AWS EFH S AWS ERERPESNGTT , IEHE
ERREZNTEEIAED (FEAE. BENAR® ), AWS R S50 BBRHH AP BETH
REEREER , AWS B AREEHRH AWS Z2EBUR,

WEFMEF , F2EH IAM EAEEREPR AWS ZEHE,

AWS Health EET % SEBR.,

RE

« AWS ZE B : AWSHealth_EventProcessorServiceRolePolicy

« AWS ZE K : Health_OrganizationsServiceRolePolicy
« AWS ZE B : AWSHealthFullAccess
+ AWS Health AWS ZEBERNEH
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https://docs.aws.amazon.com//health/latest/APIReference/API_DisableHealthServiceAccessForOrganization.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS Health EREER

AWS ZEBER : AWSHealth_EventProcessorServiceRolePolicy

AWS Health 8 AWSHealth_EventProcessorServiceRolePolicy AWS ZEHE., IWFERFREE
Z AWSServiceRoleForHealth_EventProcessor RIS EE AR, WBRAHRKEEAERR
BEREE, BEEBILBERERE IAM BB, NEFAER , B2EEH WREEEAE AWS

Health,

SEBREETHEFT , AWS Health AFF FH AWS E4E R F1E FER Amazon EventBridge #i
|

7N\

—

o

FTAIRFIRE A
BRI ENUTHT,

« events — #HIRFAMBR EventBridge # 8l , WiHIRMEFNIELLF R B &,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Condition": {
"StringEquals": {"events:ManagedBy": "event-

processor.health.amazonaws.com"}

},

"Action": [
"events:DeleteRule",
"events:RemoveTargets",
"events:PutTargets",
"events:PutRule"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"events:ListTargetsByRule",
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_EventProcessorServiceRolePolicy$jsonEditor

AWS Health EREER

"events:DescribeRule"

1,

"Resource": "*",
"Effect": "Allow"

MEBKRESERNBE |, 528 AWS Health AWS FEBENEH.

AWS ZEBUER : Health_OrganizationsServiceRolePolicy

AWS Health f# f Health_OrganizationsServiceRolePolicy AWS S & B X, WEEBRFEES
AWSServiceRoleForHealth Organlzatlons REEEAR, LBRAFREEGEACABTER
Bi{E, SEERMBERERE IAM BB, NEFAER  F2REH WREEEAE AWS Health,

LEBERFEFA , AWS Health f5F FEUE/ERRBAEBR R A X E AWS Organizations &
TR R E A

HBEREE LT,

- organizations - FREA FHIES AWS BR# , AWS Organizations S\ & AT 82 Organizations &
AN .

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListAccounts",
"organizations:ListAWSSexrviceAccessForOrganization",
"organizations:ListDelegatedAdministrators",
"organizations:DescribeOrganization",
"organizations:DescribeAccount"
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/Health_OrganizationsServiceRolePolicy$jsonEditor
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1,

"Resource": "*"

MERRBENEE |, FBH AWS Health AWS ZEBEE EHo

AWS S EBHE : AWSHealthFullAccess

AWS Health £ AWSHealthFullAccess AWS ZEBR, LBEXERTER (AMEFAESRAR ) B
AWS Health AW FERE, MEFHMER , BB FEH AWS Health £ &,

SRR
BREDEUTH,

« organizations - BUAZEA AWS Health @B AEIIRSE AWS SRR TIEE , WRREEEIR
FrEBEN (OV)

 health - ZEL AWS Health API 2 /EF1E 41

« iam- BILEFEREH AWS Health IAM A

JSON

"Version'":"2012-10-17",
"Statement": [
{

"Sid": "OrganizationWriteAccess",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSSexviceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: "health.amazonaws.com"
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https://console.aws.amazon.com//iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess$jsonEditor

AWS Health EREER

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Sid": "ServicelinkAccess",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSSexrviceName": "health.amazonaws.com"

}

MEBRBEMNFE , FSH AWS Health AWS ZE BRI E

AWS Health AWS S EBRNEHN

AR B RFEFARIEMNHELLE E AWS Health AR | AWS SEHEREFNNFMAENRA,. NEERLLER
SENBEHHIREE , FBFTE W XHES L AWS Health EER RSS fE,

TRREAH 2022 F£1 A 13 B2 AWS Health SEHRFENEEFT #H,

AWS B ZEBE AWS Health 69



AWS Health EHAEERE
AWS Health

g% iR A Hf

AWS ZE B : AWSHealth AWS Health E#% AWSHealth 2023 £ 10 A 16 H

FullAccess - ETIRABBER

AWS ZEBE : Health_Or
ganizationsServiceRolePolicy

- EMRABER

SERMH AR

FullAccess BURIER £ AWS
GovCloud (US) Regions &
[EiF,

AWS Health #7118 AWS
Organizations B , LA AFF
BR A IE 4 A B 1R 7T B R L 5
AWRE AWS FARFE AWS

Organizations,

£%F AWS Health SEBER

SE

£ HEcaMEEHE AWS Health

[=1=5"7 j:"'a

BT H |

« Amazon CloudWatch AWS S EIRFEZ R AWS ERFEE LHTHERAER, &
UREREER ,

HHER, BIU BRI ERE ,

MEE AWS Health F1Eftt AWS R ARV AT FEME, THEMMENEELT S
ZLEEE AWS Health, EIREERR |, WiBRFERENENE

2023 7 H19H

20231 A 13 H

o AWS RRHT 5

A LA SR B

45 TE HE 1RE B S TE 1Y RR (B B AR S ERELEN 4B 41

m , & A LAGE CloudWatch Bt CPU A &= H Mt Amazon Elastic Compute Cloud (Amazon EC2)

HTERESR  YEFTEREBRBDFONITER. WEFHEA  F

EREEE) -

« Amazon EventBridge 12 ftnear-real-timef) R EH B R
EEB I EHEEREE, ZAUEERA

B EELEE, WFEFMAEF , F2BAWS Health £4 Amazon EventBridge

289 (Amazon CloudWatch

, iR AWS BRI EE, EventBridge X
, EHM AWS REAEESRESH W EELSHRE

Ei2 hEH,

« AWS CloudTrail €# Bl ENIRE HILER AWS SHIRF R HH AP RILAEREESH , LHEEE

EERXAELEEN Amazon Simple Storage Service (Amazon S3) & 1ZEr 8,
EATHWE R IP bt , AR ERE, WEFEER ,

FEHAEMIKRSE AWS,
CloudTrail fEFA&EIER . o

MEFMET, , S

SR E 3 AWS Health,

58 7] LAREL Bl W 0L Y
nﬁ/ Eﬁ rAWS

1£ PEDEEMESIE AWS Health
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/

AWS Health EREER

& RERSE AWS Health

EETH RS AWS ¥ TR ESRTBHEERN , F2RAWS B SHAEHEANRRERFLRE
BHESHRE. WFE-REFA  FSHEAWS 5K E,

A LAER TEE=FEZIME AWS Artifact, NEFHMER , F2E THEES in AWS Artifact

BER BNESREMT AWS R BURRENMNBRBE, BLANERER , URERAEENER,
WMEER BREREENFMEN AWS R , F2H AWS £ X,

h Y EE M AWS Health

AWS £IKERRERUL AWS BEMATARSAERZE, AWS EESRHEZEER 2 REMEEHN T
RES , ELXTRHEHMEEE, SWEENSHENREERE. SBTRAESE , SN RIRENE
REANERE , ETRAES BEBREBENASRETE., TRESNTAL, FEEINERERE
RN, IRE-HSEERPONERERREES.

AWS Health E4SEZETHAESERFNES., A ETERET LI Health EHREX = AWS
Health APl EFETE M. & AWS Health SRS A/ AR EMAREEMN 90 X,

mFEAWS BFM A RAWFMER , FSE AWS £IREWFE,

PR EBREZ S AWS Health

ERSERE , AWS Health %] Amazon Web Services : 222 FHE QR EPAMRN AWS £k
MRELEFHNRE,

BT LAMER AWS Z4H9 APl FEIY | AWS Health SEBMAREE . A FiwH4ZAXE Transport Layer
Security (TLS) 1.0 REFH A, ZEFEA TLS 1.2 REFHRA, AFREMEZBERBTEEEIE
(PFS) MEZTEEM , HlEREE Diffie-Hellman (DHE) 4% B h #RE& B Diffie-Hellman (ECDHE), BHAXR
R (W0 Java 7 MIEFTRAR) AZEXEELER,

WA, ERAEAFEAFIREE ID ME IAM TREBRBAALRENEBRES, XE , BULLEB
AWS Security Token Service (AWS STS) REL ELZ 2 BERESBHEK,

th Y 4B RE RO 20 41 AWS Health

EREM IT Z#FIREF AWS B ENHERE. MEFMREFA ,

T
s
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HNEZ 2 BEEHK AWS Health
F2ETHER WREEH AWS Health,

£FF AWS Health FHEHETREFT

A FRAENFEANSREFIRRFFIS , EBRRERERNERER, i, B AFF AWS Identity
and Access Management (IAM) £ & ZE Health &#fR®, B2 , BUERAFR —ERAEBRAR
£ F 1ZEL AWS Organizations.

MEHMMEER |, FHSRBAWS Health B9 B B EE14,

¥218 Health B4R ER

Health &tk REREEH , SUHEMTEZEENIRFREARINSEG, flU , BUEgKRE EIR
WEMHBA , FIINFEEFHE Amazon Elastic Compute Cloud (Amazon EC2) #11T{E .

MEHMMEER |, FHSBRBAWS Health EFRRAF,

AWS Health B2 Amazon Chime = Slack &

#RAT L AWS Health EE"‘EI’JH? RXKIEBEEES, HEASUWELMENEBEIFWEl AWS Health SHHE
H, MEFHMET , 5528 GitHub 8 AWS Health TE,

Bt AWS Health B4

AT Ll AWS Health B2 Amazon CloudWatch Events & , A EH IS EESHEMNELH ., &
CloudWatch Events SR ZIRFFE BR AN EHEF , BEWREBBA , RETUUKEEE, CloudWatch
Events EHEREFHIFEN , HtEXBEEABENNERREFTEN EEHPEEE LR,

EREERT , EEHE AWS Health BHMEH. WRBEESEER , EHERSHREXERE
(HEFREILE ) BiE, BALELEHFEEE CloudWatch Events , B RGERIELEH,

MEEFHMEN , FSBAWS Health £ Amazon EventBridge E532 FEE 4
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FEIR F &4 AWS Health 44

BIFTEER |, B LUEH AWS Health R E — AWS 1RFE AWS Health BEH#, REFEH AWS
Organizations , th AT LLEE i tR BB EBAY AWS Health B4, WWIhRE T B EFHEEE — iR SR EM
EIME. &7 LAE A ER R R RBIREE AWS B, IRFMBREHNE4,

B UEESEH | UBHIESTSRESHEZENIRS , IWEIZSRENEHN, A%, BUERA
BEARTBEEMEHCEEBEBNERMEESH. FALIIERER TR UEETEETIEXNBESE
AWS B IRFEENHE AN B E,

BEEERERAZREEEYEE | i AWS Health B RENEEEEREKEIRE, EEEEER
FRERFEASZS T AWS Health WEH., ZEREEEDATELRHEHETEIRS  BFABBRKEHYEE
HELEVTE) AWS Health FTER AT B4,

/A Important

* AWS Health REEBPNIRFEENEMH , RAESHTH , EESEARRES  &RY
E 90 X, BMfEE Ap — S Rk S BB IRV AR

- HEBEHEMERAIATMER 90 X L EREEE M,

FORIRAF
EEFIEMRRZE LA
. BBBRAAE YA AR — B,

« L AWS Identity and Access Management (IAM) A& &2 &2 ABEIRE |, RIEE 1AM A&,

BHA U LEBNEERETNBREREFDPBEAN (TEE ). WEHMEENR , #2080 (AMEA
EEmE) PHEE AWS ZNIEFIRFERAEFIEE,

- MRELLIAM ERAEFDEA , BBEEART AWS Health 1 Organizations EIEZEUER IAM X
& , Blan AWSHealthFullAccessER, WFFMEN , S EAWS Health 5 75 B BUIRE I,

ES- |
- BUABERERE
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#feature-set-all
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
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- BEAESRE

- FREBRE

- EEEENEREESRE

R A E R

A LA AWS Health 124 KEE AWS BB T EEREESHNEFRNEIE.

FiE AWS X 1E FHEIF A LIE AWS Health A REREBRE  BEFENEA,

(@ Note

MRELEEAFEAEFR EEIRFPALLIhEE , ML BHREE AWSHealthFullAccess R
£, MEFHMAET , FSBAWS Health 59 B BEE &4,

Enabling organizational view (Console)

BT LA AWS Health £ & BABEBBER. BXEEA AWS BB EEIRS,
AR ABEER AWS Health &R 4R

1. 7E https : //https://health.aws.amazon.com/health/home BIRUIEHY AWS Health &R 4R,
2. ESEERT , ENAREERET | BEERE,

3. ERAEEMEEEL  EERAAEME.

4. (ER) mREBEESFE AWS B8 , SIMEBMEN (OUs) , FHEEEE AWS

Organizations,

WMEFHMEN , 5528 " AWS OrganizationsfEA &L FH AWS Organizations AF9,

ﬁil

® fm

- EERA AWS Health i8R AE  MKIRFEARFEETRIT , TREELSEN
R REST . RATLARBRA AWS Health T2 & |, HEBIRAE , E%‘“Tﬁag%ﬁﬁf#%
. BLEFERESH (EERMALNERZNEYNEN ) RESTREE 24 MRS E
HEBREENEBRRET.
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https://health.aws.amazon.com/health/
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- WREH AWS Business Support+, AWS Enterprise Support 2% AWS Unified
Operations 58| , A LAFEAY DescribeHealthServiceStatusForOrganization AP ##4E3&
BERFAREE,

. EEBALLThRERF | BB Health_OrganizationsServiceRolePolicy AWS Z&
B AWSServiceRoleForHealth_OrganizationsW R EEACSERZTAB+H
WEEIRS, NEFHER , F2REH NERBEZ A B AWS Health,

Enabling organizational view (CLI)

& T LAME A EnableHealthServiceAccessForOrganization AP| 32 4E 3L A A& AR

IETLAE A AWS Command Line Interface (AWS CLI) S4& B C W2 X 15 3R R ALY L 3R 4E

® Note

« IRWABBEH Business, Enterprise On-Ramp =% Enterprise Support 52| 8EFEAY AWS
Health API,

- BYAFERARBIRE (HSEDIE ) BEwI.

Example

T3 AWS CLI s S EREMNIRF A LTI AWS . BAIUREBIRFHRAREEELENTLZ
ABNIRFERLR S,

aws health enable-health-service-access-for-organization --region us-east-1

THREXEEH ML EnableHealthServiceAccessForOrganization APl 4k,

Python

import boto3
client = boto3.client('health', region_name='us-east-1')

response = client.enable_health_service_access_for_organization()
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ERAEER

print(response)

Java

ERT S TR A SEAIERE AN Java 2.0 iR AWS R EH

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.

import

software.

import

software.

import

software.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

amazon.awssdk.services.health.

model.

model

model.

model

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

.EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

.DescribeHealthServiceStatusForOrganizationResg

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.buildex()

.region(Region.US_EAST_1)
.credentialsProvider(

DefaultCredentialsProvider.builder().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =
client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =

statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");

retuzrn;

R B AR
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}

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in
progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already
in progress. Wait for the action to complete before trying again.");
} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

WMEFHMER , F20 EARN Java BWAWS BRBREN 2.0 FEASREE,

EIGRUA L ThRERS | B Health_OrganizationsServiceRolePolicy AWS ZEH
KAWSServiceRoleForHealth_OrganizationsH R EEACEERZTHBTHNEERIIRE,

® Note

BALINERFRLERF , AFE—LRFETRESTTN, & Ay
DescribeHealthServiceStatusForOrganization R/ER B EE F I AREE,

AR AE SRR

&R LAER AWS Health =2 ARG AWS B EEREE4HNEFXRE,

B AWS X SHEIE8 A LAE AWS Health TR &R FEAEBSSIE K ETHENEH,

(® Note

MREREAFEHAEFENR BEERFARALLINEE | X BHEE AWSHealthFullAccessBUR
A, MEFHMEN , FSBAWS Health & 9 B BRI HI,
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Viewing organizational view events (Console)
ROAEMMRIR® , AWS Health SR REBTFIEIRFNEERES 4.

ERFIMAZERE , AWS Health @ B BIiSIRFH I EBBRE, ERFHRENERE X
RFENHEHTEBFRHKIABRET. ER  BANEANATE , ENATUUEHELEHK
% 90 X,

AWS RREESIRFEMNERAHNE , SREKRFHBERER 90 X, £ 90 REIEERE , 2
AWS K A M BRIR F B9 FT B R EH

- EERE[EFERB 90 X , BAIUHEFEEK, SWA LU EHFTEEE EventBridge R RIHEE
£/ , BEEBFEFRE S3 METEH.

- REAWS REBKESN , ELEMRRCRAMAMNIRFR , S8ARFEMH AWS BiRSREE
B8 , YERZRFHRBEEREFR,

- MEFEFHMEF , F2EEERHAKRS

/A Important
#HH AWS GovCloud (US) BiiHFHIEF :

- EERRRFE , FAROIRFER  RERMER. EEEMAKFR SR FNELNE
PR

@ Note
ECR AL TIRER , AWS Health 2 & A AREAWS Health ERR - IRIEIE (FikEERIB
E7T RNLBEN. EELREAUFEBREEBPHIRS. AWS Health ERRHH
B - RBEERERMEE AWS IR EF A AENLBEER,

BEBAE LT EE P RB AR SN
B RUH B AT Y 8 2

SR LAE AR BIE Y BB R 5 B AR R W Re 8 AWS BB EM |, Bl AWS R
MEE  URZEEEBH ER.
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mREBWREN

1. ¥ https : //https://health.aws.amazon.com/health/home BIRUIEEY AWS Health &R 4R
2. CEEERNESEERET  EEFBNSENEE , URERIEHRENEHS.
3. REEMH, AHHEARSIEEL , fULRRE4NTIMHEEBER -

- EHEH

- RE

- EEY/TTAES
- BRENIRFE
- PRI

.« EREE

- 5l

. R

HENSE
ERAFESERSIERRRAAELEABNINESH, ELEZHILAE RENFEEEEE,

HEA

ERABRARERERRBEBE L RPARKEABNAMAEOBEANNGESH, EARIESH
PlanBR@ie, REBHAMNZEIRE.

EHRF

B AE RSN BFRIFRERBRE AWS Health R RSB, ERREENTAEUNRE
RANRIENBERSIER , EE4AFRIERTSENNERRMNERFREER , SINEHE
Bl REMFEHRERE,

EEHARREIEBRPRREBRREES

1. 7E https : //https://health.aws.amazon.com/health/home BIRUERY AWS Health &R 4R,
2. ESEERT  EENESEFERET | BESHEF
3. HEEHART , BEEEHEE., EULRBETIEESHNER

- EHEE
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- RE

- EE/ATRES
- BRENIRFE
- FIREE

.« FEREFE

- 5

 HR

Viewing affected accounts and resources (Console)

HABEFERET |, BB ERST T E4NE[HEBERLENRS. S, R Amazon

Elastic Compute Cloud (Amazon EC2) #{TERRMZBE SR LESH |, HEPEE Amazon EC2 #

ITEBNIRF RS HREFMAEARSIERY, EAULBIREER , RARBIEIRFEEE,

miR

o A 0N

EXENRFNER

£ https : //https://health.aws.amazon.com/health/home BIRUEEY AWS Health &R 4R
ESEERNABEERET  BEEP—EARSIER.
BEEAZTEIRFENSH

BESZHENIRFRSIER,

BEETIRFFHFREAUBRIRFH TSIER

« B&RF ID

- IRFEH

- FEETFEH

- HBELL (OU)

RRARFUREAZZENER.

MRE 10 EARENER , FEEREFFEERUETRE.

BEMILBESHNIRS ID ETEE , BT TIEME

a. EXTEMNRFRSIERL , BIENEEGHERNSE  BEIRF ID, REEAIKRF ID, &—
R R ges A — @RS ID.

b. EEFER, SKWANKRFEETREBER,

WA BARIR
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Viewing organizational view events (CLI)

AR LLIhRER , & AWS Health BAARESHFEBBPIRFNSEH. ERFINALERE , AWS
Health & B BY#$ 0k 5 #7180 ZEBMWR

@ Note
AWS Health FEERUABEBRIRH , TRRFMEBPBENEL,

EIRFRRGHERR  ZMRFNHSEHTEFRHIEBRET, BR , RENSEHNAEE ,
BMHATUEHELEHRS 90 Ko

AWS R EESIRFEMNEMABNRE , SRERFHBERER 90 X, £ 90 RABEERE , &
AWS K X M BRiR 5 B9 TR BUR B #

- FEREBMEFERER 90 X , B NUHEFHE, £WALUE BT B1FE EventBridge R Al E
£/ , BEEBEFRE S3 RETET,

« REAWS REBEERER , ELEMRMCEMNIRFE , S8XIRFEH AWS ERAKREE
B8, Y EFRZRFHRBEERER

- MFFHMEF , F2EEERHAKRE

/A Important
#HH AWS GovCloud (US) BiiHFHIEF :

- EERARARFE , BAROIRFER  RRMER. EEEMAKFR SR FNELNE
PR

A LA AWS Health AP| 2 {ER BB ERE S 4,

Example : #RABRESH

T %) AWS CLI i P EEE BB+ AWS 1R FEHEEMREBEH,

aws health describe-events-for-organization --region us-east-1
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= R EmRR

MREFEFBEBNEG , BUUREERFEEFILIIGE , A LER
DisableHealthServiceAccessForOrganization AP| #2435 F AR,

Disabling organizational view events (Console)

AWS Health It REEBFIEEMIRFNEN. SUNEERAESTLINES  EXM
BR&LE,

FREBmER

1. 7E https : //https://health.aws.amazon.com/health/home BIRUEHY AWS Health &E&R 4R,
2. EEBEERNABERERET | RIEFHE,
3. ERAEASMAERL  EEERESEE,

EARALLINEE®R , AWS Health TEBREEBTNSEMH4. T8 , B EFACESREEEER
Ew | BFZEIB AWS Identity and Access Management (IAM) E£#2& . 1AM API 2 AWS
Command Line Interface () A$ £ MIBRAIEAWS CLI, MEFMEF , FF2HE (AM FHHEEE) F
MR EE AR,

Disabling organizational view events (CLI)

Example
T % AWS CLI Sn s 2B RS =B IkIhAE,

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

& AT LAE A Organizations DisableAWSServiceAccess AP| Ve AR ThAE, FEAY
LR EZ# , & AWS Health F L EBREBHFIEHMIRFNES, WREFIEBRET
B9 AWS Health API ##4F , & AWS Health EEI§E3R. AWS Health S#ETESR AWS Bk
FHIEEREBEH,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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AWS Health ERERER
FRLEER , AWS Health TEBEREEBINEMH. TB , RBEEFRACEREETEEIRF

o ERZIEIB AWS Identity and Access Management (IAM) E32 4. IAM AP = S E MR A LE
AWS CLI, MEFHMEER , 28 (AM FAEER) THRBRESELEAE,

BEABNEREESWE

B AWS Health , BRI AR A WEIREESIhEE AWS Organizations , RFFEERFE UANNIIRSE
FEAWS Health &R EHiEIB AWS Health AP AR ERET A N R T AWS Health B4, BIRE
EEREATEERREMAEY ISR NEEREARNEERESH. STEKETZREEERF
B AWS ZERIEER.

RE
- RENEBRREREREES
- REBRRTBREREES

AENEBRAEMEREERS

AEBRAESRRE  SRSTUSEABTINEEXNERFEMAZREES., SETEH&MN , FHWY
RegisterDelegatedAdministrator API #4E., EMEKERF#® , ttfENAZREESIRS , AT AWS
Health &R R FEL AWS Health fA#8#1R, WRIKRFBEZE,. Enterprise On-Ramp R EXRETE
A EREEE A LUER AWS Health API 72EL AWS Health #8845

FEEVZREES , BARABPNEEIRS T following AWS Command Line Interface (AWS
CL) i, B UREEIIRFRR AT REEFZLE AWS Identity and Access Management 5 1] 2 A&
BHRIREFERALGS. ETHEFGSH , & ACCOUNT_ID B BB EE R AWS Health ZFEA
"health.amazonaws.com" —E2 MK EIRE ID,

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com

AMEREESR  ERUEELEREEBIIRFNAA AWS Health 4. BT U@KRBE 90 XK
BEBmRIIEREARAURNELSN , LBHEA%E, FiE  BAZREEENRRFREIE
F ., &ZEE-DETRETHK.

SR ETBREREES

EEBREREEENEEE | 5™ DeregisterDelegatedAdministrator API 4k,
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RIEBHEEIRSES , I TH AWSCLI &% , $HERFEBRAZREES, ETI&EHFGSH ,
# ACCOUNT_ID MR BREBR KRR ERF 1D,

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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AWS Health £/ Amazon EventBridge E51% EE4#

#& T LA{E A Amazon EventBridge {838 AWS Health E4 X iR E, RE , ESHFEEERIH
EEMER |, EventBridge RIBEZEZYWARUA —SHZEEESE, REBESHNER | ST LFEE
EHER. RBHMSEG, FEXBEHN, KEUSEBESBTHMEE, S0, MREN BFE AWS IR
B HEEE#H AWS BER , 620 Amazon Elastic Compute Cloud (Amazon EC2) #11T{EfE , &I LAfE
A & AWS Health ZKE FEHB A,

© f&&

* AWS Health 8 A RAHEH , LEHXEDKEH KRN E EventBridge —X,

o SR ME{T EventBridge R AIR BRI MIBA AWS IRF ., BEEWE AEMIIESHWE
#EH AWS Organizations , F2REAESBENZREESFIEREE AWS Health 5
i

« HEERI EventBridge R A% , NEEFRESHRSTREZ PRI ERBEE,

& T LATE AWS Health T/E#TEH A EventBridge BEZEZEEEERE |, 8% :

« AWS Lambda B E{

« Amazon Kinesis Data Streams

« Amazon Simple Queue Service (Amazon SQS) 175!
- REEE (flt CloudWatch B REIME )

« Amazon Simple Notification Service (Amazon SNS) F &

flgn | AT LAEEA Lambda BRE , £ AWS Health 4R £ BSBRAEEZ Slack 88, HE& , &1
LA A Lambda # EventBridge , £ AWS Health 4424 E5i%i8 Amazon SNS &% BET X F &
EA,

MELETTLLAEE AWS Health EH4MELN BEL R BETIRESS |, 3528 GitHub REIAWS
Health T &,

*&E
- BEVHZE AWS [EiF £IE /Y EventBridge # 8|
- B MR BEMLAEEHN AWS Health
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+ #4R EventBridge EH) AWS Health B4 9 BEE

- FRESBENZREE S FIERERL AWS Health E4

- #% AWS Health SHE#ZEMB A JIRA A ServiceNow E&

« ERE EventBridge i AILMEIE FEHRIBE AWS Health

o EPXRERERFERE Amazon Q Developer LAEX FE4HYIEH AWS Health

- £ EC2 #4TER L BBFTIRME , UEIE FHEH AWS Health

« 2% . AWS Health =4 Amazon EventBridge #&#&1#iA

B HE AWS B #E R EventBridge R Al

BRI LA E I AWS Health EH4HESEEIZE EventBridge R A, #lan , EEREM (ZE=R
B) BEBEREYS , SO0 ALEFETRA

HEE® AWS Health BAINAISEY , KA EEABEOREPHRER A, EE5EEAWS FEIES ,
XEAES (RPM ) BEBAFEEMEEENEE ES  MEBERD (HSEZILE ) BEHAMA
XEBES (RHPM ) BEENESG. EEFRES4REE MG ZTEESREEENE
BER, fl, MREEERBON (ZHERE ) BERPNES , AIMEMEFERESHEHSEEZEBM
(EHRE ) BEENEXEAES (RHM ) BiF, METEEFEDEE , ERENSERERSEEER
EEREEA, BEEUBORA , FEE NWERFRE EventBridge # BI LMEIE R EHHIEH AWS
Healtho

MBETEFEAfEDIIEE , AIXEREFERAFEEHEHEERA, fln , BE WEHRKE
ffdetail.backupEvent = False, EWfILEEEMESZRIEGEH

=AU HAMERE (FEH)

MREEBEEYTEESAMN EventBridge BS , FRELEEHBNELGEESPEERA , REFE
B BEEEERMERdetail.communicationId, ERREEBEEEFKEFFESH, MEF
&R , FE2E2%E . AWS Health E# Amazon EventBridge &8 ik,

BB E

MREBERZE HIMESF AWS BE , BEREFIAREE-RA , AFLESREERNER, FE)
B2 AWS F BB R FTE EHEW AWS Health £ , B EXEAS (R¥E ) BEPRESP
REA, LE-RAUSEDHRERACRVEFRESHCABERESIERINENF. T8 , £Fg
BE A AEERE,
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EEEH

BL AWS Health EH X ERIFIFE. FRBERBNSHBALEEHR. ELTFEEEH AWS Identity
and Access Management (IAM) EiAME4., ZEEZREEHSEH , EXEAZERI (#FEEI
) BREIRAL

E fiRPHEEM L EEZH AWS Health

E 183 3 EventBridge 18 BIRESHE E405 AWS Health , RS RRFREUEIRSBIESHNLEEH
- IREFBEESHGFELNIRFNER , fl0 B4 , HE5FE Amazon EC2 HiIITEERHMHFEEES
HH L EFH,

« NEEHEHBREAWS Health BRR - RBEFERE. XABEEHAFZBRN AWS 1RF |, WiRHEHR
BREESATAENLABET.

/A Important

EEBEWERMESHER  BNRBSEFER "source": [ "aws.health"]E. BAF
7t , Bl "source": [ "aws.health*"]FAFEEEEFMASBSHMNER.

IBALAE A eventScopeCode 28 |, 1£ EventBridge R AIEHALERIRFEHE. EHTLE
PUBLICE{ ACCOUNT_SPECIFIC, &b Al LAEFE L S BAIR A,

= Z M Amazon Elastic Compute Cloud W ABEH &S , 552 LB EEAMEEH - Amazon EC2
BIEBE,

AWS Health E48E 0 R Al

MREBRN ERNEEH AWS Bl , BERLRIBEORE, EZSFENEFSTIREERNRAE,
M ABEMH AWS Health EEREEEZHEN EBENED EH.

AWS Health E#ZHEEHTRENEARAUKM , HFERRFRESHEELEZZENEINRBH
&5,

RMEZREFEH eventARNH MIBRE®E AWS Health B4 , communicationIdX &S EH A EX
Z{EEE AWS Health AR , €FEF—H.
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#8 EventBridge LHY AWS Health B4 BEFE

AWS Health & AWS Health resources= KB affectedEntitiesEHFAE K/NEIB
EventBridge B9 256KB SAE K/ NREIRF , XEBEHS B,

AWS Health @A EHPHIFIE resourcesH detail.affectedEntities #fL, MMRILF

EM resourcesH detail.affectedEntities{EiBiB 256KB , Bl EEMERESH AWS
Health 2 EIRZEEE , M7 EventBridge FAELEEBMAEIFALE. SEEASRZHERPMN
eventARNF] communicationIdfE , B EWEIFIEEMEMdetail.affectedEntitiesZ REH
#84 resourcesH HIBE,

EEEANTS THEBITLEOAL | HINE EventBridge RABHBF BHRWKEABTHR
mE. 8AAETEENNESTES detail.page MTFMERAEL  LERBE 8 | {7
BiteREARINTLAERL.

EEBERS | BERAE 1 B, S8 communicationld #8&€2& communicationld 2 Z K EFEEE
5. M1 detail.page® detail.totalPages$#iR AWS Health EHHNE N EBMNEETE, 5E
SPEAERILENEFEMEE , B detail.affectedEntitiess WEEKRresources, ERKZ
FFIEEHE® , AERELEE, SREERNERN EEEEFEE.

FHREASRANZSREESFIHEEE AWS Health B4

AWS Health X &7 Amazon EventBridge L2 # AWS Health 2 EHHABREANZREESFM
B, £ PHRBREMSIARE AWS Health , EEIRFRBREEESIRFSWEIRE FHEBAFMEIRFH
B — AWS Health E4#ZE AWS Organizations.

LeThRE E R ER R |, UGB EEEEEMN AWS Health B4, EZEEIRF PREABBERN
EventBridge # Bl &% A AR H ik /Y EventBridge R8I,

MFE LRAEBRRNZREESFIENFMEEN AWS Health , FF2EEE AWS Health S

# AWS Health EH4EE B A EE JIRA #1 ServiceNow EB4&

A RIEXEBEAH

#2027 & 3 A 31 H AWS & 3R¥ BIZ & AWS Service Management Connector, 2027
F£3 A31 B2# , B%EEBEH Service Management Connector £ A = Service
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https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
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Management Connector Eiff, MFHRFMENR , FSEAWS Service Management Connector
HIEXE,

BT LA AWS Health 482 JIRA # ServiceNow B4 |, LUZBUIREMREEA. EREENEE
LAR A Service Management Connector (SMC) B EFEAMEE 4. B ) SMC BS AWS Health
A LAfE &R EventBridge BAHEEMEBEH , BBEY., BRFFEHR JIRA EFEM ServiceNow =
.

A UAEAEBSBRENEREESFEUE |, £ JIRA 1 ServiceNow N EZEEZFEEZMNEERES
| WHEEFEZHA AWS Health BB THEFRE.

WEMEA SMC #EA1T ServiceNow BEHFMEN , 5B ServiceNow AWS Health FHE S,

MFEFEH SMC #1T JIRA Management Cloud B &M FEMER , 5528 AWS Health JIRA 7 .

#XE EventBridge # 8IS Eix FEHREH AWS Health

W] LA I Amazon EventBridge $ 8l , IR ERFT A XAF AWS Health SH4EHAM fRIE. EARE
XNMIEERES, EventBridge REEHREEAREM AP, R EEALWIRERABIE LB/
AWS Health B4R A, ZFE T #BUM1E EventBridge HEXE R BRI LAREEN AWS Health B4 |
=28 (Amazon EventBridge A EIERM) PR EAEEEEREVRANEAEREERELH
Al

RIBEHES |, EventBridge T EENE S EFTIB E EventBridge R A , LMEGFRABHEARHIES
AWS Health FIE4, S$RBHEEEARS] , BUEEESE T RissueBEHER N LEERLE. &
RASMERBREHSEEEREFEARN , B R EEATACTION_REQUIREDREMMMFEA
EEMN AWS Health B, ATHZ2FERARFES , RS EFEASECIRITYS GBS ERE
AWS Health ERZE4H AWS Health =4,

BRI ERESEGEARGIRBRIBENRUBENEETENSH, BUUE PREBEHMIEAREZSE .
AWS Health =4 Amazon EventBridge &g iR, R AILATE EventBridge AN AR EHER -
ERAERNERASMEHFERTHREEH

£ APl & AWS Command Line Interface

HRAMNHIREWHRE , A PutRule APl RES aws events put-rule@m SREFHEHER,
EZERREH AWS CLI % , F2E (AWS CLI v 52%E) /M put-rule,
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https://docs.aws.amazon.com/smc/latest/ag/smc-end-of-support.html
https://docs.aws.amazon.com/smc/latest/ag/smc-end-of-support.html
https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-visual.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-wizard.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-wizard.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
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AWS Health EREER

Example#i 5l : {£&+¥f Amazon EC2 FRIEHY R REER ER Bl

THEHRXSE R RIREE Amazon EC2 RN EES 4

"detail": {
"eventTypeCategory": [
"issue"
1,
"service": [
"EC2"
]
.
"detail-type": [
"AWS Health Event"
1,
"source": [
"aws.health"
]
}

Example$Bfl : FREFTE EBYEFTE AWS Health BHMR A , IR BN EWBHREH

THEHENSEURAREREE BENFTE AWS Health B4, SIEFTEINEmBEHREH

"detail": {
"eventTypeCategory": [
"accountNotification",
"scheduledChange"
1,
"actionability": [
"ACTION_REQUIRED"
]
},
"detail-type": [
"AWS Health Event"
1,
"source": [
"aws.health"
]
}

fiEF APl 2 AWS Command Line Interface
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Example#ifil : 2Z @R AWS Health EHBEBRINFIEEHERESR L

THEHERXSRIRA , UIEE=FE AWS R <2 issue. accountNotification#
scheduledChangeE4EEFEAIHE4H . Amazon EC2 Auto Scaling. Amazon VPC # Amazon
EC2,

{
"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VpC",

"EC2"
]
.
"detail-type": [
"AWS Health Event"
1,
"source": [

"aws.health"

]
}

IR EAER P ERE Amazon Q Developer BAEE FEHREA
AWS Health
B L B EE I X A B ik W AWS Health ZE4 | fl40 Slack #1 Amazon Chime, 7] A

FERALEHRDNTRESERRAER AWS MERRENREH AWS RISEE, A%, &9
L& AIERY AWS Health Dashboard SAE—5 T #EE T, Hlan , MR BIEFEEE AWS IRFE

FAWS_EC2_INSTANCE_STOP_SCHEDULEDHE#¥ER | Al AWS Health E4 mJ A E#EEREIEH
Slack $83&,
SOIRIGRHE

FRiaEA 2 , BLEERTIEE .

EWRERRRPRE Amazon Q Developer LA 45E & 91


https://health.aws.amazon.com/health/home
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- EEIXEAEXFFEA Amazon Q Developer FREWBI XA Fiw, &7 LAFRE Amazon Chime

M Slack, MFEFMEF , F2EH (WXEAEAEESREHE) PHENKEAEXFHKRER

Amazon Q Developer,

« ERMAFTEA Amazon SNS £, MREEH SNS £&E , BAIUEABRANERE, NFFHEE

#:,

5528 (Amazon Simple Notification Service Bz A E#87) FH Amazon SNS AF9,

EMXRERZERX A Amazon Q Developer #U8 AWS Health B4

1.

o & w0 DN

EfE (Amazon EventBridge fEA &) PHVIERT Amazon EventBridge FEXEM Al , LA
AR EEREHRRRNEAEREERELHAA P AWS Health BLRKE4, EventBridge
WMEHMERR , FFSBERE EventBridge 17 B LUEX EHAIEH AWS Health,

a. ELTHREBEHEINNRER , FEEXNRR—THEES , LIEUTET, UM Rt9H
AWS Health B BRIV ENPRALS . F28 815 EventBridge EH AWS Health =4
SDERE,

"detail.page": ["1"]

b. BEFEBER , FEE SNS =&, Sl ERXEAREXEEAEK Amazon Q Developer FfE
FI#HE# SNS &,

c. TERHEBEFRUEUKRA,

EEZUREAEZEAETEAPH Amazon Q Developer,
BIEENIMRAF , flMEHN Slack SHEER , RRIBERE.

B - ZHAEERS , StHTERELESE 1 IS EMNAERE SNS £&,
BT

& AWS Health #$E4EE 2 FAEH AIM EventBridge B , AWS Health S4 2 HBEENIIR
RAF&wH,

BEEM4E8 , BIAE AWS Health BRIRFEFTEZEA,

Example : AWS Health 4% E Slack

LTRERRI (H#FEIEILEP ) EZH+H Amazon EC2 H Amazon Simple Storage Service (Amazon
S3) 1£ Slack $HE A HIR A RIE AWS Health EH &,

TORIRE 92


https://docs.aws.amazon.com//chatbot/latest/adminguide/getting-started.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-visual.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-wizard.html
https://console.aws.amazon.com/chatbot
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AWS APP 11:46 aM
ﬁ’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
! AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

£ EC2 MTHEE LBEHITRE , LAEE FHEH AWS Health

Z L BB {LE FE Amazon EC2 #iTRIBHIESHME{E. E AWS Health S 4EixE AWS &1
RSB | &HY EventBridge R RIEZZE o LA A AWS Systems Manager BEE{LXHEEE |, AR RKRE
BEETEA.

Flan | EHERE Amazon EC2#{T{EBERY Amazon EC2 #1TEEEEASHE , AWS Health &
#SAWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDS# 3R EIXZEHEK AWS Health

£ EC2 #{T{ERE L A BTIREN B EEHF 93
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Dashboard, E&RAEREWEAFRE , BUEBELENRBHATER. W—XK , ERTL
FBHITELEF,

® Note
= E BBt Amazon EC2 #1TEBMENE , 11TER X AR Systems Manager B,

MEFHMERR , F2E (Amazon EC2 A EERM) THEA EventBridge B &1t Amazon EC2,
Amazon EC2

FORIRHF

BB AWS Identity and Access Management (IAM) BUR, 23 IAM & | IREFHBNEME
B, FeeEBIRAL

B IAM BUR

AERLER  AENAGEYEFEEIR. LBEREHAGAREITEENT. LEFE
IAM £ AR ER JSON BEKimESR.

B IAM BER

1. BAAWS EEFEAE WHEBMRA https : //https://console.aws.amazon.com/iam/ # IAM FE 3

Ao

EEEERP , BEEX,

i#1Z Create policy (I HX),

FHIEFE JSON EH,

BHRT 5 JSON , REREMmEER T ETEFR JSON,

o > oD

JSON

{
"Version":"2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Action": [

TORIRE 94


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_cloudwatch_events.html
https://console.aws.amazon.com/iam/

AWS Health EREER

"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": [

g

]
}I
{
"Effect": "Allow",
"Action": [
"ssm:*"
1,
"Resource": [
wxn
]
},
{
"Effect": "Allow",
"Action": [
"sns:Publish"
]I
"Resource": [
"arn:aws:sns:*:*:Automation*"
]
}I
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam::123456789012:x0le/AutomationEVRole"
}

a. 1 Resource 28 | ¥ Amazon Resource Name (ARN) & A AWS ZHRF 1D,
b. ZBHUALERRKAGEBAFEATERE. WEHIFER AutomationEVRole,

6. EET—F ER.

7. (ER) BAFEAEREASREY , SPEERTEEECR,

8. EET-—F: mH.
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9. EREBEEEL K @WARE , W AutomationEVRolePolicy FiE AR,
10. REREEEUAEEREATNGT. IRECHBERIRE  FRERVBX,

LBRERAGAURINEE. EFFHEER  F2R (AM EREER) PRI IAM BUR (£
@o

By IAM BB

BYBE2® , XERTIAM AR |, WBEEEIZAR,
A AWS REZI/E

1. BEAAWS BEEF#E WAL https : //https://console.aws.amazon.com/iam/ # IAM F 3

Ao

2. EEEERT , EEFAG K ARBEEVAG,

3. ¥R Select type of trusted entity (ZEUSEHERRER) , #1F AWS service ( R¥).

4. REEBAF BRELAGHRKEE EC2,

5. BET-F: #,

6. BWALEBMHWBERE , HlW AutomationEVRolePolicy , SREIZENBR 5 M B EUT B,

7. BET-F &8,

8. (ER) ZUEAEREATSREY K BPERENNEEASG,

9. EET-F: mK,

10. SFHABER , WA AutomationEVRole, LhEBEBMABEBET 2 IAM BUERH ARN FHIRI A

AR,
11. ((&H) 7£ Role description (A& REA) - , WMAAEKNRHA,
12. REAE K AREBEEIAG,

MEFMES , F2HE (AM EREERE) PHE AWS BBEEIHE,

EREEERE

K%, BUNEMMEYAGHEERRK, BLEATHILERF , 8% EventBridge T AP RIEFLA
&
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console

AWS Health EREER

EMAGNEERX

1. BAAWS EEFEAE WHEABRA https : //https://console.aws.amazon.com/iam/ # IAM FE 3

L
Ho

EEBEERT  EEAEG,

£ AWS IRF R ARBES | BELEIYNAGER , HIW0 AutomationEVRole,

i#1Z Trust Relationships (SEBR) EE , AEZIEE Edit Trust Relationship (fREEERRKR).
STHTBUR N, BT 5] JSON, BERRTERRBUR , WAEERK JSON MEIHNVE,

o M 0D

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Sexvice": [
"'ssm.amazonaws.com",
"events.amazonaws.com"

]

}I
"Action": "sts:AssumeRole"
}
]
}

6. iZ#E Update Trust Policy (EFEEEXR).

MBLMET  WSM (AV EREEM) FHEUABEERE (E84).

##3 EventBridge HY#R Al

IR ILFEF1E EventBridge TR EHPEMURR , SMEL LB BF L M EE PERZ IR/ EC2 #1T{E
8

BIEA R Systems Manager B B1{LB)/E#Y EventBridge #i 8l

1. 1&Fh https://console.aws.amazon.com/events/ BAEX Amazon EventBridge £# &,
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/roles-managingrole-editing-console.html#roles-managingrole_edit-trust-policy
https://console.aws.amazon.com/events/

AWS Health EREER
2. HEEEBRK Events (BH) T , #IZF Rules (3R H),
3. EEREVARNEAEL 6 WARANZBINER,

4. 7£ Define pattern (E&#EX) T , i#F Event pattern (B4#ER) , A%IZIZE Pre-defined pattern
by service (K [RETALEERER),

SHY R AR | 1B AWS,

HYRBER  BEEERE,

SHHSEM4RE | ERERTEERESH,

BERE (KFE) R, REBEE EC2,

BIZBRTESHEAEER (ScheduleChange) , %122 scheduledChange,
10. ERRESHEAERE (BX1H) A AREESHRARRRE.

© © N o o

Bltn |, ¥R Amazon EC2 EBS X ENHT(EEE | B2
AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED., &F¥f Amazon EC2 #{T{EEE
B IT(EEE | 122 AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED.,

11. & Any resource (fEEIR).

BB EXNTRREGET SIH L,

Example
{
"source": [
"aws.health"
]

"detail-type": [
"AWS Health Event"
1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
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}

12. #71i¥ Systems Manager Automation X E &, EEBREBET , &% B &E#EEF SSM BH1L.
13. ¥H Document (3 f#) , 551EHE AWS-RestartEC2Instance,

14. ERREBBLBH (REABLSH )  RREEFH AEHR,

15. EBARKRULD , @A {"Instances":"$.resources"},

16. $TYE—@E®M , @A {"Instanceld": <Instances>}.

17. BEFERREGAC K REBREFLEIWN IAM AL | 0 AutomationEVRole,

1M B BRI TR,
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Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation L
Document
AWS-RestartECZInstance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

MREREEFVLE EC2 H Systems Manager FFAIFIEEBERNIEE IAM A& | BN A
EETEHBRERFER, MEFMER , FSELRES

18. BEEE I,

WMRENRFPREFESERAUNEHY | EventBridge BN BHEXZLIEEN B R,
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24 . AWS Health 4 Amazon EventBridge & & # A

LT 2 AWS Health SR ERER, EF—FERERT  FHEASBIRABTUT., @FEARSERS
BHERERRCRER.

AWS Health B4 B ER

AWS Health E4EEHER

B8 &t EA W

version EventBridge =
A, BETA
IIOIIo

id EventBridge =
ErRIME—E
B

detail-type FHEFARN =
A, HR
AWS Health
B, XE
M{EA &AWS
Health
Event#l
AWS Health
Abuse
Event

source EHERSE =
RiR. BHR
AWS Health
=M, %
BNER
aws.healt
h

$# . AWS Health E4 Amazon EventBridge #&#& & 101
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2% A W

account #iX AWS =
Health =4
# B ERF
IDo

@ Note
R
18
i
8,
wmR
rE
Eik
FEs
&

B8
&S
ik
7,
2l
ER
B3
L 2
&S
G
HY IR
E.
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ERAEER

B8

time

region

A

BAEXE
EventBridge
AYRER . 1%
X yyyy-
mm-d
dThh:mm:s
sZ o

AWS [E3 &
HIAFHY o

(® Note

i) |
VAN
g8
x)id
AWS
Health
E
s
7
Y &
.
B
T H
¥

#detail

entRegit

o

AWS Health BB H#IR
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AWS Health EHAEERE
B BT HE
resources REKRFRAZ B

HENWERE
B mMREAEMN
A
MRRESZE
NER |, Lt
NAZEA,
FHMEA a& AWS =

Health SE45%
MEFH E
B, itk EH
BHEHNEREK
TR,

'details' Z2EWEBELRNE

TR AWS Health E4EBERPHMBEASENASR,

AWS Health EHEBER . FHEASHAR
'detail' ZEIAR R EA BE
eventArn 4 E B8 AWS Health E4/ =

H—ZBAF , SREEENEY
ID,
(@ Note
E/4 ARN $HiEE
AWS RF = EiFRER
Z:ITEEHE_HI‘JO
FR % = AWS Health &4 AWS BR B

&M , I , Amazo

AWS Health BB H#IR
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ERAEER

'detail' 28R A

eventTypeCode

eventTypeCategory

eventScopeCode

B
n EC2, Amazon Simple
Storage Service, Amazon

Redshift 2 Amazon Relational
Database Service,

EERAY I —

W, Hlan : AWS_EC2_I
NSTANCE_NETWORK_MA
INTENANCE_SCHEDULED

F1 AWS_EC2_INSTANCE_R
EBOOT_MAINTENANCE_
SCHEDULED ., @&
E4BEEEZMAINTENAN
CE_SCHEDULED 7EBHtABSMR
BIAURIEHE

® Note
FrE SRt
HRE4HESH
A AWS_{SERV
ICE}_PLAN
NED_LIFEC
YCLE_EVENT o

EHNERRENE. XEW
£33 issue, investiga
tion . accountNo
tification
scheduledChange .

5 AWS Health E4 21
FREERNE. XEWE
£ ACCOUNT_SPECIFIC =
PUBLIC,

fim

fim

fim

AWS Health BB H#IR
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ERAEER

'detail' 28R A

communicationld

startTime

endTime

lastUpdatedTime

A

Itk AWS Health =438
_ég%BIJﬁo

Y I

%II

EEMEEA ID WAL TRER
{3 FA 5.2 EBE — AWS Health
EHNEHE., MBI ER
FID #EMER , iHBIMBRE
BHALE,

£/ AWS Health B9 EX
B, BA ID eSS EHEE
%, BEH ID EEEZBRE
Me— , a0 12345678910-1,
MEFHMBENR , F2RRE
EventBridge £#J AWS Health
EHpEBE,

AWS Health S4B E
B , #%8=\A Dow, DD, MMM,
YYYY, HH:MM:SS TZ,

BFRESE MR FRAEB T ER
HAYEFE

AWS Health =419 45 R AF
B, %A : Dow, DD MMM
YYYY HH:MM:SS TZ.

EEARRGENSHRMAR

AWS Health =4/ L)X EH
BFRS , #3X% Dow, DD MMM
YYYY HH:MM:SS TZ,

7|

fim

AWS Health BB H#IR
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'detail' Z2ERA R EA PHE

statusCode AWS Health E4EVARRE, =
X ENEDHE open.,
closed® upcoming,

eventRegion It AWS Health E4ERZE =
N EE,

eventDescription R AWS Health B4 E =
B, ECEARERSEHNEE
= M FHL

* language — AWS Health
EHHrAZESNER
B, EEBFHBMEHN
[BiFRE. FlM0 , 7 us-
east-1 EBHEP , EEER
en_US.

« latestDescription — &R £
AWS Health API & AWS
Health WS4 , BEETRE
AWS Health &M L.

(@ Note

HRLBEH  E
BEBRMNER , T
BEEHNBRERE
AC#%o

sa

/
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'detail' 28 AR R EA NE
eventMetadata A BEHIRMH AWS Health #Y S
Htt=4PEER,

- <FEERTR 1>- Pl
BERSW|EHTFH : "keyst

ring1" : "keyvalue1"
EAPEERNREYHEUR

RAEX AWS Health E4H
R

affectedEntities R AWS Health EHHZ &
SERNEREMARERNRES]

o

7|

+ entityValue - ER/E8 D,

« lastUpdatedtime — It & R/E
B LR EMAV R | &
A DowW, DD MMM YYYY
HH:MM:SS TZ,

- REE-ZHEEF/ER
WAREE, XENEIE
IMPAIRED, UNIMPAIRE
D . RESOLVED,
PENDINGHI! UNKNOWN,
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ERAEER

'detail' 2ERAZR

EH

totalPages

backupEvent

affectedAccount

A

AR ERWEE, MEF
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BERYRESCRRETHIET ,
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"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",

"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",

"endTime": "Fri, 27 Jan 2023 09:01:22 GMT",

"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"statusCode": "open",

"eventRegion": "af-south-1",

"eventDescription": [{
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"language": "en_US",
"latestDescription": "Current severity level: Operating normally\n
\N[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

11,
"affectedEntities": [],
Ilpagell: Illll’

"totalPages": "1",

"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

bR P 4$E AWS Health 4 - Elastic Load Balancing AP| & &

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:5772",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Fri, 1@ Jun 2022 05:01:10 GMT",
"endTime": "Fri, 10 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"

11,
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"totalPages": "1",

"backupEvent": "false",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]
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K S4

{
"version": "Q",
"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [
"i-abcdl111"
1,
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",
"service": "EC2",
"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",
"eventTypeCategory": "issue",

"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "01b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"affectedEntities": [{
"entityValue": "i-abcdl111"
1,
"page": "1",
"totalPages": "1",
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"backupEvent": "true",
"affectedAccount": "123456789012",
"personas": ["OPERATIONS"]

R4 E AWS Health B4 - Amazon EC2 #1T{EEE X

{
"version": "Q",
"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2026-01-27T01:43:217Z",
"region": "us-east-1",
"detail": {
"eventArn": "arn:aws:health:us-east-1::event/
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED_90353408594353983",
"service": "EC2",

"eventTypeCode": "AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED",
"eventTypeCategory": "scheduledChange",

"eventScopeCode": "ACCOUNT_SPECIFIC",

"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",

"statusCode": "open",

"eventRegion": "us-east-1",

"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"

1,

"eventMetadata": {
"keystringl": "valuestringl",
"keystring2": "valuestring2",
"keystring3": "valuestring3",
"keystring4": "valuestring4",
"truncated": "true"

},

"affectedEntities": [{
"entityValue": "arn:aws:ec2:us-east-1:123456789012:instance/
i-1234567890abcdef0",
"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",
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"status": "PENDING"

11,
"affectedAccount": "123456789012",
Ilpagell: Illll’

"totalPages": "1",

"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"
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"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",

"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T01:43:217",

"region": "us-west-2",

"resources": ["arn:lambda-1-101002929", "arn:lambda-1-101002930",

"arn:lambda-1-101002931", "arn:lambda-1-101002932"],

"detail": {

"eventArn": "arn:aws:health:us-west-2::event/
AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT_90353408594353980",
"service": "LAMBDA",
"eventTypeCode": "AWS_LAMBDA_PLANNED_LIFECYCLE_EVENT",
"eventTypeCategory": "scheduledChange",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "1234abc01232a4012345678-1",
"startTime": "Thu, 27 Aug 2026 13:19:03 GMT",
"lastUpdatedTime": "Thu, 27 Jan 2026 13:44:13 GMT",
"statusCode": "open",
"eventRegion": "us-west-2",
"eventDescription": [{
"language": "en_US",

"latestDescription": "A description of the event will be provided here"
1,
"eventMetadata": {

"keystringl": "valuestringl",

"keystring2": "valuestring2",

"keystring3": "valuestring3",
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"keystring4": "valuestring4",
"truncated": "true"

},

"affectedEntities": [{
"entityValue": "arn:lambda-1-101002929",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:01:55 GMT",

"status": "PENDING"

Yo i
"entityValue": "arn:lambda-1-101002930",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:05:12 GMT",

"status": "PENDING"

Yo i
"entityValue": "arn:lambda-1-101002931",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:07:13 GMT",

"status": "PENDING"

Yo i
"entityValue": "arn:lambda-1-101002932",

"lastUpdatedTime": "Thu, 26 Jan 2026 19:10:59 GMT",

"status": "RESOLVED"

11,
"affectedAccount": "123456789012",
Ilpagell: Illll’

"totalPages": "10",

"backupEvent": "false",
"personas": ["OPERATIONS"],
"actionability": "ACTION_REQUIRED"
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"Records": [
{
"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:usexr/JaneDoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "JaneDoe",
"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

11,

"invokedBy": "AWS Internal"
.
"eventTime": "2016-11-21T07:06:28Z2",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responseElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}
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