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N EZBR=AEABH T AWS KMS

AWS Key Management Service (AWS KMS) 12 Web REIRE4ANER X GRESI® , WHAZRS
mERBRMAEEFEUREER. AWS KMS RHEH AWS RBEESHNERESREERE AWS , EB
SPXEENEZ , RETFSBN — 3K, FoRERME BIBHESRENFHERE AWS KMS |,
1 B 485 ARFEFriR LRV TheE,

AWS KMS @ &iEiR AWS BEETEAKN Web RE., iR 5 REM RESTful API #84E , LAFEXR FIPS

140-3 BN D H X ERZ2EE (HSMs) W ETHm=ZRE [1] . AWSKMSHSM 2—EZ R+ 8

VIEREGmERE  EERHEATHRERE , AR NEREMANTEEMEER AWS KMS, &
ALEES AWS KMS keysEEN SR TEY HCOHW HSM R B IERERE, ELLRAAEEERER

BmERRITENAEREANE HSM LHNEERBARM, BRI ZE KMS £8 , SESHE U
HE&#® IDXRT. REESEEFEEN AWS IAM EBFERET , FREEY, MBRREHAEFFE KMS

WM, BE, RBIARIFEN., BUUEHEVEEZEZSRNWECK , REXHTUEEN/RE
A KMS £ FEUEHE, EXBRAELASHE AP REEESRNWEAEXSERIE,

s, REBAWS RBEHBEFEH KMS SIRNBBEER. WHERARETEFEBZFHFNKMS £
WA AR | RI2H AWS IR FEMZEE RS A MK,

KMS ( H5M

KMS HSM

KMS interface

KMS
host

KMS keys

AWS KMS 2 —& 2 BIRT , AE [ Web B9 AWS KMS E#F HSMsBiEK. EEX s BEHN oA
SR AWS KMS #8, FrEYH BIFER AWS KMS #24ZE5E18 Transport Layer Security @ % E
(TLS) 2 , IETE AWS KMS E# E#&1E, AWS KMS E# R AFF TLS #EERMHTEEIX secrecy.
AWS KMS BRFBMTZEEWER , HEHE (AM) HEHE A ER T BRME AWS Identity and
Access Management , Al ARAFTE H it AWS API 24E,



http://dx.doi.org/10.6028/NIST.SP.800-52r2
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EAXE=

BE -LEXRMBNR GBI ET 2 FA AWS Key Management Service.

AWS KMS key

(® Note

AWS KMS [EFE#MFERF X £8 (CMK) BiiX & AWS KMS key#l KMS €88, BI2X2H
BF, BTHHIEPESEE | AWS KMS EEF S I ATER — L84k,

RESBEEBERNBESI®, BT KMS £4 —18 Amazon Resource Name (ARN) , EF @&t

—SBEAFREE ID. AWS KMS keys E=1E5EH :

- EEFEENSE -FREUVHRHEFZESHBNAMBHNEERR, HHELSMIBHNFT
BFER#FEELHA CloudTrail B,

- AWS ZES#H - AWS BV M2 H WEBERMNSBBEE AWS ZEEH  EREF 1 &R
AWS IRF, BEF AR AWS ZE S|V FEEERHM CloudTrail B4 , BER/EZEEEL BN
FAAHE. srHELSBIZHNATERRBEEHEA CloudTrail B,

- AWS BEEM SR - B &8 By, WEM AWS ARTRE AWS RENRBMZEE, BF
#|EEE CloudTrail AWS BB €8 P ESBBIRIEA.

Bl#&

B KMS SRMEEABNEAE SR, Bl& TS AWS KMS API BRI SR ID BRERA.
AT A
BIEE KMS £RMHEBER , AREREWMNFT I, ARBRAFEERNEMER , W5 AWS
RF FESE RN IAM B,
&
—FATRIY IAM TR HERFEREAR AL F L8 E SR IAM BERKER KMS S| EIR

A, RTFMEP—ERZRRESR AWS BB MAER KMS RGN EEFFT. EREEER
FEZ AP FUUANERT , REUTRFEECALHESRAREHNBENERBITIELS THE,

HSMs EEAMZHBRFEER , 5 KMS £|MHREFE. AWS KMS AFFREERIGESE KMS £

RABNERSR, SMNITURRIUMEXF (RINE) ERERNNBERNSRED, ERSRATL
RHBORIFHEN (ARERLENAEIS).

]
&b
N
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nEXF

Ry H AWS KMSERBEAZTFMEXF , LUBKRERE. MEXFESMENES , EhaEs
HABEMBREFPERAZ KMS ERNEMEF. MBNERSR/RER KMS £RIFEEZNE
N —EERE , BEFMANNR 4 KB WERERAILIE KMS IR TINE , LELENEXF,

mERA

B AWS KMSEZREBEEFAEBBHHN Lt EAN S|/ EHMRS ., AWS KMS FEHERFBHIMNERR
FENLB, NFAREHACHBMEBEN AWS KMSIEMZEXF AAD, KRB EAREAN ,
TEEFBRSHR (IMERE) BER, ENRER , ASEHATETERDTHBEZRE. NE
NAFEHAREHEMERBONENR. LERATHBEEFBITER , I FTEE AWS CloudTrail
BiEs, Hlin | EETLAEE A {"key name":"satellite uplink key"} WEBEH KRG R ER &8, REFEH
SHREEIEE "SBEW. . "HELITSM, AWS CloudTraill WIEEB., LWEAERATRME
ANRE , UTHRARFEREEN KMS £58,

INES
EAFHBET (RSA MWE RIS B, AESWRBLEAELWEN (AT, . MELRT
UAAYSRERERLE-LESWEHEENBANOER, WARUEERE  AELMAR
REEE,

KR

EAEHBERE (RSA IEEmMR) B, RESRERELE-LEERYN "RAETH, . REERA
RBZENRNEYHUHES, HBEEKMS EREL , REEREHE HSM PNE, EREHERE
HSM WyEHIEERRE+ , WA EEREENRRREEFRAENRERA,

AWS KMS %it B &
AWS KMS HIEZETRFE T HIER,
A

Zime T RNMAMEERE PRENHAMRBEER AWS, E—RRFEZFTRTUANERERD
RENAKEEH,

EEER
RN ERAZINCERNEE 2 FIRFBRNFE. REEMEFITELAEXT KMS £i8, &

BRECRIEELEEREE, EYH HSM HITEEBEMF , FEFZ S Amazon ETHEH LU
BAER  FREZHEN AR EFIE,

REtEE 3
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RIEEN & ik 2

AWS KMS 1R 44GE AR Bt IR < iEE Mk 8B RN R R wEFRE AWS,
B [EE

AWS HFERHFTEREHERFIRNEFREHABIER, TUE AWS EBARRERAE,
RERBFHEERIR
HREANBGREIRREEFTIRANEREFTES , ML AWSKMS RE TS mE KBS
AR B T R
B

AWS KMS 7£ AWS CloudTrail B H e ZGiR=SMNERAMEE, B ER AWS
CloudTraill B RREXRER=SEBOER , 28 AWS BRERREEH L8,

ATERELHE, AWSKMS RAEBE—HEE "#HiE. B AWSKMS EEFHREETHMEH T
(BAE NEETF, ), MELSEEEEMN—E AWS KMS [RES. HSMsHEE ¥, &8 AWS KMS
EHEFHEEETAR , HY2ARNRBEBSENAENLELBY. HSM EEEANAENLES
@Y | AEIRE HSM RERSH MR LS,

AR WA AWS KMS REZHN SWMMEEMBWEMBER, EEAXMAF , EENFNNBE SRR
EREL THE, 3 TEEMEL

BRITER 4
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AWS Key Management Service E

AREAFWNFEHRRBREESRE S AWS Key Management Service REFRAMVE. it HE
A JTE AWS KMS,

ES]
- BlRimEEATE
« AWS KMS key F&E

RIGmEES TR

AWS KMS A AR EN ZRRmZRE L , BRETURRE —ERENREZHEXNBR RS —EE
Bif, stHRZeBUENMEE  CRBBEFRERE (1€ FIPS &) BE EZPEIERRNBRRES
BEEE,

WAERAFTELE

AWS KMS £ E4+ &7 AWS KMS HSMs L #11T, HSM 8 BERENREHMBFTELS  HEAKA
AES-256 HJ NIST SP800-90A JREMFE# Y TELSE, THEATER 384 Ut BRIEREMFE# T
EEss , WHEAENANBEETES , MEESXFEIWINZE B ERETERE D,

HBERBRE (ERMNE)

HSM HERNFEE B WM MNE T EEERER NFFLE AES) , BRA 256 LT Z#MHY Galois 7t
HERET (GCM). ZEMRERHY 2R URF L A S B B

AES-GCM RIEBHMBNMBEE, FRTMBAXFUELENEXF , CESHHNEXFNETES D
RENTMEMER (ZARTFNHERDN AAD) EES I RBRR. SoRIEREGHRBRERRE
FRERRRIR , TENEXFH AAD & RIEH.

BE, AWS EERERMNERFETE AAD , BRIRESEERSW/MER, BELEBERTHNEAEX
FERTR , FEMBERANFNMBREFMANF AAD cHEETTENENZGERE.

AWS KMS T SBZSRIBISSMMBEA , AWS KMS key TiTF 24k AWS KMS E4 £ @418, HE
A S S AHEI AT LUE ] RSAES-OAEP 5 RSAES-PKCS1-v1 5 % | LUEM#E AWS KMS HSM £
RRESIE, RSA Y S AWS KMS HSM LEAE, EANSEBMBEE AWS KMS HSM L ##
& | W A2 HI1E AES-GCM T E# M,

RiRmEER TR 5


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-90Ar1.pdf
http://csrc.nist.gov/publications/fips/fips197/fips-197.pdf
http://csrc.nist.gov/publications/nistpubs/800-38D/SP-800-38D.pdf
http://csrc.nist.gov/publications/nistpubs/800-38D/SP-800-38D.pdf
https://datatracker.ietf.org/doc/html/rfc8017#section-7.1
https://datatracker.ietf.org/doc/html/rfc8017#section-7.2
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SFHBERRF (MR, BURENRTRSA)

AWS KMS X ZHMZMBA M BT RECHAFEBSBIRE. FHBLRMEFRERBZEBNLTE
RULFERY  TARNMBNBRZIBENEERE  ETEREARME, DESRKETER
AWS KMS BERRINBME, BAILUER AWS KMS FEIL AWS KMS API BERER N AEEH# |
HTHLNESMIE HEFER AWS KMS,

AWS KMS % & =R AN FHBERE.

« RSA-OAEP (B MN%) B2 RSA-PSS # RSA-PKCS-#1-v1_5 (AREEBMNRR) - HHETEANRZLE
R, XERSA€BRE (LA LTAEN) : 2048, 3072 H 4096,

- HEEIMAR (ECC) - BERANKEBMERTE., X ECC #i#E : NIST P256, P384, SECP 256k1,

- BEFEGRE - TENEFEENFT LGB EGREEE L, XEEF
ML_DSA 44, ML_DSA 65 1 ML_DSA_87 £8& K/ NIST FIPS 204 Module-Lattice B{u 2 =&
&% (ML-DSA).

FRIUTERBEARRVBRERSB/ITERIINN LB, AWS KMS FRHSBITERE (KDF) K67

4 AWS KMS key T B X INZMEETFILEE, FTAE KDF RIESSMEMA StEEEEXFH KDF (A
HMAC [FIPS197] 88 SHA256 [FIPS180]). 256 i TATA &8 AES-GCM R , LUNBR#ER
EFERNTE,

AWS KMS B HZH AR H

BNFEERTAREDTTM AWSKMS EBCHENWBERAETE 2 BE. IERKEERFEHEMER

NEFEEE L (ECDSA) £i8% ., HETHBHEHSEE (CMS) H#EE MEZTERE (ECC) EEZ

I EF R X9.62-2005 : £RIREEN LB REZIBHE - BEMRBNREEE L (ECDSA)FFIER
#) ECDSA, BEFERBTEFEIEEE MY FIPS PUB 180-4 (15 SHA384) RiEEN R L HZE
EEE, SR secp384r1 (NIST-P384) E4,

HEMR

EZ2ZRmERRTFEANELZBREHNE. FHNEFAMERZERRBFESHRAEBA
B. B  —(AREXRRINFEZR K, 5 —ESREESHAE LR msgKey (ERA T MEA
EmMELWN). EHEEBMBZAL : ciphertext = Encrypt(msgKey, message) R, REAS SR
FERRIFRESHE | encKey = Encrypt(k, msgKey) #1TIN®., &% , $EMEE (encKey, ciphertext)
HERE - ZBIEHMEALR

FHBEIRBE (MR, BUBENEERF) 6


https://csrc.nist.gov/pubs/fips/204/final
https://csrc.nist.gov/pubs/fips/204/final
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-108.pdf
http://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1_final.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
https://datatracker.ietf.org/doc/html/rfc5753/
https://datatracker.ietf.org/doc/html/rfc5753/
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf
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WA (ATFE k) AT SRR INBEN SR ARBZAL , URBRBENAS
AWS KMS AT REEEELRAFESR Y ABLERNEHNEER.

BT AWS KMS RIS RISV INZRThAEZ 5L , AWS Encryption SDK 22t FisE BN E,
BRI LAERAELERERERRELNERNMARMBZEZERNNZ S,

AWS KMS key B& /S

CHLRRERS LERBELSE BB AWS KMS key, KMS £ KXEESEBMAINASS  YEE
AWS BRI % &z B A E A Amazon Resource Name (ARN) #TEBEE, ARN SEEBELN LS
BEIFF , 218 1D, KMS £ ERBFEAEER REMBRFIEIL AWS KMS, ZIWE , AWS KMS
SERELENEL KMS £BABPIIH HSM #im£48 (HBK), HBK REMITHE HSM LEAE
B, WHRAKXKETEUMNXFHEAHK HSM EH., #Hxit , HBK 7% HSM EENAH S8 T i
REH, ELEHN HBK BAEEHNERZR (EKT).

EKTEEHESEMA. KEENRTHE. flm , REREWEEE KMS /M ARN, ERRENE
REEIRBREATNER, SUNERFHPELZE KMS £ , WHE KMS £ LREBE |, &
BAEREAM AWS EEER—K.

EREKMS £80EET , HBK AT U#IRA KMS €A, ELREERHE KMS £ AWS
KMS , SEM M HBK , B KMS £RZB B , A KMS €8N #ERA+ HBK, RESRERE
B HBK , ATARMBENBMI LI ZSRENER, BR , REEATHNRIBHEZSB LA RRER
=

'
HSM
DomainKey
HBK HBK, b HBK.,,
CDK, CDK, CDK,
CT, (o P Rl | | R

BT LOER RHEFER AWS KMS |, SAMEREH KMS £ REZREEN , BERE KMS £REREN
Hih HSM BN 28, SLSBRBATFER L] (CDK), CDK AIAMEERMBAMBEXF (CT) , fiE

AWS KMS key F&/E 7


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html

AWS KMS # i #mZ A&

N7, IMERMEZ, £ KMS R TNBENFIAEYH (FFREENERS HSM EENER ) R
REEBFFIYTE HSM L% AWS KMS,

AWS Key Management Service

BEN BB L FHBEZNEASEKETSEREESR AWS KMS, EFAEEIBE AWS KMSH TLS EiR
BEERE, EEEAR AWS RBRREEITHIFEL,

EREENSESRBEYESHRETRYP,

o | R £ 6B
BEes E1E HSM SRIEEPAXESE KMS € SAHIHR

iR (HSM B {3 £88) RRARK 256 fiLT
AES-GCM £ 18,

HSM &5 £ 256 1 THB LR RSA S isE SEHM (2
BAESE  ARGERFERNS AR
#  WLUEE LM METE R, — @R
%18 HSM 85 248/ KVS £4848
B , A keyld &R7Ro
FTENINZS S #7E HSM RIBR P ARMBESE  SANBER—
B8 256 {25T AES-GCM &€ R, LR
. REMAMBH HBK FTE. EREE
BEEERSH LU ST Z MBI 4% HSM Bz ShiaAlEfA e
ERECENHBRIFEBLH. Jf ey

£ HSM B0 8| TN |, AiEB
TLS BEERERENERE.

"AWS KMS TR R REE S RBHRARSEE—R , UERBEEENABEE,

ZAWS KMS &S AWS SE4H BEYNEENTES 550 8HKiR,

AWS KMS key P&E
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AWS KMS {5 F 2= 41

1 A 26| T 1% B8 % 2 R A AWS Key Management Service, £ —1{ER&8 214 Amazon Elastic
Block Store (Amazon EBS) Bk [E AWS KMS keys A AWS KMS #1TRIRESmNE, £ _E2
AFmERARR , TENAEAEHMBERREASR AWS KMS,

x5
« Amazon EBS ®{RE [E N
- AFmMNE

Amazon EBS iRk [E in&?

Amazon EBS MK EMEIIRE, BRAMKRERFEA AES-256-XTS &, EFEME 256 LT

REEE K LULEEAA—ES12UTHEESER, MWEESRESELIREPHN KMS €8T INE,

% 7 & Amazon EBS A MEHKRE , cXEEEFIE , TEERFHH KMS 8 TEAMKRE

248 (VK)o BAILUEIBIR# Amazon EBS RIEMHR KMS €88 , LB ER S8 , W MBFFEZEL

W ES®, ]I , Amazon EBS FH AWS KMS #E KMS €& KEE AWS KMS INZNHEES
encrypted VK

GenerateDataKey
(KMS key)

( ™
EC2 Instance :
VK -4 / Decrypt(enc) /

L\

EBS Volume @

KMS Interface

EBS iRk & 1Nz 9


http://csrc.nist.gov/publications/nistpubs/800-38E/nist-sp-800-38E.pdf
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THIHEREESHE A Amazon EBS B ENERETINE

1. Amazon EBS AWS KMS &I TLS T/EMRER1E KMS €8 THEMZNHMEESE K LiEnEN s
WEREFREER —RBER.

2. 8 Amazon EBS MG [ER , SHEUNEZNHKRESE,

3. EiB TLS AWS KMS H0l DR INFZNHEFEE S, & AWS KMS #Eil KMS €88 |, W #E+H
B HSM RH A B RUERMEZNHEEESI®, AWS KMS A% , 21%18 TLS TERERISHEE
SRERE T EHTEREA Amazon Elastic Compute Cloud (Amazon EC2) E#.,

4. G ELSBANIMBZENER A 2 Amazon EBS BBEEHNER ., Amazon EBS €R Z N
MR ESE  UWERRECERTNURESBTETRHBFER,

MEEA KMS 28 i01% Amazon EBS BfR EMEFHEN , 528 ( AWS Key Management Service
B AEE) F/ Amazon Elastic Block Store A AWS KMS , A% ) Amazon EC2 &g
) M Amazon EC2 A E¥EF) FH#Y Amazon EBS %,

F i i 22

AWS Encryption SDK @E#EA KMS €B8BTEEHMEBN API 21, NEXBENEBRNHAEFHEE
T, ESEMEE ., BFIHERARER TLUER AWS Encryption SDK R#{TE 3 iEF AWS KMS,

// Instantiate the SDK

final AwsCrypto crypto = new AwsCrypto();

// Set up the KmsMasterKeyProvider backed by the default credentials
final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);
// Do the encryption

final byte[] ciphertext = crypto.encryptData(prov, message);

RAFREARXTUMITUT SR

1. £ KMS R TRHEFERSH/OFER. ARSELNEHNERNSRNER S|P FRA,

2. ¥ H AWS Encryption SDK , X FERSMARNMET S . AR, RXFER SRS NIRRT
I BR o

3. MBENEREW|MMMENTALESHES RE — B F TS,

R F iR 10


https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/EBSEncryption.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
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| , )
GenerateDataKey ' Hello World!
///mmsmw /i 1 ——— ™| encrypted key key ello Wor
O, |

KMS Interface

encrypted key encrypted message

L

Envelope encryption of “Hello World!”

----------------------------------------

ERABREDEEERNENASETER  UEBEREMENAS.

final AwsCrypto crypto = new AwsCrypto();
final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);
// Decrypt the data
final CryptoResult<byte[], KmsMasterKey> res = crypto.decryptData(prov, ciphertext);
// We need to check the KMS key to ensure that the
// assumed key was used
if (!res.getMasterKeyIds().get(0).equals(keyId)) {
throw new IllegalStateException("Wrong key id!");

}
byte[] plaintext = res.getResult();

1. AWS Encryption SDK ZIHTERMBAEUMBNBNER S , WFER AWS KMS BEERE
o

2. &% AWS Encryption SDK W F & K £ AWS KMS,

3. A%, FREHNSRRMEBEAL , BEUKRMXF,

inlo!
. encrypted ke encrypted message
/ Decrypt{enc) J ' P Y P ¢
A 10

KMS Interface

- s o s s s s s

“Hello World!”

[w)
@
s]
2
=

Envelope decryption of “Hello World™

----------------------------------------

R F iR 11
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{EF AWS KMS keys

AWS KMS key RIERELH K THERE —NZETERZLEHR (HSM) RiFEH (HBKs), AFEREFRHA
WA KMS €38, EASBME  UROAMA. £/H. WIGRAMER KMS €8,

(® Note

AWS KMS [EE#MFERF £ (CMK) BiiX A AWS KMS keyfl KMS €88, BI2X 258
T, ATHHIEHEEE | AWS KMS EEFR S I ATER — L84k,

REFW KMS SRUEEFIMBRY LB , MTEAMR.

Enabled Key(s)

Rotation

‘/J\ Schedule
CreateKey Active key for
v deletion
‘ Previous
\\ Versions

Y

v

£

U CreateKey
- EASBME

- BRANER 28
- MBR £

- WRESBME

E0Y CreateKey

AWS KMS key =M CreateKey APl LI #E R,

LT R CreateKey 5REEEN 75,

’0Y CreateKey 12


https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html#API_CreateKey_RequestSyntax
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{
"Description": "string",
"KeySpec": "string",
"KeyUsage": "string",
"Origin": "string";
"Policy": "string"

}

ARIEFZEHRA JSON BB THER,
Description

(EA) 2RNRA. BERLEERB UGB EAEESRETEARNER,
KeySpec

EEEEVUMN KMS £REE, FR{E SYMMETRIC_DEFAULT &I HBMNE KMS £88, 12
FHREBNZERMSAER  MERTEEASRAEMSAALE,

KeyUsage

ESENER, BEA ENCRYPT_DECRYPT, SIGN_VERIFY = GENERATE_VERIFY_MAC,
JEEX{EA ENCRYPT_DECRYPT, WS HEREBINZSEBMS AER K MENEEMSBREM
SRIAME,

Origin

(Zf) IBE KMS €8N EBEMTIR, FERES AWS_KMS , ®R AWS KMS EEFMEE KMS &
S, EttERESHE EXTERNAL , RRERESBMENERTAEAN SRR
B KMS AWS_CLOUDHSM €88 | S &12 4|89 AWS CloudHSM EE T ENEHIT B EREFET
KMS €48,

BUR

(EA) BEEIS|/OBR, MREMEK , AISEARRBER (T5) BIASR , UAAFHES
AWS KMS FF TR RIRF M IAM 88 HETEE,

MEERBENFEMEN , 528 (AWS Key Management Service B AE™E) HH AWS KMS
P SRBERNER SBECR.

CreateKey FEREETE L ARN WEE,

arn:<partition>:kms:<region>:<account-id>:key/<key-id>
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https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/custom-key-store-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/custom-key-store-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-default.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html#API_CreateKey_ResponseSyntax
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R Origin A& AWS_KMS , £ ARN Z2# , 2iEB 2RI TEMRRIZHE AWS KMS HSM £
ER, UM ETEEL2EHE (HSM) fE0£88 (HBK)., HBK & 256 (U THI &4 , Bd KMS £i8r it &148
ID #HEBBE. ©REEE HSM LEXE , YARFKETEUMXFHRAEH HSM B 2%, HBK £8
B £48 DKo T®, ELMFEN HBK BAMZE LB FA (EKT). #A HSM AUREAFERAEE
SRMBESHZE , CEENEFSERAECRIFMNBEE Galois FTEEER (GCM) F 9 AES-256, iE
ECRIFNNZEIATRMARBI I MXFTELSRFHPEER,

EERBLERTA

EKT = Encrypt(DKy, HBK)

AEHN KMS RAZE HBK RUMEERRZBFL X : £ KMS R ERENRBEE | UREIB
HBK LN ZBiwmZFRE. HAEHRPAEBRFREN EERBN L2 AWS KMS,

BRT ARN 24\ , BRI UEBREUSBNEE  BEUETAEILNBBABZERE KVS 88
MEH ., —BRIEEE KMS £ , MAAFEAREREMBREDEL KMS £18, mMFTEFHHM
B , 528 (AWS Key Management Service BIZ A B158) HMERA BB,

LEREBHEE KMS £8HFEH. AWS KMS BAMBREN KMS £18 > My E B REBEK. 5
m, AWS KMS ERE % Amazon Simple Storage Service (Amazon S3) ¥ &#7%& Amazon
SIBIFIE LEMBER, T8 , HXEMZ S/ FEREEURA KMS €81 FEBE. WFE KMS €18
BENEN , 5520 (AWS Key Management Service BI% A E#E/E) HHIAWS KMSH B 7 B % BTz
Bz,

EASRAH

AWS KMS Rt —E#& , AREARAR HBK WEAIBHRZER . W W CreateKey HATIR , B
CreateKey i B EEERE A EXTERNAL B9 Origin BEFEAE , FEIFTTEER HBK HEE KMS &
i®, HEFR ImportKeyMaterialAPI FENYEE A B IEARZM B, 0] LUAE A b ThBE SR 12 ) 2R 1S Hm 32
MENESREBEINMAM, MREEALINGE  BEEEREPHELSBNEENM A MISEER
E. NEEASBMBNTEFHEANERE , 528 (AWS Key Management Service BI& A B35
) FHWEASBME,

ME0Y ImportKeyMaterial

ImportKeyMaterial EREEANLEN HBK ZiEREFME . BIEHEMRHLER 256 L THES
8, CHAFRARIE GetParametersForImport ERWERLAE ST WrappingAlgorithm A
EENEELETME,

EAS®/R 14


https://docs.aws.amazon.com/kms/latest/developerguide/kms-alias.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ImportKeyMaterial.html
https://docs.aws.amazon.com/kms/latest/developerguide/importing-keys.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetParametersForImport.html
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ImportKeyMaterial EREFEAUTEIE.

"EncryptedKeyMaterial": blob,
"ExpirationModel": "string",
"ImportToken": blob,

"KeyId": "string",

"ValidTo": number

EncryptedKeyMaterial
ERAAESRNEZNEASCBMRSUERARBRIEESREEEN
GetParametersForImport FKRERE,

ExpirationModel
EESBMAEEBH, EItEA KEY_MATERIAL_EXPIRES BF , ValidTo S8 X4ESEBH

BEl, ELk{E%A KEY_MATERIAL_DOES_NOT_EXPIRE B |, 557182 ValidTo 28, EXEL
"KEY_MATERIAL_EXPIRES" F "KEY_MATERIAL_DOES_NOT_EXPIRE",

ImportToken

BEAZFSHEHRLAELBHMEE GetParametersForImport EREME,
Keyld

HEEEFE A S8 A RIAEEEBI KMS €488, KMS €488 Origin #4782 EXTERNAL,

ERLAMBRMEMEAMBNEASREMZEEN KMS €88 , BEEEEANRE KMS &R
fAHE M EREM

ValidTo
(CER) EANZRMEBHNERE, ESRMBBHE , AWSKMS SRiBRE®RME , BKMS £

BRI AH, & ExpirationModel BY{EA KEY_MATERIAL_EXPIRES B , WS EBAMXE, &
Bl B &M,

EFERAINE , MREA KMS &8, RITTEREENBH B AWS KMS 2RI £A KMS &8, EA
M SR ELBHE | EKT &1 AWS KMS 178 + Ml FR.

1Y ImportKeyMaterial 15
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RANER €8

{25 KMS R TF L SREBBHEBRETER, HHEEEEEAFREE KVS SMIAME > HBK
B ThAE. ERAEE HBK A1 KMS $MIMER. BANEABRAMENER  AEZEASH DR
KMS £ £ 8 ARN,

kR =8

BEFRAETLUER ScheduleKeyDeletion API RZ HEMIBR KMS & 8@ FFr A #HRIEEMY HBK, &

E—EEENBIEERE , % MERSBEFE /O AWS KMS, BBk KMS €88 , AWS KMS &3l
BITHRENZEFREELtX, 25F0E  SRFEAEAME , MEBARES Pending Deletion (151
BR). FRAZGRERESBOMETWERE XK, ScheduleKeyDeletion & LA T 5| £,

{
"KeyId": "string",
"PendingWindowInDays": number

}

Keyld

EMBER KMS SRMAME—FEBIT. BEEEXE , FEAE LR ID 3 KMS MBI ARN,
PendingWindowInDays

(2A) ERPE , LXBIEE, WERZAN, #EA7 £ 30 X, EREA 30 X, SEHEER
% , & AWS KMS MR KMS €& F A7 FE BB AY HBKs,

iR SRR

BRECAETURMAREFZE KMS RN EDFERIR, AWS ZESR —E8FHIR—X,

Wi KMS IR, SRV HBK , YR RAFMENNBFRNEREM 2 BATRAE. FIEERN
HBK AR LAGEA |, B ER It HBK A INZ R EME X, AR AWS KMS FEFHE KMS &
BTNBHEAMNENT , AEERENRER HBK TNENNEXFZEE HBK %, B AFER
ReEncrypt API BA#E KMS & #RAVHT HBK THEFELRMAX FHEM KMS SR T EHMEE[E
o

MERANEASRMIRNER , F28 (AWS Key Management Service B A B185) FHRIR
AWS KMS key.,

RRANER &8 16


https://docs.aws.amazon.com/kms/latest/APIReference/API_Enable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Disable.html
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EFERERF

B KMS €’ , TUARIITERR=RE. SELRA KMS |MMBERE , EXNUHRE
EEMBENF, NEXFELEMELD : RNBHERR (FAXF) B2 , HEREBNNBEEFAH
e BREERETRE  N—ENENEHD . MAXFEHD 2HE HBK #EBIRF (HBKID), tNEXFERIE
WA AT 2B B R TR T BAFE AR IR AWS KMS B2 44,

&
- EFMNZRC IR Y4

RIREFEAETTLUER GenerateDataKey API (E248RE API) , BRI ERENER SRIEIERENRE
iR, AEBREAMN API BENELRE. WEFHEENR , 528 AWS Key Management Service
AP| 2Z/F ) GenerateDataKey API,

» GenerateDataKey

» GenerateDataKeyWithoutPlaintext

» GenerateDataKeyPair

» GenerateDataKeyPairWithoutPlaintext

LLF 2 GenerateDataKey #&R&& %,

“EncryptionContext”: {“string” : “string”},
“GrantTokens”: [“string”],

“KeyId”: “string”,

“NumberOfBytes”: “number”

AAREZ A JSON BN TIIEH.

ELXERER 17


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
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Keyld
ARMZBER B RPN SI|EINT. HELEREZRNEBMNERE KMS 218,

HWANESH,
NumberOfBytes

BEEELCURHBENEY, HAKESE,

Al & % B KeySpec 5 NumberOfBytes , EFRERI R M,

EncryptionContext

(#F) Name-value (B#-B) ¥ , EP B2 EEFASBNNENRZEFHB®TRINEME
GrantTokens

CER) BTFFRBEE ARBTFREELSIEASBNGTT. IERTARTFFHANFMRE
2/ AWS Key Management Service B8 A BIEEFH AWS KMSH & 7 B fE BELFEUZ S,

illll
3

BREDT2E , AWS KMSEHIS B aifE KMS £ HEBNER+ EKT. BiFEIB AWS KMS E#H
BEHH HSM 2 BN SR ET/ERER | 18 EKT B EMNERNETAMBEAREREE HSM.

HSM #11T T SR 4F :

1. EEBRNEEMS  WKEFREERMHLERD,

2. BEMERRPAER KMS £ 2218 ID B EKT , BUEVBERA# HBK = Decrypt(DK;, EKT),
3. EAFE# nonce N,

4. £ HBK 1 N E4 256 {1t AES-GCM {TERNMEZ 88 K,

5. N Z 4 # ciphertext = Encrypt(K, context, secret),

GenerateDataKey & AWS KMS #H HSM BN Z£BE , S FREM BN NE L FE
B, AWS KMS R , &8 TLS THRBREHEXKE. AWS KMS F8REMIXFHNE
XF. IRREHEEMEBENF. MEAD , URER KMS £BNRE , AIELERERRE,

LT RO E,

{
"CiphertextBlob": "blob",

ELXERER 18
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"KeyId": "string",
"Plaintext": "blob"
}

ERERAREAMARAS K EHSBNEELRBE, MEMSH AWSKMS ERE£® (EFRERSER
H) ETRAFRNBZNREER , B LR AWS Encryption SDK,

ERS|UKEMERRR, i, ERS|TUER ReEncrypt API 24 |, RIZTEM KMS £
WNEWITN KMS £REFMEBER R/, WEFMEN , 28 AWS Key Management Service API
2Ed i ReEncrypto

&

MWEREE AWS KMS 27 KMS £ T mEYWH. BIFEEET , AWS KMS 7 HSM LR HREEEH
RIEmERE, it , EHRBETNIBNEEFWUG | BAUMENHXFEREAH 4 KB, AWS
Encryption SDK AT ARIMBERANAS. EBBHSZE AWS KMS , 2EEE KMS £#@MEEN B
BI{EA® EKT, EE# EKT ERMXFZNNBEAREERESFEMATHN HSM, ELEEIR AWS
KMS E#EBE P HSM 2K EBRFE TEREREE,

HSM €#1T T 5178 E :

1. ## % EKT LAER1S HBK = Decrypt(DK;, EKT),

2. EEFE# nonce N,

3. #£ HBK # N T4 256 Tt AES-GCM fTERNMZE 88 K,
4. INZHFELF ciphertext = Encrypt(K, context, plaintext).

MEXFEHEEOGEE K MANFZENSINEXFHIEREE AWS ERRETNEMLE, MRR
BRAMBENXFNNZEARR , URER KMS SRAVRE , A EEREREXF,

AWS KMS ¥ #THRZHNFISESI NZNENBEXFNNZRAT. SEAAWS BESE 4 REZEN
R AWS KMS EaF ol | 36 fE & 3 F R I E & £ i HBKID, HBKID =2 A JRER{S #2513 XX
F. % ID MEW D BERFIEMN EKT. ARERBSRBER, TFENRTNSEER 1D HEM
EAES IAM BURHE(TIR#E. Decrypt EBEUNMEEE,

LA & Decrypt FHRE .

nz 19


https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
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{
"CiphertextBlob": "blob",
"EncryptionContext": { "string" : "string" }
"GrantTokens": ["string"]
}
LT RBRSH
CiphertextBlob
BREPEERRINEF,
EncryptionContext

(EA) MBARAET. MRERE Encrypt HEFIEEN , AIXEREREIEE , FRBRRESK
B, MEFHMER , 536 AWS Key Management Service B A BIEBEHHMEAS.

GrantTokens

(BR) RTFHBE , ARETFRENTHEENT,

NEXFEHE EKT SERMEZEARAR , BB ERFEN TEMREEE HSM UETHEE,
HSM €#1T T 518 E :

1. ##% EKT , BUEX/8 HBK = Decrypt(DK;, EKT)e

2. 1e & X FEEBEEE nonce No

3. #£ HBK I N EiE4% 256 {7t AES-GCM FTEMINZ | Ko
4, BRI X F LLER{S plaintext = Decrypt(K, context, ciphertext)o

EENZR D X FEEBRE THEBEREDIG AWS KMS =4 | RAREB TLS EEED G WY
MEFERARER,

J’)\TIEE'@HFI/ (]

"KeyId": "string",
"Plaintext": blob

fi#25 20
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MRFUNEARAEERRAEXFNEEY , AIXFARITELN SR ID FEBM,

EHTINE S IEZ Y4

H—E KMS ERTNENBRAEFNEFUEBERNEZRSHEENMNBELS —E KMS 28],
AN KMS REARB[REFNBZER K MAREBEAFHNSRAXT. EREEREDR , AR
Nz,

LT BB RFEEo

"CiphertextBlob": "blob",
"DestinationEncryptionContext": { "string" : "string" },
"DestinationKeyId": "string",
"GrantTokens": ["string"],

"SourceKeyId": "string",
"SourceEncryptionContext": { "string" : "string"}

}

FEREZHA JSON XMW THER,
CiphertextBlob

EEMMBNERMEXF,

DestinationEncryptionContext

(BR) ENNBENREFEANNZEAR.
DestinationKeyld

RREMMEZEER 2 SRR 1D,

GrantTokens

(BR) BFFHEE , ARETREPITHRENT,
SourceKeyld

(ER) ARBEENZSRVEREIN.

SourceEncryptionContext

(E2A) ARMMBAER CiphertextBlob 2 i EE RN MNBAR,

Eiyikanyika: Yk 21
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ZBREFEES T ABERNBENNERE . BEPFNBEXFEEZEFNBEXFRSENAH HBK THEZE

TR KMS &R THER HBK, EWSTHERN KMS RMEER , kST F MEBE X FRER
Y HBK B ERFHTMAR HBK,

BT 2 EIEREE,

{
"CiphertextBlob": blob,
"DestinationEncryptionAlgorithm": "string",
"KeyId": "string",
"SourceEncryptionAlgorithm": "string",
"SourceKeyId": "string"

}

MRFUNEAEAEERFRERMEXFTHNESMY , AIXERFBERMN SourceKeyld 2 FEHIM,

Eiyikanyika: Yk 22
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AWS KMS AR /E

AWS KMS AEBER LIRS Bt £ B ERRHREARE HSMs.
30

.+ BERBERE

- AEBRZS

- SEHSRWERER

- BAKRE

e 320 0 48 J AR B

WHEEREE AWS KMS BRIGEES AWS EiE BARE. #HEaes —HTEENER. —E8
A, Uk —EBARIAETRNMETR, RESRKREEBRNEEKEN HSM 2B A, MEHRER
TR R

=%

R 2R 58 B L B Y M 2 AR
&

BRBEXEN HSMBE , 8 ELRHESRNLEHESR.
EEXRE

KRUBEHEEFNER, LARESRNA® AWSKMS EEFHRBEH ) HNEE,
HA

HAREBERTTEEE HSM LT THHRBRREE,
mE TR

BRiE@EPEANRESHR HELM) FE.,

TERAMRBEEAR HSM, HSM BEIRE 2 BNBERESREDS S ELNBRFR.
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TR

RIMPRIFTE HSM A —EEEER , DK, }, ELTREZBMIREELEXNLA, ELNESE
ARG R LA FE A = BR#E & BV ET HSMo

—HEBEER DK} — e —EERATNEESER  URBECSFANEESR, SHhRAES
i, UERAWS FESREENERS - £ 1 52, ERASRWNHE , MEENFREESRTM
ZMNHEE KMS £RBEEFNERATRESRTEFRNE. FERDNBEESR T ARIMBEMTHH
EKT, E5ARKEHBRASS|/RBNRERN , BHRNEH SR IERARER L MEN EKT,

E B HEEF R

FECHRSRERHGZSEECBNRE, EREBFELEMARELREAMERTH, BEHRE
SELABRLHNBEFTR.

=%

P RER Bl t E E RV B LB R
&

BREEKEN HSMBE , SEEBRENHELNE LR,
BT

B, AFRESRURRREBBECEENAGTEE,
A

W E BB EG T HSM BEKE L BT T HERAEE
ENEA S SR

EHNZNESEER. AEcREHLASERENRERNEETNE , SREELFHESR
o

BqE
HSM B4 2B RENERE , LEREHMEMREBHMEHEKE.

EHNREFHEREENERKE , ARRRANERRAE,

BEEi 24
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\ Labs
EIR A ARRE

MEREREBMRRFNGTETEE, ELLFUREXPAPIEASRENBTE, BAHT
HSM S &R A , AR EHHBVAH SR, ELhTEUSAGTHERETRRE K HERET
EREBRRETETE (NTBHRR).

BERANBLCNREREN HSM B2 —HETEENFEBE IR, XFRY  URSREIUNE
WY, BBFEERF , AWSKMS EEFRAILNENMHKBEE , MEEEFSFHE—ME HSM L&,
AR EESEERATELHERNTERIARE, EREBMADTEZREMIFEBESERN HSM
&

HSM MA##AER  ceBREEZMEPERNRAY, ELRAEREAFTFEREETCRIEE
THRIWAREN DT, EHNEERZEABRFEFZMNCRE TEMRE AP RE.

(1) modify domain -

update domain

.
HSM @ state
L. o
i !
update domain

[ @ P e
@ update domain L )
i I’
o update domain
aM
& (@ state
L -

LRE R T g B EIRE, kEFESEESR

@ new domain token

A

1. B AERN G TEEEE HSM S,

2. RIS EAHNBEERE  YELAFHNELESEFZE. RETSEHR HSM LHREE | ERTXZE
EXSEBRARN HSM,

3. R A nEEAEMELNFEIEFATEME HSM , SUGE R R H A8 E 7 17 R EH R RS,

4. BIEFELNBEHFAPH HSM AL BR e S NBEFRN., EtalRBREREER  UERESE
FTE HSM KRR RE

HSM TS EZRILER. kit , EEFENHRSFREERGNRE , tMEEHMNELBEF
o WBER RIS EH M S ] ARG ERE D B =R E P K EE HSM.

BEF MMM ARERER HSM EEINEET AR, MERENEREEBREBEEIRETHN

EEREERE 25
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B

#F HSM BHFEME , REREBFMBREAENFIERRD s S8,
PN =i

& HSM IIAF@E , S HE B eBEIREERAFEERE. BENRISAFENERIEN
R, LB IS EITRE,

By

# HSM LR U8, METHRABEAE HSM 0% —BRIZH.
BUBERE

EESFHEABRREECRERHIACGCRETNERREE,
BuRE

ERE P ERNBERE R HSM BEHH HSM.
& SR Al

EHE HSM L BT SRR HER UL,
Lo bRt

RUFNBESH , CHHLBTAEATNELLMN. SRRRENEATLRBEEEALMR
LHBERETERBEENEEALR.
RNEEFAZ =

AR =M AWS KMS BEE FE& HSMs 2 Bl as T EEIR PR MEMHIETRED BFELN TERE
B REABEBENBRAE , URER HSM FRI§ E#BA W ER E5aE THERER,

HEFFDTHRIRATRAMNE-SEEXEDREBUHSM RENEER2RE, ECRITHE
FEER LT R T HERBRAARENRBEGSRETUNITIR KMS ZRNEE. IEEFRE
RYBAZ B AAE AWS Bl Ex i 28 32 BIRE.

EREM

ARTREARBEANLZSE , AWSKMS EAMETENEREINLSE, F-—BEERRLEHAHEBHE
ZinmEN RS SREVERERNES (857 2)F8 C(1, 2, ECC DH), B EHEELFEXESR

REEF RS 26
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HREIRR. MBREELELEELRHEMR Diffie-Hellman (ECDH) €% , AR EB# A ECDH HE
EWMOBEAN. WA EERA—BTRSR/NMENFEESIR (£ ECDH), ERFR C(1, 2, ECC DH)
HPTE. W ERREAEE ECDH,

FE_EESMEISER C(2,2,ECC,DH), EERAEEY , EFNE—EFEXEE 2R HEL, %2
MR|EEFH ECOH €48, EEFEZEAMEFESRAMETF SN , SESHK MM ECDH, E

EE® C(2, 2, ECC, DH) HfT4, EEH EHERETE A ECDH B ECDHE, FiE ECDH £ig#e
£ 4R secp384r1 (NIST-P384) EE4E,

HSM Z£i8 5%

WAL L RE AWS KMS & HSM, HSM #EEERE , MEAREHMERRIERENERATER
RE, EYVRCHE  SEAXENZRRESHREBRREHSM , UEERAGFEVHEARE, HSM
WBBEZBREMERASEREERMITIEED | IE HSM BHIRERERSER , SEAHNIEE
MBS E R

HSM APl #2EEZEBER G EBREETHETNERRIEE THEREETRE.

4 N\
Command Authgnticated APIs

Host & Domain Management

'Session Authen]?cated APIs
Customer Key Operations
HSM

. /

HRFENDT

HHBEND T RHEEEELRS HSM, FHHRATHMEY, BENRIUGMBAERN BT,
LR BNEERE, fl0, %6 Foo EEAE Bar WRMERKE , NWETRE. BUNBRIBUNBLAE
BODSE=EIR. F-IRIEDTEY  F_SIERXGHMECRELETEE  F=S=RT
MET,

ATSIANELEHS  BRRE—HEENSEXELESBNAG (QOS,} , UR—HAHEARL QR =
{Command;, Rule 4} , EFEER AR —EABNHNEE N {Role, N} HRMEMER A
T, mMTEREXEBRIR {(QOS} FH—HEFXEHE , FHHFESARTSIEHNRAZ—, W5
iR | ERBMEFEFEEE S REARER E H v RBEF R TR

BRL  HREBEGHESBNS Sigr = Sign(dO,q, Command), E—ZEBEFEXEELGEEGD Sigy =
Sign(dOp,, Command), #EZEZFNALEEEE HSM #1T. HSM BHITUTRE

HSM Z4£38 57 27
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1. R BEEZE  ceRtP@EREENEZTEN LGSR , URIHTSTLNEE,
CEREXEEEERSRENTHRAAL

ERFEN TERK

LN EWRESEEE AL AWS KMS EHM HSMs 2 B#11T. EL T RERREZSWMAVEILM
EAUREZE2NREREFELERR. ST ERBIHN HSM 2EH TEREBREBELHT. KT
FEEEM N EETHEREFTEMREN. EELTHERRLIATHNG TS RELANFERS

R, UARAECRANEZALS. BERRTETEETHARBEREL THERE , AIERE TFER.

BABESHE HSM EBRBEMBHITHERFTHN ECOHE WM E. RMMARBEME , A H
HSM SR, HSM thEEEIHS S|MMBN TR TR (SK) , ARBTETFERERNEL SR
. EHNERFHIERRNE , cBRBEBERLAEHNL THEERERER.

RBETHERINRE , BEEAS S EBETRY (dHOS;, QHOS)) M HSM &5 B RNEBER,
CEEAE A2 EFCRRL L A ERE EHEFHFEM HSM 2 B EAN TERERS
R, ELMERFHEAEAMBBENANNE , cRLBAISHHN TR,

-— (Qy, Sigy)

((Qz ESK, EKT) Sigs) —m

<: Authenticated Session > .
HSM Operator

RFEREEHERS  CRET RSB/ REENIZRA S RBEN HSM K8 2 By BURER

k=SS

1. REEMSESE ECOH BEES8Y (d4, Q) X EHE S5 £ Sig1 = Sign(d0S,Q) EHITHEE,

2.HSM EFEABANAEFRARBRICERLAEEB ENEE | WEY ECOH TREW/E (do, Q).
RE , CERBEFAMRUEEZBRENVRESR/EIERENES (85T 2) 5K ECDH-key-
exchange , BAFERR 3RS 256 27T AES-GCM €88, HSM EL£ £ FH 256 {ut AES-GCM T
ERRERER. TEFAXSNEBNE THERERSH  UERNEN TEREBR S (ESK). TE
SEREESR TN I ERBESRNBERAELNESRFTH EKT. % , tEAHS 2 WY Sig, =
Sign(dHSK, (Q,, ESK, EKT)) S EEE1&,

. EBEIHEFAHBENNBEFHARBICERERLNEE, AR, RETRSBEEARHY
HABRENRESBEVRBMNES (1851 2) TR EDCH €8x, ETREHEFE ESK LUE
BIEEBELE® SK.
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£ EKT BRHE , MBI TUERSHN THERESR SK , BEHMZNHEEEE HSM, EiB
LB TIEMEER , BERBEIMMBN G THEITE EKT. HSM SEAERSH THEER SR
SK E1TEIFE,

ZEASHRNERER

AWS KMS ERAE RIHEBEHEE , 1§ KMS £|F S|/ L R HSM BRE P11 AWS [EiF
HSM AWS [EiF, EEZNHMHEIERERE K EEEEN KVMS 2RMSERZEFH SR, 1§ KMS &)
H—EESEEEE —EAEESR , EEPH HSM EEZEEEF , HAEL HSM BV R FEBER B85
F, kit , BEHEEHERIRNASEZH Proxy REEEEE.

EERFSESHE , AWSKMS HSM EEMEBEAEHNEEAERRECRUEBREIIARE. &
BE#E LR (RSK) 2 NIST P-384 fi#f E#) ECDSA 28, BEEBED#HE —E RSK, HEE RSK
MaBTHEEAR AWS 2EIEFHAERMEESLA,

BERMRRED A BRIESBNEEAERSRENEFELIRNT :

1. [Ei5 B H#Y HSM &7 NIST P-384 iR L E4 —EEEH ECDH €88 , EEHZES8 B
(RAKB), RAKB W AE THHREBREEEZES A FH HSM,

2. B A Y HSM #Z1 RAKB W AB T , AKRTE NIST P-384 thiR L E4 S —EE R/ ECDH
£i8  EBHELE A (RAKA), HSM €7 RAKA 1 RAKB B AE T E#11T ECDH €82V &
B YREHTEHBESRESTEELE® (RWK). RWK RARMZEEEENZESE KMS 81
S|MHE,

3. RAKA W ABTHMFER RWK ZH 8RR REREEZZEES B # HSM,

4. [B1F B FHY HSM 121 RAKA I AE Ttlh , URER RWK INZHN €@, HSM BE RWK £
RAKB & RAKA HIAB st L#11T ECDH £ B B E M T4,

5. B B FH HSM €A RWK REREE A FREEH .

T AR 3

ARF PR B 4 iz SR A A IR AT A M B BEAR HSM W ER . ELBEF N SEFEER M A TR AR
# KMS €N EERFREM. B HSM REARENKE, FRTRA LENSE -RBEREZ
S\, BEAR HSM EEEIREPEREERA HSM REME,

AN EEREESTHAIA KMS €458 |, FEZ AWS 282 £ HSMs REREZTERERED
B —# KMS €88 KIREIEXR, AWSKMS keys FRAEANSEBHETIEESEREHEM KMS £
EBNTHAMRET. NE BELEHKE AWSKMS , EANSEBMETREEEEHEA KMS £48,
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BEAR HSM DU B EETEFRNER  HEFREZERUHEME L RER R ERNNRBEA,
BRERBEELEE—(HAWS Z2XEM—E AWS KMS RE8 , REMEBIULABEB AWS |, F &
MEELEN, ELENNERAZIRNIMERNNIR , ERF—EBREN AWS KMS BE T,
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AES

E PR N 27 AR 2
CDK

EFERNSR
DK
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ECDH

¥E[E th 48 Diffie-Hellman
ECDHE

¥EE th 42 Diffie-Hellman B
ECDSA
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ESK

E TR TR
GCM

Galois FHEEFER
HBK

HSM fi 7 &%
HBKID

HSM fi 17 <& 8% 38 5l 7
HSM

ERLZLRE
RSA

Rivest Shamir 1 Adleman (Z15&%)
secp384r1

B imE E E 384 (U TREM AR 1 (URAEE
SHA256

BERE 256 U TN REMBERE X

LElE = e S T EES
HBK

HSM &3 &% : HSM B £ E 256 U TR , RPITEBELAZR,

DK
MEER . PEE|ME 256 LT AES-GCM £, TEEMEANMAERE2EHA , LARRE
HSM {0 @R A HSM FRIEEM TR TR,

DKEK

RETRNZEER  BHESKNZSRBEIM EEEMN AES-256-GCM &8 , ARNMER A&
HSM £# RS @EMEN —HBEEER.
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(dHAK,QHAK)

HSM HE &8 : SERHEA HSM £ AR secp384r1 (NIST-P384) L #BE — 1B A< #4 7= £ B 5 E] gk
42 Diffie-Hellman I E £ 884,

(dE, QE)
IR ESRY  HSM IR I HEEL TR EER, EL I MR secp384r1 (NIST-P384) £

HY#EE #h 4R Diffie-Hellman iR, EMEEARGITES BV ETHETHNEZSR , MEEEE
FRPERASSRNEZESE  UREYT HSM REEH T ERR SR IURBHREN.

(dHSK,QHSK)

HSM #EZ&8% . SERHEA HSM E AR secp384r1 (NIST-P384) L #B4E — 1B A< #4 7E £ K5 ] gk
RENEBTBY,

(dOS,Q0S)

EEFHEESHRY  BREIMEHE TN AWSKMS EEFHERAROEMBEHSHEERII SN S
TEEEWR.

ERMESI® : 256 LT AES-GCM 38074 HIEE SHA256 £ HMAC Z 5 8iER &3 NIST
SP800-108 KDF #J HBK.,

SK
THEMESR  TEERSBREHNBBEEIREEEEN HSM 2 BIRAVEERFHE H R Diffie-
Hellman £ MEMK. XVHEHNRREBRB I HEEEHKE 2BNEA.

BRE

THMEAMBBAARXHEL T SR/

« Ken Beer , & - KMS , AWS ZEHR=
« AWS Matthew Campagna , RG22 HEL S T2

2E£&H

FE AWS Key Management Service HSMs BVAEEEE A , FRITE NIST EMZ2ERPLEBRZER
EEFEFTEIESER , WiES AWS Key Management Service HSM,

BRtE 33


https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules/search

AWS Key Management Service AWS KMS ZiGfmEFMEA

Amazon Web Services, —#t8#& (1.0 K ). "2F AWS API XK. . https : //http:/
docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html,

Amazon Web Services , "ftBER AWS Encryption SDK, , https : //http://docs.aws.amazon.com/
encryption-sdk/latest/developer-guide/introduction.html,

XEIBFPERARBRIEL MY , FIPS PUB 180-4, R2MEF®E |, 2012 F£ 8 A, A hitps://
nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.180-4.pdf BX 1§,

XZEIBFPEARBRELRY 197 , EMERINEZZRZEE (AES) , 2001 §F 11 A, A http:/
csrc.nist.gov/publications/fips/fips197 /fips-197.pdf Bl 1S,

ZEBBEFEEZELRY 1981, B MEFEF o BREBERE (HMAC) , 2008 F£7 A, At
http://csrc.nist.gov/publications/fips/fips198-1/FIPS-198-1_final.pdf B 1§,
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