adws

5/ AWS Secrets Manager #1 HashiCorp Terraform {R U E &l

AWS 7 %185l

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS 75 £1E5| £/ AWS Secrets Manager #l HashiCorp Terraform 7 5 B & %}

AWS 75 R#55|: EH AWS Secrets Manager # HashiCorp Terraform &

Copyright © 2026 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon WS EMEENB B AMEMIE Amazon WERBRYE , B TELUE M TREERFF IR
B, EMEIESME Amazon BEZEMN A XNFEH Amazon WEZMEENE ., FrEEMIE Amazon #
ENREENAHRSEHEENHE , SLHEETEMEBR Amazon , RE Amazon BEEBE , 7R
=% | Amazon &8,




AWS 75 £1E5| £/ AWS Secrets Manager #l HashiCorp Terraform 7 5 B & %}

Table of Contents

5151 OO 1
B B R ottt ettt et et et et et et et et et et e et e e e enneaene s 1
B B oot b e a ettt eete et e aeete st et et e eteebeeaeebeeaeest et e eteeteereereeneeneeneas 1
fEF Secrets Manager Fl TEITAfOMM .........ccovoiieeeeeee et e ettt e s teste e e eeeete e e ene e 2
AWS SECIEIS IMANAQET ...ttt ettt e e e ettt e e e e e e e e e eaaaeeaaaeaeeeeeeeeeessssnsannnns 2
=L =1 (0] 1 0 PP PPPPUPRPPPRPPOPPINt 2
B B T bttt b ettt 3
B BB S ettt ettt ettt et et e et e et e e eaenea, 3
BRIBBTR oot h ettt h ettt e sttt ees 5
BRI T E ..ottt ettt ettt ettt et et et et et et et et et et et et e e et et ete s etenneteneeteneas 7
CEaE T OO 8
B B B R R oottt b ettt s ettt a ettt r ettt sene e 9
REE Terraform AR R ABIBURIE R ..o 9
BIE AMAzZON EKS BB L. oottt et 9
g = R e e e a1 i OO 12
=10 SRR 13
AWS ST ettt ettt e ettt et et e et e te et e ate e eaeeareannes 13
FN R 5 - .~ — TR 13
= 0 TR 13
L= = OO SURRRURO 14
B .o oeeeee ettt e et e et eete e te e e eeteeeeeteeteeteeteeteeteeeteeeeeeeeteeeeateeteeeeateeeeateeeteaeeareeteareeateeneeareens 14
BB ettt s h e h ettt s st b s ettt 14
B T B A ettt ettt ettt ettt et et et et et et e e et e ae et eae et ete et eaeeaeaeenereanas 14
B o TSROSO 15
B B R oiii ettt et e et et e e et e ete e teeteeeteeeeeteeteeteeeteeteeteeteeeeeteeteeteeateeeeateeateereeateeeeeaeeateanes 16
2 2RO 16
A et —eeeee e e ————eeeeeaah——eeeeeeaaa—t—eeeeeaaaateeeeeeaaateeeeeeeaantreeeeeeeannrreeeeeeaanrnraaeeeaans 16
SRS 19
ettt e e e ——eeeeeeeea——eeeeeeaa————eeeeeaaateeeeeeeeaaaateteeeeaaasneeeeeeeaannteeeeeeaanrreeeeeeaanraraeeeaans 21
D RSSO ERRO 23
R RSPPPPR 27
ettt ettt e et e e e —ee e e e e ————eeee e e —te—eeeeeaa———eeeeeaaateeeeeeeaanneeeeeeeaannreeeeeaaannareaeeaannnraneenn 28
PSSR 30
o SO PERRO 31




AWS 75 £1E5| £/ AWS Secrets Manager #l HashiCorp Terraform 7 5 B & %}

L e e e e e e e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e s e nnes 32
PO PSP PTT PR PPTTPRIN 34
PO PP P PR PPN 35
O TP TP PP U PP PPRPPPPRP 39
P e e r e e e e e e e e e e e e e e aeas 41
Qe b e oo e e b e oo e h e e e e et e e e h e e e e n e e e e nn et e e anne e e e 43
R e e oo e oo r e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e 43
S O OO PP PP PPRPN 46
PO PP OPPPUPRRPT 49
U e e e e e e e e e e e e e e e e e e e e e e e e e e e e e r e e e e e 50
Y PO PP PSPPI 51
L PP PSPPI 51
AP PP ROPPPUPRRPT 52

liii




AWS 75 £1E5| £/ AWS Secrets Manager #l HashiCorp Terraform 7 5 B & %}

£ AWS Secrets Manager 1 {REBURE X HashiCorp
Terraform

Amazon Web Services ( EitE)
2025 F 5 B (3L EEE%)

EEHRER , A FEEAEN, WEFRENER K SERREEENEARBHENBEN LRI,
ATHBRBEEWERS  FRAKEERREEERTHHREN, RERRERRZENEHRMWTR
R, AWS Secrets Manager AI A BI R BERIEP BB ER B AME

FIETERPERBHNREER , HlMamH# Secrets Manager BWE , AR A H AWS Lambda
BERRBBERNNRE, CHREMESR K RPUNAFHAKEXZBREENEERR, &% , ©UH
B EBMFNERAMF , flanEF{, TerraformBESMBBEEE,

HashiCorp Terraform EEZHFAAERNWERR AR (1aC) BAA R, T8 , FEHMREBER
R FTerraformB BB ER, NEMIEEA Terraform EEHBRERNREER , UREYL
F{EH Secrets Manager #%,

BHREHR

AEmRERAREETerraformAE 1aC R FRWER., AERmANREBEK S EIHBER ELREHM.
HREXEEKNERARSARAS, & Terraform2ARIERM T REML,

BR
UTREBEREETNRES  CUURBEINEERE -

- ZBABLEBERBNER , IRAIFIRE,
« E PAREABNZSIRE AWS Eif,

LTREBFEAEETNERR , B UEHEINEMRR

- M Secrets Manager #BiBA IL1E Terraform AREERE RPN BBRE R,
- ST EERENHRER  UAESRELEREH.
- FHBSEERERRRNEFPARFBTLEREEL.

BEHR 1


https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://developer.hashicorp.com/Terraform/language/state
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html#term_secret
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://developer.hashicorp.com/Terraform/intro
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data "aws_secretsmanager_random_password" "test" {
password_length = 20

exclude_numbers = false

exclude_punctuation = true

include_space = false

}
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetRandomPassword.html
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https://developer.hashicorp.com/terraform/language/state
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LA 2 Terraform laC MY & , & LA RMI|M B HBBER

resource "aws_secretsmanager_secret_rotation" "createrotation" {
count var.needrotation == true ? 1 : 0
secret_id

aws_secretsmanager_secret.initiatesecret.id
rotation_lambda_arn = aws_lambda_function.rotationlambda.arn

rotation_rules {
automatically_after_days
}
}
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AWS IRF,
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_available-rotation-templates.html
https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas/blob/master/README.md
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- BEBEEZE AWS REACHERE IAM AEH AWS Identity and Access Management (IAM)
BUR |, BR#I¥ Secrets Manager B9f£EL, https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create_for-user.html
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THEABFBREEUERNEER , YA #EEpassword = local.passwddataffEUHEE,

resource "aws_db_instance" "default" {

count = var.createdb == true ? 1 : 0
allocated_storage = 20

identifier = var.identifier
db_name = var.databasename
engine = "mysql"
engine_version = "8.0.32"
instance_class = "db.t3.micro"
username = "admin"

password = local.passwddata
skip_final_snapshot = true
publicly_accessible = false

[aws_security_group.db.id]
aws_db_subnet_group.db.®@.name

vpc_security_group_ids
db_subnet_group_name

PRI ER 7


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
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}

THEABREBVBRPRNEZEAERUNER. SRR Terraform@E@FARBER , UL
BREBREEXNBPEALRRRE

locals {

passwddata = var.passwddata != null ? var.passwddata :
data.aws_secretsmanager_random_password.test.random_secrets
}

{55 FH 76 23 Y P T8 5 1B 451

B ISR EFF B 3 BF AWS Secrets Manager , SEERAEZN BB, Bl , LY an 185 7l 6E
2 <client name>/<dev or prod>/<project>/<version>, ZEHZNEREZRNTEE
fil, FARKEEE K A REALRISZEBNENR.

ETHBEERME  LEREEPNIRSARNEE AWS REPNFSWER, BEDSENTNE
BT 575X B

- TAHBBEZERETERENER. fiM, BN ERWLEERGRIFEAFIBLERE,
- EAHBERBHZN R BRI WRBHAFEES,

THRAFEPEREF R EES , THBERRREERRE,

resource "aws_secretsmanager_secret" "initiatesecret" {

name = "org-name/dev-env/project-name"
kms_key_id = var.kmskeyarn
recovery_window_in_days = var.recoverywindow

}
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Amazon Elastic Kubernetes Service (Amazon EKS) A BI#&1E L#11T Kubernetes , AWS T&EE
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_now.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_now.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-iam-policies.html
https://developer.hashicorp.com/terraform/language/settings/backends/s3
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://en.wikipedia.org/wiki/Base64
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/AWS_Fargate.html
https://github.com/external-secrets/external-secrets
https://aws.amazon.com/blogs/containers/leverage-aws-secrets-stores-from-eks-fargate-with-external-secrets-operator/
https://aws.amazon.com/blogs/containers/leverage-aws-secrets-stores-from-eks-fargate-with-external-secrets-operator/
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotate-secrets_now.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/reference_available-rotation-templates.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-iam-policies.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_audit.html
https://aws.amazon.com/blogs/security/how-to-access-secrets-across-aws-accounts-by-attaching-resource-based-policies/
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-configuration-provider-with-kubernetes-secrets-store-csi-driver/
https://aws.amazon.com/blogs/containers/leverage-aws-secrets-stores-from-eks-fargate-with-external-secrets-operator/
https://developer.hashicorp.com/Terraform/language/settings/backends/s3
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https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/secure-sensitive-data-secrets-manager-terraform.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/terraform-state-file.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-sensitive-data-secrets-manager-terraform/terraform-state-file.html
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