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- ERAREHERT - RE IAM BERNFAR  FERTHTEXRMTNT. KERLEN , B9
UESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM EAEREE) B IAM FHBEERAEFT .

o fER 1AM BUR R VR — SR B FZEVE - BRI LUSERG B EBER | SRFIEMENE RN EE.
flan | WA BB BEERRG , EEXAMEM SSL BEFARER, MREBRIFE Hlun FHREENE
AWS FR#& , &t ] LUGE A R4 R 1R T HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

« f£/ IAM Access Analyzer B3 IAM BUER |, fE{RFT A1 24 B 7] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) 1 IAM HRIEEH ., IAM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE., WEFEE
#A, F2RB (AM EAEERM) PREA IAM Access Analyzer B2 5 BUE.

- FESEEERT (MFA) - MRZHRPIFE IAM FEHES FHRERAE AWS 1R |, BB MFA
LESZ4M, MEEMFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHMAE
#A, m2HE (AM E£AEERE) #1EEB MFA &Z £ APl 77EL

WFE IAM FREBBWAERER , F2H (AM EREER) F1 IAM Z25EEH,
AFEAERAMM B CHEFH

WESE REBMMEIBER , AT IAM EREREKMMEMBAEAES N AREZEBRR, WBEE
SeEEEAFHFEH H AWS CLI AWS AP LR AR TR BENF T,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

}I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS re:Post Private IRAEEES

{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

AAES

RBEBERLZEYNEENEE, ZUNEEBABRBEARZEERE. BHESAR, THIBEREH)
R INAHEIRETT AWS re : Post Private BIfFRYEF AT, MIFFERBRBERM — MR EF , F2B (AWS IAM
FAEERE) PHEE IAMBER, SBULER AWS BE XA, AWS Command Line Interface
(AWS CLI) 5 AWS Identity and Access Management API R 3 fl #r A R H#RBUR .

*rE
* re : Post Private B M ;B 7 EN#E
o FTEIZH re : Post Private

re : Post Private Bt & 7 EUE

THBEREKEBEREFEEHER T IAM Identity Center # re : Post Private EEAMNEAE., LBERAFFE
FAEHTEMFEIRW re : Post FAE B,

JSON

"Version":"2012-10-17",
"Statement": [
{

AR 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS re:Post Private

FEREEEER

"Sid": "VisualEditox0",
"Effect": "Allow",
"Action": [

1,

"organizations:DescribeOrganization",
"organizations:DescribeAccount",

"sso:DescribeRegisteredRegions",
"sso:ListDirectoryAssociations",
"sso:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile",
"sso:ListProfileAssociations”,

"sso-directory:DescribeDirectory",
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"repostspace:GetSpace",
"repostspace:ListSpaces”,
"repostspace:ListTagsForResource"

"Resource": "*"

SEE1ZH re : Post Private

THBER S TR ZEUER F 1AM Identity Center H re : Post Private T2 AKNFER &,
FB&#\1TFF A re : Post Private EifE,

JSON

"Version":"2012-10-17",

"Statement":

[

"Sid": "VisualEditoxr0",

L BUR SURFE

RERBR



AWS re:Post Private FRAEEES

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:DescribeAccount”,

"sso:DescribeRegisteredRegions”,
"sso:ListDirectoryAssociations",
"ss0:GetSSOStatus",
"sso:GetManagedApplicationInstance",
"sso:ListProfiles",
"sso:GetProfile”,
"sso:ListProfileAssociations",

"sso:CreateManagedApplicationInstance"”,
"sso:DeleteManagedApplicationInstance"”,
"sso:AssociateProfile",
"sso:DisassociateProfile”,

"sso-directory:DescribeDirectory"”,
"sso-directory:SearchUsers",
"sso-directory:SearchGroups",

"kms:ListAliases",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant",

"repostspace:*"

1,

"Resource": "*"

AWS AWS re : Post Private By S& %

£ AWS RERRARECEER WS INEEEAE, HFANAR, B IAMEFZERRSE

REMERNE K MIEBRAAEHEBREEMENT. £ AWS SEBRREAF, BEL
BREEERNERARS , XEAEEWIRFFER AWS . MFE AWS ZREBRNFHEEN , F2R

(AM EREERE) P AWS ZEEXK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS re:Post Private IRAEEES

AWS BRBEHBNER AWS ZEHX, SEEEE AWS RERRTWFT. REERETRSKE
fEFF AT E AWS ZEBR , UAXEMIEE, LRENENSHECERBERNTE S 2 &5 (£
RE, B#ANAE), ENMNEMBIHRETRE  BEKETREN AWS SEBER. BRETSH
AWS ZREBRPBREIT , AtBRERTSRRERBHET T,

WA, AWS T EBEZE RECERHENZEMR, AW , ReadOnlyAccess AWS ZEHEKIRM
B AWS BREBFNERNWHETEE, ERBEEBFER , EATRENEIR AWS IR,
MEFHEER , FSl IAMEREZEEREFH AWS ZEEE,

FE

« AWS ZE B : AWSRepostSpaceSupportOperationsPolicy
- AWS ZE B . AWSrePostPrivateCloudWatchAccess

« AWS re : Post AWS ZEBRNWIAEEH

AWS ZEBUER : AWSRepostSpaceSupportOperationsPolicy

WBUER ALEF AWS re : Post Private IRFSER I, BB MR RFEIR re : Post Private Web FEFAEREIH
X8 =6,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "RepostSpaceSupportOperations"”,

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications”,
"support:ResolveCase"

1,

"Resource": "*"

}
]
}

AWS SEHE 16


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AWS ZEBE . AWSrePostPrivateCloudWatchAccess

LR SU5F re : Post Private fRIGHEE R 2 E CloudWatch,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "CloudWatchPublishMetrics",
"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/rePostPrivate",
"AWS/Usage"

AWS re : Post AWS S EBERMILEEH

A8 B AR IS B 4AIEME re : Post Private AWS W EZEBUREHURNFMER. NFAELEREE
RYE ENiREE |, FART B U FESLACsk AR RSS HE.

THRREB 2023 E 11 A 26 Hitre : Post A ESERFENEEFTIH .
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AWS re:Post Private IRAEEES

gF iR H HA

¥BUR - AWSrePostPrivateCl  #$E& R 2 # E CloudWatch B 2023 £ 11 A 26 B
oudWatchAccess HEZEHER

FBUR - AWSRepost AWS re : Post Private 1 AWS 2023 & 11 A 26 H
SpaceSupportOperationsPolic ~ Support ZHEER T S EBE

y

re : Post Private BHIRIEHEEE  re : Post Private FAtRBHE 2023 £ 11 A 26 B
AWS ZEHEXHNEE

¥ AWS re : Post Private Identity and Access #1THERD

AT ERRGBEZ B FIEIEFE A re : Post Private #1 IAM B[R8BI & B RERE,
&

o REFETE re : Post Private P EI{TEIE

o RAEBHIT iam:PassRole HWIZIE

« REEARF UMM AE AWS IRF FEFEM re : Post AEER

KREHETE re : Post Private HE1TENE
MREBNBISEE  SHERERENTEHE , ENBERSLEEH , LAEFEHTEE,

THgEpIgEREEmateojackson IAM ERAEERFEA TR ARE —EER ny-example-widget
BERMEEME , (BAEEMR repostPrivate:GetWidget RFAIBEEE 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
repostPrivate:GetWidget on resource: my-example-widget

HEHBERT , HAEEH mateojackson FRAENBEK , AFFEA repostPrivate: GetWidget B
YETZE my-example-widget BiRo

MREFEmE , FHIREN AWS EEE, ZNEESRHELNEERRE.

bad 3713 18


https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#cloudwatch-metric-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol
https://docs.aws.amazon.com//repostprivate/latest/caguide/security-with-iam-managed-policy.html#support-case-manpol

AWS re:Post Private IRAEEES

K AEEHIT iam:PassRole HIFZ#E

MREBW R | FHEEESTiam: PassRoleFE , BHBERMSBEH , UAHFEEACEER
re : Post Private,

BE AWS B AIREEREACEEGERE K MAREVFNBEACIRBEELE, NFH
TR , ELARERACBEEZ BB,

EEA K IAMmarymajor FAEERFEAEE AT re : Post Private FEITENMER , @R4E T &
BltEER. B2 , BEBRBXEFREACGR TN, Mary REHKACERGRENTT.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary R AEERH , RAFFMHIT iam: PassRole Bk,
MREEERGE , BHEEN AWS BEEE, FNEESRHENEZERE.
BEREAF UAHWAE AWS IRF FEFHY re : Post AEEIR

BRLEY—EAE  BEMIRFHNEREIEEBABHNASTFIRENER, EUIEEE R
EEENHENEXAR, HHXEERERNBIRNFEUEHIEE (ACL) BVARES , BT LUERA ALK
KRBT AETFRENE RN,

MEE-STH , F2RUATAS

« ZEET# re: Post Private RBXEIELINEE , 552 E) re : Post Private #0{a/E2 |IAM 2 BEL{E

- BETHINAAWS tRF EEHEN EREIRMFEE  BF28 (AM FREER) FHELHE
HAWS IRE ME—1{@ 5 IAM R EREFIHE,

- BETRINMIBERNEFIERMEKE=H AWS IRE |, 528 (AM EAEIERE) RS FEUER
HEEE=H AWS IRF #H,

. METRNAEBMA S RAFIE  F28 (AM EAEEE) PR EIRERENSDE
FEIBRBHERE BASD).

NETHRERACNERARELTRESERMNER  B28 (AM EREEE) T AV
RS R,

bad 3713 19


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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AWS re : Post Private 945 15 238

BETHE RS AWS B AR ESKRTENEER , F2RAWS i SR EHHENRRBIZER
EBHEHRTE, ME-—MREA , F2RAWS S5 E

BOLMER THE=ZARKZEBE AWS Artifacto INEFMEF , FSBE P THEES AWS Artifact,

IER BNSREME AWS IR BURRERNHEEN, BLANEHRER , ARERAEENER.
WELR BERETNFMENR AWS IR , F2E AWS T2 X,

AWS re : Post Private Y584

AWS £IREMEERI AWS EE M TAESAEREE. AWS B RESBEEBR S BNREHELD
THES , EETHESEEILE, SWEENSERENBEERE, BBTRAES , B ARTEE
ENERAEANERE  EUAERSCEEBREBEMASREDE ., TRAEANTRAYE, T
MERES , IRE-HZEERTONERERREES.

WFE AWS B M A RENFHAER , F2H AWS £ IRER .

AWS re : Post Private PRIER S L S

EBAZERTE , AWS re : Post Private ZZ| Amazon Web Services : Z+ 25818 A K EH PR
AWS 2B ZLREFNRE,

B LAER AWS ZMH API L | EiBHAREFE re : Post Private, A Fim4E X & Transport Layer
Security (TLS) 1.0 REHARA, BEFEFEH TLS 1.2 REHMA. AF M AT EEHEEEHELR
(PFS) WZIBEH , I EREF Diffie-Hellman (DHE) =i # B # #% i BF Diffie-Hellman (ECDHE), BAXR
(W Java 7 MIEFIRAE) KEEXEELERN,

A BRHAFEREFEIEE ID FEL AWS Identity and Access Management Z5EA BB FAZR1F
IMERKHERE, RNF , BIYLUMER AWS Security Token Service (AWS STS) IEA TR £ BEUSRK

WK,

EREERRE 20


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS re:Post Private FRAEEES

re : Post A G Bl EH

AWS re : Post Private 12,5 re : Post , O LAEIEE AWS BIFFAWIIREFRER, E85EMH re :
Post Private B , €8t ¥ @ AENWFAE re : Post L2 MFAHE re : Posts B A/ , AWS SRETER
EiZE ( ERiBARE ).

Service Quotas

LT R AWS &R F re : Post Private FITEERBLRE, BAILABEA Service Quotas F 13 & R #2417 FE R BL
5, ELEREAHNELIRAR, CEEIFERIESHEE.

BiR 54 iRk EESE
FAE re : Posts B H 3 B 8 [ P LR B AR B
KFAE re : Posts BB
ER.
B Bre:Post X 10 ®EfEBre:Postll &
N KNMEBR (LA GB A&
B ),
EEBre: Post X 100 E#FfHre:Postll &
aN KNMEBR (LA GB B
B,

AP BR 37 BR %l

T5IPR PRI ERA M re : Post Private FIEEIRE. SRS, ELiEEEEM,

CreateSpace 1 1
ListSpaces 10 10
GetSpace 10 10

Service Quotas 21


https://console.aws.amazon.com/servicequotas/home/
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FEREEEER

BF
UpdateSpace
DeleteSpace
RegisterAdmin
DeRegisterAdmin
Sendlnvites
TagResource
UnTagResource

ListTagsForResource

FRMRTE

10

10

10

10
10

10

100

100

10

10

10

AP BR 7 PR 1

22



AWS re:Post Private IRAEEES

B, BRENMBITEMFAB re:Post

ZEIFRBA A E AWS re : Post Private 2 AFREN, REMBITFAE re : Post.

&

« BIUHHFE re:Post

* 7E re : Post Private P EE X & ROIZINEENFIHE
- A BRENEEMEHEFE AWS IAM Identity Center

- BHETZHFE re : Post

- BFEEAEDNENTLE re : Post

B FTHFAE re:Post

BEEVHNAE re : Post, FEET ISR

1.
2.
3.

£ https : //https://console.aws.amazon.com/repost-private/ BERX re : Post Private &,
EEXHEANBEL | BEEIFE re : Posto

MR &R AIRFERE |IAM Identity Center , F51# R RK Identity Center, Ef& (AWS IAM Identity
Center (A EEFE) PRIAFIRHA,

EEYFMEre: Post HH L , #HEEE  BRBRENEARIENEESRIBELTR, WREER

WREER REBEAR , AIEEAER RBERREH,

CEFMERAT AT TIIENME -

HYEZE , BMAFAE re : Post WE—&Z &,
(IBA ) $H8ER , MATLE re : Post WEEEIR,

HY BT FRE , A FRENBTER.

(B ) ZEHTEENBRE  BEEREMNET , EMETNBRE. RE , T TIE—F
E -

& 411812 AWS KMS £488 , 12H AWS Key Management Service £#83, Amazon Resource Name
(ARN),

8-

B FHHFAE re:Post 23


https://console.aws.amazon.com/repost-private/
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html

AWS re:Post Private FERAEEER
BIFEY AWS KMS £i8, A% , B AWS KMS 18,
7. (BA) EXEXRGIEZEESHREEEET , EERAL re : Post W R FEUE,

® Note
B A LAER M FAE re : Post Z & BRRILEIEIE,

HRN FETEHRNRAEN IAM A8HE IAM TEEHFEYFNAE  FEAESIIRSKAREAN
IAM B,

5§~
BEE IAM TERAHRUHAG,

MRBERBRUFAE  HER PHETREL IAM A€,

NREBRECRARANREAC  FEESITAALEEANAEH ARN, #RTRXBEHEE
y= =

WMEFMES , F2E T re : Post Private P82 i EHIE T NEENFZEUE,
8. (EA) EEBT , BEMEER, ARWMATIER

EEBP  BWALHEITERER,
EES , WALHNBEITERE,
EENMEESER K FRENEER.

9. BRI re : Post,

BREESENEEEREILFIE re : Post, BALIEMREBMU P IZFIE re : Post WikEE, BIUFE
re : Post B |, MREERIV S BATREN,

BYFE re : Post KIWEE 30 78, EEMNTE re : Post B , MEMNUSRRR L, BUE
A AWS EARFAHE re : Post THEL , X FREBIINRERSIRET , LEFEBUEHFLAE re : Post, 1
BIERE , B ERRERSIRB T RAFLEA re : Post WEF] F#8H.

B FAE re:Post 24


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html

AWS re:Post Private IRAEEES

® Note

£ 2025 % 4 A 18 B2 , FAE T re : Post AEHTEEEZEE R IPv4 H IPv6 EARAE
B 3 B AR

1 re : Post Private FEE 1 RHIZEINEENFZEHE

&A% L AWS Identity and Access Management (IAM) &€ |, LIEE# AWS re : Post Private 231
MEE T RN EERE, LACSAZHTTY & 8 .

* CreateCase

 AddCommunicationToCase

* ResolveCase

B IAMABZE B8 IAMBREZENAR  EACEETRELHERMENGTT. B LlE
re : Post Private T2 & EIUFAE re : Post FHEENAG,

B re: Post FVERAEEREET IAM BEHNMEEFT,

/A Important
MREBEE |IAM B IAMBE , AIENEFSERZERENFAE re : Post.

AIRELREFEL IAM ABNBER.
£

- A AWS REBRRREBEVEFZERER
« IAM BUR 51

- BV IAM A8

- SREPEAE

A AWS XREBRRELEFXEBR

BERTACT , BALEA AWS RERRITFZEBR.

BE XE RAIEINER 25


https://docs.aws.amazon.com//awssupport/latest/APIReference/API_CreateCase.html
https://docs.aws.amazon.com//awssupport/latest/APIReference/API_AddCommunicationToCase.html
https://docs.aws.amazon.com//awssupport/latest/APIReference/API_ResolveCase.html

AWS re:Post Private FRAEEES

@ Tip
MEETEFHEIEER , BREAUA AWS SERFRLRKBLERF. SEBXRSEEH
B AENFGA XE, EFEETFHEFBR., UEFHEEA , F2BEAWS ZEBX :
AWSRepostSpaceSupportOperationsPolicy.

AERLER  AENACBRITFEERR, EFE IAM T2EHEM JSON BURRIERR.

5 re : Post Private R ZFSEBE

-

EAAWS BEEEEA |, W https : //https://console.aws.amazon.com/iam/ BIRL IAM 2 &,
EEEERD , BEBE,

i#4Z Create policy (I HX).

FHIEFE JSON EH,

B ASRH JSON , REBEMRERRFE AR JSON, & A LA A 261 BUR,

BET-% : ER.

(ER) SNEAEREATSREY  BPRENMEERR,

BET-F : A,

£ Review policy (#BIK) HE , @A Name (B#) (I rePostPrivateSupportPolicy)
F1 Description (FREA) (&H).

10. MERERAUEFTRRANGTT , RAREFEIBK,

© © N o 0o ~ 0 DN

LBRERAGALURINEE. EFFHEER  F2R (AM EREER) FHET IAM BUR (£
ﬁzo

IAM BUER &5 45

AR TIEHIBREEELN IAM B, EBRAFAGHAMALEEFN TR &, £/ A
BREFME re : Post 2% , 38 re : Post FHEMAERA EHEHERIFTF T,

JSON

{
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html

AWS re:Post Private IRAEEES

"Version":"2012-10-17",
"Statement": [
{

"Sid": "RepostSpaceSupportOperations"”,

"Effect": "Allow",

"Action": [
"support:AddAttachmentsToSet",
"support:AddCommunicationToCase",
"support:CreateCase",
"support:DescribeCases",
"support:DescribeCommunications”,
"support:ResolveCase"

1,

"Resource": "*"

}
]
}

® Note
N re : Post Private B9 AWS ZEBRFE , 52 B AWS AWS re : Post Private K ZE K
%o

IER LA E MR A IE P B RRETH &,
NEBEDENRNA  FE2E (RBERESZE) PN TIIESE !

- BARKAWS XENBE. ERRIFEEES
« Service Quotas WWEIME, BERFERHGER
- WEE, BRANFEHRSIE AWS Identity and Access Management

By IAM AR

BIUBKZz® , XBEY IAM &6 | WEBFREZEIZAE, BT LT re : Post Private 8 &
MFAE re : Post KRN AG,

EY IAM B8 >7


https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssupport.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awsidentityandaccessmanagementiam.html

AWS re:Post Private FRAEEES

BVAGIEBYNER XE R

1. BAAWS EEFEAE WHEABRA https : //https://console.aws.amazon.com/iam/ # IAM FE 3

L
Ho

2. HEEEEKT , BEAC K AREBEEIUAG,
3. ¥ Trusted entity type (EEMEREFR) , i#1F Custom trust policy (BT EEER),
4. HEBEFIEEEE , BATIRE :

JSON

{
"Version'":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Sexvice": "repostspace.amazonaws.com"
},
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity"
]
}
]
}

5. EET_io

6. HEHTHERNESHIG K WALEIN AWS SEBXRIEFEFZEHE , flm
rePostPrivateSupportPolicy. BEEH EREEENF I BERZNZE T ],

7. BET-%,

8. HEEW. BBENEVEAEL, StHAGEBWASZR , i rePostPrivateSupportRole,
9. (ER) ERHH , WMAABKHRHA.

10. WEEEBERMFF,

1. (BA) BUEAZEELASBEY  BPEENTEEAE, NEE IAM AEAEZEBENFHRAE
# , BE2EER IAM ER,

12. BEERN AR, BIRETALUTE re ; Post Private T2 A B EREFE re : Post BZEN AR, 2
B B FHFAE re:Post,

By IAM A& 28


https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_tags.html

AWS re:Post Private IRAEEES

MBHMAT , BSH (AM EAEEE) T AVS BBRIAS (24 ).,
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{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-06T19:24:397",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2023-11-06T21:37:447Z",
"eventSource": "repostspace.amazonaws.com",
"eventName": "CreateSpace",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/118.0.0.0 Safari/537.36",
"requestParameters": {

"spaceName": "Test space name",
"spaceSubdomain": "customsubdomain",
"tagSet": {3,

"tier": "2000",

"roleArn": "",

"spaceDescription": "Test space description"

iy

"responseElements": {
"spaceId": "SPLPWvQmvOSIWYF3QEXAMPLE",
"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-
errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "71d815e0-6632-4ec9-9fac-92af3e4a86dc",
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"eventID": "30a6bc3da-ce2e-4931-ba5d-b3cc7cfl6ec8",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

AT EHIFE RN 2 E R RegisterAdmin EYE#Y CloudTrail BB,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",
"arn": "arn:aws:sts::123456789012:assumed-role/User/user",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/User",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-07T21:17:1972",
"mfaAuthenticated": "false"

},

"eventTime": "2023-11-07T21:24:23Z",

"eventSource": "repostspace.amazonaws.com",

"eventName": "RegisterAdmin",

"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.183",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/118.0.0.0 Safari/537.36",

"requestParameters": {
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"adminId": "08612310-a0f1-7063-3e54-fb2960444dd1",
"spaceId": "SP1YNZE-ylQEmAXpmEXAMPLE"
+

"responseElements": {

"Access-Control-Expose-Headers": "x-amzn-errortype, x-amzn-requestid, x-amzn-

errormessage, Xx-amzn-trace-id, x-amz-apigw-id, date"
},
"requestID": "9939ebbe-8599-4f9a-827b-4995e3006001",
"eventID": "el873b18-f80c-4934-9ff2-bf5b35c78031",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

LTEHIERNERETR ListSpaces B)YE/Y CloudTrail B5$EH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR7WLEXAMPLE:user",

"arn": "arn:aws:sts::123456789012:assumed-role/User/user",

"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR7WLEXAMPLE",
"accountId": "123456789012",
"userName": "User"
.
"webIdFederationData": {},
"attributes": {
"creationDate": "2023-11-09T22:28:237",
"mfaAuthenticated": "false"

Iy

arn": "arn:aws:iam::123456789012:role/User",
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"eventTime": "2023-11-09T22:38:3472",

"eventSource": "repostspace.amazonaws.com",
"eventName": "ListSpaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "205.251.233.176",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/119.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "95be587b-c04f-4eb0-9269-12fee33ae2e3",

"eventID": "9777da32-545f-44c4-af@®b-1d9109b8cbc3",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

LA g1 REY 2B R ResolveCase EER CloudTrail BB H., EuLAERIL AEEEE F1Y
sourceldentity T ERBBIBREGINFERE,

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQM47QIR76DQZ7N5WX:create-support-case-
Uk1iHNTWQEOLmR2BR1FDJIQ",
"arn": "arn:aws:sts::123456789012:assumed-role/AWSRepostSpaceRole/create-
support-case-Uk1iHNTWQEOLmR2BR1FDJQ",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQM47QIR76DQZ7N5WX",
"arn": "arn:aws:iam::123456789012:role/AWSRepostSpaceRole",
"accountId": "123456789012",
"userName": "AWSRepostSpaceRole"
.
"attributes": {
"creationDate": "2023-11-17T21:46:427",
"mfaAuthenticated": "false"
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+
"sourceldentity": "28e17330-10f1-705d-7cba-3a62a6bl0e2e"

}
I
"eventTime": "2023-11-17T21:46:447",
"eventSource": "support.amazonaws.com",
"eventName": "ResolveCase",
"awsRegion": "us-west-2",

"sourceIPAddress": "54.68.27.29",
"userAgent": "aws-sdk-nodejs/2.1363.0 linux/v16.20.2 exec-env/AWS_ECS_FARGATE
promise",
"requestParameters": {
"caseld": "case-123456789012-muen-2023-75d2c35481b96357"

iy

"responseElements": {
"initialCaseStatus": "unassigned",
"finalCaseStatus": "resolved"

iy

"requestID": "594b91c6-dflc-47e4-a834-d67d67f34b9d",
"eventID": "7fc9cbes4-c8d5-4d61-a016-e076de272fff",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111111111111",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "support.us-west-2.amazonaws.com"
}
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