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ft &2 Amazon EventBridge Scheduler ?

Amazon EventBridge Hff228 R B A REFHEESR , I BERE—SENPRBRBEL. HTREET
#. EventBridge Scheduler EEREAERMY , IZLHEH A AT WAEIR 270 B AWS R
##i8 6 , 000 1@ API R{EMV{EFS. EventBridge Scheduler " EEMENEEERRE AT EHS
B REEES , IRERARERTHR LR EHERRA,

EventBridge Scheduler AI St R T EHETR , WREMS] , TARIZFT B Z00 7 ARRENHERE,
£ H EventBridge BEf288 , BRI AEABEHMEERH Cron Ml Rate RIEXNREVHRE , IBE— XM
FA. BAUEREEENRAEER, EREHRS , URBREARBREFNERAERR,

*&E
« EventBridge HEiE288 Y T EIhEE
« 1ZHY EventBridge HFf285

EventBridge BFi28e MY = E Thae
EventBridge Scheduler 2t THI X EThae , AT ARRE B ENERBERE,

- #7{t B & - EventBridge Scheduler X E &4\, B , LAFEH Amazon SQS. Amazon
SNS. Lambda #1 EventBridge #1TE R API 21, FABEAEEZNERE , BULUEA
EventBridge Scheduler £3#2#& . EventBridge Scheduler SDK = RiXZ% EHEFE AWS CLI,

- JBF B - EventBridge Scheduler 12t @A BZES2# (UTP) , JRAXREIL BT #ER , UHEE
B 270 18 AWS BRFFEiB 6 , 000 1@ API iREABE, FEB UTP , &R LA EventBridge
Scheduler £# A& . EventBridge Scheduler SDK = & E B 5T 5% AWS CLI,

- BEMAFER — EventBridge Scheduler X IEEMIFE , ZE Lo 8HE K LEHHIAZTERHIERAB
ENFEARGNEBREFNATEM,

- B3 - EventBridge Scheduler at-least-once EHRFEZEEBE , ERRELE —BERTHINER
B EHEMNEE, EventBridge Scheduler AR A XM IE KB EHENEFH XS, EventBridge
Scheduler 8 ER XMW ER , WEEEHANESHENTEY , YRRBETH,

fZHY EventBridge #Ef235

& T LAi%EIB EventBridge EventBridge 324 . EventBridge #1228 SDK AWS CLI, S ERFEH
EventBridge BF#288 API 2R EventBridge BEf288.

EventBridge HEf2=RH =20 5E 1
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5% Amazon EventBridge HEi285

BUALTR TSR, FTEAER EventBridge HEfEE8,
FE

- FEft AWS

- B IAM A E

- R BEBXK

- BREHTABG

HEHE

- BEBESR?

atfit AWS
MBLRH AWS IBF | BER THISBRR L — M.

S AWS IRFE

1. BARK https://portal.aws.amazon.com/billing/signup,

2. nHLﬂE%iJ:?EI/j_\L‘fTo

Mo EMEFREPREREN , A EESFR B ARER,

EEGEM B AWSIRF , AWSIRFREAESREY . REAEFRTFIIRFFHIFRE AWS IR
¥NER. FRZERAER  FREEFIEERGERASE  YEECRAREAERUTER
REMEFIENEL,

B IAM EAE

FEEVEESFERE K FEETIHSP—ERE,

EEf AWS 2


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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BEE— £ Big &t mr L

EEE

EEE

A=

£ 1AM FEREHREFIN SEE & AWS IAM Identity &EiB7E AWS Command Line

ldentity ~ AWS, Center EAAEREEHAFIF Interface ERAEERMFRE

Center HEREA . AWS CLI BAfE /A REEE AWS
ERZEMREERK—

= IAM Identity Centerf2 &% 51717
(B5%) K. FRAREEBNE .

Eﬂ nﬁ/ Eﬁ IAM EFH
EREEHN IAM Z22

Eﬁ :I:E;]'%o
£IAM  EARHBEFR HiEfE (IAM ERAEE AR (IAM ERERER) F
oy AWS, Y PRI IAM FEAE MNEE IAM ERAENEFRE
) EITESFN NETR. WEREUREXRFT A REE.
(RE=H
£ /)
EA TEBXR

EL—ESBS  REFEABEAEHEE IAM E£AEREFIREN AWS ER, EAZHIERT , B8
Z4£ i fEA EventBridge HEifEss , BRZEBVEBNEAE, FEZAC , REB®EHA EventBridge HE
EES A EEF T, EventBridge HIERSXETHE RFERARAINZIEEER,

- AmazonEventBridgeSchedulerFullAccess - i E#2 & M API #2F EventBridge HF 288 H ST B 7 EX
¥,
« AmazonEventBridgeSchedulerReadOnlyAccess — & F EventBridge B2 25 A M B FEUE,

B LS ELSERFREREIEN IAM T8 | mesasl—ESBPEREAdninistratorAccessi
R—H, WEFRAESHE IAM BIRE®E EventBridge HIEESZEVERI MBI |, 552 the section
called “F R & 2 B BK",

B REBE 3


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com//singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com//cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started-emergency-iam-user.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_credentials_access-keys.html
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REHITAS®

#HITAE®E EventBridge HERRERBIEH IAM A€ | LUE AWS RIE RREEHM B, ST
BEEEZA® | LUEF EventBridge HEIZ25 5 A B £ FZEUE,

ERERATREEYNNIER  OWAUEYHNHATAR, WREMEM £#4 , EventBridge HriEsR
SERBEEEENER U FIRKKREEUAR, E EventBridge SIERA/LRUAEK  AENEHLE
HERIEHRURSIE , URHPLEEIATURREBEZXAC, EURHLBEENEEREAZSRE

B
o

THZRRAIMAMEILFTNATAR , URAMIR T EventBridge HEZ85 WA B BN FEE, AEE
RARFIEA BRI, MEMEEMBEFFAINFMAER , 552/ the section called “EAZAE

il 7
S O

R BI#HITAE AWS CLI

1. BERTIEEHE JSON BUER , XA HMAES Scheduler-Execution-Role. json. BLEEHK
R ALEF EventBridge HIESRARERERXAE,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "scheduler.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}
]
}
/A Important

FECLEEREDRTEITAC  ERLEFENNREREE , UHIEEEREABE,
MEFMERARNEHIBER |, 5528 the section called “TAPHBEERE AN,

REHITAE 4


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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2. 1% AWS Command Line Interface (AWS CLI) #i A T 5l 65 o 5822 M #7HY £
8, SchedulerExecutionRole # MR ALERHELACHER,

$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json

WMERKL , BERRT @Y !

"Role": {
"Path": "/",
"RoleName": "Scheduler-Execution-Role",
"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",
"Arn": "arn:aws:iam::123456789012:r0le/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

+

"Action": "sts:AssumeRole"

3. BEEVNABURLASLFT EventBridge HEESRMUAER , FEETIET-—EERBER, #H
JSON FFATBR A EH@EFA . jsonfER,

Amazon SQS - SendMessage

AT foFF EventBridge HERZ 2R &R P FHIPTA Amazon SQS {751 LRy
sqs:SendMessageB){E,

JSON

REHITAE 5
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ERAEER

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"sqs:SendMessage"
]I
"Effect": "Allow",
"Resource": "*"
}

Amazon SNS - Publish

LAR 72 7F EventBridge BFFZ 88/ I &bk & R AT S Amazon SNS E&sns

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Lambda - Invoke

LU o 8F EventBridge Scheduler B} IR F R Ff A Lambda BX
2{1ambda: InvokeFunction® ik,

JSON

:PublishiyEh{E,

REHITAE
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ERAEER

"Version":"2012-10-17",
"Statement": [

{
"Action": [
"lambda:InvokeFunction"
]I
"Effect": "Allow",
"Resource": "*"
}

4, T THGEREIFHIFATEE, PolicyName i R AGERFELBENERE,

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy.json

MR, EEBRTIE L, §

BEEBRMANIITAE,
{
"Policy": {
"PolicyName": "PolicyName",

"CreateDate": "2022-03-015T19:31:18.620Z2",
"AttachmentCount": 0O,

"IsAttachable": true,

"PolicyId": "ZXR6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",

"Path": "/",

"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
"UpdateDate": "2022-03-015T19:31:18.620Z"

UL BHER ARN, B VET —ELSRAER L ARN | FEEERE

5. BTTIGS , BBERERELNBITAR, your-policy-arn IEE L —ESBPEIMK

% ARN B\ » SchedulerExecutionRole A#{THEBHNEZBEUL .

$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole

attach-role-policy BEFEEGTYERE [ FE,

REHITAE



EventBridge HFf288 EREEmR

REHR

#3I EventBridge BFEsRHiRE2 0l , BELFE—EEESEWUALRE, BULEAREN AWS &
R, RBAUFNER. THTERRANAIFER BILHIELE Amazon SQS 175 CloudFormation,

B 3K Amazon SQS {75l

1. #BHT%] JSON CloudFormation &7 , Wi HfF##F A Scheduler-Target-SQS.json,

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type": "AWS::SQS::Queue",
"Properties": {

"QueueName": "MyQueue"
}
}
},
"Outputs": {
"QueueName": {
"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
]
}
},
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
},

"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"
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}

}

2. £ AWS CLIB{T %@+ , #8Scheduler-Target-SQS. json#AE I CloudFormation

Bo

$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body
file://Scheduler-Target-SQS.json

MRKY , EERITIE L

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-
Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"
}

3. #ITTH@ S LRR CloudFormation BB EER . LEFADSHBIRENEARFIEENS
o

$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS

MR , W HEEIL Amazon SQS 1751 EE T 5 H

"Stacks": [
{
"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
Scheduler-Target-SQS/1d2af345-al121-12eb-abcl-012e34567890",
"StackName": "Scheduler-Target-SQS",
"CreationTime": "2022-03-17T16:21:29.442000+00:00",
"RollbackConfiguration": {3},
"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{
"OutputKey": "QueueName",
"OQutputValue": "MyQueue",
"Description": "The name of the queue"
1,
{

REB®Z 9
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"QutputKey": "QueueARN",
"OQutputValue": "arn:aws:sqs:us-west-2:123456789012:MyQueue",
"Description": "The ARN of the queue"

"OutputKey": "QueueURL",

"OQutputValue": "https://sqs.us-
west-2.amazonaws.com/123456789012/MyQueue",

"Description": "The URL of the queue"

1,

"Tags": [1,

"EnableTerminationProtection": false,

"DriftInformation": {
"StackDriftStatus": "NOT_CHECKED"

HREARERD , BH8EA {EQueueARN , #T5IFRE A EventBridge HEf2ERHY B 12,

BRETR?

THRESRE , FEAAFEERELENS —E EventBridge HFiZzRHEE2R YA B #Fo,

BETR? 10
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EventBridge HF#Z88 A P9

AEBERAEIFH EventBridge HERZBSHET2. B A LUE A EventBridge HER2BS £ 4 AWS
Command Line Interface (AWS CLI) 2 AWS SDKs*R#. EH &4 Amazon SQS B ZKHRE. A
#®, B ELHE. REEH , UREARIBNERARERE, BEYHER , SKREHFERERY
WABE , WAARASEEZERZFS,

(@ Note
EEERAEE K BEREHRTEES PAIRRELESFAIH IAM £ H Hthe section called “fF
EoBBE, EERENNBREFRAEZR , YT TIDIREBELNENER, EEEERN
£ 1D MR EI LT HEERE AWS CLl,

$ aws configure

AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE

AWS Secret Access Key [Nonel]: wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
Default region name [None]: us-west-2

Default output format [None]: json

MEFEEAERREFANGFMEENR , 3528 < F AWS Command Line Interface 2 hx £ F
EIE/) PEERENELIER.

F&E

- FRIGRH

- {4 EventBridge HifEes T AR U HE
« fEM B HEE AWS CLI

- f£f EventBridge HFf288 SDKsE I HEfE

- BRESR?

FORIRHF

EERAGROSEE T, EAERT FHBAE
. ERFFRNER BE

TORIRE 11


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-precedence
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£/ EventBridge BFREss T S B HEE

EREEARMHPERE

1. BAAWS EEXEA , RARBEFLUTER , BIRK EventBridge £ &# EventBridge Hf2
E5[EER : https : //https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-
west-2#home

(® Note
ZBE LR AWS EE TR AN EFRER AWS EiF RYVBREH ,

2. EHEREL , BEFEVTHRE,
3. GEREEIHEFEEFAANIERBNERERT , PITUTEE :

a. EHREBP K WAHRENSEE , Hl10 MyTestSchedule
b. SR -EER , MABENER, B0 : My first schedule,

c. HREIERE , FRTHNFEREPRFEHE, MRELHEREMA[HERE , &
ALUEESRENdefaultBil. BEEUFNGIERE A FSEZERAHRPRERVEBC
HBEREER, S AERBIRERE  ATEFENGREMN EER,

4. HEPFEEXERD , BT THIEME:
a. #HBRLE  EETIEHF-ERNXEER, AERRERBEZENEAMEE,
o —IRMHRE - AMHERSESEEN BHNMEERUA BT IR

st¥ B HAFNBER |, B YYYY/MM/DD BB AB RN B, A% |, UL 24 /pEEhh:mmi& X35
ERE#HKL. 5%, TN BEREFRIEZRE,
o BEAMHE - BEMHRSLUEFEAcronRERNTERREXNEEERWABE,

BIEL Cron HEBRNHRE | UEMcronREXREHSE. BECAERRREN , FRE
DERAERNHRE  YWABNER , ARRTAXFERRPEREEM

WFEAEM Cron M Rate REXNWFMEET , F2H HHEEE,

b. HNEMEE , FREEMIUBMEER , IRNTUAXNFETEEEP—EARLERNFR, 4
W, MREEE 15 pEIREERMERE  S0EFEARE X, AIEaEsS/ ) K—HK
Y 15 7 ERFIT,

FERAERA 12



https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
https://us-west-2.console.aws.amazon.com/scheduler/home?region=us-west-2#home
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5.

NREEL-—ESBRTEZEREHE  FEREHEERRTEERE , WE R R EHENR
M BNEE , URERBENERE, REME BN BHtREESEEL MBS, K
BRERANNBHEESRERERAAREER.

1E$# Next (-F_i)o
EENEFEEERL , T TIIEE:

a. ENEHABE, ARBRZFBE AP, EHEHIH , RIA5EE Amazon SQS SendMessage
g BE,

b. 7£ SendMessage [BEH , ¥ SQS 7% , arn:aws:sqs:us-
west-2:123456789012: TestQueueft TH N BEEHIEZFRBH Amazon SQS 175
ARN , fflan , ZEZIFHTY , FHEEEILFH SQS THILIEEE Amazon SQS Fi#E
B, BM{THI5ER%E , JRE EventBridge HFESR AW EFRBEB T NNNEE, BHFHTH
ARN FEENHR | I B o] LLEEY,

c. H$HYHE K WALFE EventBridge Scheduler X+ ZE B EM RS, ELEHFH , RMASET
FIASEEZBEZ(TS : Hello, it's EventBridge Scheduler.

BET—F  ARERE - ERERL , #TT5E#E

a. EHFENREERD  StHBAHE  EARERMEEMIIsE. RIZFER , EventBridge HEE
SRR A BV HER,

b. HEHERZREMNBEREERS , 5RE EventBridge Scheduler 1512 58 B & BRENHY B E

- MREBEEEMBRIERE , FREMER, R —XMHRE  ESEHEFARAEE— R 2B
£, HABEBMHRE  EREAHENGER—XFEFHACE. MEBBHMBROFMEN ,
52 Bithe section called “HFi2 T 5 & MIBR”

- WMREFFHE EventBridge Scheduler L HERR TE N R KRBV A BN #E , F5:#1E NONE , HFE
EE,

c. EEHBENENFITS (DLQ) BEH , stHEHBEE  BRERUZEHFENERRK
K, BEHERABEEZ , WRSFEELFAHEE , EventBridge HIiER @ EMBITHR, —
BEREWIE , ERAEREHENERABRENERRE.

d. $HYEHNRREZH-2A , @A EventBridge RSV AREREEEHNRR DB
(s) M EE (s)o

(@ Note
RKREH 24 M,

EREEE 13
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e.

HYEFHABLR , @A BEE@IERE |, EventBridge HIESREMERMITHENAE L
PR o

(@ Note
RAERKER 185 Ko

SHEENF T (DLQ) , FRETIIEEFIRE

- _ MMREFERE DLQ , FHiBiEHEE,

- ERE AWS IR FHIZEL Amazon SQS P54 DLQ - ZEFIEE |, RRETANXBEF
BEUTH] ARN |, BRTE AWS RS B2/ T HE2RY DLQ #8ERY DLQ,

- BHEHAM AWS IREFH Amazon SQS 1THIIEES DLQ - # 2B It #1E |, AREATIHN
ARN , SIR{FHI{UA S —E DLQ AWS tRF, EHEBATHIHNTEY ARN |, A HIIE
18,

EMBERF , BESIMERE (&R )  UEAEFZE KMS £R8RNBEN B EH
Ao MRMBIBEFNIRIE | FWAREHN KMS €18 ARN , SBEEIT AWS KMS £ LIEE
Z AWS KMS £3# A, ZE EventBridge Scheduler M INZFREERINFEMET , F2HE
the section called “FFAEMN ",

YT  BECAREAC  ARRTHAFETRRLEEREEFHBRINAR, £
AILURIZRIE IAM EEARBIFHNAE,

MRIEFE EventBridge Scheduler BB FVHITAL , FRABREALEELNA
B, EERAACERE, MRERZIEE  EventBridge Scheduler 24 &4 B ZFrEHEF
AMEEAR,

10. EHE Next (T —%),

1. EREANEVHEEE L  RESENFHAER. E8EAERPEERE  AWEROXSRIFE
HEFWE.

12. BEERVHENTREMFTNGRE. SUNEIEEAREAMEZELNRENEE. TIRENET ,
BEVENHBEERERCRA.

13. ZEERBENHEEREWUA Amazon SQS B1E , BB Amazon SQS FE AW 1T T FIENE -

a.
b.

C.

RATIIBEFEZEZEBRTH,
BEEERERAL
EEENZWASEENZERAST  BEWHAALS , SUEIHIREEE B RTINAEA

=]

/N0

EREEE
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EA EIIHERE AWS CLI

THIEHIRE A EH AWS CLI f8fcreate-schedule , LB EHE A Amazon SQS BEH
EventBridge HFfERHERE. BT HSBWEAZVEERNRAEBNER !

 --name - B AHFREHNE R,

RoleArn — B A\ ‘R EERHFEE VBB EITAE ARN,

Arn -8 A B M ARN, EILIERT , BEA Amazon SQS 1751,
B A — 8 A EventBridge Scheduler &% = B EFHIMNA L

$ aws scheduler create-schedule --name sqgs-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \

--flexible-time-window '{ "Mode": "OFF"}'

£ F EventBridge BE#288 SDKsE M HFiE

FETHEFIF , LA LAERA EventBridge HEf288 SDKs B EHF AR Amazon SQS B EH
EventBridge BERZ 88 HEE,

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

£ AWS CLI 15


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html

EventBridge HFf288 EREEmR

Example Java BI&EH

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");
}

RIBLER?

WMEMEMA £ A AWS CLISK EventBridge HEf288 SDK B HIREMNFEMENR | F5

T‘»

%E': EEF*EO

BETR? 16
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- MENAMREHENBEY THROMERAERABESHNFMREN K F2HREEEE,
0% EventBridge HFEERERIAE N AP RIEMNFME , 552 EventBridge HEi288 APl 8%,

BrELSE? 7


https://docs.aws.amazon.com/scheduler/latest/APIReference/

EventBridge HFf288 EREEmR

EventBridge HFfE28 PRV HEIREHE

T3 EREREA Amazon EventBridge HFFE2 X B T EIHFEEE |, LAK EventBridge HFfE 28 (NI RIE H
KREWEENETRDRFESERE, EUNEREHERE=EHEEEEE . LURRAERE,. L Cron
BEBRMN—IRMHE,

HRERHHM Cron RHEAHZBHMEHE. CUUERALERECIEEENFERENANRRESEBHY
MHREA |, WISTE EventBridge HIESF MM REXNKE,

—RXMEHRERAMA BT —XNERE, S LIEEE EventBridge HFERRTMEHEEN KA, BHANKE
R E — IR M HERE .

@ Note

EventBridge HFf288 EFTE SRR G 60 WHREREUARB R, ERTNREKIHE
RERKE $171:00 , ABEREBREBEMREL:00:59 , EETE 1:00: 00 2HUABE
AP,

EATHRERT @A SSEEHEHEEEREHEREN , LRI EventBridge HERZ88 L3R
E—IRMEHE,

£

o URRAEBNHERE

« A Cron HERNEEE

- —RMHRE

- EventBridge Hif2es LK [E

- EventBridge HEiE28 E#Y A X EIF K

LURER S ERNHE

DLEZAERNIIESELANIEEENRG B RRE  YUEERN —RERHIT , EXHEN
BREMA/L, BUUERANERSGERNERRERE RNBHEEERRG. flm , WREE
EF157E. S2/KHE5 RUAHBENHRE , EUNEANERSERNIFERERL B Fo
BRI LMERARRRIEXRENERSERVEERE

MR AERNHE 18
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BBUERSEBRNRE , B LER StartDate BURREHENE —XNHE. MRE
AStartDateRHLUERSEBAERE  SNvEIES LR KBUAEBE R,

BEREXNEMELERUAZEIR , MTAAR.

=R
1=

rate(value unit)

value
E8,

By
BELEHERAEBENRBEN,

A& A . minutes | hours | days

]

THIEHIREBAAIHEEL AWS CLI create-schedulem S EAERRERNRRELLRREEBAOHE
B, hEfeBUSA ERNT XNHRE , YEAEARSqsParameters B A AR EIEE
Amazon SQS 1751,

HRLEHFTERE --start-date SENE , RtHIESEECEYYRARIRBAREE R,

$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --

name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

LA Cron AEBHHERE

Cron REXESRIBMHENBHMERE  EREZENSEREEIT. EventBridge HifEes X EE R BRE

BB (UTC) BB N HIRERIEEN B EDERE cron BHERRE. /A cron BHEE | B U E FthieH
HREHTHERNER, EREEHH—1E EventBridge BRI EXRREXNTZEN BT BHHRER
SE{E A cron B2, Bl ALY E LS 8 00 HATH cron R, A ¥ EXEKREASMEA

WE—EER—., B LERA Cron RIEXFRE Cron BHEE,

Eit 19


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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Cron REXNEBEUEE RN AEELEMRN : 288, DB, day-of-month, B# B, day-of-week , LA
EEFE—EEAMM , WX

Eh
CI=]2

cron(minutes hours day-of-month month day-of-week year)

W1z Values (B{E) BAFRT
o8 0-59 ,=*1

N 0-23 = *
AHiHE 1-31 ,-*?2/LW
A 1-12 = JAN-DEC =%
EHH A 1-7 =% SUN-SAT -*2L#
E 1970-2199 =%

BAFRT

-, (25R) BRAF LI EENNE. EAMNM , JAN, FEB, MARB#E—HR. —AE=A,

. -(BITER) BERFTARNECEEE, EFHMMN , 1-15 B EREA M 1 E 15 5,

- *(B%) SEWMNPFIENE. £ Hours (VM) B , * B EBA DK, BEEZEAPHEE XM
BAHWHE - RAMERCREER s E8EHY—ERUERAT , BXEES —ERMLER 2.

o | (R BERFTRAREEEE, £ Minutes (788) 84 , BRI L@ A 1/10 BES+2ENER , #®
N E— D ERR (BN 11, 5 21, % 31 DEE),

- ? (B BAFTARKRAREEM—BE. EARWAEMN , BalgA 7, MREFEZEREA
W7EREHYE  RUNEATH BRI EA 2,

- L EAF It Day-of-month (A ## BH) = Day-of-week ((BHH H) B AiSEA B RBHHE —
Ko

- WEAFtiE Day-of-month (AFHB) M AEEIEH. 1 Day-of-month (A K B) #{L , 3w
EENRAGPREEE=EIHBNEF.

Eit 20



EventBridge HFf288 EREEmR

- # BAF T Day-of-week (EFH ) BUTEERBEADEBEER FHEEHTEE, 4
m, 3 RRAXANE_RBEH - .3 2EEH - K RATESBENE=X ,2ENE—BAARAX
HRWE-K,

(® Note

MREERH Fu, AIRREERERUFERE —ERENX, Fl0: "3#1,6#3" BEX
B, ERAEHEZFAMEREN.

]

TH & HIRER{AFEA cron RiZEXIZHE AWS CLI create-schedulein S REEEL cron AEBAHE
Fo LEFIERUTE 2022 FF 2023 FHESEARE—RBEHE L4 10 : 15 UTC+0 #ITHIHERE |
I fE A EIASqsParameters B 2B A& A S EIAE) Amazon SQS 1751,

$ aws scheduler create-schedule --schedule-expression "cron(15 10 ? * 6L 2022-2023)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD"™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

— R B

— AR SRS EARR B MNRERRKEERN B HMEEILAB | —IX. EventBridge HFfEE %
RUBRZRERE (UTC) EER L IEREEN R EETIRE.

(® Note
—XMFERETRBTEUARBEREZR , MEFACNIRFER. RMEBETEIATEM
BRIGHY — IR MR,

BRI EREXPER RE—RMEHRE, at REXITEEFE EventBridge HEZ2RFA A HERER B A
H%Faﬁ , ZZD-FFﬁ'/T_\o

=R
1=

at(yyyy-mm-ddThh:mm:ss)

I >
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BIRERE—IXMHERERF |, EventBridge BFfE83 € 2B StartDate , MEndDateBEAHRIEE .

L]

THIgEFIREIMAE REXNDFEA B AWS CLI create-schedule@d HREBRE— R EHERE, WE
Bl HERE , f£2022 £ 11 20 BTFHF 1 B UTC-8 #i1T—k , X FEAEARSqsParameters B
HRASEIEE Amazon SQS 1751,

$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

EventBridge HFiZss LV EF[E

EventBridge BFf288 X B BB EMN T TEFEELE cron B — X4 HEFE. EventBridge BEFZE5 1 FAMEER
RIS AR IS IR MAE (IANA) HENEEES R E,

£/ AWS CLI , B LR E B HE EventBridge HERZ2R £ A - -schedule-expression-timezone
SETEHRENEE, §l, THGSEE] cron EFRE , X L4 8 : 30 £ America/New_York F
F A& A Amazon SQS SendMessage B &,

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" --pame
schedule-in-est \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone." }' \

--schedule-expression-timezone "America/New_York"

--flexible-time-window '{ "Mode": "OFF"}'

EventBridge BFfE28 L#Y B S B 40 IR ]

EventBridge HifZ2r @ BB RELMNIERZ T E B X KB, ERBTE Spring REBIEBE , 201K Cron
REXZEFTEFEENBHNERE , ISKBENEERA., EREERRORERE , ENWEEREY
T—R, MASEEHRAA, THWUABEZRLEEEEN BHMNKR,

EventBridge BIESR S RBAER U HERIEENRERFAREIRE. WREE America/New_York &%
EHRE , ZNHESERRENKREEERFFAE , M America/Los_Angeles FHEIREEE=/ REE
PRS2 ERREE,

&4l 22


https://www.iana.org/time-zones
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BRAER daystAENAERRAHRE | FlW rate(1 days) , daysKEREE LK 24 NEHSER
B, EXTEAXTHNESEER—KRBEE 23 /NF , RERE 25 /N | EventBridge HERZE8 NS
EHRNGE—XFARE 24 NFFEERRIES,

(® Note
RBEWRAUNER  REREFSET A AHORE, MREERETHAHIFENEE
BB |, EventBridge HFEER T EARENHRE. BXHNSERENERNE A HHEED
(UTC) V8RR,

g4

fRERE1E America/Los_Angeles FR{EA T 51 cron RFEXNBEIUHEMER - cron(30 2 * * ? *),
HHESEEERENEXRLSF 2 30 #1T.

+ Spring-forward — BRI Spring F 4 L4 1 : 59 FATBEEES 3 : 00 B , EventBridge HEi288
ERBERNHERAA , WEE-REBEEEHTHRE,

- B -ERFBE®2: 59 am. @#&FRBE 2:00am. B, EventBridge HI238 RSEWMIIR RN
2:30a.m. BMIT—XHRE , EFEERBRILE 2 30am. BREEHERA,

R e E Y B

23
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£ EventBridge HEfZ28H E R HEE

HERE = EFE A Amazon EventBridge HIFESR 2, RENEENETEER,

BEEEHEHERER  REHFENTHREMIAR, EventBridge HFiEsR X E=EHENHE
BE, cron M—XMEHE. NETRHEEENFREN , F26R HEEE,

BUHRER  ZUUREEUANEERE., BERSXHEHITE EventBridge BERRS R REM L
API #4E, EventBridge Scheduler X EMERANBE . X ESFUEKZOREFENER AP
B, UREBERBESHE (UTP) , B LLARMWE 270 ZEARKEFEIER 6 , 000 EFRME. MERE
BENFREN , F28 EEEE,

E EventBridge BIRESREER I ESHRAZEER , B UFEAMEZTERFIREEHERE XN
WA ERBRMNERFETS (DLQ). EFHBEREIRE EventBridge HFESS X BEARKMEHFHR
B, URRBAERESHHNEBEERE. DLQ 2Z% Amazon SQS {75l EventBridge #ii28% , AREE
ABERAZRZE  BRABNBL4RAE . BFLUERA DLQ REHFBHEIHTIHEENEE, 0FE
HEFER , 55828 the section called “5%7E DLQ”,

ARG , BUKBFEAEES. AWS CLI # EventBridge HE#225 SDKs &2 EventBridge HEf2 25
B2,

F&E

- £ EventBridge HEf2 28 P @2 EHERARAE

- £ EventBridge HEfE2 38 P ER TE B RF R

- 1£ EventBridge HFE R F A EHENERFZT5I

- 7£ EventBridge HEf2 85 M ERBEFE

- BEBESR?

£ EventBridge HEfE2s P 2 EHEREARRE

EventBridge BFZ28HEiR B MEMEE : BAMER. THEHIFEMR UpdateSchedulefE B8R 7 &M
BN Lambda B K HEEE,

£/ KfUpdateSchedule , BXARMATE XL EN S, EventBridge HIRESRERHENHFERRAE
RENEF. IREBREELENERENSE , BIFEEA null,

S2FHERE 24
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Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"IA\"I N

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

T 5856 Python SDK 1 UpdateScheduleig{ExR{= A E A2 B #Z2LL Amazon SQS % B ZE/
HE=.

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

1£ EventBridge HEfE 85 PR EE M RFER

ERER R R RREDER | EventBridge HIEREEERENBRAMABE R, EETHFERREHE
ERAABEENBRATHEREA. REELKRERD HEN B RRAARRZHENTEM.

REE MR 25
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flan , MREHE/DRHITWHRERE 15 pENEMERER , AIgEHERER 15 2ERUABE
LAF AWS CLIFI EventBridge BEf288 SDK #if5l{£ A UpdateSchedule A8/NREEIT —IXMHRERTE
15 BB ER

@ Note

BN BEERDERTEEMEIFR, MBETERELIRE | FBIEE OFF, MR BERES
FLEXIBLE , BIAZBIEEHRESHITH R KEER,

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l
hour)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"H\"I" 3N

--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

REE MR 26
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£ EventBridge #iiE g PR EFFER BN F BT 5

Amazon EventBridge HEf225 X £ Amazon Simple Queue Service HWEXRFER{T5] (DLQ). EHE
EELFAAEEER , EventBridge HIiESHR ST SRAFMEANLE B ERI N MIEER JSON &
R EIEIEER Amazon SQS EE (T,

THEEM I JSON BABRFZBESH, BEUNFISHATREHFEN B RNBEETHEDE. W
REBRFFEREEREK |, EventBridge HIEREXVERENMREEFRRB LRNERZREH

THIEERAMMA Amazon SQS 1FHIFRER/FEEHN DLQ. FRE EventBridge HIESREEAERE
Amazon SQS FREMEFH , UKE# DLQ #WEKFIEH,

3|

« E3 Amazon SQS 175l
- REHTABHY

- BEENFEITY

- MRNENFEEHS

3 Amazon SQS 175l

BHRRE DLQ 281 , BAEEIZ%E Amazon SQS 175, WMEMEH Amazon SQS FEABE LTS
Wi~ , 5528 (Amazon Simple Queue Service BIZ A E15/) FHIE T Amazon SQS 1751,

® Note
EventBridge #ffZ88 N X REM FIFO T3 #AHRER DLQ,

FEHT % AWS CLI S 2REB S ZEE(TF,
$ aws sqs create-queue --queue-name queue-name
MR , BEEH LEQueueURLFEE ,

{
"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlg-test"

}

FRE DLQ 27


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/step-create-queue.html

EventBridge HFf288 EREEmR

Bi1FY 2% , BiETF5 ARN, EfE A EventBridge HER22SHE2 36 E DLQ B |, BASEE ARN, &
A LA#E Amazon SQS A A get-queue-attributes AWS CLI @s SR E# 175 ARN,

$ aws sqs get-queue-attributes --queue-url your-dlg-url --attribute-names QueueArn

MRKY , EEERHP BT ARN,

"Attributes": {
"QueueArn": "arn:aws:sqgs:us-west-2:123456789012:scheduler-dlqg-test"

ET—8irh , BEFEXENHFURENERATAR , LA EventBridge HIREEEREZREHR
{+Z Amazon SQS.

REHITABRH

#H & EventBridge HIESREERFHEMHXE Amazon SQS , ENHIEHTABEE TR
R, MBERFTAUTRRERZHEHNITAGHNFRENR  F2RREANTAE,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sqs:SendMessage"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}

REHITHEFH 28


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-attributes.html#get-queue-attributes
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® Note
mREE A EventBridge HEF225 U A Amazon SQS APl BAZ , B HRESITA B ERE X
E:3: O e

ET—HiF , E#86EA EventBridge HEERR T A , W ALMHREREE DLQ,
BEERFITS
HEREE DLQ , A EventBridge HE23R 12 A5 AWS CLI REFBEHE , NEUFMAVHER,
Console

ERAEEAEE DLQ

1. BAAWS BEEFEA , REZIBEBUTERE LB EventBridge £ & # EventBridge HEf225
[EEY : https : //https://console.aws.amazon.com/scheduler/home

2. 7T EventBridge ISR E A L , BMHHHE IR ERENFEFTETERERFNIHE,
3. EREEREL , SFHEXRFITH (DLQ) , HIT I HP —HIRF

« EEFEEIE AWS IRF B Amazon SQS 754 DLQ , RERETHUNBEREE DLQRY
175] ARN,

« EBERRHM AWS IRF B Amazon SQS fFHIEE S DLQ , RZE#W A DLQ #1735 ARN,
MREES — 8 AWS 1R F FZE(TS |, EventBridge IR TR EKEEZE THRBES
F#R175 ARNs,

4. BEENEE  ARRERVHERRRFHRUTHRE DLQ.
5. (ER ) EEMALEN DLQ FMEF  FREETEEHENER K RAREFHEFRE

A EE LAENF BT REIRE,
AWS CLI
£/ EFMBEARHRE AWS CLI

£ update-schedul et S REFENHERE., IBELRLBEILA Amazon SQS 1FFI#A
DLQ. {EEZEEXE Amazon SQS K IAM A ARN AHTAR., BAMEEMER
NEERRKAENER.

EEEMRF TS 29


https://console.aws.amazon.com/scheduler/home
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/update-schedule.html
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$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

£/ B3 258 DLQ WHHEE AWS CLI
»  fEM create-schedule@mTREVHE. BMERENEENRAENER.

$ aws scheduler create-schedule --name new-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxn": "ROLE_ARN",
"Arn" :"QUEUE_ARN", "Input": "Hello world!" }' \
--flexible-time-window '{ "Mode": "OFF"}'

HET -8, SHEA AWS CLIEZKRE DLQ BT B B4,
RSV E RS E

f£H receive-message® s , MR, £ DLQ HEEXRFREH., BILUFEA --max-number-
of-messages BMEREEMEMNASEE.,

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1

WMEKL , BEFNEUUTH&®E L,

"Messages": [
{

"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",

"ReceiptHandle": "AQEBKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCY@BZ
+FfTcORFpopJlbtCqj36VbBT1HreM8+qM/m5jcwqS1A1GmII0/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V05RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEWiUfi3IJ1zEZpUS77n/k1GWrMrnYgOGx/
BualLzOrFi2F738XI1I/
Hnh45uv3cab0YwS1ojPQlLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w

"MD50fBody": "@7adc3fc889d6107d8bb8fda42fe@573",

BEIERFREN 30


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/receive-message.html
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"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",
"Attributes": {
"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff00212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",
"SentTimestamp": "1652490733042"
I
"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",
"MessageAttributes": {
"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

I
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
},

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"

3,

"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"

}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"
},
"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"
},
"SCHEDULED_TIME": {
"StringValue": "2022-05-14T01:12:00Z2",
"DataType": "String"
},
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/
DLQ-test",
"DataType": "String"
I
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"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"

HEEXFIEHPET THBEME , LikBEHE R B R7E R KR e R R W ETHED .

- ERROR_CODE - 2& EventBridge #EfZ25 1t B 2R APl B EEREMR S, £ L&
B | Amazon SQS EE R EEEEHEA AWS . SimpleQueueService.NonExistentQueues
MRPRE A EventBridge BEiERZNBEEMBEEWABE , KRR/ BETHIHER
B% : AWS.Scheduler.InternalServerError,

« ERROR_MESSAGE - @& EventBridge HEfZ25 1t B 2R APl RBIMEEERFA LR . £ LiREH
&, Amazon SQS EEIMWEERALE R The specified queue does not exist for this
wsdl version., MREBPEEA EventBridge HEIZESREM A , L RA BRI T HIEERA

B : Unexpected error occurred while processing the request,

« TARGET_ARN - £ HERZFAAA B 4E ARN , B T 5 iR #& ARN #%&

R : arn:aws:scheduler:::aws-sdk:service:apiAction,

« EXHAUSTED_RETRY_CONDITION - 5SS EHRFZE DLQWERE. MMREE API WEERETEH
IEEER  MARKAHE , AIEHBEIE M, MaximumRetryAttempts R EventBridge HEfEE5
EHEBEAFERENEHEARB LR EZEHEEXZE DLQMaximumEventAgeInSeconds , Bl
BHAUIESELE  MIRS4LEEHELRENFEHLREE , BMAEERN , B BEH
NagiELE.

ERgEH S, B AT LR BEH R RN EER BRI SHEEEEN B RFITFFE.

(® Note

MRSERBEAERE , F5EE EventBridge HIEss A SRR E L FERE Input BN A
B, EEENWASHNVIRESRIIEY  BE8XFARAME AN, DLQ ALK ISRE BER
BHERABNAL , EFHBEERIBERNNS Y., UEFHEF 6 FSRENNEAE SR
AMHEE,
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#£ EventBridge BEfE2s  MBREE=E

& T BUEIR R TE B By BR K F B M BRE B HERE SR M BRBERZ . G2 T 51 ERESR 7 % 400 £ Y W A 75 DA I BR
BRE  URATEBETUNEE-ER %,

£
- BERESE AR R M ER
- FEMBR

HERE 5T A & M BR

MRIEIMER R TE EventBridge HEiEsR AR EEHEER , FEETHRREBBMER, £—RE
VBTEHEEFEENRERSHERENEBAERD , BBRRTURRETSEIEEEE P
EHENRFEH.

EERESEN BB MBREF | EventBridge SRS EH&ER — X B RHARMBRER, HR IS
2, EEREHERAREER-R2RBE, HRNEMEM Rate X cron, BEXFRENVBHEIRE , &1
FREEERR - XHARMER, BRMHENSR - XFEARKEEENdDate BIEE HHM. WRE
A BBMERRELR , ERIEE WEEndDate , EventBridge HF235 & H B BRBEEE.

BUNEE-RBUHFERRELDMER  REFTREHENRERE. TITREANTREREH
TEHY B EMIER.

AWS EE XA

1. BBV https : //https://console.aws.amazon.com/scheduler/ B EventBridge HEf228 £ 1%

L
Ho

2. RHEBES , ENEERENIE K RARBERE,
. REANEEFES , EBERE.
4. HEHRETHRENBFERT , € THNFEPREN DELETE , ARFEFLENEE,

AWS CLI

1. BARFMRTEE.

2. f{#H update-schedule AWS CLI (i S REHBEHRE , TR, WP EA --action-
after-completioni%E#4 DELETE., Lt&EHIFRERAECSE JSON ERPRAMES B ZME
R, ZEFHHRE  S4ARHEE  URECEEAREHERENTMHEMGIFERESE,

I BRHEFE 33
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ERAEER

ERBHMHRE K ERAS/IE 1 XFA. Btk , BEFEE --action-after-completion

SHREERERB Y,

$ aws scheduler update-schedule --name schedule-name

\

--action-after-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \
--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \

F B BR

ERTBEEHER |, B LUEMA DeleteSchedul e 2 RS EMIER,

Example AWS CLI

$ aws scheduler delete-schedule --name your-schedule

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")

RELER?

- WMFEWMEZE Lambda # Step Functions €74t B B FMEF , UR THNAFEHABERABES

ﬁ y nﬁ e ﬁ }E E BX=H 5o
- I EventBridge HFEZR ERHEEL M APl REMNFFHERR

i82 [ EventBridge HEf288 APl 2%,

FEIMIBR
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#£ EventBridge Scheduler F & B HEf2 &4

PERRE¥H = B A R BERZHY Amazon EventBridge HER2ES &R,

R AWS 1RF BERfdefaul t HESEHA, BALUSHHER defaul AR AN  RELE
BB R RER BB, SALE TRISS 500 EHEEE AWS 85, A EventBridge
Scheduler , EAUEAEAEREMHERE  MIBERHE,

EBRREHAES KN NENREIBVNEERNED XNSEMERNER, SUURMER , U
RIBER, BREBIRESHRAFRDEHRE. Sl , B LAER T IR IR B 2P BaV IR

¥ : environment:production,

/A Important

AAERBPMABA S D BBEF (PIl) REMERBHBRER. 712 AWS RFEER AT LAFE
BE , 2fRE. BRTEARMARBRER,

BEREBH A EME R BERAREE - ACTIVE # DELETING,

F—REBMNEFAR | THRRA ACTIVE . B EEREMNEE ACTIVERH, EEMBREHER | AR
REE# ¥ A | DELETINGE 2R EventBridge Scheduler 5t 5k M B +H BB A9 HEFE B 1L, EventBridge
Scheduler MIBRBAH W HRR , ZHIRF R BREXEE.

EATIHEERBUHRERGE  YKEBREAETHP, ShEEVHRER FENEB. &% , L5iEH
BR BHAH.

£

« 7£ EventBridge Scheduler F1 % 37 JEf2 B 4H

- 7£ EventBridge k285 MR BERZBE A

- HEBER

£ EventBridge Scheduler 2 37 HEf2 8$4H

ERAFEHENSRERABESABENRBERARRRNGE. ETIITRD , BSRMHMOFES
12, AEARBRREFL T, AR, SN IIREEREEE RS,
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® Note

BURER  CEEINBEHETBEREE , IR ETENEGFERYER. SRREE X
BVHRERSHEEEEE Y EH,

SEBR—  EYFHHRERE
THEERBOTRIHOHREE | BEA TIUEMMSBPT : environment : development,
AWS BB EHA

M BIUHEHE AWS BEERA

1. BAAWS BEEF#EH | W https://console.aws.amazon.com/events/ : // BEEL Amazon
EventBridge £ &,

EEREES®KS , REHFERHE,

EHREREEEL | BIEETHRERE.

EHEFAFMETAERD  SHHEBAAFEANEE, fIW : TestGroup,
ERBERD , T TIEHE

o &~ 0D

a. 1 Add new tag (FTiE1ZH).
b. #¥&H K MALEERGLEBNER, EAHBREP , BEECLHERREMBEN

IRIE  FEE A environment,

c. H¥E-ZEA, WALZEERGLSBNE. EHHBREF , @i AdevelopmentRIES
WA,

(® Note
BUNERYEMERC®R , BERFEEENEFE.

6. BETHK , mEFEVHEHE, ENHMBEESEREHERERED,
7. (ER) FEREFENEEHER K FEIHHENEDNAR  RRBERE,

® Note
i EimEdefaul tHFREEFE.
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AWS CL

£/ BM#EHE AWS CL

1.
2

RS RRE,

# AWS Command Line Interface (AWS CLI) # A R 3lcreate-schedule-group@ &R

MFEE, S TEELEES —EEENEAE  environment :development, EAJLAE

AUERFBEUNRLERR  REBFEHEFMBHRERFCHEFA,

HEERBNERRSIBNERRRENET.

$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development

BIBTER , AR BEER ACTIVE $RAE, M 7T UG HE R B4R ER 7 A9 H B0 22 3T RO,
SER 2 : R HFrE B A 4E 2 N R B

AT, SN EEREREE L —([ESRPETNEFHEE IR,

AWS &

e

£ SHRREFERE VBN AWS EEXRA

1.

EAAWS BEEEEA |, W https : //https://console.aws.amazon.com/events/ BIEX Amazon
EventBridge £ &,

EEQAESEERS  EELASEERPHHE,
RERERP , BEREEVHBRUEYTNEE,

EEEHEFMEFER L  SHHERFE , R TRBFEPZIGEFEN SR, flw , ER
TestGroup,

EEHEER, BE, RE  ARERENRTFHERR LRRENEE. UEREMFEN
AHEA , F2HE FHREA.

HETREFFENFE  FRERTIE,

BARER2
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AWS CLI

£/ ASHEiZ BB AR 22 M Bl AWS CLI

1. FRFHGSRTIEE.

2. £ AWS Command Line Interface (AWS CLI) AT %lcreate-schedule@®, EREIH
B, WKHE—ESBPNEEREVES , ZFEB A sqs-test-schedule, WHEFEH
EAH Amazon SQS BEFERRIWA SendMessageiRfE, #HERE. BENBEZBENR
BIEWER.

$ aws scheduler create-schedule --name sqs-test-schedule --schedule-expression

'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", "Axn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }'

\

--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

BN FHERRBRECETestGroup BB 1H 2 S EA B

£ EventBridge HEf2 25 R MBREEFZBE AR

T, BRI THRIAER AWS EE XA M MERBEESE AWS Command Line Interface,
EIEMIBREAAES | 28R DELETING kA , B2 EventBridge Scheduler MIBRE A FTEHEIR A
1k, EventBridge Scheduler MiBREB A+ W HERRR , BHIRF R BREZEE.

(® Note
BAUAR , SEINRBFATBRIE  USHFERTRANEEZL AR, SREEE X
B PR S AS HERE B R 22 ST BRI

AWS BE XA
/A MIBREHE AWS BEEFREA

1. BEAAWS BEE#A |, W& https://console.aws.amazon.com/events/ : // BABL Amazon
EventBridge £ A&,

2. EERAISEERT  ZREEASEERTPIERFE,
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3. GHEREEEL , B FHREFEBED AWS BE , HEEEMBRNEFE, HRER
REIEZSHNEA  BHEES —EFE AWS B,

® Note
&R PR R B TR AR B AR

EHUEE M BR 2 B HE B BB B0
EIE MIBR
EMBRFEFEBFEIRD B ATRENBBUMERENEE | REBEMER,

EHRBEBES  MESHBESERTE  EHENREREEEMR. RESRBHRE B
£l EventBridge Scheduler fHBREEZEHMEBHNFIEHREAR L,

8. HEEWMEREFEWHIHECHER  FREEFNEEET.

N o o &

AWS CLI
8 MIBREEAE AWS CLI

1. FRRFNGTRREE.

2. & AWS Command Line Interface (AWS CLI) A T %ldelete-schedule-groupdn+ il
BREFEEE, & WEBR--name RENER.

$ aws scheduler delete-schedule-group --name TestGroup

MR , AWS CLI WREF2EERFE,
3. FERTVHIEETEN DELETING #REE , 1T T ¥get-schedule-groupfo

$ aws scheduler get-schedule-group --name TestGroup

MRKY , EEREEC TS L

"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",

"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",

"Name": "TestGroup",

"State": "DELETING"
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}

EventBridge B2 88 S = M FREEBF AR BBV HER R MIBREFMH. R ZBget-schedule-
groupBERHIT , BT %|ResourceNotFoundExceptionEl fE :

An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup
operation: Schedule group TestGroup does not exist.

HEAEIR
MEHRBANHMER , FSHTIEDR -

- EventBridge Scheduler APl 2ZHJ CreateScheduleGroup #
- EventBridge Scheduler APl & f#) DeleteScheduleGroup #4E.
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£ EventBridge HEifEss P EHE B &

T EERAMAIEE EventBridge HFiZRERAEARMCNMBEABR , WRHEALUER EventBridge HF
BERNEABRESHRRENZE AWS BREFE,

#ALBER —ER0 AWS RIEHNER API 4 |, #1720 Amazon SQS, Lambda 1 Step
Functions. #lan , WA LAEA B EM{T5] ARN 1B ARN =X Amazon SQS K& 4E , LA Lambda
MFE A APl SendMessageigER B E,

BERAEER—ETEITNSE , TELANZ AWS REFAEEZH AP RE, Fli0 , &S 6EH
EventBridge BFf2E3V B A B ES 8 (UTP) , A CreateQueuetREREIFHH Amazon SQS 1751,

EERTHARBAEE , ENHEXEEEFIUEREABEZ AP BRENFFT, B LUEBAG S
B TEEIENBTACKRIMITIERE, Alan , HELL Amazon SQS SendMessageViRES
BE , @RFHITACHITsqs:SendMessageBMEMNFTFRAI, EAZEIERT , BRI LAEA B ERKE X
BWAWS SEBCERFIBLENT, T8 , FUUUEIBCNEFLFZEBEE , SRR I #HE
FEEZEFHTACHRABER, TIHTEREAERCABER B EEBEMGFTIEH,

MEREHEHTACHNFMET , FFSH the section called “‘FREHTAE,

&

* 7£ EventBridge #HFiEsr P A A B E
- 7£ EventBridge HFfEsR P EEABE A B E
- %&£ EventBridge B2 P # R EH
- BESR?

£ EventBridge HEfEss P FEAEA B &

FEAR{LEEE—HERD AWS RISH—EE R APl #24E , 20 Amazon SQS. Lambda F1 Step
Functions, a0 , B LUEBRHEEE ARN REHE Lambda Invoke ViR , EATSI ARN RiH
E Amazon SQS SendMessageVigtE, EERTEHAEE , REL AT IR THENHTAS ,
LA 1T B 12 API 1E,

EEMEA AWS CLI SR E A — 1@ EventBridge HEf2283SDKsURBR R AR BREHABE , BEEE
EHTAEN ARN, BEZERH ARN, &% EventBridge ISR XN EZEHEMNZR@ A |, AR
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BF , EventBridge #2288 € H BB G EF WU REH B API R1E, MREFE EventBridge HEfE
BURBEHNTE API RERABE , EXEKBEREABABEE,

BAR 2 EventBridge SIER X ENFAHEAEENZEFE , IREA , AASEBEENHE —BH2H
. BEESESHENER , LEF EventBridge #2828 API 2Z X EFNERA WAL,

¢ CodeBuild - StartBuild

» CodePipeline — StartPipelineExecution

e Amazon ECS - RunTask

 Parameters: EcsParameters

* EventBridge - PutEvents

* Parameters: EventBridgeParameters

/A Important

£/ EventBridge PutEvents{E & %17 B {EREventBridge HFRESR A X BB EH R T,

AWS tRF R EESHEREE AWS BiF BFEMEER , B A EAL B EEE4EILAE
TE ANSEHERE. EERESHEXETRESTHEHERSE , FEBESHERMEAR
ERESPEIHE,

* Amazon Inspector — StartAssessmentRun

* kinesis : PutRecord

 Parameters: KinesisParameters

* Firehose — PutRecord
 Lambda - Invoke

+ SageMaker Al - StartPipelineExecution

» Parameters: SageMakerPipelineParameters

* Amazon SNS - Publish

* Amazon SQS : SendMessage

* Parameters: SqsParameters

o SEREIE — StartExecution

FEATHEEIRT RNAREFRNERB R , URSEPNE B FEAEN IAM 37,
FREAEE 42
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Amazon SQS SendMessage

Example#1T A B T BUER

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sqs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"QUEUE_ARN", "Input": "Message for scheduleArn:
'<aws.scheduler.schedule-arn>', scheduledTime: '<aws.scheduler.scheduled-time>'" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}
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scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example Java BXBEBH E 4

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target sqgsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>"',
scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");

Amazon SQS SendMessage
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ERAEER

}

Lambda Invoke

Example#1T A @K FF T BUER

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}
Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleAxn": "ROLE_ARN", "Arn":"FUNCTION_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }
lambda_templated = {

"RoleArn": "<ROLE_ARN>",
"Arn": "<LAMBDA_ARN>",

Lambda Invoke
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"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(
Name="lambda-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=lambda_templated,
FlexibleTimeWindow=flex_window)

Example Java BB B E 4

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1® minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);

Lambda Invoke
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System.out.println("Created schedule with rate expression and Lambda templated
target");
}

SEREHE StartExecution
Example#1T A @K FF T BUER

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Action": [
"states:StartExecution"
]I
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":
\"TEST_PAYLOAD\" }" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sfn_templated= {
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"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Example Java BXRE B E 4

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();
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client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
templated target");
}
}
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Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"HA\"F N\

--flexible-time-window '{ "Mode": "OFF"}'

Example Amazon SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }
sgs_universal= {
"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"}"}

scheduler.create_schedule(
Name="sqgs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

Example> BR B &
package com.example;
import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;
public class MySchedulerApp {

public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()

ol =
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.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")
Jdnput("{\"Input\":\"{}\",\"StateMachineArn\":\"<STATE_MACHINE_ARN>

\"}")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()
.name (" <SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
universal target");

}

7 EventBridge HFiEERs P #TE AR B M

HEEERGEEENEAHPEATIERT , URERBIENTERER, EventBridge HHiEsREHE BRI
EHEAERR  $SEAESRFRASESANE.

« <aws.scheduler.schedule-arn> - Hf28 ARN,

« <aws.scheduler.scheduled-time> - ZAHRIEEHAAEBENERG , Hln
2022-03-22T18:59:437,

« <aws.scheduler.execution-id> - EventBridge Scheduler & EERF A B {Z5RAIME —
ID , I8 d32c5kddcf5bb8c3,

« <aws.scheduler.attempt-number> - 5| B sz EE X EBMNETEEE , 0 1,
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AEANBE KWEschedule-time,
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Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", \
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage”, \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/schedulexr-cli-test\"}"}"' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sqs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"
}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"scheduler:GetSchedule",
"scheduler:ListSchedules",
"scheduler:GetScheduleGroup",
"scheduler:ListScheduleGroups"

]I

"Resource":"*"
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= EZ MR EventBridge HEiE2R 5 9 B BUR V&5l , 5528 B 7£ EventBridge HEREEs P EA & 25 B BUR,
EventBridge HEf228 Y BUR IR R 5| 88
TERBBFERRRESHE - 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , BMEERE M ERE T oA
EERAITHLEBIF,

Condition TEERBEBRMNKRY , BEERBXNAITRE., EUURIERFMESE FNVFRHER
A (BIMFRTIR) , REBBRPHRGNFBRINE, EEEBHME AWS 28R4 R, F2
B {IAM EREIEE) FHAWS 2EHRGFREREIE,

EEEFE EventBridge BFESI R U RE|IBNEE | F2H (RBERESZE) FI Amazon EventBridge
RSN GG ESIE, BEETHRETUEREGSBNEBEMNER , 528 Amazon EventBridge HEFE
25 1 2= 1Y B 1E,

= EZM1R EventBridge HFRE28 5 2 B BRI , 55288 1£ EventBridge HEfEEs P E A & 5 B BUR,

EventBridge BFf228 F#Y ACLs
XEACL: &

FHUEFIEE (ACL) ATEFIBLERE (RFKE, FRAENAG) HEFIEEZRNFFT. ACL EER
EREBR , BEMAEEA JSON BERXAHEN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html#amazoneventbridgescheduler-actions-as-permissions
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ABAC #&Et EventBridge HEf225%

X & ABAC (BERFHVERER) : &2

B RFEUES] (ABAC) R—EREXRE , REBARRNBHERFTAIE, BTN RERERE IAM
B AWS MER , REKET ABAC BUR , MEEZREANRERNTSER LOVERE RFHRF,

MERBERILEZE , 556 aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys R# &5 , EECRNIEGTESD , BHEREA.

MRBHEXESEEREEN B =ERG SR  ABEZBBEMS , EA Yes, IRBBEIERLE
REEN 2R =@ k4R , RIEA Partial.

WMFT ABAC WIEHHEH , F2E (AM EREER) PHER ABAC RIEESRTT. NEEESAR
TE ABAC ZERMHEZRE , F2H (AM £REERE) PREHABEEFEES (ABAC).

FEEL EventBridge HEiZ 851 A IR B /R 58
XERREBE =

TREABRESR AWS ERNEHFIE Y ESERABSIVRACKEBEL. AWS EEE
BEELTRBEAEN K MAREARMENER. UFEFMAESA  F2H (AM EREER) $H
IAM A | R s 2 & B RE BE 1] £ |AM FE BB ERIAWS AR#S o

EventBridge HEfE 83V 5 IRIE E B oJ
S EEHZFMIERE (FAS): 2

EX TR TR B (FAS) SERMEAY M ZFEAGTA AWS BRE |, WHES R AWS IR [@ TR 1R
AR, WMFERL FAS BFRENBERFHRER , F2REXHFMTFER.

EventBridge HEf2ssVIRE A E

xERBAG R

REACRRBEETN AM S€  AIREMTEE, IAM EEE LR IAM RE, 18K FNM BRIRKE
Af, MEFMEER , F2H (AM FHERERE) PNEIAELUEIRFITHE AWS Ri%,

/A Warning

BFRE AN I se 2+ B EventBridge HEf285 188, R B TE EventBridge HFfEES iR 1118
Sl , TEEMREBREAE,

B IAM B& 63


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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EventBridge HEfEss VIR EZE A E
TERBEZAG T

BHEFACRERE N —ERBAE AWS . BB TUREARENTHENAR. REERS
AEgHREEN F AWSIRF |, YHERBHEE. IAM EES TR  EXRFERKERSEHN
AT A,

NMERVREERHEEACHFMER , FSEATEL IAMEENAWS . EERRPSRR
¥, A ESRBEGACHTH Yes, BIERER , SUREKRBHRIEERS B XM

£ EventBridge #2233 E A B 2 B BUR

RIFFER , EAENACKREEURNIE N EventBridge HIRERERNFT T, RERTHEAEHHEHMEE
RMATEMERVRTR , IAM EE R LET IAM BUER,

WEE T AR fE AR IE L Ei ] JSON BURSUHE I IAM 55 BBER | 520 (AM FAEER) vHE
M IAM BUE (E#8).

¥

\

2% EventBridge HIESRER < BENEREENFMET S ESEEREEMN ARNs B3 |, F2
B (IRIEBEESZE) B Amazon EventBridge HFEESR M EIE. BERFIRGZRSIE,

&

- BRBEEHR

« EventBridge HEfEE85F 7

« AWS EventBridge HEf2880 ZEBUR
- EventBridge HIESRNBEFZEEHXR
- AWS ZEBXEH

BREER

BoRBEEHEEIRETHNEBASRETUEY, FIEME EventBridge B2 8 R, ELE#E
TR AWS IRFE4AEA, EARYRGES»BEN  BERETHLEIRESSSE !

. BINAER AWS SERELERREMRYT - EERREHTRTONEAENTEAR  HEA
BHTETHSEREARAN AVS SERE. THAEEH FEMAAWS IRF, RARAEE
BREREARG AVS WEFZERK , - SHIOHT, NBESER , HSH (AM £AEE
) P AWS SERERLBMANAWS FERE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazoneventbridgescheduler.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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- ERAREHERT - RE IAM BERNFAR  FERTHTERMTNAT. KERLEN , B
LESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM ERAEREE) B IAM FHBEERAEFT .

o 5 1AM BUR R VIR — SR B FZEVE - S LUSERGFIBEBER | SRFIEENE RN EE.
flan | WA AR B BEERRY , EEXAMEA SSL BEFAERER, MREBRFE SHERRKEE
AWS FR#& , &t ] LAGE B R4 R 1R F HZEUE CloudFormation., MEFFMER , 528 (AM £ H
HIEE) FH IAM JSON BETE © 4,

« f£/ IAM Access Analyzer B IAM BUR |, fE{RFT I 24 B IEEEE - IAM Access Analyzer B
BHBEMBEER |, BRELBERER IAM BUREES (JSON) fl IAM FRIEEH ., IAM Access
Analyzer 12ff 100 ZIEBERERVEATHER , THBEREXLEEANEXR, NEFHEE
A, B2 (AM EAERERE) PRIEA IAM Access Analyzer 5278 BUER,

- FEZEEERE (MFA) - REHRGIZFE IAM E£AER PHRERE AWS IRF |, FBFRE MFA
DREZeM, MEERU AP BERER MFA |, 18 MFA (REFIESEHNBER. MEFHME
#A, wm2E (AM E£AEERE) #1EEB MFA &Z £ APl 7EL

WE IAM AREBBNEEES  F2E8 (AM EAEER) 91 IAM Z2HEEH,

EventBridge HEf2855F A

ATEIAMESTA (FHE,. BESAR® ) & EventBridge 28T EVHIRE | ¥BEBFE A AP
ZEY EventBridge #2288 R , ZREALEHE —AFBEHFTERNT T, BUUREBERTEAN
ERRERREE LA, FlM , E6£H EventBridge IR TR ARBRRRAHREENEHERA
&, FEEEEFHI CreateSchedule API B EFIENT T, RMERECESHES P EFT , RiE
HERIEERNFE.

T3EE MR EventBridge ISR EIR , REHEHNEFE,
- HFiE

* scheduler:ListSchedules

* scheduler:GetSchedule

* scheduler:CreateSchedule

* scheduler:UpdateSchedule

* scheduler:DeleteSchedule
- BFREEH

* scheduler:ListScheduleGroups
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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ERAEER

* scheduler:

 scheduler:

 scheduler

 scheduler:
 scheduler:

 scheduler:

GetScheduleGroup
CreateScheduleGroup

:DeleteScheduleGroup

ListTagsForResource
TagResource

UntagResource

A LAfE A EventBridge HIFESRFrAIREV HOCHEFZEBUR , LU E EventBridge HFIRES A, &
A AEA T — AR AWS ZEBX , RTFERCARIINLERTST , MFASEREZBESHWERK,

AWS EventBridge BFf228H) S EBUR

AWS 1Rt AWS BV FMEENEIL IAM BER |, UBBRHFZERNERARS, SEIRERBERSHYE
FRARAARFLENGT R BEERAEZTEWEST, MEFMAER , F2H IAM EHEREES
B AWS SEBE, THEZEREGIREHRFERAEN AWS SEBEREB M EventBridge HEFE8S -

+ AmazonEventBridgeSchedulerFullAccess
HERFE PR N BERR BB ERAFTA EventBridge HFREZRBIE,
BEMAMWBERNETT , F20 (AWS REBRSE) #1

AmazonEventBridgeSchedulerFullAccess.

» AmazonEventBridgeSchedulerReadOnlyAccess
BT HENT , R MEE R EnNFAEA.
BEMBUBERNETT |, F2680 (AWS REBRSE) #H

AmazonEventBridgeSchedulerReadOnlyAccess.

EventBridge HEfEssMV E P ZEHER
5 F T 5% 5] & EventBridge IR RBVHACHEFSERE., REFSERETELRBETIANIHE

e  EHHERPNEREXNEREMENBENERR T,

ES ]

&3] : CreateSchedule

« &ifjl : GetSchedule

RSP RBER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEventBridgeSchedulerFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEventBridgeSchedulerReadOnlyAccess.html.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

EventBridge HFf288 EREEmR

- #if5l : UpdateSchedule
« &4l : DeleteScheduleGroup

&3l : CreateSchedule

ECEMHOHER  SULREEMER AWS BENERNEF ZEFWRIME EventBridge HEFE8R
LHEH.

THBRAFETBEIHRELER ERAME AWS HEN S8, FEiB AWS HEN S , AT AWS
E1E AWS Key Management Service (AWS KMS) EHER , Rt BT EEEINNFF I RE B E
AWS KMS,

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:rxole/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "scheduler.amazonaws.com"
}
}
}
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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}

FEATIHHRREARETIARYHRE , YEAAWSKMS BEFSELRETNR, PEFAZFSES
i ZXEAMEEEFIEREH AWS KMS BRI, HBRRFE—EE KMS 81N FEUE
AR % EventBridge HFREES LM E R, HE , B UFEREAZFET (*) FARR T IREFFAE LR

WFEE RS EEEBEINNFE,

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:CreateSchedule"

1,

"Effect": "Allow",

"Resource":

[

"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-
schedule-name"

]
}I
{
"Action":
[
"kms :DescribeKey",
"kms : GenerateDataKey",
"kms :Decrypt"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"
]I

"Condition": {
"StringLike": {
"kms:ViaService": "scheduler.us-east-1.amazonaws.com",
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"kms :EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexvice": "scheduler.amazonaws.com"
}
}
}

£if5] : GetSchedule
FRATIHBEAHFETIANSHENHEBENA.

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:GetSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

1

RSP RBER 69



EventBridge HFf288 EREEmR

}

&5 : UpdateSchedule

FRTYEE , LAKFEFEAEBMW scheduler:UpdateSchedul eB)EREFTHERR, B2 38
fflCreateSchedule , BUREURARHIEREFEH AWS KMS AWS S AN €8 I B F S EL8ETM
R, HAFEH REWHRE AWS BEEN SR  BEATIBGE :

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:rxole/*",
"Condition": {
"StringLike": {
"iam:PassedToSexrvice": "scheduler.amazonaws.com"
}
}
}
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HRERAEFZESRRENSHRE  FEATIBER. KBRS SEMETT , AHFELAFIEIRFH
AWS KMS &R :

JSON

"Version":"2012-10-17",
"Statement":

[

"Action":
[
"scheduler:UpdateSchedule”

]I

"Effect": "Allow",

"Resource":

[

"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-
schedule-name"

]
},
{
"Action":
[
"kms :DescribeKey",
"kms : GenerateDataKey",
"kms :Decrypt"
]I
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012:key/my-key-id"
1,

"Condition": {
"StringlLike": {
"kms:ViaService": "scheduler.us-east-1.amazonaws.com",
"kms :EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-east-1:123456789012:schedule/my-group/my-schedule-name"
}
}
},

{
"Effect": "Allow",
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"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexrvice": "scheduler.amazonaws.com"

}

#ifj| : DeleteScheduleGroup

FEATIBRAFETEARBREREE, SEEMREER  CSMREXBEMEBHOIERE, MREE
MWETALKNEEGHTT , THEMBREZFEMEBRNERE, LBERREFEEATT , ARIHEEHR
F4H FMscheduler:DeleteScheduleGroup®EfE , LR B HEFHFIEHERE -

(® Note
EventBridge HEf2sR A X BIEE AR SN EFRBRET . Sl , THRANER , TEIS

EBERAF :
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-

group/my-schedule-name"

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:DeleteSchedule",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/*"
},
{

"Effect": "Allow",
"Action": "scheduler:DeleteScheduleGroup",
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ERAEER

"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-

group/*"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToSexvice": "scheduler.amazonaws.com"
}
}
}
]
}
AWS ZEBUREH
g8e iR Date
AmazonEventBridgeS EventBridge HFfZ 28 #1857 2022 £11 A 10 H

chedulerFullAccess — i & TEHERENIE  BREEER

BUR FHEAEMEERNTEFER
B, SRR,
AmazonEventBridgeS EventBridge HFfZ 28 #Ti8 ¥ #7

chedulerReadOnlyAccess - ¥ ZEBIRNXE , ZBEXER

M2 EHER FHEAEMBEERNERTI
1, SRR
AmazonEventBridgeS EventBridge BFf288 &

chedulerReadOnlyAccess — 8  #AmazonEventBridgeS

MREBR

chedulerReadOnlyAc
cess TEEHXE , UER
ERF TEE (scheduler
:List* # scheduler
:Get* ), AREREFIEHH

2022 £11 A 10 H

2026 3 A 25 H
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gE

B

b7 Date
E
AR

BER , BURRIFHRFN

o

EventBridge BFf285 EBRIE EventBridge BF#2 25 B 2R 1E Bt 2022 £ 11 A 10 H
M HAWS ZEBERWEE,

EventBridge BFiEs2 PHEBRE AT

BEREABEBRZEMERE , HFRAUTHFFTNERTURH ERESH TN ERIITXE
B, E P AWS , BRBERETESEHEENEAGE, EEERY (FWRS) w5 — @RS (K
FEOLBRS) B , AIRE S RABREERE. LR IURHEREREFT , AEFTEAEERFTANA R
HEMEFNERKINEE, RTEBEERRL , AWS REN T ETMHBEREMERBNER , ™
ELREETREREEBIRFPERNFIE,

RPRECEHREHTACRFEA aws :SourceArnl aws:SourceAccount £ HEHRANR &S| |
LABR %l EventBridge #HEfZsS iR It HAt RIS FEN BRG], MR R E(E LT —(EEREE REEE
AR | BIZEME A aws:SourceArn, MREBEEARFZRE TN EMEREERISEAAEE 3

5/ aws:SourceAccount,

rEREREABENRENSGEZRMEM aws: SourceArn £2FFRGRE
K58 , URERNTE ARN, TIRHHEERE A ERIBEREEE
arn:aws:scheduler:*:123456789012:schedule-group/your-schedule-group

MRTHEEFRNWTE ARN , FEMNMREEE T ZEER , HEMA aws: SourceArn
SHRBERGRSIBEEERF T (*) RET ARN BIKRMNHED. B
i : arn:aws:scheduler:*:123456789012:schedule-group/*,

M {Eaws : SourceArn4 AR ER T R4 EEH EventBridge HFZERHERE R H ARN,

/A Important

A% aws :SourceArnfFRIA X EERER B ELENHFERBFE. BIEEN ARN LEZHE
EAHE.

TH&EF REBHNAEFTACEEREDRFER aws : SourceArnHl aws : SourceAccount £ HIRHA
BEi®  UPIEEBENREARRE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012",
"aws:SourceArn'": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"
}

MREE WEFEAERAFTaws: SourceArn , BIAEFEA ArnLikedE StringEqualstER ik
HHEE T, Bl , THEFEBEREEA ArnLike REERS R AEAHERREAE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:scheduler:*:123456789012:schedule-group/

.
"StringEquals": {
"aws:SourceAccount": "123456789012"
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}

¥} Amazon EventBridge BE288 5 7 M FEUETHERS
FERUTEARGEEDE RIS EFE A EventBridge HEFRZ25 M IAM B gE BRI E REE,
FE

- RERETE EventBridge BFRZES P ETEIE

o BRAREBHIT iam:PassRole HViZE
« RBEARF LN AE AWS IRFE FEFE A EventBridge HFiZE8 5 R

;ML EventBridge HERERS P HIITEIE
MELBWFIGER  SHNEREREANTHE , BNBRSEESH , R EHITEE,

THgEpIsEREEmateojackson IAM ERAEERFEATRARE —EER ny-example-widget
BERMEEMENR , BAEER scheduler:GetWidget BB 4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetWidget on resource: my-example-widget

FEHBERT , HEEH Mateo B3R , AFFMER scheduler:GetWidget EMERFE my-example-
widget BEiR.

MREBEEWGE , FREEN AWS EEE, FHNEEESREBEENEERE.
AR EBFH 1T iam:PassRole RIS HE

MRBUNBIEEER |, HHAEEEHIT iam: PassRoleEE , BHBERXLEEH , UAHF LK ACEERR
EventBridge BEfE2%,

BE AWS ¥ IREKEFACERGRREYR K MAREUFNERACIBRKELACR. NFEH
THER L AR ACEEEZRBIFT .

EEA B IAMmarymajor A& EMEA EE A EventBridge ISP HTEER , ERE T
#HHITER. B , BFEBEBRBREEFBREACKR TN T. Mary REKAGEERRGREHNTT.
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEERBRT , Mary WBURABEEH , AT iam: PassRole Bk,
MREBEERGE , BHEEN AWS BEEE, FNEESRHENEZRRE.
BREAF UAWAE AWS tRF FEEB EventBridge HERRREIR

BUNRN—EAE  BEMRFHINERAENEEBATNAEFIENER, LU IEEZ AR
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) BVARES , &I LUE A ALK
REETFAEFRENE RN,

MEE—FTH K F2EUTRE

- HE T ## EventBridge HIERR R A X EIELThEE , 2R EventBridge HFiZ 28 10{a B2 IAM $EFEL(E
Ho

- BE TN AWS IRF EEHEN ERCBRUEEIE , F28 (AM £AEER) THELSE
BAWSIRF WE—1@ B4 IAM FHEIRMFEE.

- BEETHRNMKERNEIERMEE=S AWS IRF |, 528 (AM FAEER) FHSFEER
HEE=H AWS IRF #H.

- METHNMEBKS S 2 RMUFIE , F28 (AM £RERER) PHBEFIRREAGENTE
TEIREBNERE BMEE D).

- MFTHREASENEREBRRETERFFRCEANZR , 528 (AM £REER) 8 IAM
P EBRE EiRFE.

Amazon EventBridge BEf28s PV E MR =

HESEERBEAR AWS Amazon EventBridge Scheduler RHIERMRE, MKERFR |, AWS &
Eﬁ%ﬁlﬁﬁﬁﬁ MW ERRE AWS B, CESHRBELERRE IEEARTWESE. SEE
REEFFER AWS R HRSERBNEETE, UFEERBIAENFRET  FSRERELEE
FEZEE., NEBNERRBENEN , F28 " —HRERREZLSR (GDPR) H/hy o

ERERREEYN , RARBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECHEHASESRETH
HEKPAENRT. RftEBRERATIANREER -

- BERFHEERSEZRRRE (MFA),

ERRE -
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- £/ SSL/TLS BE AWS BERBEM. BMFE TLS 1.2 WEZRMEA TLS 1.3,

. {1 RE API MERAEEESE8E AWS CloudTrail, tNEAERI{EA CloudTrail B MHBEEL AWS SEEIH
B, B2 BAWS CloudTrail € EHE&ER) RHER CloudTrail B,

- A AWS MEBMARAR , URHPHMBERERZTLES AWS R,
- ERAERNZERZLIRE (B0 Amazon Macie) , HBIREFREFHEFE Amazon S3 HEUBER,

o MRMEBE AWS BB RMEIN API FEH BEE FIPS 140-3 BB R EmEZEHR , 55EH FIPS
e, MEBE FIPS M FIPS mEMNEZMEBEN , F2RAHTEFEEZE (FIPS) 140-3.

BEMEEBCEBUITESEFNETFBH i FHEIBRAET  HEERIAHBANFRL
B, PlIE BRI, EZFEELMERA EventBridge HEREZER A AWS BRI =424, APIAWS CLISL
Hfth AWS SDKs B, BEZRBHABEKANFZRUFBANTAERBTEARTERZEH AR, W
RERHNEAMIEN URL , RFRZEBF D ERB LU RAMFTFB RN URL PR BREA,

EventBridge HFi288 PR BN

AEFEREA Amazon EventBridge HF2sR i N MR Z B REE R, BREE R R FMIE EventBridge HE
ERNREER THPRER. EventBridge HEFZ8REE AWS Key Management Service (AWS KMS) %
&, UEA MENFEREZNERAWS KMS key, EventBridge HFE2E X EME KMS £ . AWS
BENSRNEFZESR.

(® Note
EventBridge HFEfRE X B AR BB INE KMS €8,

AWS BER TR £ AWS RBHENEZEANSE AWS tRFH KMS €88, R AWS AN SR
EventBridge BFEZ88 A TEERIE AWS Z£HIRSH |, {8 EventBridge HiZSR 2 A EMREAEE
MWERMEIR. RIFEFER , EventBridge HIEREEA AWS HENSBRMBENBEZEER. &F
FEEE AWS AN S SHEIEE., E EventBridge 223 AWS AN 88 TR EEH
ERR , BT EESNEMER , mMEEAEFT T ALKRS P AWS KMS B,

EFZESHRRLEY. HENEEZ AWS IRFHERK KMS £, MRENREFARFERE
EHIME XA E EventBridge HEiESR LREE RN NE SR  SEAUEAETFZESR. NREEER
FEESR , AIXEEELZNSRER, EFZESRSMEBRAER , URBHABF RIS HE
RER. ERATFZESRUEHFAWS KMS BLEEN—#B2 . MEBEEENFEENA , F2H8 AWS Key
Management Service E{B.
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Iz pX A

TR EventBridge HIESRBREMEN TEERERE | URBERRXEN KMS iREE,

EREE S AWS R ER EFXETR
EE (&% 256KB) EREERNER <& <&

ERHRER | EHRE
B TargetInput 2
HhiEENER,

Bl 5 M AR RE FFRERYHE — B AR X & <&
E(BA. F/R).

Scheduling configura  BFREFRER , HlaniE <& FRE
tion (BFR24ER8) HMHERENERL

Cron REX , UK

— X MR AN EEE

ic, URBFENRA

BHA. %R BHAME
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oo o

B RS B#ZE# Amazon & FRE
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MAMAMITAER - BUENRBRER 8 B &
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FATA R BT A B 3
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EventBridge SIS RS MBENRZ EREAHREATFIESR  WERAME, NREEEEAT
FXE&® , EventBridge SIS MBM@ABRAEH MK | —XEARARE AWS AN TR , -
ERSEENEFZETR, BNMEHMERER | EventBridge HFEsR R S AARE AWS #H
Ml RREBHEER.

5 T the section called “E I KMS £ — 8K T B UAEEZN IAM ERMSBBER | MESEF
T E £ I8 EventBridge HERERS 8 BLFE

EHE KMS &8

BOLGEEMHIEHERFSE SR , UINBNBRZHER TR EBZENAE, EventBridge BIfEERE
MENBRZERS 256KB WER AR, FATFSESREELAE  URBBRBEARNER, £
AEFSELWITBAWS KMVS FLEEMN—25, MEEENFMEENR , 5528 AWS Key Management
Service EE

EventBridge HF72 8% £ i BT 3T 72 bU A3 K K10 = AR BIARY 1AM BF . SER T A LB
AWS KMS #RE85F Al E £ Al EventBridge HE#28% API (VERESH A, LI, , EventBridge HEi2 8%
SEAEFARERBBANER. ERTEFRAEMOATAS ULERFLEN AWS KVS 4
BIRFA , F BEEMREE AT AWS KMS AP

(® Note
EventBridge B8 F X BEEA TR AINET,

AT -7 AOAERE AWS KMS £RERNMATHRR IAM 5T , BUf£ EventBridge HFiZez LERAE
FRELW,

£

- #B 1AM FF A

- ERSRBE

¥ 1AM B A

EEERAEFIESR  SXABTIFAFREZERYHENS S IAM =88 | IR ERHERE T it
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EERESRMN S ORI

18R AR T 5 AWS KMS EpE#718 E 8232 U HFRR KW 1L EventBridge HFi228 API BVEIZFEA (A
. BESAG® ) HEBHEFIBER,

 kms:DescribeKey - BELIRENSHMERHBEMNE KMS £RKFEE,

 kms:GenerateDataKey - & 7 E4 EventBridge HIfES I RBTRHEIRMBNE R 88 | kAN
E1ERH,

 kms:Decrypt - EEf#% EventBridge Scheduler EEIEMMBZER —BERNNBRER L8,
ELRTIEENETE :

* scheduler:*

« iam:PassRole - BEHTABKEE,

EEFSESHRNHITAGHT

BB RETIIBMEREEHENATHEI IR |, LUIRAt EventBridge HFZ 35 11 7 22 & ) by W Y
AWS KMS API Ky 2B

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowEventBridgeSchedulerToDecryptDataUsingCMKMS",
"Effect": "Allow",
"Action": [
"kms :Decrypt"
]I
"Resource": "arn:aws:kms:us-east-1:123456789012:key/your-key-id"
}
]
}

 kms:Decrypt - EEMAEZ EventBridge HiESRBEEHNMEER —BERNNBER 28,
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MREEREFHRERFEMA EventBridge HIESRE R ARELFTNHITAER |, EventBridge HIiEZEH
BLENFUEEZEIEHNHTAR, TE , IRECRERANHTAE , AIXEBLENTIHRES
Al  JHREACNEEFSELRE,

EESWEE

ERER BAEFXESRE AWSKVMS , RIBHER , ENEREATIRBEE , TREFIHE
HEITAE,

RE , B ERBRNEERFHAERMERTACNER, IREALEEFZESRE
EventBridge BFfZ2R ERIBEEA , BITTLUEHR M. A T 5 £ BUER 5|2k R HIHLE EventBridge BE
ERERUUEREN S,

CloudTrail 434l

AWS CloudTrail #EEUFE API EILE#H, ETESE EventBridge HIESRFHAENEFZE SRR
RERER , API I, THIEHIFER CloudTrail EHIEH , %IEH =& EventBridge BIESRFEATF S
EEEM kms :Decrypt Bk,

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDEABCD1AB12ABABABQ:70@abcd123al23al2345alaal2aalbcl2",
"arn": "arn:aws:sts::123456789012:assumed-role/execution-
role/70abcdl123al123al2345alaal2aalbcl2"”,
"accountId": "123456789012",
"accessKeyId": "ABCDEFGHI1JKLMNOP2Q3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDEABCD1AB12ABABABQ",
"arn": "arn:aws:iam::123456789012:role/execution-role",
"accountId": "123456789012",
"userName": "execution-role"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-31T21:03:157",
"mfaAuthenticated": "false"

}
}I
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"eventTime": "2022-10-31T21:03:157",

"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",

"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-
mode/standard AwsCrypto/2.4.0",

"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abc67",

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-
west-2:123456789012:schedule/default/execution-role"
}
I
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",

"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al23-
a2b34c5abc67"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com
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EventBridge #F#2 25 Y {E 8 N2

EventBridge HFfEss e EMMER M EH PR ER, Transport Layer Security (TLS) & & FU4E
{i] EventBridge HEF288 API 24 , AR TE EventBridge BEFE 2558 A &Y HERR IS FE IU4E 47T B 42 APIs BF N
RIENWER, RIBFEER , EventBridge HFESREE MR ER PN ERKMER TLS 1.2, EFFERER
WPHNZE , M BESEA EventBridge BEREERE , BELBIETRMN TLS MR,

£/ EventBridge HEF228 API — B8#1T API #4EKF |, fl4 CreateSchedule , EventBridge BEfE2%
SMBREMEHTTP R , BFEFRAXHNESE, EventBridge IR th 2R ER APIs KB EEE
FEM 1,

£/ B #% APIs — EventBridge HFiZ=R A HHER , EEWUEEEYHERIEEN B TR APl 4

R EBEE , EventBridge HHEsR @ MEZABEF R , SFEFRAXMNABERER , URKEERKRIHNE
FE.

Amazon EventBridge BFiZE5V S R R T

EETH RS AWS R TR ESRTENEER , F2HRAWS ¥ SRFEHEARRRIFLR
EBHERTE, MF-—MRER , F2ERAWS &5 E

ERILAER THESE = &ERE AWS Artifact, MIFRFMER , FSBEE T THIFHRSE AWS Artifact,

BER BRNESREME AWS R BURRERNEEN, BLANEREE , UARBERAERENER.
WMEER BREREENFMEF AWS BRI , F2H AWS £ X,

Amazon EventBridge BEfE 85 # Ay S8 1%

AWS £REMEERI AWS B M TAESAEREE. AWS ES RESEAER S BN
TAES , EETHESEREE, SHEENSHEMNMEERE. SBRAER , BT R EEEN
FEREXNENE  ETRAESCBEBREREMASRETE. TRAESNTHLE, FEEINE
RBEEN  BE-SHSZEERFONERERREES,

0% AWS B MAABSNHEER , HSM AWS 2 RERBIE,

BT AWS SIREBRIEZ , EventBridge HRERBHBMNLE , LB X EEHNEHBLAME
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Amazon EventBridge BFfEss PV E BRI L £
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E512 R 4% Amazon EventBridge Scheduler & H th AWS SRS R FEME., ATAMENMENEEE
Do AWS EHT 5B T EREEE EventBridge Scheduler, fER4ASHRFRE |, WBERKFHRINEEH
£ -

« Amazon CloudWatch AWS £EIREERIEH AWS BRMNEE LHTHWEARER. SR EMNE
HIEE, BUBTEIREK , ARBEET , EREEEEILEENRERBANE S EWMEE, MF
SHHMEE |, 552 Amazon CloudWatch £ & IEE,

« AWS CloudTrail €#EN B &R E R KR AWS SRR FS 2 HE AP FILKAEEESE4 | WA B 5518
RIS ELIEEMN Amazon S3 fEFETEE. SRR EREMIIRE AWS, #1THI AR
P it , AR IR, MEFMEA , 528 (AWS CloudTrail FAEERE) -
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 {#/ Amazon CloudWatch E£32 Amazon EventBridge #Ei2 85

- {#F 528 Amazon EventBridge Scheduler APl FERY AWS CloudTrail

£ Amazon CloudWatch E53#% Amazon EventBridge HEf223

B LAE A CloudWatch 52 Amazon EventBridge HEf288 , ERWERKER TS EREATEEIR
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REEEFES.
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ERAEER

HERE A

Resource

EERNBEER. N API HEER | i8R API RERE. HRERET

BiER  EREFENEREE,

APl HEER

APl REEFESEREIIRFPIHITH AP REREB . ERELERRER API FIEIWEERIEN API
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EREBEA CallCount, WIEFEHBANKITER R SUM, KK 1 D EHEVRRETE.
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BE BiR
CallCount CreateSchedule
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CallCount DeleteSchedule
CallCount DeleteSch
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CallCount GetSchedule
CallCount GetSchedu
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CallCount ListSched
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CallCount ListSchedules

&t EA

SEIRF PEITHY CreateSchedule APIR{E
HHE,

EIRFE R #{TH CreateScheduleGroup
API| 21EE B,

BIRFE B #{TH DeleteSchedule API#4E
g8,

RS P #EITH DeleteScheduleGroup
API B4EZH .

IEIRF REITHY GetSchedule APIREE
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ERAEER

BE &R
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A

YR FAFEITHY ListTagsForResource
APl I2EZIB,

IEWRE R #FITH TagResource APIIREH
B,

CallCount UntagResource IERE R #ITH UntagResource APIBRER

Bo

CallCount UpdateSchedule EIRE R #{THY UpdateSchedule API#4E

g&ao

Blan , EETHHER CallCount BERTEMNIIRFE PRI CreateSchedule APl HEERIXE -

« "Service" : "Scheduler"
. uﬁg“u : uﬁu
° "Typell : IIAPIII

» "Resource" : "CreateSchedule"

LU HE S

ERTBEREEREIRFPANANERRE, FHAELERRERMGEIENRBERRS , 7=

BEBRETEZBIREREMELE,
{EEEZ A ResourceCount, HIEEH
BRTEIEE

BE iR
ResourceCount Approxima
teSchedule
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ERAEER

BE BiR

ResourceCount Approxima
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eGroup

SR e

EHREELR 100 BER | LiSENEERE
RE, FPEAEIHERARENER , BE
BEARES 500 B ESMWMaximumiiitE
B, AATERIRERZESA 1, 000 B,

BIRFHNHEREARNRYE, FRILEERE
BRI B AR RS , BB SRS
EMNY ServiceQuotaExceededExcepti
on B4 EEEaCreateScheduleGroup o

Bltn , EATHHER ResourceCount IEZEM Maximum HEtERIEHERFE PN HIRAKBE

"Service" : "Scheduler"
ui’EEUu : Ilﬁll

"Type" : "Resource"

"Resource" : "ApproximateSchedule"

{#/ 524% Amazon EventBridge Scheduler API FEAY AWS

CloudTrail

Amazon EventBridge Scheduler E 82 & AWS CloudTrail , ttfR#EI2#t EventBridge Scheduler
AWS HFfEAZE, AERREFTEIEIENT . CloudTrail &% EventBridge Scheduler B9FFE API
FEALFEE B4, FEENRY WY /E$EH# EventBridge Scheduler i A HTHIRL | AR EventBridge
Scheduler APl R{EMFEXIRFIY, tNREEIER , BITLARA CloudTrail E4EERFZE Amazon
S3 17T , @I EventBridge Scheduler S #, BIfEERARFREEHR , AR LUEB CloudTrail
FREPNEHELEHERARHELS, B LER CloudTrail WEMNER , ¥/ET¥ EventBridge
Scheduler 2 MR, RHEFERWG IP ik, REFBRHOAE, REBRNEE , ARHEMGFHEE

-

o

i

EiE—F 7 # CloudTrail , 5528 "AWS CloudTrail FA&EIERE.

fEF CloudTrail B {TE R
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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CloudTrail A #9 EventBridge HEfZ22 & A

BIMIRFS AWS IRF B, B8 L&A CloudTrail, EEB)7E EventBridge Scheduler R4 8 |, 08
B CHEM CloudTrail B4 1«1&%#55&?3%43 WEAMARH AWS B4, EAIE g, BEW
THRIINES AWS IRFE, MEFMES , F2E "FH CloudTraill EHFEHEEMEEHS, .

EEFERSE TEH AWS tRF |, 23 EventBridge Scheduler WS4 |, B2V BK, FReEE
CloudTrail #% AFFE R T E Amazon S3 EFETHE., KTER , ERETERETEVEBHE , RERS
ERAZEMEN AWS EBiF, Btttk AWS 2 EIEHE BENEHN , U ARERRITEREEN
Amazon S3 fETZETEE, BLA\ | BT LAREE b AWS BRTE , LAE— 5 547 CloudTrail BEEFIKNENE
HERWHERNTE., NEFHENR , F2ETIAS :

- BEMIEXHBIER

» CloudTrail X EHRBEMNES

 EXJE CloudTrail #§ Amazon SNS J&Al

- EWZEEEMN CloudTrail AFERMEWZERFERN CloudTrail BFFER

CloudTrail &52#F7H EventBridge Scheduler AP| B)E , 35287 Amazon EventBridge Scheduler
APl 2ZE/, flan , ¥ CreateSchedule, UpdateSchedule # DeleteSchedule BifE 2% Hi
&7 CloudTrail EEBRIPELEZR,

B-FEHVARERNSUSELEFRENET. B EATHBIEHE T5IEE !

- EREMFEARE AWS Identity and Access Management (IAM) A& & A ERHEH,
- RURBRE , REEATREACRHEI»ERENERLTERE.
ERESHHEM AWS RERE.

:"‘.H.
Hm

nl‘*

MFEFHMENR , 528 CloudTrail userldentity Tt

T #& EventBridge Scheduler BEE#ERIEE

BHtR-EERE , ERBMUBRERNEARNIEIEER Amazon S3 #FirE. CloudTrail B
1’3'-?1‘?@% HZEERER, —BASHRAEMARREENE—FBR , XSSHEREE. FRH BHPME

ARBBFEA. CIoudTra|I BN IR AE AP LA EREREF , Rt TS E AR EIE
}-.-ﬁIE!O
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/
https://docs.aws.amazon.com/scheduler/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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Amazon EventBridge B2 85V B 48

AWS &Rtk F BB EE AWS RNV TRREHE , LaiBARE. RESERE , FRISEARENRRE
HEERN, BALAXSBEEBREN , 7 LHEEEM,

= EMR EventBridge BEF2E3HVELEE |, 55FRX Service Quotas Fi# A, HEBEHKS | 1BIE AWS R
% , R1#&ZE EventBridge B85,

EEBRIESEE , 52/ (Service Quotas FFAEEF) PHERIESHERE., MR Service Quotas
s ARIBMEECEE , BEAEMREEEERE,

(@ Note
EventBridge SiES R FSEN R ERHER ( BEREETEER 10, 000, 000 @ , TREEH
T2{8 ) . CreateSchedule FERE ( EEEREPTER 5,000 TPS , IRBEEHEME ) MF
RAARMRS (EFEEEHPTERK 1,000 TPS , JAEREHER ) . E=EH2THAEN — W
FEHIMET , 5528 Service Quotas Service Quotas FHAEIEEHNERIESEE.

AWS #ZH1RE BB E EventBridge BEFZ23/HRIRY T~ 5L 48,

= B4 G} E=Yi)3
B

CreateSchedule FFR % us-east-1 : &  #B¥H CreateSchedule

5, 000 ARER, EEEDILE
%885 | EventBridge HEfE

us-east-2 : BRERNBNERAIES
¥ HRAEHER. ETUHE
Us-west-2 - BEABVHEBERR.
5, 000

ap-northeast-1 :
5, 000

ap-south-1 :
5, 000
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-6F4B17DE
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28 B

IIE'
2
Jo

i

ap-southeast-1 :
5, 000

ap-southeast-2 :
5, 000

eu-central-1 :
5, 000

eu-west-1 :
5, 000

eu-west-2 :
5, 000

sa-east-1 :
5, 000

BEAEtXENE
= : 250

CreateScheduleGroup &R = BEZXENE £  B®M® CreateSch
15 : 10 eduleGroup 3R LR,
ERERLECHER |, Even
tBridge HERZRR @ RIER
HYEFRAERE IR EN R
Ko
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-21ED5C4A
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ERAEER

=1

DeleteSchedule F&35R %

=n

us-east-1 :
1, 000

us-east-2 :
1, 000

us-west-2 :
1, 000

ap-northeast-1 :
1, 000

ap-south-1 :
1, 000

ap-southeast-1 :
1, 000

ap-southeast-2 :
1, 000

eu-central-1 :
1, 000

eu-west-1 :
1, 000

eu-west-2 :
1, 000

sa-east-1 :
1, 000

BEAEtXENE
= : 250

IIE'

i

| o

7% DeleteSchedule 55
KER, BRERIELE
B% , EventBridge HET22%
SEFANERAERL
BRIENGER, ETLRAE
ABVEEREGER.
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-53944E21
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28 B 7] R
2
DeleteScheduleGroup &R % BEZXENE = 8% DeleteScheduleGrou

13 : 10 paERLER., BEFZER
fi #8085 , EventBridge HE
RS ERNEEAE
BUIRIENFTE R,
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-4F80D7BE
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ERAEER

=1

GetSchedule F53R &

=n

us-east-1 :
1, 000

us-east-2 :
1, 000

us-west-2 :
1, 000

ap-northeast-1 :
1, 000

ap-south-1 :
1, 000

ap-southeast-1 :
1, 000

ap-southeast-2 :
1, 000

eu-central-1 :
1, 000

eu-west-1 :
1, 000

eu-west-2 :
1, 000

sa-east-1 :
1, 000

BEAEtXENE
= : 250

IIE'

i

| o

F#H GetSchedule &
KER, BRERIELE
B% , EventBridge HET22%
SEFANERAERL
BRIEMRER, ERLIFAR
ABVEEREGER.
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-FB03E819
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ERAEER

=1

GetScheduleGroup &R %

B4
BEZZENE
15 : 10

IIE'

i

| Him

FHH GetSchedu
leGroup FXR LR, E
BET L ECRERF |, Even
tBridge BFfZES 2 EFIER
K EREAER L RENTE

SN
“JNo
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-754C8BBA
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ERAEER

=1

3 A BRRER 3R 5 1Y BR &l

us-east-1 :
1, 000

us-east-2 :
1, 000

us-west-2 :
1, 000

ap-northeast-1 :
1, 000

ap-south-1 :
1, 000

ap-southeast-1 :
1, 000

ap-southeast-2 :
1, 000

eu-central-1 :
1, 000

eu-west-1 :
1, 000

eu-west-2 :
1, 000

sa-east-1 :
1, 000

BEEMZZEN
&35 : 500

IIE'

i

| o

AARXNECERBR
HBERE AR, ER ERZ
%, mERRAR , B

MR , BANSEEY
n, EREEE—L, &
ALRARSBVHEER
Zo
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-F6D2596E
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ERAEER

=1

ListScheduleGroups &R &

ListSchedules &3k =&

ListTagsForResource 553K &

FREHENBE

HEBE

TagResource 53R &

UntagResource 53R %

=n

BEZZENE
15 : 10

BEZZENE
15 : 50

BEZZENE
15 : 10

BEXXENE
15 : 500

BEXENES :

10, 000 , 000

BEZIZENE
15 ;1

BEZTZENE
15 ;1

IIE'

i

| Him

| o

| o | i

| Him

| Him

| A

## ListScheduleGroups
ERLER, ERERISLE
%88% | EventBridge HEfE

HEERHNERAER
LR IENRE R,

FMM ListSchedules &
RER, BRERIELE
B , EventBridge #2838
BERERNWREBEAER L
BIENER,

51| i B2 BF A2 25 B IR AR RA B
H R

BEESNFEFHERE
ER.

BERSHNHFEHE L
BR, WWELRETIEE T
T —RMERE., &
fEREEER ActionAft
erCompletion Zh&g | #%
HREREATHEZESM
BRo EAURARKRE &
fEHEEE.

H—RSERER (Rol@/
B ) EiRiGiEENHERE
R ERo

REENHERERBER
— RS ERR,
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-03C881B9
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-66629D52
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-1DC60392
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-A632CD40
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-EE5D6FF0
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-E7A3E659
https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-44A0C1A0
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ERAEER

=1

UpdateSchedule FF5R %

=n

us-east-1 :
1, 000

us-east-2 :
1, 000

us-west-2 :
1, 000

ap-northeast-1 :
1, 000

ap-south-1 :
1, 000

ap-southeast-1 :
1, 000

ap-southeast-2 :
1, 000

eu-central-1 :
1, 000

eu-west-1 :
1, 000

eu-west-2 :
1, 000

sa-east-1 :
1, 000

BEAEtXENE
= : 250

IIE'

i

| o

E#H UpdateSchedule
ARLER. BEEERBLE
£88F | EventBridge HEf2
HEERANERRNIER
LLIREREE R, E LT
BRABVEEMEB R,
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https://console.aws.amazon.com/servicequotas/home/services/scheduler/quotas/L-B7845AAE
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% EventBridge HFf2sRELEAF BRI un BV EE M E R |, B2 (AWS —fx8EEm) FH Amazon
EventBridge HF#E 25 i 26 M A EE

EventBridge HEiE a5 7 B9 i 58 2% 2 HF A%

£ F T 51 & A 3R 15 Bh I8 B2 B #7115 IE 5 B8 EventBridge Scheduler Bi58H9 E B RRE,

ServiceQuotaExceededException

K TE CreateSchedule, GetSchedule, DeleteSchedules UpdateScheduleiER=: kU ZIR
mERR , BMERERERERRS,

¥ RERRE

2023 £ 9 A 7 H , EventBridge #2232 X & ScheduleGroup ARN (Amazon Resource Name) ,
MARHITABEEERPHHRE ARN, AFEEHEEERPEEEALRE ARNs WEFAT8EH 50
TPS WIRRE| , MA2FEERRE 250 F| 1000 TPS ( BURAEHE, ) -

Resolution

AliE XEUFRESH LR,

101
EATHEF-EAXNBRIRENEEBEK

- RABBKREHEE.
- AEACHWHRE  FEITLIERABERE ARN = ScheduleGroup ARN &1,

plan , BEREB TIRBHEEBCR :

{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceArn":
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule"

HERBEETHEDEH 106


https://docs.aws.amazon.com/general/latest/gr/eventbridgescheduler.html
https://docs.aws.amazon.com/general/latest/gr/eventbridgescheduler.html
https://console.aws.amazon.com/support/home?#/case/create?issueType=technical
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}

RS EEBRRERATHIEE -

{

"Effect": "Allow",

"Principal": {
"Service": "scheduler.amazonaws.com"

1,

"Action": "sts:AssumeRole",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:SourceArn": [
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule",
"arn:aws:scheduler:region:account:schedule-group/schedule_group"

]

}
}
}

ServiceQuotaExceededException 107
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ERAEER

Amazon EventBridge BEiEE3 tHFE 2 B

BALAE A AET PR EE R E B Amazon EventBridge HEf2E3 B,

£

- ROBEREARK , WHRBEHER

- IERTACHTABE

s THRNEEREHEEE

s PIEEXIGREFRERE

« BEVHREERXA Cron FRiEX

s ENEEREHIEE?

- BIRMCEBRERZ
EMHIBAE B AHRE

- BREEHRANIIEEN

- FASEA—XMHRE

BB AHN , WHIR EHRER

BiZEM 0 K B2 EventBridge HFEss R E RWEEZ —

EFRER :

< BAHFERNERESH
- MEREIREE.

« API R,

- BERERTIER,

il 373

1. REERF &5 (DLQ)
« DLQ ™7 it Bh & ERA 23 A < B 38 A

o BEXMARAZERRA :

- KBHFEAEEEEDLQ , HPISFMAvERALS.

BRER

108
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ERAEER

« BEXEDLQ , FREMNEEHEHRRE

"DeadLetterConfig": {

"Arn": "arn:aws:sqs:region:account-id:MyDLQ"

}

AR WREW DLQ £/ KMS £RNE |, FFHE SIMBEEAFT EventBridge HEHERERAT -

"Sid": "Allow EventBridge Scheduler to use the key",

"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"

1,

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey

1,

"Resource'": "*"

2. BaTE APl B8
- BRBE AP HUNFEXESHBEEAENER,
- RESHERSEATNEER,
- MRFEA VPC im% , B AR VPC FH API in B,
3. MMk AEAE
- MRFLEEREEEEETXE  FEFEZHEE,
- ERBUEREH

"RetryPolicy": {
"MaximumRetryAttempts": 3,
"MaximumEventAgeInSeconds": 3600

bad 3235 o
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_RetryPolicy.html
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}

4. E BRI ENER

- WREARBE (4l ECS 7% ) , BRARLEBIEERET API ) Target. Input S EREHE

. BRI EERE SIS EBRELR,

FEMNITABFAEE
IAM B B TR RFRATARNERRE, U TRERFRNMAELHEN L |
FREE

© B B BIRAT BRI
. RN A GART IR
+ B8 EventBridge HHRRE IS SRR
. ERMEERNFTTR

G
* £ CloudWatch TargetErrorCount Fi8iNIEE
- BIREEEHIREERP I ARERENER THT

SEREHEAE D BB

1. ES42 CloudWatch 3518
« ¥ CloudWatch F#9 TargetErrorCount $E#&,
2. FRZEMT RIS (DLQ) HERET AR
- RIEHNBERRE DLQ.
- MREWEFEBEHFITEE , B DLQ EERRTE , AIBSEDLQPEILAUMNAR , HhIEFH
AR ERA R

- WRBIEE CloudWatch IEZEFRERNEITRK , DLQ PARZEH , ERRERTAT A , B
EventBridge BFfE88 2B A DLQ & &,

ABFT 110



EventBridge HFf288 EREEmR

@® Note
R DLQ ARFEBIEMRMNTY., WEME , FHE EventBridge HIFESREHBFERA KMS &
WEVET A,

3. BREREEBR
- BREN IAM B8 EventBridge HE23R BB ERMNEERARK !

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole"
1]
}

4. MEHERITABHT
- IIENHTACERRESNT , TRUATERNBREE,
- FREHEMTACEERPFFTES

// For Lambda function targets - add to schedule execution role

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction"
1,
"Resource": "arn:aws:lambda:region:account-id:function:function-name"
1]
}

// For SQS queue targets - add to schedule execution role

{

BHERDH —
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EventBridge HEf288

"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",

"Action": [
"sgs:SendMessage"

1,

"Resource": "arn:aws:sqgs:region:account-id:queue-name

]

5 REMBMNERFH
- MREHEZEFERAMBWER (0 KMS ZH SQS 175 ) |, 3
SEVEFT

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id"
}

6. BRFEAE ARN #HAE
- BARERERDHNAE ARN ERER,
- BRACHEESHIERZNVAHEBN AWS tRE f EEH,

T HRMNEERSE L
MRLERYHRAEEOHBERHEINE , £TLSEIRHRAERS. EventBridge H2BELAE

AN

HEHE, FEFANFEARNESR  TRERAmME.

112
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i Bl B B R =B
EEYEECRTEDNRERS

1. 542 CloudWatch 351
* BE InvocationThrottleCount R, LERAVEMRREEB T HAAXRRE,
« ¥F InvocationAttemptCount LU THREEHHAE,
2. TEBEHRALS
- BYREUHERER , LimitExceededExceptionR RIEEEZHIERIERENHE LR,
- APl FIHEEFEHR , RREHIB AP FRECHE,

fRRELRREE
MREREBEIREARS -

1. MEYRE(LEETNEEE. FERBSHTEUNENBERAREANIRE.
2. $H¥ API BRI |, 757 APl R BHEEFIRERN EH,

3. ﬁﬂﬁ"ﬁ:gﬁm HELEE , F53E18 Service Quotas F A FERIZESECE. EE EventBridge HEf28S |
BESTEENNEE  AREREEEKEHNER,

2 ey Wil G ]

EREARFEIHIERERYKEBRNEE, ERERNFERNREIEREN, AXHNKERER
MRS ERAYERAR

®RERE

- cron RIEXNMEERME,

- ERABUKESERBIEFRRTR.
- AR EMKERAEE.

o HERRFKEFEXNRE

XSRS BR
1. BR3% cron RIER

% Bl B EA RS R 113


https://docs.aws.amazon.com/prescriptive-guidance/latest/cloud-design-patterns/retry-backoff.html

EventBridge #1258 (&SR
- HEREH Cron FREXENIER,
s FEE | BEER Cron REX J[E 1S Eday-of-month Mday-of-week {1
2. HEEE
- BEEVHRERERNSRENEE,
- THEAXTURENMAEZEENERE , RALRAERI UTC RER,

AXEBHFENES . MREFEHRE GMT £F 7 : 00 #1T :
« &K : HBEE GMT L4 7 : 00 #4T ( @A GMT =UTC)
- EEX : HIREMATE UTC L4 7 : 00 BT , BER GMT/BST £F 6: 00
NMRLZEELFHHREHSFBUTHE  FEAEEYHERZIEENRFE , LR A XHY
MMAI L EXRE,

3. THECEIEREEY
- EMEFE fUFF EventBridge HEREEBR R E(LFAA.
- RIS ERERRRTEBE,
- EmERFARE , UTHRITA.

4. BEAIEREM Cron RiER
« BRERERZEXENXER (HIW0 rate(5 minutes), rate(l hour)).
- HRERM Cron REX , FIE , HIEAATSRED —2ENE 0 W,
- HETHSEEENSERNBR  BF—ESESENREYRARER.

E"E“

Blgn -

« (M WHEERRrate(l hour)ATAEEETH 2:00:45, T4 3:00:32, T4 4:00: 18 &0
BT

c BREBREMCronHEQ * * * ? *(8/IK) AEGETFF2:00:15, TF3:00:07. F
4 :00: 52 FREHIT

5. E5#% CloudWatch $54Z
- £/ InvocationAttemptCount IEERBIFENHERTEERHE,
- BEFMTargetErrorCount 2B XM,

- MBREOHREERNZRTH , FFEIE InvocationsSentToDeadLetterCount BAUE Mt ok BLRY P
ny,

YRR 114
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B BEEERF Cron RIER

FRAEREEEVHEEXRERRE , Brl2FEA Cron RIEXKF, UTE—LFE R RBEEURNTHE
55'&5311::["'&%% .

w REE

« RIEWEM cron &%
« EXRFEATZEN cron I8k
o REMLER T LA —EFER

il 373

1. ¥2BY cron RIEAFEZE

o BRIEH Cron RIENEF/EEMNIES : Minutes Hours Day-of-month Month Day-of-
week Year,

« #@ac{E , EventBridge HFZ83F F cron BRERELREIN FEH WL,
2. THERE
- SRR E[E RS Eday-of-monthfday-of-week i@ { , WL EFATIR,
« FXEERZM 1 2#EM Cron RiEX,
3. EAHRRTEEYRE
- BYSiREHER , EventBridge HHERRSRME TR 10 ERTRENEE.
- EALTAERBEENIERKERERBET.
- MREEFFEENHE , FREMFEEHN Cron REX,

BNEREREWAEEE 7
EERDENERTLERE

1. & CloudWatch $54Z :
« InvocationAttemptCount BEREXENFTAHAIE
« TargetErrorCount EHERETMRAA LK

» TargetErrorThrottledCount EREN B EREZEIRAH
BUBR 115



https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-scheduled-rule-pattern.html#eb-cron-expressions
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« InvocationDroppedCount IEHRACRESMAH
2. SREENRZ /TS (DLQ) LABEEA 2 AT K VT A

SARLEEER R

MRERE TRENBREN . [REB] TREENXER®., cBWER , BURERAERTXE
Y BRI A EE AL B R
B BRI RS

1. RERMENREREZEMAELLEE.
2. MRAFXE  FUAEAER , YREREAHBRFETEEN API FFL,

EXNER B R ARRE

ERERBEAEBEEEHRER , EventBridge HIE2R2RFEE ARN KX |, EF2EE TRRER
API| B& 3% Input MM AR, EXRTEME InputBEEERBEEFAHSIEBNE , W LIRIIETL
HERE,

EEENERRAEENHESEERENRENLBR K BEAHANE LK., EHAKFEZH , &
AREAERRERER , EVRRRLRNBIRHERX.

Bk
- HIEEVBTASRAES | 8 TargetErrorCount CloudWatch ¥ESE & X5 A BN,

- DLQ AR BERE BERBHERNAE (Bl , InvalidParameterValueExceptions}
ValidationException), M3E AWS.Scheduler.InternalServerError,

« DLQ FAEERROR_MESSAGEHH 2 EZ#ENWASHERTE K,

]

THIgERIgERER B ENE REXRE AL AWS Lambda (arn:aws:scheduler: : :aws-
sdk:lambda:invoke),

TR PR E 7

WALEERE R T
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BEETH@ANHREEE 29IEEMRA |, FunctionNamedifE 1 Qualifier A P IEERA

"FunctionName": "MyFunction:2",
"Qualifier": "1"

LEEFEERNEY , BRRFEAHE LM, DLQARES :

 ERROR_CODE: InvalidParameterValueException

* ERROR_MESSAGE: The derived qualifier from the function name does not match
the specified qualifier.

EVHHBEE

BETHEANESEE WZEEREEFunctionName :

"FunctionName": "

DLQ AEEE :

« ERROR_CODE: ValidationException
« ERROR_MESSAGE : R KB BEFMBER N THANRI IR,

LURGIY: 5N
1. 52E DLQ, — 2 AFEREM B ENHREEERF 75, DLQ AL MM (ERROR_CODE A
ERROR_MESSAGE) @& HEZRKEERMNFERES , R EXNEASE,

2. RIBEER AP R A S, BBy , FEEFWUEEZ API , R InputB i
JSON EEFEBEEME, i , A AWS Lambda Invoke API LIFHER S804 AH AWS Lambda
B, LIRESREE R I,

3. FA—AMEREETIR. B —AMERE  UERCBEMEc BB EERARE R,

4. BEBERE API &, BRELBEERKHN API 2  LUHEIMENS . EXESEMEHIF
o 2T AWS Lambda Invoke , 752 & ( AWS Lambda FRZEAS1ER) PR,
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https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
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TR B B BRBERE
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¥E#H AmazonEventBridgeS
chedulerReadOnlyAc
cess REBRULAEBAF
JUEE (scheduler:List*
M scheduler:Get* ),

« the section called “AWS ¥

ERRERH
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B, iR TACERESE
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« the section called “FEBHEE
KREAN
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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