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* API Firewall

* Asset Management

* AV Scanning and Sandboxing

* Backup and Disaster Recovery
* Breach and Attack Simulation
* Bug Bounty Platform

* Certificate Management

* Cloud Access Security Broker

* Cloud Security Posture Managemen
t

* Configuration and Patch
Management

* Configuration Management
Database (CMDB)

* Consulting Partner

* Container Security

* Cyber Range

« Data Access Management
* Data Classification

* Data Loss Prevention
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* Database Activity Monitoring
* DDoS Protection
* Deception
* Device Control

* Dynamic Application Security
Testing
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* Endpoint Detection and Response
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* IoT Security
 IT Security Training

* IT Ticketing and Incident
Management

* Managed Security Service Provider
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Company: Product Name

Description

Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamco laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration
1. Purchase a subscription to this product in the marketplace: Purchase [£}
2. Follow the integration's configuration instructions: Configure [

3. Choose Accept findings below

Status
(® Not accepting findings | Accept findings ‘

MRBNFEF LT EIELME |, Security Hub K/ NMERARASTE 40 px , RAEE 175 pxo
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@ EXAMPLE

@ EXAMPLE

Company: Product Name

Description

Lorem Ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor Incididunt
ut labore et dolore magna aligua. Ut enim ad minim venlam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commedo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product in the marketplace: Purchase [
2. Follow the integration’s configuration instructions: Configure [

3. Choose Accept findings below

Status
() Not accepting findings

Accept findings

® Original size: 133px x 75px (reduced to 70px x 40px)

®

EXAMPLE

EXAMPLE

Company: Product Name

Description

Larem Ipsum dolor sit amet, consectetur adipiscing elit, sed do elusmod tempor incldidunt
ut labore et dolore magna aligua. Ut enim ad minim veniam, quis nostrud exercitation
ullameo laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product In the marketplace: Purchase [
2. Follow the Integration’s configuration instructions: Configure [

3. Choose Accept findings below

Status
© Not accepting findings

Accept findings
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@ WIDER EXAMPLE

@ WIDER EXAMPLE

Company: Product Name

Description

Larem ipsum dolor sit amet, consectetur adipiscing elit, sed do eiusmod tempor incididunt
ut labore et dolore magna aliqua. Ut enim ad minim veniam, quis nostrud exercitation
ullamee laboris nisi ut aliquip ex ea commodo consequat.

How to receive findings from this integration

1. Purchase a subscription to this product In the marketplace: Purchase [
2. Follow the Integration’s configuration instructions: Configure [3

3. Choose Accept findings below

Status
© Not accepting findings

Accept findings
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"Description": "Instance i-12345678901 is vulnerable to CVE-2019-1234. This
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e. BRRENBEBEBTEREEMRE AWS Z2RIEFERN (ASFF) WA T ERNER, flm,
SEALERA , M EREERNE,

f. BEEBFEHRNBEEEERNESRE.
MBS EERTL IAM FFAIF REEREFE ?

HBESHE I S E A API FEAYEY IAM A EBatchImportFindingsRA®BERE IAM BUR,

REENIARREESIRFHTIERE, BAUSELRES action:
‘securityhub:BatchImportFindings’#l resource: <productArn and/or
productSubscriptionArn>,

MERFFNERATLUER IAM BERERE , MAREEREE,

EEHERR B AN IAM BEBEBatchImportFindings , A% ARE IAM BUER , 0T
g

{
Action: 'securityhub:*',
Effect: 'Allow',
Resource: '*'

}

RSB ERZEDeny K, METCUERAZE , BUBBRRHAATIRS

Action: 'securityhub:BatchImportFindings',
Effect: 'Allow',
Resource: 'arn:aws:securityhub:<region>:<account>:product/mycompany/myproduct’
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{

Action: 'securityhub:BatchImportFindings',

Effect: 'Allow',

Resource: 'arn:aws:securityhub:<region>:*:product-subscription/mycompany/
myproduct'
}

12 EREMFIE ?

EERBENEFREERBEREESE , BEF (REERREFNBIRFACGNEHERHK ) X¥A
BUYEmIR. BERIEAITUHEE  wMSEARSHEE, SER) AP 3TIHHERE , Mg
£ EnableImportFindingsForProduct APl &4k,
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EmHEEVEREE , REFFERIEERESEBHFNBERE, WEFEFMESR
B8 £ A SR 5 AT AT o

Security Hub CSPM B TSI BB N SERBHERBUER -
* BATCH_IMPORT_FINDINGS_FROM_PRODUCT_ACCOUNT
* BATCH_IMPORT_FINDINGS_FROM_CUSTOMER_ACCOUNT

HEEEBHEMAREFS , BUUBREP-—BEIMERENBEK.

£/ BATCH_IMPORT_FINDINGS_FROM_PRODUCT_ACCOUNT , & R e E @ ARN AR5 HWERE
BEXREBEZE Security Hub CSPM,

£/ BATCH_IMPORT_FINDINGS_FROM_CUSTOMER_ACCOUNT , & REeiTRIENEFIRFE Eix
BB,

13BREFEL TEEEIRS , UHBTXAEXKERSF, ERFREAEEIRSEKERE? & , &
FERETREEARSE , ARRUUHEMERERFHINEREXEESE ?
HEEESREEESIRFEM , IRRECAMAEKERFEIFH,

EFXERSERFREERITE. MATTLER API R AR AT IHIRE,
14 BEREMNER ARN?
BEVE R ARN 2 Security Hub CSPM AZREL MM —BBIA , ARRERREBETE, fglalR

Security Hub CSPM &2 BEERMNER ARN, EFEMNER ARN HBREEIEXZE Security Hub
CSPM WEERERRN -2, REERARN WREFERSHRE. EM ARN EAUTHER :
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arn:aws:securityhub:[region code]:[account ID]:product/[company
name]/[product name]

s AU -
arn:aws:securityhub:us-west-2:222222222222:product/generico/secure-pro

B W EIEE Security Hub CSPM B EEEMNER ARN., tRF ID, ARINEREBEHENE
ERHEEABTERIIRE, BRKETEEFHER ARN MEBNTMER , BEHAERN, EiF
BXERESEARREEETENESE,

FRNVERELEIRF ID UFSEE B THE tkE. 1RF ID TE8E, BREX "EkF. ID
REFBFERN—82, RS ID SHEEEMNEmR ARN H,

& Security Hub CSPM EXEZ T REBN , cEEBEAREESNBRELELEINER
ARNSs,

BERFLEEBHELBER ARN, BAUERIIESLEEM ARN 251 , /AL ARN £&8
CHBRERF P RAEEABESRE,

15 e MR X i B BB EFi% F Security Hub CSPM ?

BREBEMSAN AWS £ BEBERI (ASFF) £, WMFEFHMER , FSBAWS Security Hub
(EREERM) PHAWS Z2BEFERI (ASFF).

EHENRELEREERPFNME SN ETERIRTE ASFF A, BFTHM , 4l
ProductFields#l Resource.Details.Other AIEEE T EEHNER RS ETEAETRNBNL,

16 EE AR ERR R in 2R RE ?

BB EEEEEEEZRE FIRFMEEBA Security Hub CSPM [E 157 B
17 P48 7] LUK B (B i im BV B B8 2

55289 Security Hub CSPM i Z7EEE,

18R AR B EEFBER RIS ?

Security Hub CSPM A X BB R R R REE AWS RN EZFE , il Amazon
GuardDuty. Amazon Macie 1 Amazon Inspector, MREHEF A FF , Security Hub CSPM &
R LB R EEEREREEEE,
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HEMEZR LRR , WA RE A 5 EW EEERE | M ASFF N EREATKHEFEHEWES,
7B , ProductArn X EZE RN ESE,

198X BB EHIRK R AMAER R A E 2

BB ZAE NE— PR EE 100 EREFER 240 KBBatchImportFindings., SRAIEE
S ERBBE AT WETHORETE |, ERERLRHBI AL,

RN RIRFHRRE —EEERE, T8 , WRIXFWEMRS RETE Security Hub
CSPM , AIZ{E#IRE R, ER APl Gateway EERBERARF,

5528 the section called “fff] BatchImportFindings APl BY3EE 5t
20T EFEABBREINEEZERS ?
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2 K MREF{E T BatchUpdateFindings API e ZEVE | B LUEAZIREET IS ER
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Security Hub CSPM 8 L XEFH BHIM 00 RBRARER R, ElLHEZ% , S¥BRKNEE
SEE M Security Hub CSPM OpenSearch # £ 55,

MREFEAERMEEEE ID EFHEERE , BRBEBFECDBE , Alg7E Security Hub CSPM A
BAHNEESRE,

EF A LA CloudWatch Events #5 B @BEE R H Security Hub CSPM, EXRMAIEAMERERLR
BEAIEFRENEE,

— XM E , Security Hub CSPM BB %EE 00 REUFWEBEE , WHAFEXKEFHMBBASE,
23Security Hub CSPM E i 7 HRLEFRET 2

Security Hub CSPM €81 GetFindings API Bl A RAFREERENREH EZRFEH
CloudWatch Events.,
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Security Hub CSPM A&7 AP| Gateway 1 Lambda FFEHIEITHAZBRE. SEBHEREFF L
BATEME MR,

24 AR SRR BR X B Security Hub CSPM HIRIREEEE | SLAs STE iRV BF R SR IE B A4 ?

BEREVGREEEFENBEFTEEF PR UL TR, CEXEREFERY RIS EARKME
BEE /X ZE Security Hub CSPM,

25 f01A 4 Security Hub CSPM #2Uk B2 5& 28 2

FEREWEERE  BSEATIER-—ESE,

- FTEREEEHEEEHEIXZE CloudWatch Events, B F A LA 4 ER CloudWatch Events 3
Al SEEFEEXAZTIEEE , Hlin SIEM = S3 REEE, IhaeER T B GetFindings
AP| #21E,

« & CloudWatch Events A B ETEE. Security Hub CSPM AIBREE R AT RIS ERER
BEfEEEERE , YHHERWMEE, fl, AT LGERESTESES SIEM, ERRK. WX
FARBEIERE. ESREFE Security Hub CSPM T E RO E T HEREN —2B2
BEEBABTHE,

EFAEERNBTEER , gAELESERMBEBEER CloudWatch B, SR ALIIEE ,
WEE CloudWatch Events HEAIFIB & , fEFMABIIHEN —BLFER. FEE |, LIET
SRAREBSEFEERERERNFTERBEFEMEIEZE CloudWatch Events, ERHERELEE
BB BB 1,

BAILAE A B ETB)E API #R4E , B30 CreateActionTarget , BEBIAZHNEREILTANS
£ ( BlanfEA CloudFormation &4 ) , &t A LAEA CloudWatch Events #1 8 API #24ER

3 2 BT BV EAREA RS AV ¥ FE CloudWatch Events R Bl, &t LA#EA CloudFormation E348%E 31
CloudWatch Events # 8l , # Security Hub CSPM B BBV A ER ERNEE R ERENATE
AERR.

26 ELERBIRMEE (MSSP) B % Security Hub CSPM SR ER 2 ?
RS E A Security Hub CSPM A @& B RS IREH — 52
ZEZBRPEMER Security Hub CSPM B £ & 3L #,

MR MSSP BREFERREME , AL ARERFERL REIEE Security Hub CSPM,

R MSSP R EIRE Security Hub CSPM WREEEFE |, I 4EEADHE CloudFormation #7483
SREBEER CloudWatch Events #R 8,
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273E MSSP APN 58 & EB B Security Hub CSPM SEB A BLEESR ?

MRIEE APN SBHEEB M | B LUK A Security Hub CSPM & EB ., LEZEXMELER
BlERsR , T RENMAHEBIEER FHT T YIEE,

- FERAZFFAEN IAM BFAERE Security Hub CSPM,

- A IRATEEBHEELNERER  HYKEEENBYRRKR (ISV) BAFRERE
Security Hub CSPM,

- BBEFETHITERES,
- BYREFERNEREMBNBEITER,
- BERTEE,
- BESEFM,
- BEME Security Hub CSPM & #R1Z%H) Quickstarts, iE L4 ZEH Security Hub CSPM [ Bk
#Fo
ROFRTFBZELRELA
28 WA S ZPEER Security Hub CSPM IS B HLEESR 2

Security Hub CSPM M& B HERBNESRE  SRSEBHNERTREFFXAMERT
B, BEZEERESHRERFTEIE 15 7E.

MREERESHBINBINESF AWS NIRRT |, BHEZFIA CloudFormation AR LES, B
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9B XM ERRATE?

1B BIRMERIAE ME Security Hub CSPM 2 BB A MR ERFHN N HELE , 28F
CloudFormation E4<ry

ZXHHETE ASFF AENMEBEF. ERMS  EEXEIHEARTEIRESEN ASFF [
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EROEHMBEEN

« B2 Security Hub CSPM & #9522 451
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Security Hub CSPM £% CreatelInsight API 4, BN EREFIRFREMIABITER , #A
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B@ProductSubscriptions,
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