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ft &= Service Catalog ?

Service Catalog Al EAMB I MEE O BZERN IT BRI B 8 AWS, B IT [RET LSS EEHEEM
%, fAREE. T, EREZSHEHEE , UEHZEBEAEIER,

Service Catalog AJREBEFERERNIE IT RE , UHPEBER —BNEELAFEERER,
RAERETERBRNRGEER , DR I E A CHFEBEKER IT B,

Service Catalog 2= T5I{ES :
- BEA

FHRHERTRBNVEMAIEANMTEEERE M EEMFFSARAEARE , HERENE
EMNER, MitERFEREASTHMENEmEIRELHEN,

- BEIRBHRENAE

ERAENAEACEAFRERNER REIEAER) BFE, RHEBARERANER. BITHER
BBAMEER.

- BN FERE

EESERHESTHESERES. FEEECTMEDERANRBRHERGENERER , AREB AWS
Identity and Access Management (IAM) £ &M B# AR FHERBSHNFIUE,

o« AT ARAE S

EEEUKERNABETZRINEREST , BREEYS —EERERINNARR. SEREH/
MRAR  EERENBRTE2EZERNERESHTHNIEER.

WMEFMER , 5520 Service Catalog FFHEFE M,

Service Catalog AP| IRt i FT B KX FE A EBENRENEREES , EAEA NEBRARAWS EEE
BE, MEFMEN , 552[ Service Catalog Fi# A B35,

&5 : B/ AWS Service Catalog

B (7 :27) SREAMMEN, ARBMNEERRENEMR AWS B , URERFAIBRAAER. &
b, SREREUREMERAER IT ER , MEFERERFIHER AWS R,

&/ AWS Service Catalog

5 8 AWS Service Catalog 1


https://aws.amazon.com/servicecatalog/details
https://docs.aws.amazon.com/servicecatalog/latest/dg/
https://www.youtube.com/watch?v=A6-jv3gZa4U
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Service Catalog ¥t #

BAtaE A Service Catalog i , BB ZEN THRETHUREEEMNRRERAEZENDBE IERE.

ER &

Service Catalog XETHEANFERE -

- BREEE (EHE) - EEEMAS (EARXANERYE )  SeMABKERES , L& FIE
BRTYREERE, BREEESR EMER CloudFormation #1748, RERFIGENEE IAM A6 |
URHEREREE,

- RIEEME - RE 1T MAAREEER AWS BEAEHR | XWEM AWS EEEES RRBEERTF
BENEm. ARHEEBRACRE , TURBENEEERRTFTHERERAETEFA, Flwm , £H
EUREARAEREFR URBNEECAEANERMENMAER) , EFFIERSERBE

ERsZBEARITEN IT R AWS, ERETE—RZE AWS EiF , 0 EC2 #i1TER. /T
ME, ERE, EEARNBETYE , i AWS Marketplace Ef. ZEmAIAE#1T AWS Linux
WE—EEHTEE. EEHEFREPHITHTERESZE Web EARER , IREFHNEMER.

BA LUEIBFE A AWS CloudFormation S84SR ZE . AWS CloudFormation S84 E & AWS E @
ENER, ERZENEBR , URBKREAZEERBERFUTUBANSE  URELZSEHE, By
8% | UERETHEMBET.

HashiCorp Terraform B R B I Terraform Eim 2 &

AWS Service Catalog AJ EARIEMEIT H BN M2 |, WIEEH DK HashiCorp Terraform B R IR TR
# Terraform Cloud #H%8 AWS, &AL A Service Catalog BB — T ERAREHEL, SEMD
Terraform #HRE AWS, &M LAfEEL Service Catalog £#8Ihat , DR BE(LMFE AR Terraform £
KB, FEIEF, REERME. RAES, E58 , UREHTEAWS IREHA., ENRKRFERE
SEIMEMERFRNERMNREANEESE K ARAUEE-BEPHBEELER.

EEE D THITK Terraform ERIEBRE , FBME Terraform Em A,

B 2
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fHhEEm

AWS CloudFormation & A ZEE — B ME, Fid. EMNRLERITEE A BLER
FHEEBEERNEMBE, HEBIZELL JSON AWS CloudFormation 3% YAML #&IBEH AWS
CloudFormation €87~ , REMBEHNERES. MEERE—EHE, ERREAERBDER

K , Service Catalog fiZNERBTREREEEHTERMEERNEER, NEFHEF , F2HE
AWS CloudFormation {# i & &5/

EmiEs
EmBSRESHRETNERES. ERMSSHEETRAREERNARREERGE. £

Service Catalog , B A ABBINWEERENCEAERIBIERES  YEEMHR FEEER
HENGFEE, ECHEFMNERREAZERESR  XRASEBHRMEEMEERE.

WA SR E M AWS IRFHAENERES , YAFFELIRFNEESUBEANRIIRS BENEM
e, PITNRGIEREATLEIYAN EC2 MTHEEE. EBERAERMAS. FF. XEZMRE , L7
REAEMABNERCBIERRE  UFSHEBNFEENRE,

RiR A 122

Service Catalog AIEZAEE B P ERMNZERAE, LA EZTRESRBRBENNEREE | L
ARMAE B E R FTAR A,

ERRIUFRANERK K ENKEBBAEMAIENERNERE K REAERFCAMABERAEN
Em. ERAETRIE, FENEIRATHNERATERIHFRA.

AT A

BRFEREHERESNFIER , YEXFRAEAEERESUMBEPIENER. BAUER
AWS Identity and Access Management (IAM) 5 7] 3R 2 il 5 7] AR 4R S SR /Y B 8%, |IAM BRI AT A
ERE IAM ERAE. BENAE,

EFAERB SR IAM BRNEMRE | Service Catalog EF A AR ERNEIRER
CloudFormation, EiB# IAM AGiEREEBEER , BB RRFEHAERNITREARENTT ,
WEMPIELAER B HEHEER

fiZEm 3


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
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Constraints

[RESGEFETUARERIBBRE AWS ERN AN, EUUERAEMREARFIERAEETTE
BARA. BTEFEER AWS Service Catalog FREMFMF - RRBIBRBIRAF. 8 &1 BR {5 44 70 8 2 PR 1 5%
.

BEMBRS  SUAERESTHNEREEAC, FRALACERBKARER , FIL & LRSI
REFT  MASKEEHERBERTMEERNRED,

I8 N BR &l ok 4 AT IS 2 Amazon SNS X EESHBEHREH,

BEARHRGSRHEIEESY  ELSEUECHERDERKER, (flwn, EC2 HiTERBERESN IP
Wt EEE), FBEARS , BUBEBXAEEREABERAK AWS CloudFormation €248 | WA B EEMR
EREENERERRHBIER,

R EEE TERE

ERBERNEESRY A HNVDKITERE.

O Administrators

m Create and share product portfolios to their end users

Manage product portfolios Distribute portfolios using Maintain catalog

/ with constraints / account IDs or organizations

Obtain / author products
in JSON or YAML

Organize portfolios

Catalog 8 Add, delete, or deprecate products and versions
ffffffffffffffffffffffffffffffff _# Frmemmememe——a--
| — T BE . Portfolio A P X @ | -
: o - o - ! p - '  — '
v — - ! . X Organizations X -

o — u — N —
: o - ! : - 1 - . 1
1 Version 1 Version 2 ' - P S—— : : Version 1 Version 2 :
leeccccemccnen== PP AR _#

ProductX == N |  fecmcccccc-ccaaaa : - - -

Portfolio B 0 Constraint option: Account ID : : = : = :
i
" — \ : s et chiar) ! | . || n—-—
o — - — ' - Col h parameters & ' - = '
- o — -5 S = o A =
BT v )| -co loyment —— D |[Cetme] || Reen ||
_ _Product Y Product Z | across accounts and regions Users | temememssmeeeeaaa
Product Y Product Z - Control tagging it Product X
TagOption Library
Use the TagOption Library to ensure
consistent taxonomy and tagging of
provisioned resources.

B ERE TFERE

ﬁt.ﬁ%ﬁﬂi%ﬁﬁﬁ%m*ﬂﬁﬁlﬁum

Constraints 4
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End User

Can discover, self-service provision, and

maintain the life-cycle of their provisioned products.

Provide parameter inputs Manage product
D and launch products life-cycle

Provisioned Products

Product X
E— Te—
Oo— Oo—
Product X Product Y = d=

Service actions, updates, and
terminate provisioned products

* Version1  Version 2

e.g. LAMP Stack, data analysis stack

AWS Service Catalog 785% IR 75 Bt 28

n W

AWS ZHRE BB T 585 E % AWS Organizations : BR&E&EHG., EREES. ER. HEER. E

#. BRI BVEF TagOptions,

AWS Organizations

« AWS Service Catalog BEMEMNEZREES : 50

BR il % ¢+ i 88
- FERBASERNRBEE : 100

EmASEHE

EEmMMBSHNERE. &E. A€ 100
EEmBSHEmR : 150
EEmMMESHER : 20
EEmMMBSHLRAKRS : 5000
ERBER/NERE : 25

[
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EmbceE

- FERENERE, BENAS @ 200
- RERNERIRE 1 100

- RERWEE : 20

- HEBSMGEEE : 25
hEEmE R

- BMBREMNVER : 50

|58 15 B 28

- B
- B

#4100
: 350

a0

a0

AR B FEC 2R
- SEESHRBEBE : 200
- S{EE R R B EI : 25

TagOptions Bt &8

- F{EERH TagOptions : 25
« 1@ TagOption W& : 25

EmiE
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X E AWS Service Catalog

FAMAEER <28l AWS Service Catalog , &8k 5K T SIER.

REDTER

ES -]
- EEfft AWS 1RF

M AWS tRE

EERBER AWS , BEE AWSIEE, MEEYT WAHEEA AWS IRF |, 28 (AWSIRFER
SZ15m) K AP AWS 1RF,

A& FF AT 2 F AWS Service Catalog EE &

BEEBE%EEE | BEEHFH AWS Service Catalog EEEFEAMBEM IAM 30l |, FREBTTIME
7% -

- BYREBERES

- BVEEEER

- WIBEARSIRE , URHERERAERBDERRNIEE,

- HIEREIRE , LERRKFERAEREZERE AWS Service Catalog #B1EH IAM A€
- BEGNTFRRERETFTERERS

BHEE IAM TN EREESXNARBRERETRAHERENTN IAM E£HE,. HEHAE.
BT RTEKEERS

1. BIfE https://console.aws.amazon.com/iam/ BAEX IAM 12 &,

2. EEEERT , BREFNEE K RRRECRE. IRECEVERFEHEESN IAM £
E OFRECERERE  ARBENEFT, BEREY , FRATIRENERE !

a. BREFECERE,
b. HAFEAESRR 6 WA ServiceCatalogAdmin,

RESR 7


https://docs.aws.amazon.com//accounts/latest/reference/getting-started.html
https://console.aws.amazon.com/iam/

AWS Service Catalog

c. 1#EiF Programmatic access (FRX\ERFTFE) M AWS EE XA FH,
d. 1##E Next: Permissions (F—% : &™),

3. EEFEREERBBE.

4. BEEVEK 6 REVITTIEE

a. 1#E#F JSON EH,
b. BHTHISEHIBER , WAHBBIEEHH :

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:CreateKeyPair",

iam:AddRoleToInstanceProfile",
"iam:AddUserToGroup",

iam:AttachGroupPolicy",
"iam:CreateAccessKey",

iam:CreateGroup",

iam:CreateInstanceProfile",

iam:CreatelLoginProfile",
"iam:CreateRole",

iam:CreateUser",
"iam:Get*",

"iam:List*",
"iam:PutRolePolicy",

iam:UpdateAssumeRolePolicy"

1,

"Resource": [

min

| -
[

C. jgg _i: ﬁﬁo
d. (FER) EENEER , SR/EVHEEREVEAN, £5ZHE 50 BAFER,

-

BEFUIRTEES
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® Note

BRREAULNEZEERNE/EY. EFBRER. BBNESER, NWEFME
A, F2HE (AWS —#x2E 2Ei5m) PHERL AWS R,

e. BET—Y : RE,

f. &% Policy Name (BUR& ) , @i A ServiceCatalogAdmin-
AdditionalPermissions,

/A Important

BYERTEES Amazon S3 5F 1 , BAfFEXL AWS Service Catalog 7% Amazon
S3 &R, WFEFHMER , 5528 (Amazon Simple Storage Service £A &8
) PR EBERES,

g EEEBEVBX,
5. BREIABHFTEHEHNBERAE , 121 Refresh (EFEHE),
6. HEESWMD , WA ServiceCatalog LAEFZEBRBE.,

7. 1EH AWSServiceCatalogAdminFullAccess#l ServiceCatalogAdmin-
AdditionalPermissionsBURHIERA R , RREET—F : BE,

8. EREEMMFEME , FFiEE Add permissions (FTiBFF ).
EeEBMUFERE , FEE Create user (BUMFAE), IBEAERNTHIERER K HiEE
Close (E3FA).

9. FELEHKEHEFHS»EA , BEARFEEN URL, BEESHILL URL , FEESEER LMY
Dashboard (f&3&#R) , I1##F Copy Link ({ERER). ERIBRPE LER  FEATELRSES
PR SHEFHR IAM EREN B BNERE,

A& EF AT F AWS Service Catalog & FERE

EBRERETLER 281 AWS Service Catalog , %A F AWS Service Catalog Z&FEREE
REBANGEIRE. ZERTEIE  FRBEREEISKRERAEFMEAN IAM FRE. BESA
B, ETYEFF , BFI2iEAWSServiceCatalogEndUserFullAccessBUREREE IAM &4,

BRI RTRERERE 9


https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
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RRRRTRREREHE

1. BIE https://console.aws.amazon.com/iam/ BIEK IAM 2 &,
2. HEEEBEKD | BEIZF User groups (EAHEEE),
3. EEEVEMEIHTTIEE

a. SHFEAEFEER , WA Endusers,
b. EESHMF , WA AWSSexrviceCatalog LAEFRBUIRIBE.,

c. iZHIAWSServiceCatalogEndUserFullAccessBURMIZEN R, B nl itk BiEE
AwWSServiceCatalogEndUserReadOnlyAccess,

d. i#IZ Create Group (B &#H).
4. HEEBEKRD  BEFERE.
5. EEMEEAELHITTIEE

a. Tt Username (FAEAR) P AEAENERE,

b. ZEEZEE AWS EEBEFEAFHEL

c. BET-—-F: &,

d. EEKEAEHREEHE

e. 1EH! Endusers (REFEAE) BHENZEAR , RAERMFEENext: Tags (T—% : E8) M
Next: Review (T —% : #B4).

f. 1 Review (#B9) EE L , i#Z Create user (BUfFAE), THREXNEAETR K REE
2 Close (B3FA).

RHEFELTE Terraform #iE 5|2

= EEE KINEEA Terraform Z & AWS Service Catalog , B4 BEBEEE Terraform Z @A
BEIRFE L EFERE Terraform HESIZ, EERMBER , BUER RBHH Terraform 5|
ZAWS , ZRIWFEE Terraform HESIZMENEXNIBNEREHE. AWS Service Cataloglth —IX
MEREARNEE 30 78, AWS Service Catalog £ GitHub 7 E , EFEESEHEZENETE
Terraform #iE 5| ZHERA,

17 514

BN IMEIR/ERF , & AWS Service Catalog 2BEABAL , WEXZEHESIZBHFNHERTY. B
TEEFHH ARN , AWS Service Catalog & T HIMBRER :

ZHEFERE Terraform #rEE 5| % 10


https://console.aws.amazon.com/iam/
https://github.com/aws-samples/service-catalog-engine-for-terraform-os
https://github.com/aws-samples/service-catalog-engine-for-terraform-os
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- HESIZBURERBEEENIRS
« #ZE5|Z M AWS Service Catalog B #E TR K EE [EiH
- WHESIZTIERUTEFRN XML& EEHER

g0 , IR ProvisionProduct fEAMRE 1111111111 B E fus-east-1%EIRE
0000000000000 AL | HI AWS Service Catalog fRE& IEfERY SQS ARN A& arn:aws:sqs:us-
east-1:0000000000000:ServiceCatalogTerraformOSProvisionOperationQueue,

MREKEBEEAR FILE Lambda EMEDescribeProvisioningParameters,

KRB RIE AFIEE Terraform 25| 2

i ERVRERIEAARRRSIE | LIRS 1ambda: Invoke R ERY FEY

AWS Service Catalog IRt 5| ZE IS HEZMEE Lambda B EBAFIEEK , ERTFEIR
FElambda:InvokeZFal# AWS Service Catalog RIEE 28 :

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": "lambda:InvokeFunction",
"Resource'": "arn:aws:lambda:us-
east-1:111122223333:function:ServiceCatalogTerraformOSParametexParser"
}
]
}

EEX = B2 BS AWS Service Catalog MAIE EEEPTEMME —FFR, T , LA BUE
Flaws:SourceAccount)2 EREARABRLRSIRE —SRHIE—B. E AWS Service Catalog FiAFA
BEREETHIE , SiSMEIRFM ID AWS Service Catalog EEAE£#®, ERITEEEERESLAD
BEM, YHERRRERBERFEAENSIZE  SSBREEE.,

HRBEREAFIEE Terraform 25| %


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy
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Flan | ST LAGE R I TR REVIRE | A& 51 REAE AR E 000000000000 1 111111111111 K9EE
X -

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-
east-1:111122223333:function:ServiceCatalogTexrraformOSParametexParser",
"Condition": {
"StringLike": {
"aws:SourceAccount": [
"000000000000",
"111111111111"

e FRRBEREAARARES|R , LR Hlsqs:SendMessageiRERI 17 EY

ERIESHEENE AWS Service CatalogiR Ry 5| ZE I Y Amazon SQS 175 , EFRBR A SRE
BEWRF sqs:SendMessage ( FHHBEA KMS) FF A4 AWS Service Catalog RS 88 :

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "Enable AWS Service Catalog to send messages to the queue",

HRBEREAFIEE Terraform 25| % 12
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"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "sqs:SendMessage",
"Resourxce": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
]
}I
{

"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"

1,
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

iEFEZ R B B4 AWS Service Catalog SAIEEBEFMENME—T, T8 , EBALIfE
Flaws:SourceAccount)2EREARABRLRSIRE —SRHIE—B. E AWS Service Catalog %A
BEELTFIE , SiSMEIRFSM ID AWS Service Catalog EEA &8, ERITEEEERESEAD
BEM, YHLERRRERBERFEAENSIZE  SSBREEE.,

BIn | S LUER M TR RE AR | 1631 SR BEATHRE 000000000000 H 111111111111 495
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
}I
"Action": "sqs:SendMessage",
"Resourxce": [
"arn:aws:sqs:us-
east-1:111122223333:SexviceCatalogTerraformOSProvisionOperationQueue"
1,
"Condition": {
"StringLike": {
"aws :SourceAccount": [
"000000000000",
"111111111111"

}I
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions
when sending message to queue",
"Effect": "Allow",
"Principal": {
"Sexvice": "servicecatalog.amazonaws.com"
},
"Action": [
"kms :DescribeKey",
"kms :Decrypt",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms : GenerateDataKey"
]I
"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_id"

HRBEREAFIEE Terraform 25| %
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B 28 (€

BRI LA A AWS Service Catalog AFIEXNERERBEFNEP—EERER , FKBEHP—@EAFM
HEREFNSBRBEBRER .

HEHBERED  LEUEHKEEINEREREZIVTER. SAEKEER LU NRYERA
B, RBEIER. FARKERE , FUURBETUEHEREAEIRAYRBER. ERAT
HIE R —IF

« 1£ Amazon Linux E#1THERAEIIRE | LEEERYFEAZ AWS EJRH CloudFormation #4x
BEE,

« 7£ Terraform 25| Z L HITHBEMRKBEIIRE K UERERAUMEAZ AWS ERH tar.gz HEBER
BEH,

@ Note
Bzl , BREESDTEN PHEIEEBE RE AWS Service Catalog.

£

- AMERE

« CloudFormation Em AP
« Terraform Em AP

AFIERE

AWS Service Catalog 2 HEBRIFNERBEAAMERNE , BEHEUTUREAMN, BB AMRERE
EREETNEMNERERIEECHIRE D , REBBENERETE.

*RE

o SORIGH

- E—F TR
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Jo IR IR
EFEARMNAMERETFNEARCH , FRELSHE THIIER !
« £ CloudFormation SBAFRFIFT A, WMHEFMERN , FSE LA 2 HFEAWS Identity and

Access Management.,
- B AWS Service Catalogff BN EE ST, MEFFHMENR ,
BEEE",

ﬂliH.

2 @the section called “& % M1z

— TR

MERBEIFHNFMEERNR , 3828 AWS Well-Architected,

CloudFormation ZE fm A

IET LAER AWS Service Catalog AFIEXNEFREBERFNER—FERSELS , KBRAFIHBRE
PH S ERRFRIEEM o

EHEREY  LGLUHESEEEENRREAES?HITER. BAEBKEES , BUUEYT
porfolio , AEREIVEm. BARKERAE 6 BuUBRBEUUEHERERAEIRAYRBER. B
2T Amazon Linux LT EIRMARIRE , UEEERUMEA 2 AWS ERH CloudFormation &3
AEER,

(® Note
FIR el , FBERELETH FHEIEEEBEEE AWS Service Catalogs

&

« $B 1. T# CloudFormation &7

- SB2. . BuSigy

- SRI.BUERMES

- SR4 . EERESFEVHNER

« SER 5 WS AR RBIRME AR B ETE R AN
- SR 6 MERBRIAEKIAM AT

- SR7  BYBRERAEHERESHNEFIVE

TORIRE


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://aws.amazon.com/architecture/well-architected/
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- SR8 AIEGREAEER

FER 1 . &, CloudFormation &7

B BAE A CloudFormation EARBRENHRERBEESHNER, ELHARXFERE , ALl JSON
o YAML #&= , WHREEMENER, MFEFMEEH , 528 https://docs.aws.amazon.com/
AWSCloudFormation/latest/UserGuide/template-formats.html {8 i & 5§ & 1 B9 CloudFormation £344&

o AL #REESS AWS CloudFormation B BN X FiRES KRBT NHFEA, EAHERF
B ZEMREBENSER  ZLETLURRER. SSXSEE ¥ SSH FHERENE — Linux #1T{E
e,

(® Note

£/ CloudFormation B8R FE B KT . MR <H , BECEEE ERNET T, MEHMAE
A, FESE PR EREHEAFERE,

AT

L BRBIRENEHIE AR development-environment . template £ https : //https:/
awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template BX4§.

AL

B EARN X FU TR :
{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance

running the Amazon Linux AMI. The AMI is chosen based on the
region
in which the stack is run. This example creates an EC2 security
group for the instance to give you SSH access. **WARNING** This
template creates an Amazon EC2 instance. You will be billed for the
AWS resources used if you create a stack from this template.",

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
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"Type": "AWS::EC2::KeyPair::KeyName"

I
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",

"m3.large",
"m3.xlarge", "m3.2xlarge" ]

}I

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern”: "(\\d{1,3})\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

1,

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

1A
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}
}I

"Mappings" : {
"AWSRegionArch2AMI" : {
"us-east-1" . { "HVM64" : "ami-08842d60" 1},
"us-west-2" : { "HVM64" : "ami-8786c6b7" },
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"us-west-1" { "HVM64" : "ami-cfa8al8a" },
"eu-west-1" { "HVM64" : "ami-748e2903" },
"ap-southeast-1" { "HVM64" : "ami-d6elc584" 1},
"ap-northeast-1" { "HVM64" : "ami-35072834" 1},
"ap-southeast-2" { "HVM64" : "ami-fd4724c7" },
"sa-east-1" { "HvVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
},
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
},
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
},

"Outputs" : {
"PublicDNSName" : {
"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }

iy
"PublicIPAddress" : {

SR THREAE 19



AWS Service Catalog EEBER

"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }
}
}
}

FARER

EERMBREE  SAEEERINER. CHTINEHBIEK :

- AWSTemplateFormatVersion (#FA ) — AREILILEARHAWS ERE R, RFTRIERE AR
K% 2010-09-09 , HEI =M —BRNE,

- R (EA) - EARNER,

- B (ER) -ECNERELAEESRRBERNS R, #1228 A2BNHEERNRS , @A
MEXENTSELRS . MFERHRGNFMAES  F2H £H AWS Service Catalog FRHEEAF.

KeyName 2R AZELEERRFERAETRBERIFLERME AWS Service Catalog #J Amazon
Elastic Compute Cloud (Amazon EC2) £ ¥ €, BHKET —EBSBHERISBE,

- FEEHR (EA) - BRUHEBANENEANYH. AWS : : CloudFormation : : Interface 8 E
ERRERETEARRERSEMN AN, ParameterGroups BHEERELSE UMM 2 E K
RIELEEM LIZE., ParameterLabels BEERBZLEINSEER. EFEAEEESHMU
BEANSRAERNERK K SREAEIEABIAKEREE Server size: 2 THETRERA
Instance configuration W& , EERRE Key pair: 2 TEREREEA CIDR range: &
Security configuration HWZE,

- M (EA) - RSIBVBEBENRS , THAREERGSEE , BLUREHER K. BUUEH
ERNBEESRFH Fn: : FindinMap AZPEE , BERS|IBEHEHENE, tRERTEEEF
B URHEZSEE AWS EEH Amazon Machine Image (AMI), AWS Service Catalog €1F f it
MG, RIBEAEE FIERAWS WEFIREZEAN AMIAWS EEFEA,

- BR (HLE) -#HBERREBYE. ZUUEEANERNGHERTS2EER, £ LR&EAH ,
EMEREEHIT Amazon Linux By EC2 #4T1ER , LAK 7oFF SSH FRHITEBMN R348, EC2
BITERERNBEERECRAEAERENEFRREANTEREEN SSH FRNERE B,

CloudFormation £ B 8189 AWS EE{ EaIEZ M REG FIER AMIID , Y ARIERZSE#HE, &
SHARBRELAFRERAEIEEN CIDR IP it £ B ¥ AFEUEEZER 22,

- W (BA) -SFHERAEERRBERNXF, RBRENEAREESHREBEITERINLE DNS 58I
BRGERE, FHAEFE DNS EBLAEA SSH EETHTEE,
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NBEAEBEEOLMET , FSHCloudFormation ( EAEIEE) THEESE,

SR2: BEUSRY

EERCNBRERERMB UL Y ERENGEHERAERNER , BHUEEY Amazon EC2 &8
Y, eRYEUR L HEBNES  GLEBANRNEER , AEERUARBEER, NESWBENFH
B, FRELECEA AWS £ 4 |, R%EE Amazon EC2 FHEIEE T #E] Amazon EC2 £i8¥,
Amazon EC2

R B ERTEM CloudFormation #i74% development-environment.template@& KeyName B :

"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2
instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

}I

R EREEMA AWS Service Catalog MBI ABASERNERK , XA ARESRENERE.

MREEERFEANIRFHPEYSRYE  SUURE PR3 BEVERES, &8, A TIE
B

BY—EERY

1. BIfE https://console.aws.amazon.com/ec2/ BIEX Amazon EC2 £# A,

2. FEEEEEK Network & Security (BEEEZ£M) TF |, #F Key Pairs (£ %),
3. & Key Pairs (£ %) EME L , 1#1F Create Key Pair (B £#8¥),

4. 7E Key pair name (LY E8) PWMARFREENER , AREE Create (B1).

5, BEFXEARTLEREFINEESRERR K KeREEZ2NE.

/A Important
EREREFLASRERNE—H#S,

W2 BUSWYH 5


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-reference.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html
https://console.aws.amazon.com/ec2/
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SER3: BUEmAME

EEREmRBEGERE  FREVELERMNERBESHE,

1

BUYEmES
1. £ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £#2 &,

2. EERIEEERT  BEERES K RAREEEBEVEMES.
3. BMATHE:

- EM#A B -Engineering Tools
- EmiSHIR - Sample portfolio that contains a single product.
- BEEE - IT (iteexample.com)

4. BEEV.

R4 EERESTEUFNER

BUEMBEZR , RN EEREEPEYER. EXHEBRRES , B8 Engineering Tool &
REEPFEILA A Linux Desktop WEmM , IR Amazon Linux E#ITHERBRIRE,

HEmBSHRIEMR

1. BRIERA—FR , AIEE T Portfolios (EREE) EE. &Al, R https : //https:/
console.aws.amazon.com/servicecatalog/

2. EREYHMEELSR2HPRINIEIEERES,
3. BEELEWER.
4. EEMFMESNERMNBYEREEL K BATIRE

* Product name (Em#& ) — Linux Desktop

- EM#HA - Cloud development environment configured for engineering
staff. Runs AWS Linux.

- REE-IT
« Distributor— ( ZZH )

5. TERAFMHEAE®EL , BIZBFEH CloudFormation &4<, AKIEEIETE Amazon S3 #74 URL ,
RBEBMALTRER :
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- Select template ((ZZ&E ) - https://awsdocs.s3.amazonaws.com/servicecatalog/
development-environment.template

© RAEE-v1.0
« Description (#3iX) - Base Version

6. EXEFMEARRT K BATIRAE

o ETFEHBAS - ITSupporteexample.com
- XEEHE - https://wiki.example.com/IT/support

« XEMWIK - Contact the IT department for issues deploying oxr connecting
to this product.

7. EEEBEVJVER.

HER 5 RSN PR R 4F SABR &l #0117 8 88 X/

REEERBSEBRFTIES —BEMEH, RETTLIREHERNWBEME REIRH) SERAFIEE
CloudFormation #i7% (EZ<PRHR4F). WMFEFMER , FSRB LA AWS Service Catalog PR Hl &4 o

MEEAREIFIEE Linux REEMR , U ILERAEEREBFERARSTEEBET, BHEREHATE
FREZREAEIHTEREY ; WEHFHSKEXNWATEBERRHAMER/NVER t2.micro M
t2.small, MEFMER , F2B (Amazon EC2 FRAEIER) K T2 #{TEE, Amazon EC2

EEAPREIEFI®E Linux SEE R

1. EEREESFMERAEE L  BERSIRYE , ARBEEIRBIFM

2. HEEIRFEEL , $HEERRE Linux KE. A%, SrHREER | BB,
3. 1 Template RHEIEEH , BEXFHRESR.

4. BUTABRMIIXFRERT

"Rules": {
"Rulel": {
"Assertions": [
{
"Assert" : {"Fn::Contains": [["t2.micro", "t2.small"], {"Ref":
"InstanceType"}]1},
"AssertDescription": "Instance type should be t2.micro or t2.small"
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5. &T¥PR&IEA | B A Small instance sizes.,
6. BIEE,

SER 6 FTIERMEIRH LER IAM A
RN PR I 215 E R AL & BB E MBS AWS Service Catalog IEEH IAM £,

ELSRP | BAERBRFFIEZE Linux REEmM , Bk AWS Service Catalog Al LA EABE R E @
AWS CloudFormation EZ<# IAM &R,

1835 TG E m i A BB RERAFEY IAM ABXKAEERTHIFFA

1. AWS CloudFormation
2. & AWS CloudFormation &7 Y BR 7%
3. BEERIEHEE R Amazon S3 FZETEE A AWS CloudFormation EAX1ZEL#,

HRBRFHATRESEKEAERBER , YERBEREHEEANEER. WEFAEA , F528 AWS
Service Catalog BB R &l

WMRLZEMEBRG , FEEHEAN IAMFIRTFHREAERE , ARMEMTEEEA Linux KREE .
f5lan , ServiceCatalogEndUserAccessBIERE&E T EL AWS Service Catalog H#EFEAEEEA
BRRFTENRIE 1AM 51,

FAMBRG TEAURE AM BERS | SRKERE AM TTREERERE. NEHMAER &
B8 (AM FEAEEE) PHETREREE.

1 18 R ED BR 1

1. FEMRE IAM EREERET JSON Z& 2 7 BERRE R
2. BR LT3 JSON BRI #F :

* cloudformation- RFFEI. BEL. E#H. MR, FIHEHMRE CloudFormation HE AWS
Service Catalog BT & 7,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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ec2— AFFHIH, B, BA, MEMELZBM AWS Service Catalog ZE fa — % # Amazon
Elastic Compute Cloud (Amazon EC2) &R AWS Service Catalog FIEEHF T, BIFELERE
AWS WEIR , ILFFA AJRE S E,

ec2- RN AWS IRFEVHNZERE , UKEENZERREEZEEN IAM AR,

s3— AFFFE #EAEHK Amazon S3 #ZET# AWS Service Catalog. BEZPEBEMR , AWS
Service Catalog EEFEUMER Mo

servicecatalog— AFRKREEXEAESIL, B, BEA. R NEEBEIRH AWS Service
Catalog ¥ ™,

sns— ft&F AWS Service Catalog FFAI 5. BEL, = AFMZEAEIRHIHREH Amazon SNS
FiE,

® Note
BIBECERENERER , B FES K& H JSON BUX,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack"”,
"ec2:*",
"servicecatalog:*",
"sps:*"

1,

"Resource": "*"

},
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{
"Effect":"Allow",
"Action":[

"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":"true"

BET—F. B8,

BET-F, 8F,

EREBEREEYT , $HHABEW A linuxDesktopPolicy,
BIERITBXK,

EEBEERT  EZEAG, ARBREERVAGIHITTIIEBHE

N o g bk~ w

a. HRERETIHNER 6 FEEAWS R A RAERETHMRBEOEARST AWS | 2 Service
Catalog. iZHY Service Catalog fEA R , REZBET —F,

b. 12 linuxDesktopPolicy Bk , SAZZEULIZEN S 58,
c. EET—-F,
d. RAA®LZLBEE A linuxDesktopLaunchRole,
e. EERVAG,
8. 1E https : //https://console.aws.amazon.com/servicecatalog BRI AWS Service Catalog F1 &,
9. #{E Engineering Tools (LT E) EREE,
10. TEREEFMEATE L , BERSIFRAHRIER , RAREBZFETRGIRST,
11. HREM , BF Linux RE , YREBHER | BERKE,
12. BEZZEE IAM A, ZEIEZ linuxDesktopLaunchRole , AREBIBIEE,

SRT7 BRTFHREAEHERASHEIE

BELCEVERERYNEER , TS FHERTHRRERE.
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FRMRAF

MREBRHARABRKFERAERIL IAM B , F2E BT IR T AWS Service Catalog HEFERAE,

RHUFNERES

1. ZEREESHMEFAERL  BEFIERSIER,

2. #{E Grant access (FZEFZHE),

3. HEFERSIERL , BREKRFEAEN IAM BHERES R,
4, BEFEBFIE.

SR8 AEBKRERERR

FERTFREREAETURDTFNERERETLRARRLMBENER  FURKERE AWS 552
BA YHTELER,

EERRRREAERGREFNEREREEZES

1. FBERIAMEREREETRNER, LIAMEAESI2E A,

2. TEREF | BEMEIEngineering ToolsEMEE AWS WIESE, EARKBRES | HiE
us-east-1 [E13,

3. BRI https : //https://console.aws.amazon.com/servicecatalog/ B9 AWS Service Catalog F 1%
B, EF:

- Em-ERETUERANER,
- HENEm - ERAECRBNMEER.

BRERKEAE TS Linux SEEM
AR EAHEBRESF |, HEIE us-east-1 EiF,

1. EXEANEmERY , EE Linux £H.

2. EEROERUBBREERNEE.

3. TERE : Linux fEEEMEL , A Linux-Desktop SNV MENERE T,
4, HEBHEEL WAUTRE , RREET S

- fAfREg K/ - 1##F t2.micro,
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- SRY _BNEESR2 BEUSEY DBINSERY,

- CIDR i - BEERZTH/TEEN P it A B %M CIDR EE, EALFERTER
(0.0.0.0/0) R AFFHRAEM IP bk, IP thht /7B , BEEE /32 RIRHEFZEEWN IP ik |, =
TRME 2/,

5. REMDERUMBHE, TEASBEREAR Linux-Desktop HBHMBFMERAETHE. EmM

HREREEHR, AWS Service Catalog RBIEMBEL I ENRRE, EECERAME , B

ENEERERE. EnRER  MEBAWERE,

Terraform & fm AP

AWS Service Catalog BUAREHN BB , WIEEHFH HashiCorp Terraform #8& AWS, &7]
LAER AWS Service Catalog fiAE —TERAHEES, EEMDE Terraform #HEE AWS, AWS
Service Catalog X EEEEFEEIhEEH Terraform , IFZEMFASXZEN Terraform A B &%, 77
B S, hMrAfES, Eie , UREHEM AWS iRF A, £ B AWS Service Catalog , B REFERE
SEIMMTUFENERNREANBESE K RETUEE—BETHEELER.

(® Note

BT B ¥ HashiCorp £ 1T , R KIEK Terraform MBS E | & Lui¥ Terraform B
BREIEEI2E AWS Service Catalog F A/ 2. NBERBEE T ESE Terraform
Community Edition #¥X#8 |, % a1# 5 Terraform Open Source, ME IR A Terraform Open
Source EMMMEEREBRENTERBEMNFMEANGN , 528 BEEH Terraform
Open Source EmMHHEEREHANBEREE,

DTHERBEDNT BB BIEBEBFER Terraform Em AWS Service Catalogs

BREREER K LEPREESIRS (PMEIKRF ) AT, Terrafrm Community Edition Hl
Terraform Cloud Em#EE Terraform fE5I2 |, BRI LAE /% Terraform Community Edition # 5|
Z2 (NSBERERE )M DE—FTHRMHEEAR Terraform Cloud BV 5|2,

EHBRREY  LSECEERFHHT TIEL

« ff/ Terraform Cloud SR/ZBE BRI Terraform ZE M. Service Catalog 1 A SR E R E R K
¥ & Terraform Community Edition ZE fo

- BERNEEMBESE R

- BURERE , MAFBRKEREMEER
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. ERES
- ERREAERS (B\FIEF ) XAERESHN Terraform Em

EHERED  BUNACEAEEPERFHEBAAZERAAERES  KRIRFUREBHERIR
F. MEABHLANFEES , F2R LAERES.

BEHEBREFEIY Terraform ERFEE AWS WERZEER Amazon S3 fE1FZETE,

(® Note
IR ZHl , FBFRELETH FHEIEEEBEEEE AWS Service Catalogs

&

« #ZIEEH Terraform Open Source EmRFMEEREF ANTERER
o FRBH . BRAE Terraform #iEE5|E

« $EB 1 : Terraform fHREE R T

- B 2. B3 Terraform Efm
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variable "bucket_name" {
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provider "aws" {
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resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name
}
output regional_domain_name {
value = aws_s3_bucket.bucket.bucket_regional_domain_name
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« tag— fiFF AWS Service Catalog =525 1,

(@ Note
RBEERZNERER , B FEEREREH JSON BK.

Bh £ T3 JSON BURX A -

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "VisualEditoxo0",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:ExistingObjectTag/sexrvicecatalog:provisioning":
"true"
}
}
}I
{

"Action": [
"s3:CreateBucket*",
"s3:DeleteBucket*",
"s3:Get*",
"s3:List*",
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"s3:PutBucketTagging"

]I

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

},
{

"Action": [
"resource-groups:CreateGroup"”,
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

]I

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [

"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"

}

}
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EBER AWSServiceCatalogEndUserReadOnlyAccess B , FREERENRAMEREEE
AR BHMREREBERHEEEMEERFESNER. SUNEEEELHITRT IAM FHHK
FHE , ENREBERFISEREAEH AWS ERNFEH , ESBREEZRBAR, RE AWS
Service Catalog , B LAEH SRBACERZEGHNRERE . WEEARBAC. RBACRH
MEPIMBABCNEZENR , 2/ AWS Service Catalog BUE R & 4o

B MR E RV EHBUR

B AR BT BR A BB S AN LS MER, THEIIRBUMERAERE. ALNIKRSERN
XERBEDEETFIER. EUURTEAERR. B RIEREEMEZEMNFIUE XM
EmNBRIHRESZCEAEIAEHACTHEMASMBAZANKRSERARZNL, LFREIEEN -
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BFIRFERFIECERTACEBREFIENCHEBREIVE K MHEACEREIECERTE
REBMRTFIE , ETERFIRFERTFIE, BULUER Condition EHRE policy JSON IEEIE

A accountLevel, rolelevel = userLevel,

ELEE BB A AWS Service Catalog APl B AIRENZEUSK :
UpdateProvisionedProduct# TerminateProvisionedProduct ,

LA FBEUE/E : ScanProvisionedProducts, DescribeRecord#
ListRecordHistory. ScanProvisionedProducts # ListRecordHistory API 24EfF
Fd AccesslLevelFilterKey B8 A , B SW|EEE IR Condition BREREY
FE (accountLevel &R "tRS M AccessLevelFilterKey {8 , roleLevel ¥ "&&,
userLevel ¥ "FEHE, ). MEFHMEN , 552 [ Service Catalog B EE A S5/,

g 45

- HZERNTEEESFEUE
- BRREAEHHEERNFE
- EHEERNSS EESFIE

HEERNEEE S FEUE
THRRAMBERFER B FFMEZERNBSTHTRARNNBAFTRE,

JSON

"Version":"2012-10-17",
"Statement":[

{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
1,
"Resource":"*",
"Condition": {
"StringEquals": {
"servicecatalog:accountLevel": "self"
}
}
}
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}

L BURRYThAEEE T B BUR M

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":[
"servicecatalog:*"
]I
"Resource":"*"
}
]
}

M BERP RIEEConditionE# AWS Service Catalog , 2417 & 815

= === AN <

E"servicecatalog:accountLevel"FEUEMEM . 58EXE , accountLevel FHEE
roleLevel fl userLevel FHL

REEAEHMEERNFN
TIRREFBERMNBARENEIRERHIERGENEAECRINMEERNEERE

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"servicecatalog:DescribeProduct”,
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters”,
"servicecatalog:DescribeRecord",
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"servicecatalog:ListLaunchPaths",
"servicecatalog:ListRecordHistorxy",
"servicecatalog:ProvisionProduct",
"servicecatalog:ScanProvisionedProducts",
"servicecatalog:SeaxrchProducts",
"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

]I

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"

EfEEMNED EESFEUE

UTHEBER (ERFEARERERE) BERRHZEHERATNERFHSATIRAN —EHER
"HoEEFEL WEFEE, KRREAETUETE BKIRFTNEAMEZERNEBERE  BEEY
ERERAERETNEAMEERIBS A TETEE

F—EHRRAFEAELENERAERINMEERETRSARE  EFSHEMARLNMEERE
THERE. F_EEBRSFEHEME (ERE. AGIIKRF) Bz MEE RN EIREFIUE.

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeProduct",
"servicecatalog:DescribeProductView",
"servicecatalog:DescribeProvisioningParameters",
"servicecatalog:ListLaunchPaths",
"servicecatalog:ProvisionProduct",
"servicecatalog:SeaxrchProducts",
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"servicecatalog:TerminateProvisionedProduct",
"servicecatalog:UpdateProvisionedProduct"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"servicecatalog:userLevel": "self"
}
}
}
]
}
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"servicecatalog:DescribeRecord"”,
"servicecatalog:ListRecordHistorxy",
"servicecatalog:ScanProvisionedProducts"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"servicecatalog:accountLevel”: "self"
}
}
}
]
}
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AWS By ZE R AWS Service Catalog AppRegistry

AWS ZEHBE . AWSServiceCatalogAdminFullAccess

BT LA AWSServiceCatalogAdminFullAccess iE#EE) IAM B8, AppRegistry th & #§1th BUERE
EZREAE , LA AppRegistry KREHTENE.

ERERFANCBRTNEES I RARBN4 , URTFRUNEEERNERESHT,
ATAIRFAEEA

HEHEREE U T,

* servicecatalog- AFFRHUEESFTRARENTENT , UREHRUNERERBSNE

m. BERG, RTEKEAENFIE , UREEPHITHMEEEHE AWS Service Catalogs

« cloudformation- AAFF5IH. FBH. E AFESE AWS CloudFormation & AWS Service
Catalog Y ZZEF ],

- config- AFFER HERES, ERFMEERMN AWS Service Catalog BFREFF AWS Config.

« iam- AFERBRNBVERVNEEEMNERESIENRBERE,. gropus ABHTESF
CIB

« ssm— foEF AWS Service Catalog £ AWS Systems Manager %I 5 f&H B 51 AWS tRF M AWS
[Eif K Systems Manager X4,

BWARBUR : AWSServiceCatalogAdminFullAccesse

AWS ZE MK . AWSServiceCatalogAdminReadOnlyAccess

EAT LA AWSServiceCatalogAdminReadOnlyAccess iE1#EZ] IAM B8, AppRegistry &1t
BREZZERKAER , LLAFF AppRegistry REREHITEIE,

LHERERFT#4FFH , A TREENEES T ZEAME, EBRTERFEUNEEERNERE
BNEIE,

HARBER
BREDEUTHT,

- servicecatalog : AFFREUEESTIRARENEE T,
« cloudformation- St§F%IH FFEEL AWS CloudFormation 3t #) AWS Service Catalog BPREF
A,
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- config- RFFER HERES. ERNMHEERM AWS Service Catalog BPFREF A AWS Configs
o iam- AFERERIT , UBGEEVUNEEERNERBSHMENRECHAE, B#HEIAR,

« ssm— foEF AWS Service Catalog £ AWS Systems Manager %I 5 f&H B 51 AWS tRF M AWS
[EiF ) Systems Manager X,

BARBUR © AWSServiceCatalogAdminReadOnlyAccess.

AWS ZEHE . AWSServiceCatalogEndUsexFullAccess

AT LA AWSServiceCatalogEndUserFullAccess Ei#EE| IAM B8, AppRegistry 1 &5t
REEZEZREAE , LA AppRegistry K REHTENE,

TTREFNRRERAETRARE  YBRTFHT , LABDERNEEMREE

BEBRER FA##RFA] |, b

Mo

AFRAIREERA

LBEREBEUTH,

- servicecatalog- AFFBREBRKRERAEIRERENTENT , URRBERNEERHREER
MBE .

« cloudformation- AFF5IH., EH. B AFMIES AWS CloudFormation #t& AWS Service
Catalog HY EZ 5T,

- config- AFFER JIHNBREHEERBES. ERNHAREDRNFMEES AWS Service Catalog Y
BPREFA AWS Configo

« ssm— 505 AWS Service Catalog £/ AWS Systems Manager fEEL B 51 AWS 1RFE M AWS [EiF#
#) Systems Manager X #

BBEBER | AWSServiceCatalogEndUserFullAccess.

AWS ZEHE : AWSServiceCatalogEndUserReadOnlyAccess

BE LA AWSServiceCatalogEndUserReadOnlyAccess E#E| IAM B, AppRegistry h &3
WHEREZEZREAR® , LA AppRegistry REREHTEE,

BEBERE F#45TH , AHRREAEIREOREETHEREN. EBRTERTROBERNEERM
BEmBTT,
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FTAIRFAEEA

HBERBEUTH,

- servicecatalog- AFFREURKEAEITREARGENHEETT,

« cloudformation- St§F%IH FFEEL AWS CloudFormation #t8#) AWS Service Catalog B PREF
A,

- config- AFFER JHMBBNEBERMES,. EmRMNARERMNFHEESA AWS Service Catalog #
BPREFA AWS Config.

« ssm- fo5F AWS Service Catalog £/ AWS Systems Manager FEEX B &1 AWS 1RF M AWS [EiF#
#) Systems Manager X #-

AR B © AWSServiceCatalogEndUserReadOnlyAccesso

AWS ZEHE . AWSServiceCatalogSyncServiceRolePolicy

AWS Service Catalog # b BUR B EAWSServiceRoleForServiceCatalogSynclRIEER A
(SLR) , 75 AWS Service Catalog #§ 5\ b FE R RVE A [E] 25 E AWS Service Catalog E o

WHERFHT , AFERIFE AWS Service Catalog B ( 420 API FEAY ) F1 AWS Service
Catalog fik3ERY H it AWS AREE B,

ATAIRFAEE A
HEBERBE U T,

« servicecatalog - 5 AWS Service Catalog & m[E% & @R &% AWS Service Catalog A8
APIsTZEYL,

« codeconnections- 75 AWS Service Catalog & m[E% fA &R &% CodeConnections 2F APls
7 H,

 cloudformation- ftFF AWS Service Catalog B fm[RZ A &R HI¥ AWS CloudFormation A&
APIsTFEY,

BBEBER | AWSServiceCatalogSyncServiceRolePolicy,

B EEAGHFEEN

AWS Service Catalog 8% L IRFF A EAARERAEBEELLEHFEA CodeConnections AWS
Service Catalog B E fBSFF 2 AWSServiceRoleForServiceCatalogSync RIS ER AR, &
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ATLAEA AWS CLI, AWS API 2i&Ei& AWS Service Catalog £ SIS ILBUER, MEMMETL, R
BENMRREEELCHNFRENR , F2REARKERZAE (SLRs) AWS Service Catalogs

AWSServiceRoleForServiceCatalogSync FREEHZ AP I EMFT A AWS Service Catalog f
iF RERBFFP BT T HIENE,

- servicecatalog:ListProvisioningArtifacts — ftFF AWS Service Catalog RmREL AR
SRS ERmFEPEARERZIEE AWS Service Catalog ERHMHER M.

« servicecatalog:DescribeProductAsAdmin — fi&F AWS Service Catalog B fm[E 2% & & H
DescribeProductAsAdmin API 3REX{§ AWS Service Catalog EmHIFMEN , RHBERKEFEES
HEAERRLTHEBRMGENR. KmED A EEE L PR & R = M2 K m kY E m AR IS B 28 R
#llo

« servicecatalog:DeleteProvisioningArtifact — o5 AWS Service Catalog K mE% &
BMBRHENK R,

« servicecatalog:ListServiceActionsForProvisioningArtifact — /23 AWS Service
Catalog mEF ACHERKEERTEMERMmAEREE , WA NREREESEMERE  AIFE
i BR AR 22 AR o

- servicecatalog:DescribeProvisioningArtifact — fAFF AWS Service
Catalog A mEZ A& #% DescribeProvisioningArtifact API EERGEAHEEN , 2F
fESourceRevisionInfoli tH 2 HAER ID,

« servicecatalog:CreateProvisioningArtifact — 05 {858 2% S\ 2B 12 B o A9 SR S8 A
ERNEE (HlW, git-push BIEX ) , foFF AWS Service Catalog KmEL B REINFMHEK

Mo

- servicecatalog:UpdateProvisioningArtifact — fo5F AWS Service Catalog B m &% &
BENCERIBDLSERNHENR.

« codeconnections:UseConnection — ftF AWS Service Catalog B m[E % & & F H B G HE
RREMARLSER,

« cloudformation:ValidateTemplate — f25F AWS Service Catalog B m &> £ & bR &l ¥
MY #FEL AWS CloudFormation , R ABREEFEFEANSERNSEAREN |, AT RS AU
CloudFormation Z B &7,

AWS ZE MK . AWSServiceCatalogOrgsDataSyncServiceRolePolicy

AWS Service Catalog A&t BUR E# FIAWSServiceRoleForServiceCatalogOrgsDataSynciR#
B A (SLR) AWS Service Catalog , ft&F B2 4 AWS Organizations,
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WEEREFHT , RFFARFE AWS Service Catalog B4 ( f5lzn API FERY ) F1 AWS Service
Catalog #k3ERY H fth AWS BRI BN E,

A RFE A

RS E AT,

- organizations— fi§F AWS Service Catalog ¥ i[5 A &R %1% AWS Organizations 28 APls
#HL,

BWARBR . AWSServiceCatalogOrgsDataSyncServiceRolePolicy.

R ERS A CFEES

AWS Service Catalog &% LiRFF AT E A AR EAERBA AWS Organizations £ A EmE S FE
REVERBESEABAEIAWSServiceRoleForServiceCatalogOrgsDataSyncHIRIGERE A
&, ZALER AWS CLI, AWS API %18 AWS Service Catalog EE A S RILBUIR, NFMAE
3., fRENMREEEEACHFREN  F2REARKEZAE (SLRs) AWS Service Catalog.

AWSServiceRoleForServiceCatalogOrgsDataSync RIS EFZ AP ITESMEF A AWS Service
Catalog fo7F R&BEFH#I1T T HIE1F,

- organizations:DescribeAccount — /25 AWS Service Catalog Organizations Data Sync &

BEEEUE EWRF AWS Organizations#I#0EEE .-

« organizations:DescribeOrganization — f25F AWS Service Catalog Organizations Data

Sync B & EEVE R H ik FrFrBABN &R,

- organizations:ListAccounts — ft§F AWS Service Catalog Organizations Data Sync &%l

HEAERBPRS.

« organizations:ListChildren — fA5F AWS Service Catalog Organizations Data Sync & &%l
HIEERX OU RBF I EHFTBEMBABEN (UOs) HIRF,
- organizations:ListParents — fi&F AWS Service Catalog Organizations Data Sync & &3l

A ABIEE T OUs Sk PR EE AR OU,

- organizations:ListAWSServiceAccessForOrganization — /& AWS Service Catalog

Organizations Data Sync A& EEEAERMAELARES AWS WREEE,

ERMHMER
THEERNBER SR,
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« ServiceCatalogAdminFullAccess — t | AWSServiceCatalogAdminFullAccess.

« ServiceCatalogAdminReadOnlyAccess — &l AWSServiceCatalogAdminReadOnlyAccess.

« ServiceCatalogEndUserFullAccess — 28| AWSServiceCatalogEndUserFullAccess.

- ServiceCatalogEndUserAccess — 7a X i AWSServiceCatalogEndUserReadOnlyAccess,

EATIHEFAEABNBERBRRAREESNGERERERR TER.

EENCRANBREREBIBE ,

PR FTIEMBER IAM & 5 5F A,

AWS ZE BRI AppRegistry E#

EZBIAWS Identity and Access Management  fEF &)

¥R B BRAEF IR B M E L2 T LASK AppRegistry AWS SERFEEFNFMEENA, IELHEEEEN
BHEIREE |, 55T B AppRegistry MBS e B H LAY RSS BE,

g2E

AWSServiceCatalogS

yncServiceRolePolicy - E# %
EBR

AWSServiceCatalogA
dminFullAccess — B Z EIK
&

AWSServiceCatalogO
rgsDataSyncServiceRolePolic

y- FHSERE

iR Date
AWS Service Catalog E&E 2024 5 A 7H
#AWSServiceCatalogS
yncServiceRolePoli

cy BRBAcodestar-

connections £%FA

codeconnections o

AWS Service Catalog B & 2023 F£4 A 14 H
#AWSServiceCatalogA

dminFullAccess B

K, LAEE AWS Service

Catalog EEEEHIRFHE

M AWSServiceRoleForS

erviceCatalogOrgsD

ataSync R¥EHAE (SLR)

PREBEVET .

AWS Service Catalog #T 2023 F 4 A 14 H
|7 EEE|AWSServic

eRoleForServiceCat
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gE

AWSServiceCatalogA
dminFullAccess — EFTZ EIK
®

AWSServiceCatalogS

yncServiceRolePolicy - I Z &

1265

iR

alogOrgsDataSync BR
BKEZAE (SLR) 1
AWSServiceCatalogO
rgsDataSyncService
RolePolicy , AWS
Service Catalog 25 £2 R
AWS Organizations, ItBE
AFFERFE AWS Service
Catalog B ( #il20 API
) , BAK% AWS Service
Catalog PRI H Ath AWS AR
BEE

AWS Service Catalog 2%
¥TAWSServiceCatalogA
dminFullAccess BUR
#MA AWS Service Catalog &
BEWFAERA , Y&V
AppRegistry BIfEA 4,

AWS Service Catalog 2

#i8 BUR | ZAWSServic
eCatalogSyncServic
eRolePolicy BREERE
ZAWSServiceRoleForS
erviceCatalogSync fR#
EBREAR (SLR), WEBE AR
AWS Service Catalog #7138
RBIFETRNEELRLSE AWS

Service Catalog E fo

Date

20231 H12H
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g% iR Date
AWSServiceRoleForS AWS Service Catalog #7 2022 £ 11 A 18 H
erviceCatalogSync - #THVAR#E  #BAWSServiceRoleForS

ERAE erviceCatalogSync fR¥#&

EEAE (SLR), EERAR
AWS Service Catalog = BEfE
F CodeConnections , AR 2
3., EFAERERB AWS
Service Catalog iR Mo

AWSServiceCatalogA AWS Service Catalog E&E 2022 F9 A 30 H
dminFullAccess - E# T 2%  #AWSServiceCatalogA
BE dminFullAccess B,

L8 & AWS Service Catalog
EEESNMESENT. B
RERAEEEIUHME
AWS Service Catalog &R
IS EBNME , SR,
iR, MERE, A BEE
EE8E A ERITMEIAI)
fe , M EFEUREI (ABAC)
AWS Service Catalog., A
BAC Al BEEAAWSServic
eCatalogAdminFullA
ccess BURMAEAR , B
AARERBRBEERE AWS
Service Catalog ER#HITH
B, %% ABAC HIFFHE
3, B8 O PHTES
ABAC for AWSAWS ldentity
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TEBERENEE,
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£/ 0 EREER A AWS Service Catalog

AWS Service Catalog use AWS Identity and Access Management (IAM) fRI§EL &G, RIGELRE
AEREEEEE WiE— IAM S&EHE AWS Service Catalog, BRIGEZ AR AXESE , AWS
Service Catalog Y @& R REF I H A AWS BREFTENFIBET T,

R 5 E 4% A e ] IR E AWS Service Catalog BRMERE , RAETLFHIIELENTFT. AWS
Service Catalog B EHZHRBEFAECWETT , BRIESEER , BAIREE AWS Service Catalog T
HAG, EXNFISEGEEEBRNFFIEER , BXFFUTBEEELIMNMEREM 1AM B,

BB SXMBRREEEACHMEBER , TEESHEHMER, ET{RELRM AWS Service Catalog BR ,
HAETFERTNMBRERERWEFT,

NEERXERKEEACHEM RENER , F2HE AWS BHEE AM HEEE , YERBELSH
ERTSREARNERE. BEEFERNE , SIREKRBHRBES S XA

AWSServiceRoleForServiceCatalogSync MRS ERE A REFT

AWS Service Catalog AIAEA & B HIRISER A AWSServiceRoleForServiceCatalogSync
— AWS Service Catalog £/ CodeConnections # 237, FE#TM iR AWS Service Catalog E mkY
BRmE  SELREERAG,

AwWSServiceRoleForServiceCatalogSync R EFABEE TIREUEEAE

* sync. servicecatalog .dMazonaws.com

£ A AWSServiceCatalogSyncServiceRolePolicy BV A& I BUER A 5T HIEEMEIR AWS Service
Catalog 52X T 5 Eh4E -
« B)4E : CodeConnections £H Connection

- BJfE : AWS Service Catalog EmProvisioningArtifact?E Create, Update, and
Describe EHY

BAARERNT , IAM ER (NERE. BERAR) T TEY., REIMBRRBEESE, WEFH
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337 AWSServiceRoleForServiceCatalogSync fRISERE A&

B EEFEHEIAWSServiceRoleForServiceCatalogSync RIGEZE A, AWS Service
Catalog Ef&7E AWS CLI, = AWS APl 237 CodeConnections B AWS EE X 24 , SEHBAR
BURKEZAE,

/A Important
B EFEACATUBERELSNIRS  MREREMRE R TK —BEER , ATER
SERAGBHNINGE. A, MREE 2022 F 11 A 18 HZaif£A AWS Service Catalog
R% , ERBEFELCRBIERER , SEEMIIRS R AWS Service Catalog 1z
ZAWSServiceRoleForServiceCatalogSyncff, EE#—F TH#H A FS2EERMN IAM IR
FHRERNFTAE,

EEMBRUEBREERLEAR  CRFEEREY , BUNEREHEAEREFENRIAR, EFREI
CodeConnections i , €8x A AWS Service Catalog B RIFEEHE,

WA LAER IAM A BT EEFS AWS Service Catalog EREARFINERBEEEE, £
AWS CLI 5 AWS APl | EF RIS ZBE I sync.servicecatalog.amazonaws . comfRIEERE A
B, MEFMEF A6 F28 (AMEAEER) P0 "EYRBEEAE. . NREMERILREERS
Ae , BUUEALERNEFUABREIZAR,

AWSServiceRoleForServiceCatalogOrgsDataSync MRS ERE A BT

AWS Service Catalog A EAE A NWRKEEAE
AWSSexrviceRoleForServiceCatalogOrgsDataSync — AWS Service Catalog #H#8 E E It fR75E
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AWSServiceRoleForServiceCatalogOrgsDataSync RIEEZEAREETIRBURE/E
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BR T AwWSServiceCatalogOrgsDataSyncServiceRolePolicyZEHEZ
4L , AWSServiceRoleForServiceCatalogOrgsDataSynclRIEER ARESEREFERA THEME
B 227

ERRBERAR =


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role

AWS Service Catalog EEBER

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "orgsdatasync.servicecatalog.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

% A AWSServiceCatalogOrgsDataSyncServiceRolePolicy H1 & &®EF i BUR 2 5F HIEEMNEIR AWS
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&, F2H IAM EREEETHREES A B,

3 AWSServiceRoleForServiceCatalogOrgsDataSync [RIERZ AR
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- EHEMIREFRARERBESHNERERBANEERRE,

ELETERFHFEIBRERERR K SFEDHERERMFAREP, ERHEARFES , EHK
£ &£/ TagOptions EEME , IS AARAHEER LEBNERZRE.

EWHARES  EEE TS H A TagOptions BHEANERESEIMEEBE | LUAH TR
FHAERNEZERRAL
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@ Note
ERHAERMES  BFEEHESE AWS MIRF ID. # EREHNEM AWS IRFSHKIRF
ID,

(® Note

2R TagOption ERFE—EH , EEMERFHE AWS BB H#THE.

EHAERMBEERIELA TagOptions

—

EEAEEDRERT  BEERES.
EABERBET , BRYBRERES.
REEMWBEEFRELR , KRR BELRRE,
BIEEHM AWS IRE AL

WA 12 UEIRS ID SRS, BREURA , AREEHRA

o ~ b

BHANRFEETERE RANKRFERH, ©iEH R A E/RA TagOptions,

O EFHERBEHRZLEE TagOptions, BREMBEFERBFTAE TagOptions JREEE
REILRE,

EHERESHRZLTE TagOptions

1. EEfSEMRERT , BEEERES.

2. EAMEmMEST  BEREYFAMERAES.

3. WRLERNBEFREEHM.

4. TEER HAWMRFF , BIEFRF ID, ARBEBE
5. ENEMBCHARANEBUELHA

ESRENERBUEH AR | FEZRAUREI R A TagOptions, EHANIKRFEREREE AN
MRFERF,

EREMHUEH AR , FRBETEELRKRE
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EHAEmEESRLAETRER

BREES  SUHUBRUGEFREBNEMRESHE, TREBEREEETUEERBEESPIEENSE
H, AENERAENER  AREERESHA. EAHLAERESK , 8 AWS Service Catalog 58
RELEFEAEBREEHEE. WREMMEETTE , AWS Service Catalog & B EIASHRFR IAM 88
EARAERESEIERE , UEERERTFERE,

(® Note

EXSIREERESCEVEME BEAEmMEESCREAMIEFRA , ATREgHREEN
BREIERE, YWRWH AREF3E AWS Service Catalog EEE{EREMET T ( £H
EAR) NERE  ZEREVUBRIRESERESIREBEBN IAM 88, #HAMER
ERRETHEEBMLERFEABBE BN AWS Service Catalog , 1B t4f B 88 7] SAKERIE A
., MBHBENZMKZEZME , Bl AWS Service Catalog BZEFH PrincipalTypet s
IAM, fERLLARERE | INHFEWRF P LACEE Principal ARN , FBEEE M BB,

ELEIERFHFERNBIRIBEBE , AWS Service Catalog E BBIGELEBEEAIKH AR
Fr, R, WHEANIRFHNEAEITURBESHTES

- BRERAETLUMAE, EMNKLERBESHER.

- BEEELEHEM IAM TREREANERBESEYRAB , LS FIERTRIRF S EN KK EA
=1

@ Note
FREBHEAEBAR AWS Organizations,

EHAERESKAATRERE

1. BEERIEEDRERY  BEEERES.

2. EFXMEREST  EELELANERES.

3. uEEEMRERYT , EBEHA,

4, JEE 9B AWS Organizations.

5. EWMEEEBER &, HEMEN (OV) EBKE.
6. EHAREY K BMAFRILARE,
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BHALEHNERESHRE , LESEBRRBHAE., ESRBAARFAABRXERESHAEERE
=18

ENEmASLRAUMAREREREE

1. EEAEEMRERTD  EEERAES.

2. EAMERBST  BELEEFNEMMES,
3. BEEHARSIER.

4. EMLEEFHHA K RREEHH

5

BEFHAR  ARRERALRB R AR, AWS Service Catalog ARERHAREHRHA
FREHE,

MREREBFLREEARFRAATREE  SEAERHAM.
HATEEABERGEABAER

AWS Service Catalog XEFABAF S ERESEINERT IAM X8 (FHRE. BESAR) &
B,oHmM ™R, FAEAZAERATRE—RESME IAM TEEZE. ARN BEMTHEE
BAHERERA=ZT,

AEZHEMF T ARN 6

 arn:aws:iam:::role/ResourceName_*

e arn:aws:iam:::role/*/ResouxrceName_?

BELEZBAT T ARN BVEH

e arn:aws:iam:::*/ResourceName

£ IAM Principal ARN #&3{ (arn:partition:iam:::resource-type/resource-path/
resource-name) F , BR{EEHE user/. group/ = role/s RETE resource-id [EBEXH K resource-
type 2% , FRFFER "2" M ™", BELATE resource-id RWIVEINZE EA4FBRF TTo

" ETBAE " F U, FFE resource-id R ER, HiL0

arn:aws:iam:::role/*/ResourceName_? E#FAfS arn:aws:iam:::xole/pathA/pathB/
ResourceName_l%ﬂarn.aws.lam...role/pathA/ResourceName_lo
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HANEAERES

= E B AWS Service Catalog EmRHERE PHNERAE AWS 1RF |, flnERHEMARMSN
AWS 1RF i HM WERE | BuEGMEASNERBEAS. EUBEZESFXNEAH , &
account-to-account:t i, #EBER , UK FEAMBEISH &,

HEEMIRFARAERVERESZH , EL4FAREREAABHNSE  EREKBBRELNED S
B ARE, FFEE , MREHMBELS  ANMRELEGRIRGFANRFHNER , ML RETHE.

BRI LMERHERE | AR EHHEEZ MRS, MREAEZHAFASE (ERESHNEARSE , 282K
WA RGRED) , BAILMERRFHIRFHA |, thalBUEM AWS Organizations R Ao

EECAHEENEAFNEIER  F2RUFAEEL BIE%E AWS Service Catalog EmZEE, %
&S B #%.

B &£ Aaccount-to-account3t AR AEMME S , IE AWS Organizations , LA LA FF AWS
Service Catalog 5 — 18 AWS tRFHNEE S ERMESEAHIKRS , YERD BEXIRS PH&RK
FEHAE,

EREANERESEERNEILR, TEANERESTHNERNRHEG K SHEEHXAAERES
(AN RRERBES) IMMNEERS, REAEEERAHAZEREENEES  BL8FER
R B R , B BREEHEFHIE AWS Identity and Access Management (IAM) ZEUE, MEFFHE
B, FEEARTFIERGERE.

WHAEEERUEBTIAN  BERDRIGERE AWS IRFNREERE

- BERE, HEANAGTREEEANERES

- EBREAERESTHNERNEEARERES  ERUHAEEEEYABRE AWS IRFHE
PEMES. RE , KHEAEESERERE. HEVNALHEERARERES. RUERAEHA
EmBSPERNEARFECEHRESAMERBS T, IMERESRAAEESTTUFEEMWR
HRd , BEEEBRERORLAERBSEARRSIRE.

ELKEMTIRHRGFTEIHANERES  IRPBREMJIRHEKRGR  SESERIZAERE
SMEEANSTEE. fln RERAFERESBRERKN  ZXERUEREANERESHR
R RERUEREANERMENFTEIARERESTBER. IRERERETEBRZNMB TE
m , RRERAECHENERSEENT , EXRRVUBLBRBNEAXER.

MREEHAERBESHNER , ERATREORGIGRSE MR SEBIZERTEEANBTE
B, FEERMHERBRGE K WHAEEEUSERNEIAHERES  ARVEEZATENRBR
HiktF. ERFHRBBRHEGSE , EREERNBEBAE,
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BBACGRERKRFERAEMBERE , AWS Service Catalog IS #2E AWS EIR ( #li Amazon
EC2 #{T{EBE = Amazon RDS B¥E ) B IAM A, BABES , AV lREEERENRB AR
ARN A AEEE, MREFEAAE ARN , BIESEAEHAEFBNIRFE AWS #ERE A IR
FFE , teFEAZXAR, NIREFEALBACER  ASFEASKKERERFHIEEGXEEBN 1AM
At

BRRERHRENBEBACHNFEMER , B2/ AWS Service Catalog BB R Fl& 1. BEEREA
B AWS WIRFEMHE AWS EiR , MRFEELELERNERE., NEFHEENR  F2EAWS
Service Catalog Ef&,

WA RANAE FERSELAERBES AWS Service Catalogs

£ REIRE H A (https://www.youtube.com/embed/BVSohYOppjk%22%3EShare) E R4S AWS
Service Cataloge

(® Note
HREEARHANERAS  ETBAAEPNER,

® Note
EmilaEALREEEEMKIRS ZBHHERESPET,

HANMEANEmES 2 EYEER

HERXRBERABRANERESCHARNERES <HNEE , UREAERASNERSAUMTT
U ZEmiE S Rk EEmRI B,

HAEMMBESHNIER RAREAEmRBESH WHEANEEER S WHANEEETRE
A
EmNEmiRA Ra*, HEANERNTEE  SEm LEIHED

FHERMES. Em EANERES =

WRERESHBY gmumumnme RUGBRER.
ERERFNARA oo

MEmBES WP
BREm A ABES
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MRBHEAEERER
EANEmMEEH
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AHRERFTEE
BILRERES,

R,

MREMBENEL
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WIAHANER , X
REPBEREARE
ASFeEREIEm
FRIREANSITER
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MRBHAEEER
FE A Y E AT E A
WERES , AIEA
MEARRHTEER
IFAERES.

W AEE & W B

EAREREST ,
EESTUERSY
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BIBR HI R o
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W AEEETEE
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HAERBESWIER RAREAEmBESH WHEANEESR S WHANEEETRE

A&
ERE, #HENAE - KA. MEEES AWSIRF  T#EA.
RERE. FHEN
ﬁ@lo

EHEEMm

BURNER. REENMRNEARBRITRARENER , Y¥ERIBIERESTH , e
BiGERSE

EmFMREACERCEREREREEFNERNAELAE, EASBRENK K BREAETUER
RENMEER,

%

- BEEREE

- BEVEm

- BEGRMEBEERES

- BMESR

« # GitHub, GitHub Enterprise 5 Bitbucket }47ZE mE$ E &8I A =

- MREm®

- EERA

BEEMER
BAI LA AWS Service Catalog BB EFHEATNERBEEERNEEEM.
BEERBEEEE

1. 1 https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £## &,

2. EEREmMBE,
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=+ —
BIYEM

& AT LA#E AWS Service Catalog BEE X ATHNEREEREIYER.

(® Note

B Terraform EREELHINNEEE  2IF Terraform HES|IZBHKB A E., MEFHMET ,
F#E Terraform EH A M,

B K AWS Service Catalog E fa

1. EEZFEmBERME,
2. EREVER, AREEZEBRVEm.

3. EmFHES - TELEEEREUNERER., AWS Service Catalog &
CloudFormation, Terraform Cloud F B ( % # Terraform Community Edition) EmEE, Em
HHEAL IS EAEBESHMENEETIESARGERKRETNPEEN, BATIER

 Product name (Em&®R)-E@mEBR.

- EmEE - BRgR T EEMEED , UM EEZEIRNER.

- MEE -RHLERNASSES. #EETIUREN ITHEBNEEENER,

- Distributor (#A ) - EAEXZMENER, MBUITECHEFEREE  UERRHWSERE
ffo

4. WBAFHEFTRECTBEAIERLZEER. BATIHER

- BELE -FHEAERENESR.
o FERAABEAER - AR & CloudFormation E8755; Terraform tar.gz #HRERE R,

 f£/ Amazon S3 URL - #§E 8B FMTE Amazon S3 F#Y CloudFormation #87sf Terraform
tar.gz #HREE RN URL, MREIEE Amazon S3 URL , BIAELL BISEhttps://o

- ERANEREEE - 38 EEM GitHub, GitHub Enterprise = Bitbucket R IEfEFE, AWS
Service Catalog AIBEK EMBLS ZERER, BN Terraform Em , SR EREAMLER
£ Tar PHEEILLL Gzip BHEWE —ER,

- fEFAIRBR CloudFormation & - @ AIRAE CloudFormation &/ ARN, WFEFXE
Terraform Cloud S\ 2B @

« JRAEREZHE (BA) -ERMANEE (HlwW"v1", "v2beta"), FRAIFERAZE
- iR (B ) - ERRANER  SRBLRAEEMREANER,
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- S - EEMFMETRE LNRARSIEBRHRE. AEVEMTHERENBEYEMRE
B, RRANIESIERATER. FEE—S THIES , F2REEERAS.

5. XEFHMEATRBELTAMNMER  WREEBREED, BWATIER

« Email contact (B FE 4B A [BIFMH]) - BHRERBBENE FE4 bt
- XEER (EA) -SBY URL, FAETAERKREZEEAIERER. URL KA
http://=k https:// . EEEEEHEIEEANERMENFEE,

- XEER (BA) - RPLGEZOMNERAEFEEBIS AN EERE,

6. BEEER (BA) -RIFHAEZEBRIBEERZHN , BEUUERACPRBERIILE RN
A,

7. BIYER-ELERRER  FENEVER. $VERX  ERgHUBRECERSEEEL. W
TEENEERAERTEEEIER,

& A LAEA CodePipeline B MREEE |, K EmMEAIFEE AWS Service Catalog , WA ft
FERFRBEETAENEE. MEFAEF  F2RUERE EVHEENEE AWS Service
Catalog.

A LUE CloudFormation 3 Terraform B4 E RS HBME |, WEMBHRRAPTELRA, 8
EFMIUERENR N NREARE. RINRKE. AFNE, URBRAIRER, NRRHNE

THESE8BM , SEMELRE AWS Service Catalog HHBE, EEHR—S THSEEBM , B2
BICloudFormation ( EAEERE) N2 H.

il 3790

&L ABEBH Amazon S3 REFRFREEEMANETT. BR , EUREERMBRNEFERFKIESTIE

(=]
RN o

Error: failed to process product version s3 access denied exception

MREEFWAR , FRE ERRET IR P BB 4aETT

« FRMAERREAN TR,
« L "cf-templates-*" BASRMI RETFETEE , BIK AWS Service Catalog IF R mEAR ,

« Bl "sc-*" BRI AEZBETZRTEE | LAK AWS Service Catalog P #ERNME, BELREHIR
FEIFEFETE,
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THEHIBERBUR AR IR R R F R I 4 AR RIRFT .

"Sid": "VisualEditorl",

"Effect": "Allow",

"Action": "s3:GetObject*",

"Resource": [
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET",
"arn:aws:s3:::YOUR_TEMPLATE_BUCKET/*",
"arn:aws:s3:::cf-templates-*",
"arn:aws:s3:::cf-templates-*/*",
"arn:aws:s3:::sc-*",
"arn:aws:s3:::sc-*/*"

HEMMTEEEMES

LUK ERNEEEREENERES, ERmENK  SSEmNAERES (BB AERME
5 ) SEBEBGTRA,

EEmMEEH B BB EmESH

1. BEFERBEEHH,
2. ERNER, ARBRERE, RTHENREF  BESERHEZEERES. REESEED
E#¢name-of -productFHBEERBEEEE,

3. REEmES  AREEKEmFHEEERAS.

# Terraform EGRFBEERBEESKR , EREERERIIFRMGE, EBABERIKRSREIIAM A6, WA
IAM &2 ARN , R A ABERE, IRESIECACERE , BREFEHAREIES , BItRFS&Y IAM &
BFERAZEE, ENERBACRFEIIRFERR K MARETVUASBREARFEIRLHNER, WEH
MEFREE , F2E T 6 : iSEEIRESIHIEE Terraform ZEm

EREESTLLEEEZREE CloudFormation  Terraform E REBEEMNE R.

EHEm

EXENEMNELRE  SERIUFNERRE, FNERRISEBREGEHFICSERNER
HENFBEERE,
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® Note

EHEEERE  SEZLESFERETE (CloudFormation B Teraform), Hl40 , N RIEEH
CloudFormation ZEm , BIfE£4$38 48 CloudFormation EEANEI{X A Terraform tar.gz fAREE
R, BULAFERAH CloudFormation FIREREFH IR A CloudFormation EZAHE =R,

BR8T EREmRANARERNERERETUSEMEZERENANMAE. EERBNRETH
B, EAEUERAMEER RS EEmAAE AE LN ERHREMRSD T,

EERIFPERRAZH , AWS Service Catalog &R TE Terraform 512 CloudFormation 7
PRAIRERESR , UBRKREMEEEE.

B RTHYE mAR A

1. BEZFEmMBERE,

2. ERLEEHNNEmR. RRSKEEnNEZERFMAEARR.

3. GEEMMAMEAEREL K RFEMARSIER  AREFEIHRA,
4. FERAFHEAT , BT TINEME

5.

- BEHLX -FHREAERENELSR.
FRARMEARER - ARG & CloudFormation EZAE], Terraform tar.gz fHREE R,

£ Amazon S3 URL - I8EIE [ FHIE Amazon S3 FRY CloudFormation &i4<s; Terraform
tar.gz fERERERA URL, WMREIEE Amazon S3 URL , 7B hitps : // FAEE,

FERNSHEEE - 5EEH GitHub, GitHub Enterprise 3 Bitbucket BN G FE. AWS
Service Catalog AIEZAHKERBS ZEAER, BN Terraform ER , BEFAEREASERE
Tar A EEIL L Gzip BFEHNE —ER,

£ AE B CloudFormation #& - # AIRH CloudFormation # &K ARN, Lt ERLZE
Terraform Cloud RAZE R

- IRAERE - ERRANEE (Flm"v1, "v2beta"), T AIEHZEE

- IR (EA) - ERRANER , SFEHRFELTREHER,

BEREmBRE,

EHEm
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BB A LAE A CodePipeline B MR EEE , KEmMEAZBE R H P AWS Service Catalog , M 7E R
BREFEPRNEE, NEFHEF  F2RASERE  EYSEEMEIE AWS Service Catalogo

% GitHub. GitHub Enterprise 5 Bitbucket 4 E mE S E & AER

AWS Service Catalog I B ERBELZ EEBNNRFTEREEETENERER. AWS Service
Catalog RIEEBNHEEHAERNER , A GtASER. BFEREIIE GitHub, GitHub
Enterprise = Bitbucket, EAAZEFEIRSRE AWS IRFE 2% , BRI LA #H AWS Service
Catalog EmBREMREER , NASERFETNEAER, EHHELAERETEENEREFEFE
REE (Bl , A git-push) , AWS Service Catalog EEEEBESEI B IHNERRAE (KM ).

FE

- BERRLEARBEEIERFTENETA

- BEVIRFIELR

- BR Git FZE RIELR

- ¥ Git IS ERER

. |ﬁ“%?(3ﬂ 220 EE miE AR

 # GitHub, GitHub Enterprise B Bitbucket #& Terraform ZE @E L E 8 A E R
- AWS B XIE Git BF Em

HEmMBL ENREAERAENTH

& T LAME A T %) AWS Identity and Access Management (IAM) BUR A &84 | 38 AWS Service
Catalog EEEREMBSIENFRBFENSARER., LBEEE CodeConnections F KA EFF A
AWS Service Catalogo AWS Service Catalog BEZEEER AT & ARBUER |, 7 AWS Service Catalog
AwSServiceCatalogAdminFullAccessEIAREFEERTERKER TEBXE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CodeStarAccess",
"Effect": "Allow",
"Action": [
"codestar-connections:UseConnection",
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"codestar-connections:PassConnection"”,
"codestar-connections:CreateConnection”,
"codestar-connections:DeleteConnection”,
"codestar-connections:GetConnection",
"codestar-connections:ListConnections",
"codestar-connections:ListInstallationTargets",
"codestar-connections:GetInstallationUrl",
"codestar-connections:StartOAuthHandshake",
"codestar-connections:UpdateConnectionInstallation”,
"codestar-connections:GetIndividualAccessToken"
]I
"Resource": "arn:aws:codestar-connections:*:*:connection/*"
}I

{
"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/
sync.servicecatalog.amazonaws.com/AWSServiceRoleForSexviceCatalogArtifactSync",

"Condition": {

"StringLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"

}

B RFIER

KEARERRE DS E AWS Service Catalog EmZBI , BAEE I TR — )X Haccount-to-account
EiR, BAERALERRIEETEMEHEAERZHETENFMEEA. EUUFER AWS
Service Catalog £###&. CodeConnections £#&. AWS Command Line Interface (CLI) =
CodeConnections APIsZ I E#R .

BILER®E , WA LR AWS Service Catalog £#&. AWS Service Catalog API 3% CLI 2RE L[
% AWS Service Catalog Zf. AWS Service Catalog EXEE T URBREEN S XS AERE
MFTRIERTIRE AWS Service Catalog Efm. MRERBTFEFEREE , AWS Service Catalog &
BEENEESEVHNERRE. LANEMRASESERENRARS , XIEREFZANME,
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BEoh | EARE % AWS Service Catalog , EBEBEVIRBEZEAE (SLR). Ik SLR AWS Service
Catalog AFF ERAER ZRETFEMNTMEREREE, SLR BAFF AWS Service Catalog BE) A [F
TEMBUFNEMRME., W0F SLR FAMINENFMENR , 528 WREEFZAE AWS Service
Catalog.

BYFH Gt AFEmM

1. EERAEEERT , BEERBE  ARBEEVER,

2. BWAERFMEER.

3. TEMAFMEFSD | BEFH AWS CodeStar BB ELNERNBREE K AR BEEYTN
AWS CodeStar E#FE

4. BIERR  BEMBREEREE 6 ARBIHNER. EEREEEHFMEEN K SEREFEE. 2
T MEAERER,

MFEMEA Terraform HEERNER , 726 1 GitHub, GitHub Enterprise 5 Bitbucket #
Terraform EmED EHAFE R,

a. (EIA#H AWS Service Catalog EmERKRAER ) EXEFHEAERD , IEEEN

hEE R,
b. (B #HK AWS Service Catalog EmERFER ) EEBRERT , BEENEER , AEH
AEBAEL,

5. BERVHEM.

BUZEGitRLESR

1. 7 AWS Service Catalog A LAIEEEHIRF , BEEMBE K ARBEBRIUZHE gt ZEE
Ao
WAERERFMAENA.

ENERFEFMERD |, EEAWS CodeStar iR , RREERFEND X,
EHMEERERT  BAHSAERBEENERERE. EEMERE  IRFEERENEER.
MEMALEERR  FRERERVYEM.

o M w0 b

#H B AWS Service Catalog EmERE/NTHEE

1. 71£ AWS Service Catalog TR ALRAISEEHRY , BEERBFE , ARBEKERERENIRH
TE,
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2. EENEREEL  ENEZEERENTREFENED , AREET -5,

3. HEEERFFHFMEAEREL , EEIREW AWS CodeStar Bif , ARIEEREFE. 2 XMERE
KT,

4, igj%-lt_io
EMENREREE L  RFERFRES  ARBELEMERENBREEE.

B Git L ERER

& LAME A AWS Service Catalog £# A, API 5 AWS CLI KR IRFEEEESFMET . HREFES
AR RE R AWS Service Catalog WER , BRI EXESREMNEREREEEERUAREAR LA
EmRILHNER.

(@ Note
B UEERBRRAREEEAMN LXESIRE, FHENHEE CodeConnections APIs H
A IAM 350 |, THERBRTEFASA., IEEL IAM FUMEBERWNEMES | F28
# AWS Service Catalog E mEZ ESH A IERMNAEF A,

£/ R ERNRATEFMAER AWS EETEA

1. EEAISEERY , BEEERBE.

2. RBEEHREEER.

3. ZEEmHEEL K EEEZEMRFRFMEEARER.

4, BEMBEERRETHRIFEET ID, BEERYNRE —BRAERE, REAFHEARRSRETRK
RAZETRR 1D,

A BRERNRFEFMEF AWS CLI

#&  AWS CLI , BT TFHIGH

$ aws servicecatalog describe-product-as-admin

$ aws servicecatalog describe-provisioning-artifact

$ aws servicecatalog search-product-as-admin

$ aws servicecatalog list-provisioning-artifacts
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E# Git B EmiER

EALAE A AWS Service Catalog £3#2A. AWS Service Catalog API 5 EFEAMNIRSELHM Git
ELEm AWS CLl,

&R T HBNfIERE AWS Service Catalog EmEREHAER , F2RE VMK Git B EmiERR.

HERERENA Gt AL Em
1. EEASERRY , EFERBE K RAREETIIHP—EEER .

- FEEHE-—Em, FENEm  SEFTERRRFEETNER A ARBEREFEEAN.
- FEEHZEER  FRESEMERENIRETE  ERN&STEER  AREET -,
2. HEEmBRFMEARRT , AT THIER :

- EEER.
- EEREFE.

=1 —1AN

° j:EIL—E]J io
« REXERTE,
3. EERETEEE,

(® Note

HRERERENBREFENER , EULUEENERR  FAETERETNEEEREESSE
TERENDREEFERE,

&t  LAE AWS Service Catalog A AWS CLI &

- #IRE AWS Service Catalog EmEEENPREEEPNELRER
- ENE@PRES O OREREE. HRNER.
- EFRE (EFMRAPUCSHATRANRBEERE ) L£BHELR AWS Service Catalog ZE m B E#R.

£ AWS Service Catalog T A EMBERNEEEFMENR

1. 7£ AWS Service Catalog FEALAIEEEHRY , BEEERFE A ARENANERENDRT
EEWE o
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2. EEMRRFHMAEARERSD , REREERIR.

3. EEMRRFMEARERYD , BEMNAEREFE.

4. BREREEE.

£ EXNERNEFEFHEEF AWS CLI

&£ AWS CLI 11T $ aws servicecatalog update-productf $ aws servicecatalog
update-provisioning-artifact@®,

MR Git B2 & miE#R

I®ALAE A AWS Service Catalog £3# & . CodeConnections API = filBg AWS Service Catalog 7 fm
MEAER 2 BEHELR AWS CLI, BEERPEEmESHRERNERE , B2 AWS Service Catalog &
EEUVRIEHIEER. PEERERE , IRELAERCEETIELMERNRBEFERER , BIF
SRMEE, ZFEA AWS Service Catalog EmEFERENFREEFHNELER , FSHEEME
#HFHME 2 AWS Service Catalog E ffio

5 AWS Service Catalog F# & AR ENERE Git [P E M

1. EHFAWS EEFEE , KEAEEERPREERBE.
2. WEETEEZEMm,

3. HEmEHEL K SEBEFERRFRFHEARR,

4. EBEDPENER.

5.

RRREIME , RRIZEDENER,

£/ FENEE Git BZEm AWS CLI

# AWS CLI#I1T $ aws servicecatalog update-product@,
fEConnectionParameters®# A/ , BERIEENER

£ A CodeConnections AP| = B E#R AWS CLI

1£ CodeConnections APl 2 £ AWS CLI , #11T $ aws codestar-connections delete-
connection®i®.

£ GitHub, GitHub Enterprise 5 Bitbucket /% Terraform EmRE S ZEAER

£ Terraform fAREERE Y Git S EmF , ERBERER targz XK. BEREEHFES
Terraform EREHER .
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AWS EfE & Git BT ER

AWS Service Catalog X #& F# Git @2 produtc , AWS E1iF 21T~ R,

AWS [EiF &5

KBRS (HEE e mdLER)

KBRS (% MHR)

KEFEER (h0FHEEEEALER)

XEE (RYF)
Africa (Cape Town)
DRME (BB)
DRIE (HME)
SARH (BEW)
TARESE (FB)
TAESE (KR)
TAESE (BW)
SR (F )
DAREE (FF)
DREE (RR)
MK ()

B AT ()
B (B3 4E)
BN (EEH)

AWS B35 &%

us-east-1
us-east-2
us-west-1
us-west-2
af-south-1
ap-east-1
ap-southeast-3
ap-southeast-6
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
ca-west-1
eu-central-1

eu-west-1

=
=
=]
E
=
E

=
=

fm 0§ HFn AD FHD FWm FWm D FHm oY O o O

i

SEGtRSER

RADREESERRS ZHFIER
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AWS B &8 AWS B &5 & Gt AT ER
BUM () eu-west-2 =
BN (CKEE) eu-south-1 B
Europe (Paris) eu-west-3 =
Europe (Stockholm) eu-north-1 =
Middle East (Bahrain) me-south-1 =
EEM (BRE) sa-east-1 A
AWS GovCloud ( =EREB ) us-gov-east-1 B
AWS GovCloud ( =BIFEE ) us-gov-west-1 =

I BR 2= m
ELMBRERE , ERTEERNEEEMRES AWS Service Catalog FBBRFTEE RRA,

AWS Service Catalog & H AWS Service Catalog 2 A5 MERER AWS CLI, ZERIM
BREm , EXAXBCHEEREBBNMEERNER. EmERBBNE/NIEERESEB. &
&, TagOptions MRS EN1E,

/A Important
= m M ER R M A B IR

{# /8 AWS Service Catalog 2 A MIRE @

1. EEFEmESHEA  RARENTELEMRCERNERES
2. ENLEMRNER  AREZEEREREA LANVMER.
3. HRRAMEBHMERNER  FENXFHRPE A Delete IHEREEMMRNER , RREE

Delete,

h

HREAHBBMERNER  FRESR 4.
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4. EMBRERRES , BEEBHRE  HPSEREERBHNER, ELMBRERR , AWS
Service Catalog € EUHIE L &RV EIE,

5. WMFREHBEMBRER , YENXFHRPE A Delete RBERPIAHE BB EIR,
6. BEIFHUSEIBMER,

MR AWS Service Catalog FEBMFIEERSRNML  ATEMRAER. WRERRELET
KRRHOBEBBBE | URSEXRNO AL, NFEMRERBAXRDRBLMBNFEET , B
S8 L T RIBRE R AR R M EREUH B9

*H

- £/ MBREmM AWS CLI

+ FORTIAEE 155 5 M R ALK B

£ MIBRE M AWS CLI

AWS Service Catalog A& H AWS Command Line Interface(AWS CLI) &G E MRS h MR E
f. =— & AWS CLI HRRBEIE , JREEFEA BT Shell Y taHE AWS FREEE., AWS
Service Catalog s8I MBREEBFEZAWS CLI 5IF , ERETUE REIHNER AWS CLI , EESR
RECHANBTSHIESTH,

JoIRIR I
© RERFE AWS CLI, MFFHMES , FERTENEMNKHIMRAL AWS CLIMHERERE S, f#
&K AWS CLI B 1.11.24 5 2.0.0,

« MIERER CLI BB EELHE bash HENKRHEA JQ 5% JSON EHEE, MELREH S JSON
RESRNFMENR , 2R THjq.

« 3 AWS CLI BIZ UKL EIE Disassociation APl IR | BREEHEE - PRRE R

EERUMMBRER  SXEEBERERMEBEBNFTEERNEE, EnEREHNE5HSEERES
B, RE. EREREMNRKEEE. £A CLI MBEREmME , CLI force-delete-product BI& AJZ
&N Disassociate AP REUHBEBH{EM AL DeleteProduct API &R, & 1 % 1@ BIEUH
[ Bt Y {18 B PR L



https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-alias.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html
https://stedolan.github.io/jq/download/
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® Note
UTREFHERNERREARERBEEARMTELDENEXREMBEMTE.

B3 AWS CLI 5% LAfIBR AWS Service Catalog 7 fm

£/ AWS CLI ftiBk AWS Service Catalog EmBF , CLI force-delete-product 5l Al &ML
Disassociate APl , SLBUEEAI€E IEDeleteProduct FFALHY &R AT BRES

£ AWS CLI fAREE R KA alias BER

1. £ AWSCLI £ & , BEZE configuraiton BRI K, BIFAER , HEERKRKE~/. aws/URA
Linux 1 macOS %USERPROFILES\ .aws\2 Windows,

2. cli FAEREEREERIFVEFREPBATIGTREIES HTFERK !

$ mkdir -p ~/.aws/cli

EENCliERNRIEHRBKEMR ~/.aws/cli/ Linux 1 MacOS %USERPROFILE%\.aws\clis
Windows,

3. EFcligER®kP  BIUEA alias BREREBNXFER, BULlFEHaliasEREERE
RFNRIFEPA TS SREIESR

$ touch ~/.aws/cli/alias

4. TEE—1T[toplevel]&A ,
5. RBEER.

ETR, B LUEBRFESBRIESHEEA alias BR |, SIFAKRFERIREFHNSTS |, #§ force-
delete-product BB B E =R,
FB)#& force-delete-product B & H B EEHaliasiEx

1. ZEAWSCLI E#2&% , EEEEM AWS CLI HREERIRIEFHR alias E=R,
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2. BTHBRNBABWA EBR , UR [toplevel]ITT R :

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"
exit 1
fi

if [[ "$1" !'= prod-* ]]; then
echo "Please provide a valid product id."
exit 1

fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productlId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id')

budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName"')

portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
'.PortfolioDetails[].Id")
provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq

-r '.ProvisioningArtifactSummaries[].Id')
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')
if [[ -n "$serviceActions" ]]; then
provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
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done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"
for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
echo "\t${association}"
done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then

exit
fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done

if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi
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for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do
echo "Disassociating ${serviceActionId} from
${provisioningArtifactId}"
aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactId --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
aws servicecatalog delete-product --id $productId

}; f

3. MR

1 F#R UR B4R BB 4% force-delete-product BB ¥ E EHaliastER

1. FARRHHRRELHAITTISS

$ cat >> ~/.aws/cli/alias

2. BRBETHRBEIKREAE  REE CTRL+D ERcatii T,

’ERY force-delete-product Bl

1. HERBEAES , BT T 55 RF UM ERE 7 B &

$ aws servicecatalog force-delete-product {product-id}
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AT &g Rforce-delete-productBIZH T REELENEFE

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n

2. WAy UEREEEMRER,

BRUMBRERR , RIrMRESERTIER

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123

HiER
WMEFEH AWS CLIBIE M AWS Service Catalog ERBFHHEENR , FRETIER :

« { AWS Command Line Interface (CLI) AWS CLI fEF&JErR) FHEMLFMERRSE,
« AWS CLI 5l & @ FE git REEFE
- MIBX AWS Service Catalog Efo
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https://github.com/awslabs/awscli-aliases
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/productmgmt-delete.html
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« AWS re : Invent 2016 : YouTube EHIBE® AWS CLI A%, YouTube

iR R T B 7 m BF Sk BRLRY B IR EROH B Bt

MRE 2R EFRBUEEBAINARATERMBRER KXY , FRETIBIARREEREFRS E.

(® Note

MREEBB XYV EFRBCEBEBAS 2 BEMAMRERAE , SRLEERENTRHERE
mERTHLR I = UBXFEREE.

FR K B EY B R EUH BBk
EMBRERRES , RERBERRRER. [ XBNERBCEBEBAARRINEBNERE R

AREEGI SN R RE Resolution
EmEm-* AWS Service Catalog & ERBAMBREM.
ZMBRER  BRER
{HERABH TagOption
s. AE. EH—@E
ProvisioningArtifa
ct BEABHEIE,
EmhiEikia EmiE
&, EmEFEARE
R m A R R

FA#E : username KREFEHIT ERMBRERNE AWS Service Catalog 2
AERZEBCHERE BHEEH REFERE

REH A X EFF g , DS B EBUHE B

%8 5% B BUH BB R AT

AERERVFHEER.

BERA

BU L EZY EmBEREIRERRA , M E W LARERE#HEmRAE,
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MxZA& B A CloudFormation 74, 12, iR, ARSI,

R AN AR RE

WRATEA T =ERENEF—& :

* Active (fERIH) - RABEFSEREATRE , BURERERE,

* Inactive GEfERIF) - IRAFEFERBMIEFEA TR . RUBREABMBNREMEZERTEXIY
&

[= )

- CMER - RIRFBEFBEREMBRAARAE . MBRRAEEERER,

RAES
U LRRERSIEES , SERBRAHBEFRHFEERERE. RAESEASREERAPERRAE,
RAEERTHIMERE :

- - RBEAR, EmRARBEAES. RREAETUERZBREAREFTNRBHEER.

- CRA - EREEEEHACRANERRARBFNMEER. REIBREBN p AEERERARE
RRARAE , FHEREERARERATFREAERZMEER,

BERTARA

R ERYERKEREMMRAE , ME BT ABREMNMRAE. NFEREYERNFHEEN ,
REYEmR.

s
W%

5B R mR AR A

1. 7 AWS Service Catalog T2 A | BEEM.
2. RERBEFERELEZEEFRANER.

3. 1£ Product details (EmFMER) EE L , #IZE Versions (IR 28 , ARBELEFENR
b

4. £ Version details (RAFHER) EE L |, HEERRE , RRFEIZF Save changes (RFEE),
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£ AWS Service Catalog PR #l&4

RO UERRGIREHNESREAERBBEERESTEERAZTEMNRRY, ERREAERBER
B, MRS EERRFIMEANRA, SUNEERRAERESR , BEKRIEAEZEER, B
LRV RFE , REUEFENRIBIRE  XEREMA I RKME ZEmAY B B

Constraints

« AWS Service Catalog FXEh R &% 4
« AWS Service Catalog & %1FR &l % 4
« AWS Service Catalog #Z % % R &l
« AWS Service Catalog 3 & R %I

« AWS Service Catalog &34 R &l %4

AWS Service Catalog Bt Eh PR Hi 5% £

BERFHFRGEEEREAEME. EFMIKLEmE AWS Service Catalog #&1EHI AWS Identity
and Access Management (IAM) B &, IAM BB FERAEIRE AWS Al BT LER AWS IRFEH
FUEE. MEGNEH , FSE

« CloudFormation Em#BH : HEB 6 : FIERF R LR IAM &6
« Terraform BIMRIBIESR Terraform Cloud ERER . $B 5 BEUREAR

REBRFFRTEARERESTNER (EMERESHEE ) . RBRHITEANRERES BRI
FEMBEENER. EXRBRHAEERESTHNEREVEY S4ASRBRENERAESHE
Emo

MERERERE , FREAEVEFHECH IAM EAERRBBNERER. EEEEM , MM
NEHEAE WETA CloudFormation, EmEA AWS WARE , BAK AWS Service Catalog, %8 X
BAG , BUURARERERAENTIRIARERIMENZENT. NEERSKRERAERBRNF
MER , F2E PN NEIEE AWS Service Catalogs

EEERVNERIAM 86 , BX4EEETH IAM BB :

« iam:CreateRole
« iam:PutRolePolicy

« iam:PassRole
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e iam:Get*

e jam:List*

RERBAE
BIETIGE R AREBREFEEN IAM B4 BEEEATSEEWNGT
¥ Cloudformation & fm

« arn:aws:iam::aws:policy/AWSCloudFormationFullAccess CloudFormation & HBZE
- Em AWS CloudFormation &4 #y R ¥
- BEUREHEEH Amazon S3 FEFETRE Y AWS CloudFormation #8787 EUHE,

B Terraform E &R

« ZE M Amazon S3 &4 HY IR TE
- HERRFEBEER Amazon S3 fE1FETRE P B ELE Amazon S3 EARH) FEUE,

« resource-groups:TagfE Amazon EC2 #i{TERB TR ( ERHTHERMERA Terraform MHE
51T )

« resource-groups:CreateGroup AREREHEER ( A #&E AWS Service Catalog , &L
ERBHANLIERER )

IAM BB EEBERMSEA R AWS Service Catalog BIEZ AR, ETHRERFS , EEEE AWS
Service Catalog iAAGEEE K SEBREEEBR. NMREFRER 24 , F2RNAEE
IAM BEEREEREHRARITAC AWS WIREEILEFTHE —&, httips://aws.amazon.com/blogs/

security/how-to-use-trust-policies-with-iam-roles/

(® Note

servicecatalog:ProvisionProduct, servicecatalog:TerminateProvisionedProduct
¥ servicecatalog:UpdateProvisionedProduct #REZLUAB A RIE R, BXAAMFE
AIAM A& , R T I4E AWS Service Catalog & EAE —HPHNARBELS BRI R,
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https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/getstarted-iamenduser.html
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® Note

= E7 AWS Service Catalog £ AP RRMER Cloudformation ERMER , R FERAES
= CloudFormation ERZEE, EXEATRARENERNERTEEA BAE,

BIMBAE

1.

N o o M b

BIfE https://console.aws.amazon.com/iam/ BEEX IAM £# &,

Terraform EmFEEZENNREB A CHERE, MFEFHHEF , 528 Terraform Open Source Em A
FIRWEER S5 EYREBAE,

EBEAG,

i#1Z Create New Role (B F A ),

WAABEE , REBEBIE Next Step (T—F).

£ ZMAWS R#E A & TAWS Service Catalog , iZ1E5ZH,

£ Attach Policy (E#BUR) EE L , 1E1E Next Step (T —2)s
EERVUAE , FBIRIE Create Role (B AB),

HEREZIFNAE

EBRERVHNACURAXACNFAERARH.

212 Permissions (FF7l) R5I1Z8 , AEEM Inline Policies (REBUR) B, A% , B click
here (I8— T &),

IE1E Custom Policy (BETBUR) , RERIEIF Select (EH),
MARAINEE  REBUTARBEEE Policy Document (B X ) fmEg s

"Statement": [

{
"Effect":"Allow",
"Action": [
"s3:GetObject"
1,

"Resource":"*",
"Condition":{
"StringEquals":{
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https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/getstarted-launchrole-Terraform
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"s3:ExistingObjectTag/servicecatalog:provisioning":"true"
}
}

(@ Note
ERREMBRHGRENRBACR , BXAFHLILFS : "s3:ExistingObjectTag/

servicecatalog:provisioning":"true",

5. $#HYERFEANSEBENARE  B—1THEEBEEK, Hlin , ZEFHIE Amazon Relational
Database Service (Amazon RDS) HEF Tl , BEActionFEFRRER — TR ERMAZN , REM
BT -

"rds
6. EE Apply Policy (ERBR)
ERARER &

REMBAGZE  FRABEREERMARMBRFFRS. B AWS Service Catalog 1R #
RRERERDERBREXAER,

EAEEKEEMR

1.

2
3
4.
5

£ https : //https://console.aws.amazon.com/servicecatalog/ FARX Service Catalog £# A&,
BEQSXERNERES,

212 Constraints (FR#l) REI1ZH , IW#E Create constraint (3R #I).
REMPBEER , ARERVEE T REME, BEEE.

EREBRFIERP , BUUEENIRFER IAM 86 , RAREAA IAM S€ ARN , ASEH
.

NMREEEACER  BRFEARBRG  ARFEHY IAM BEEAZXEE. LA ETRR
BAGRGIERSEERE  AEETUAASELARFRIRDNER,
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® Note
EENACEBLATEREYRMBRFENIRSF  UREALMBRIIBBDERNER
EIRFHF,

6. EZEIAM A% , #IF Create (B1iL),

18R B AR A SURUED BRI iR 4

AWS Service Catalog X EF AT AREREITAPIs WEEREARE., BEFHIGEE R HHE 4
B, AU ERAREBABEEBRERFH sourceAccount sourceArniE B RKRHIBEB AEREFR., ©
AREARBHEENREFIUBBSE,

FETHIEEHIF , AWS Service Catalog REEREBRIES 111111111111, & AWS Service Catalog
EEBlLaunchConstraint RAEMEY K , GREAETUAERBAREEERPIEE TIGRE | #&
BEACRFABKRSE 111111111111,

"Condition":{
"ArnLike":{
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"

1,

"StringEquals":{
"aws:SourceAccount™:"111111111111"

}

}

A MEERNERAELaunchConstraint X HEFHHEM AccountId (111111111111), MRL
B, BEGAMIE RAccessDeniedE:s , BHLERAEBAEER,

LLR AWS Service Catalog APIsZ BiEERIEARE :

* LaunchConstraint

* ProvisionProduct

* UpdateProvisionedProduct

* TerminateProvisionedProduct

* ExecuteProvisionedProductServiceAction

* CreateProvisionedProductPlan

FRED PR B ok 4 109


https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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» ExecuteProvisionedProductPlan

HsourceArn fR¥E AWS Service Catalog X #E& 74X ARNs , fl#0 "arn:<aws-
partition>:servicecatalog:<region>:<accountId>:" EXRXEHEEIR ARNs,

B 55 RN B BR R

= ERFT AWS Service Catalog £/ AERMBERLKINMEER , R AWS Service Catalog £
ERERBER. EEERMAEFEAEZNAEARS  FEITESHEERNAIEHERES  REUHE
mAEE AR F,

R E

1. & AWS Service Catalog EEAKIIEERF , ##F Service Catalog , ZEFEAE,

2. EEERUBARERFMEFERN. EREREXRIEP , BEABH Amazon Resource Name
(ARN) HiR,

3. EERIEmM.
4. RERBSR , EREMALENEF,.
5. WMEEMEAIME.

AWS Service Catalog i H1BR &l 5% 4

(@ Note

AWS Service Catalog 7% # Terraform Open Source B Terraform Cloud 2 & B9 3& %1 R & %
#.

BHR&EHEIEE Amazon SNS 58 |, LRSS ANEH,
FERATHRERAEIL —E SNS EEIWETE,
B3I SNS FREEEETR,

1. 7 https://console.aws.amazon.com/sns/v3/home BRX Amazon SNS £ &,
2. FEEEBRVIE
3. MAFERRE 6 REIEE Create topic (I ),
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https://console.aws.amazon.com/sns/v3/home
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4., BEEIFTR,

5. BRBABE  FREETHH. BN Endpoint(iFE) , AT AR BEUEHNE FE4Fibit, 2
2 Create subscription (3 :TE).

6. ZHRKEI—HEFEXETHHREETFH Y AWS Notification - Subscription
Confirmation, BARKE FEH4WERFIE RTHKETE.

BIBERAZIEFEIM SNS EERMEM TR FLE R B RERS,
ERBEARBIREEER

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ FARX Service Catalog £## &,
2. EEGSRERNEMES.

3. &R Constraints (BR#l) , A% #$E Add constraints (H1AFRH).

4. REmMPEEEm , UERFAEEREABH, BEEE,
5

i##Z Choose a topic from your account({tk Fi1EE —E X&) , RERBEUELRE Topic Name (EE&
#£78) BIH SNS T8,

6. BEERX,

AWS Service Catalog 1Z 8 E R 5l

® Note
AWS Service Catalog 7 #= Terraform Open Source £ 5 B Z % 5 5 R &5 4.

BBREEFEHRSE , AWS Service Catalog EEEAIUAFHFTATRREAEEHNEMEERIERH
BERNEE, NRAFEEREY  ARERIERESHBBNTEESEREERENHRBAERE
HENER,

BMAERNERERN

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £## &,
2. ERQOSAEENCERNERES.

3. EERBRGZSIER K ARBENERSIELE,

4. 7£ Constraint type (FRFIFERE) T , #1F Tag Update (IZEEE#).
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5. & Product (Efm) PBEFEEMR , AR%RI1EEF Continue (#8).
6. 7E Tag Updates ((ZEBE#T) E@E L , i#H Enable Tag Updates (B ZEBRE#H).
7. EERX.

AWS Service Catalog 3t £ £ BR i

® Note

« AWS Service Catalog &~ # Terraform Open Source 2= @A HE B EFR I,
- StackSets B 8] # AutoTags. CloudFormation StackSets

HEERE A FFEMEA CloudFormation StackSets |, (X EEMMNBBRE, LA LIEEZERENE
BHWERRE, RSKXEAETUEEELIRS , YHEERTENNENTEIEF,

ERHEBERHEEM

1. 7E https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog F# &,
2. FERASBRENEREEERAS.

3. EERFFRGRSIER , ARBERMRBIFM

4. HERYF , BEEm. TRIABERS  BEHEE,

5. REMBERFINIRS. EBENFFA,

- EWRFRESF , @S EEEYEMNIKRS.
- EREREY  BEENEFEMNBERSE  UREFEEELERIEPHEELERNIEF.

- EFFAF , EHE IAM StackSet EEEABREREHN BRIRF. MREKEES
8 , StackSets EEATRR ARN, E—F 7 WA ERE B EFF A,

6. EEERI,
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AWS Service Catalog &7 PR i {5 £

(® Note

AWS Service Catalog &% 12 Terraform Open Source 5 Terraform Cloud 7 & Y % 4< BR %l 5%
.

EERFISKREAERDERNEE , ZUUERSARRFGRYE. ERSERRIGRGURREEER
EUUFEAER , MAERECEBNESHRER, BB ERRIEHFERZE AWS Service Catalog
EREEHTHNER. EREEGXETE—RZMEER , RBRES JUERE AR HIHFRME

ARG B —NSERAAEX , BLERAUSHE NEmER CloudFormation SEARERZSEBI 1
#t{E, CloudFormation EARMSHER—EEH A ERAETERMHEBREEELE. flW , 28T
ERTEHTEREE K RERAEVERMDHEERSEE , HHE8 EC2 HTER,

NRB AP —ESHEHRENERESHERHRMEAEE , EUUERERRHIERYE
REIEAETRBERGAEENE. fl0, MRETXASHITEMN EC2 HTEREDR , R A @ﬁ
BB TEREER (FIE , t2.micro & t2.small) WERAEZEMSBA , BIET LUE 8 AR 4
w4, URFIRKEAETRENHTEBER, WNF CloudFormation RS MFFMEN , F2
EiCloudFormation  EAEERE) NS,

HARFIFHEAEEEREST, IREKELTRIFHEAEZ—EERAS A RARBZAEREEE
S—EERES , ARSI SERINE _BERASTHXER.

NMREREARFRGEAZTCREREAANER , IEERHVAEMNEESERERENER
BB, AR EmBSPIAERRE.

AT LAE R Al R B8 25 R 7E AWS Service Catalog EEEEFHEAHPBRABZTASL JSON XFREZHE
ARFIRA, WEEEARNNFEMEEN , ETENEH , FSE GAREHHEL,

|.

EEAEBMECERAEZMIERS K FEYZSHEERNARERAS  ARUZRERBSAHER
o

REARFFGFEREEM

1. 1E https : //https://console.aws.amazon.com/servicecatalog/ BiRX Service Catalog &,
2. EEMBESEHRL  EEFCOEsLEZERELRINERNERES.
3. ERRFIREGEER , RERZEHMERFEFLS
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https://console.aws.amazon.com/servicecatalog/

AWS Service Catalog EEBER

4. EENEMNREGAET  SHEMERLEERAERARENER. AR, SHHREEE  ZEH
R, ERERE.

5. HEAXRRFRGEZEREEL , £/ JSON fRERUR AR ER A ERERHFIRERA,

- BFERESAE JSON B |, FEERFXFRERRLSIFR. WREIFEREHBIEEHILL
i Bh IR R EER

FEERARAARERAEEERR K FRESUZERER. TURIFERL  EAULREER
MEARPEENEMSE  MASATAZZHEEANE, RESHENEE  KEEAFEN
FAUEREREFETHNIRE., BEEEERE , IELERTBHNBFERIEE —BE,

ERAMNEER  FEEFERA. RASHRERVUZERRSIFEBNRES. EEREMN
48 JSON Wi s , FRERH N FRER[RESIRR,

6. ELZTHRRERGFRGNRIE A FREEX, sEEE5RHKMG  SoiEERASFHAE
3 /28 57 BR B R 4

s

%ﬂ

EE

SIASPRHIR A

EZ AWS Service Catalog EmRMEESFEARHMRURPRKERAEMEGTUAERER |, URM
PRI ARARBYHERFERA ZEMZ CloudFormation B EEHN B BIsEMLE, HAHFE
R LSRR ERAEEEEBEE THBEMNE, Sl , BULFERARRESKRERAERREEE
B VPC HIEEEMMN 7K K RABREFEANIML. smal IHTEEER, EEVERERZH ,
CloudFormation & A 1% B REg T S RU{E.

SERAUTEREBY  RAKRYE (BAH) NEES (XE), RAKERERIRTER, EERHATHE
AETHEHISESBIEENE. NREREEHRAUEYSE , AIRRANES —BER. BEERHAK
#, EALMERRASENASEE , EERXREEEHRN Rules BRFER, BRI EMREK
N, BRAFBESIESTSNRERERSEAESR true F false,

BYIRER , BRERETE Parameters BHHPESE T VPC MFRESH., BUUEL—ERA , A
RBIFRENFRBERBEREN VPC F, Hiit , EFEAEEE VPC i, & CloudFormation
TEES , MEBUSEFHHEBR I REFHERSHEERSER VPC ., NRSBEEN , Al
CloudFormation M B AR U EMHER, MREHAEREE VPC, CloudFormation BIF&REF
RS EIE,
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B2

%E*ZIKE’J Rules BT E T EWMEBM Rules , REFEZEE—F . MANKRAESTESUENELRL, W
EEZEMAA , EERASNERI R, HREERAL  LEHESIRTETHBRERRE , REKFE
%E“;ﬁﬂ?ﬁf‘i , TR R RBRARERES,

$FHBIF[EE RuleCondition Bt , MAMXESE Assertions Bit, $H¥HERE , B REEH—
R B ; EATLATE Assertions BMAEE—ERZEBESLS. B AFERARASENRNIBERE ,
REXFRAMGHENES , TN EBREAFR :

"Rules":{
"Rule@1":{
"RuleCondition":{

"Rule-specific intrinsic function"

1,
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
},
{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
}
]
},
"Rule@2":{
"Assertions":[
{
"Assert":{
"Rule-specific intrinsic function"
},
"AssertDescription":"Information about this assert"
}
]
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ERGABERIEMERA Ruledl F Ruled2 RAIM Rules EE., Rule0l 2R RIFE4 M EZ
B, MRBAKRGEPHEAFERZERS true , ISTENEASEAEETFINRERR. RKREEGS
false , MR AT EEM, Ruled2 HBRREN , RATKRERIEYG  EXR—ETENERA—RBES.

MEERRAARGNZANRABEANBHBES , FSHEAWS CloudFormation ( fEFEER) +
HYAWS AR

gl ARfrBRESRE

THMERNEME InstanceType ZEMWE, RIRESH (test = prod) WEME , FAESE
&% ml.small BBIEE ml.large & InstanceTypeo InstanceType B2 Environment &4
BER—{EEH AN Parameters BRAESL,

"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]

1,
"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} 1] },
"AssertDescription" : "For the prod environment, the instance type must be
ml.large"
}
]

}
}

AWS Service Catalog FR#& B4k

(® Note
AWS Service Catalog 7 #& Terraform Open Source = Terraform Cloud 2 & IRFE B 1E.
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AWS Service Catalog I BV ERHBNRKEAEIR , IRETESRNLLER. BAEES
WA EB IR BERSRFERAERTRENTE. HREE, BTRENGS , HE AWS Service
Catalog®EREF A, BATLAER AWS Systems Manager X4 E&RIEEE, ELAWS Systems
Manager X4 Al BIEFIEE AWS REEXRNELEEREE , Bl Amazon EC2 FILMEFHKE ,
B LUE R BET B 1k,

EAHERET , CEAKREREREENRE Amazon EC2 HITEBEIEEN . EHTELENFT

0. EREEDE. AREDEREREIMY  URSEARNER  AABERIREREAES
8.
TERIRME

AYBBRREHETEN AWS EESFFA, B&%3E AWS Service Catalog , B E2&HAE —HEXR
ER EREENERE, NRETHAE AWS Service Catalog , 5L FTTKERE M BB ERER , B
L 3B RRTE,

&

- SR1 . REBKREAEHNT

- SR 2. BYRKEBME

- S8R 3 ASARIE B 1EEE FE AR AN 2 3 B

- FR4:AEBKRERAERR

- SR 5 A EERBEE AWS CloudFormation
- B 6. MEDH

S RERRERELT

BRERELERELENGA , TERBNMITHENRBEEE, EHEHF K SKRERAEFERFN
AWS Service Catalog FR# EnETh BEF 11T Amazon EC2 ETRAEIRIFT 7.

ERTHEIR

1. BARBIR https : //https://console.aws.amazon.com/iam/ B AWS Identity and Access
Management (IAM) £#2 &,

2. feIhEERT , SKREREFA,

3. BERKMEREKBENEE AWS Service Catalog ERIVEE, EE@ESEF+ , RFIBIZEHKRE
RE#ME. EELECHNEEY  BEMBNRKEREFTERNEE,

TORIRE 117
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4. TEREMFHEEFEER Permissions (FFA) B8 L , IUEBRNFHEBER , mBREGNER, Tt
ot | RABEBZRIBEEME AWS Service Catalog ML ILFFAT R M BETHER |, S35
BERBBE.

5. 7 Policy (BUX) EE L , % Edit Policy (R BUR) ST HAENFT A, ERSMEREBLIRE
275K JSON #mEEERRAMEBEUR, HiEESH| S , HPIEMA JSON RERRRHAEER, HRULHB
sz , B T HIBERINARIFFAI A

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "Stmt1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductSexviceAction",
"ssm:DescribeDocument"”,
"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResouxces",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

6. ERBBER A BRRMEBRENEE, BREAEFEATNERAEREHEEE BT Amazon
EC2 EMR B EER L EFF A AWS Service Catalog,

HER 2 BYRKEE

#E | B RBBFEUERME Amazon EC2 #{TERE.
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1

2
3.
4

9.

£ https : //https://console.aws.amazon.com/sc/ BRI AWS Service Catalog =&,
e ThaE xR HIZIZE Service actions (ARIEENE).
ERBEEBSEEE L , BEEILBHE,

EEVEEEMEL |, #f2 AWS Systems Manager X LA E & IRIEE/E. Amazon EC2 #11T{EEE
BB EER A AWS Systems Manager X EZ , Rt EMLE TR IIEER Amazon X

# R EBFEREE,

1 £ 3812 AWS-RestartEC2Instance EjfE,

REFESLRENERBENZEBNER, ZRXEAEKSEILER , RIEZEA B0 T #
EEMRIE,

ESEMEZHAET | BIESRBEEEEN SSM XH2 8 ( HIMFAITELE D), ARBESH
# B, 22 Add parameter (828 U HMWBE,

£ Permissions (3¥7I) T , EEAG, RMALESFFERERNT T, LEAUREREZHMET
AIfARE,

WEERE % |, TI#$E Create action (B3I EIE).

10. BITT—8 , ERMHFBFELERIFREERAE , LRBEFEAR.

SER 3 . iSRRI B FEEE am R AN 22 ML BA B
EEERBESR L ERERERDERIEY,

1.
2.

EREEEEE L , E12 AWS-RestartEC2instance , A& 22 E1E,

£ Associate action (BEEBtEE) HE , BELFELNERERAERIBREHENER, EEEE
fiFR | A58 $2 Linux Desktop (Linux SMH)o

BEERRE, FEE , £UUERAR EENKRE RIGEERFTE N R,
i#1Z Associate action (237 E3B#).
ET—EHRERAR.

REL ST AWS Service Catalog 2 REEE, WHBRENT —PRURKERAE S S FEHRKE
Bk,

SR 4 AEERERERR

RREAETUERENER LHATREEF, ERLABRENEN , BREAELAEDFE—1EMA
BENEm. EMEREMEBZNEE 2L RERBDIFEB < ZEmRARE,

SER 3 S RRIE B EBE 7 MR AR AN 22 3L B Bt 119
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B ERE S D FERBEE

1. LBKRFERE S 2% A AWS Service Catalog £ A,

2. 7E£ AWS Service Catalog BRIV EBEE KD , BEEMEEMFE. WEESETARKERE
REMAENER,

. 7E Provisioned products list (fF2Em/EE) EE L , BECHENHTER.
4., EMBERFMEFEERL  EBEFEALANBE , RAEREE AWS-RestartEC2instance Ei{E,
5. WMRLEHTEITBE, BREERERREIECEIE,

S$B 5 EERIEE%E AWS CloudFormation

8] AR ST BRAS B /E K ELEBE AWS CloudFormation ERAVEAE:, MMESFMMEF |
CloudFormation E A &#r) HFW T EE

nl'ﬂ
B

28 (AWS

» AWS::ServiceCatalog::CloudFormationProduct ProvisioningArtifactProperties

« AWS::ServiceCatalog::ServiceActionAssociation

@ Note

MREEERIEEVEE CloudFormation EIRHVEIRE , FE20:E1B AWS Command Line Interface
= HIERBRRIEEE AWS BB IEA, ERHITHEERE | £ S EB CloudFormation ¥
BR % By VE PR AV (BT 8 F E = B EAK .

SER 6 HERHE

MRENBRBBFEATRY , EUNEMEEREE LRBEDERTESHNEEERPERIER
BRLETHEIE RERASHRA.

(® Note
IRRUH RN A TRENE , RitGEZE R EEMEEN B BLBRREREBELXS,

S
AWS Service Catalog 4+ AZPIEER, FHEEEH. IRBEESERE  FHBREFXE,

SB 5 FA EEREEIE AWS CloudFormation 120


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-servicecatalog-cloudformationproduct-provisioningartifactproperties.html
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FPAY StartAutomationExecution #E5 2 £ $53R (ThrottlingException)
RIS BEHIT R B RIRRIFAE , 1m0 SSM,
5% A B RFE R FE

AWS Service Catalog EEZEERBEBEERPIEEN AR, FBME servicecatalog.amazonaws.com
Z 5t A E servicecatalog.us-east-1.amazonaws.com ZEHZEFEAMAFIER/CHNEEREH,

AU StartAutomationExecution #3858 4 8535 (AccessDeniedException) : FA & RBEEER LH
1T ssm:StartAutomationExecution,

REEEEETIEENAEEE WA ssm:StartAutomationExecution, ESEEHEERN SSM 5
A,

EHMENERPTRTIEA TargetType BENEMEIR

HMENERTEESEMRFSE SSM XHFISEBZEHBEMER , Hl20 AWS : : EC2: : Instance. &
BREMENERREEELER BB HREER,

BEZEBOXHREE

R EBEERFIEENXHERFE,

LR SSM BB

AWS Service Catalog ERERIEER X4 , SSM EE AR BIAAMR I

B EIA B

AWS Service Catalog #E 15 E A & K& F| R AER,

B (InvalidValuel). {ValidValue2} Rk FEIE "InvalidValue" ValidValuelValidValue2
BB SSM NS BETEXHAFNESBEST., BRERHNSHEN , REBHE X
SYPAEIE, ParameterNameiZHNET BN FH,

BE# SSM W SBER M LY FREN.

AERBBEERTERSH

Y CEEE AWS Service Catalog A EBRBEEERTERN . LREEAEREBEERTER
S8,

SE6: E&Fﬁi‘%ﬁﬁ 121
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SREMNIT/ECEEMER KR, #ra## I ELEFEMESN |, 5526 Automation Service HMER KIS/,

SSM BEIL XN SERAK. FL2EASTNER , - SR E,
TRAFSBNTIE , BRAEMTEMENERT : InvalidResourceld
ERAEERE T EMEERTPHERANTENR.

SSM BEMLXXHHREZER TargetType

IR EBEFEE SSM BELXHER TargetType, MELMN SSM BB H,

£ F CloudFormation StackSets

® Note
StackSets B 81~ #& AutoTags., CloudFormation StackSets

&TI LAE R CloudFormation StackSets %% {E AWS [Ei3, #1 tk 5 B(E AWS Service Catalog & fo
BaEEEREEPEFRDBENIERF AWS BE., EZEKRED , ERAFTHE. BEK , £H
EAEEREREINZTARFEE , UARETEHE, MEFHENR , F2EEA CloudFormation
StackSets.,

HEEEHEHITERE

BETELFEHE— CloudFormation E4% , 75 AWS EE AWS IREHREIHE,

HEHTERERE AWS BHAEERFHHEE | I B R — @S EHEER,
WMEFFMEERR , 582 B StackSets #=
HBEEFR

£ 1 AWS Service Catalog , BRI A EAHBERHIRGREBEEEMIDPERE,

AWS Service Catalog Z #EmM{E AWS GovCloud (US) Regions : AWS GovCloud ( <EI#3Es ) M
AWS GovCloud ( XBIRE ) FEmMMHEBERS,

WMEFHMER , FFSBAWS Service Catalog #EER &,

f£F CloudFormation StackSets 122


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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EEEESE

B LAE A AWS Budgets B HEE 1Y IR X A< F1 /A & AWS Service Catalog, A LG TR EEE
AWS Service Catalog ZEmMEmE SR ILEIH,

(® Note
AWS Service Catalog 7% # Terraform Open Source EmMNFEE,

AWS REFREREBAE  ERAATAERRE (HFEANEB ) RESHEFRELR, MF AWS

Budgets BIFHEAE R , 552/ https://aws.amazon.com/aws-cost-management/aws-budgets,

%

- BREH
- BUMBIBIEE
TERMRAF

HEEM AWS Budgets 28l , BFEBRHE AWS IREERAERE TRAPHRAKAFTERR. WEFAE
A, 2R "AWS IREERAER EHEER) PHRAEAEESNRAAS D KRR,

(® Note
BREZFEE 24 MEFBERA.

Bt FEERMKER Budgets THRERVEMMEA EHFHERMA AWS IREEKAEE FRANERAEFR
. B RERERMHNBERRIHATIAESE,

EERT GREEVTREE  SHUXBEAFFERERBIIRESA, MREBEMFEH Amazon SNS BAH
B LB A EBEHE I Amazon SNS EA , A T BERE BT Ro

EEEHE 123


https://aws.amazon.com/aws-cost-management/aws-budgets
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html
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BYEEBER

1. BIfE https://console.aws.amazon.com/iam/ BIRK IAM 2 &,

2. HEBEEKLIERE Policies (BX).
3. ERBBEED , iBIZE Create policy (BIHE).
4. EFE JSON EEAL LTSI JSON BERXHERF, #FHXFEEE JSON XFHEH,
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "Stmtl435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

]I

"Resource": [
wen

]

}I
{

"Sid": "Stmtl1435216552000",

"Effect": "Allow",

"Action": [

"sns:*"

]I

"Resource": [
"arn:aws:sns:us-east-1:123456789012: *"

]

}
]
}
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5. SEREF , i#1E Review policy (B EIBR). Policy Validator (MEBRE T E) SO MIEAEEER,

6. 7E Review (#B) EH L , AZHNBEERGR. BEABSK Summary (B E) UEFBERRENHTT ,
REIEE Create policy (B BUER) RFFEH I,

FHBEEEHRESERRBFED , YA CERTPEREZELANFERAENEE, NFEFHEEA ,
EIAWS Identity and Access Management  EA&EERE) PHNEVFEEETEFZEBE,

3
¢

BIUEE

£ AWS Service Catalog EEEF#ZAYF , EmFENERECEAGIIHRAFERNERBESHHE
BEH , LAFECHHENSE, FERVEE  BAACEHBERVABNERRERES.

ERVHEAE

i)

£ https : //https://console.aws.amazon.com/servicecatalog/ BRX Service Catalog £ &,
BEEmFESEMES.

ENAEFEEENERSIERES.

R EEIRER , AR EBEEVAE,

£ Budget creation (FEEZE ) BEE L , S —EEHEE HETE &2 T A,

o kb w0 D=

EREMEFA : AutoTags M TagOptions, AutoTags EEBIBBERNERES. ERNER
., ZEHBHELER AWS Service Catalog ERAZEMEMNEIR. TagOption B REEMNERE
EEZH#/EH AWS Service Catalog,

ATEERESIERLNTEEBREARMEBEESE  cMAXEHREHRNER, F3IZ  F—RH&E
ARNEBRBUEEE 24 /NEFTERA. MEFMEN , 582 RBthe section called “FERIEH",

6. EEEJY. AWSBudgetsRERKEBREREREEH. FRREYAEHNIREERTEL
HFEE,

(® Note
BAURE® , KLASHEERNEMBSEILERB,

BBt E
SEERELSRERHTUE —EHMBNES. SEREHTURSEERESNER A,
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https://console.aws.amazon.com/servicecatalog/
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EXKAEHEEMESRNEREURBEE LU RZEREASNEMNFREF ERRATAEEAEEE
Ef. ATEEREAHERLBENTHRRERE L B4 AERENEMMESNE R LEABIER
K IRER

® Note

MREH P MBRTAE AWS Budgets , B AWS Service Catalog ERME RBA SR EBEED
MR1FTE. AWS Service Catalog #EEZBE R E B O MBRAZENEMER

FBEE

1. 7£ https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog &,
BEEMEEREMES.

BRNAERAERVEABNERSERES.

R EERER , RRBERABRAE,

EHEERBEE L , BRNEANERE  AREZERE.
EnmdEmRESERRREGSERFBRENER.

2

BERE

NRFEEERARY  SUUEERFHEANERFERE LBREENEEESA. NREAHEE
mAESHER , S EERESVNERESHMAETRE L RAAENEBRER,

EREAENEREEENRRETEAERNEEEN. BULAFZIFET Current vs. budget (B BIEETE
&) # Forecast vs. budget (FERIEZTEE) BI4H.

ELERERIERESH  RNSSEEOFMETEE, EnaFMETVERFREFNERE

EESHBAREFMETIANER, SUNEERESH. BRNENHEIEARA. KU IRERERE
AHMEAARRERR.

HUHBAB AR

LU LEUEREEERBASNEmMI BB,

BREHE 126
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® Note

MRER AWS FEE HMIBRTEE , B2 AWS Service Catalog EmAME REESHNBEEBB DAL
£, AWS Service Catalog #% & 28 =~ BB EMBRFEENEAER.

BUEBAMESE

1. BRI https : //https://console.aws.amazon.com/servicecatalog/ B Service Catalog £ &,

2. EREmBEIERES.

3. ENLEREREREBNERIERES.

4. BEZDE, RTHXNEED | BEFUETAENEN ., MTIRERRIHE,

5. ELRFEEREMIERESEERE 2R , FiEERT.
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AWS Service Catalog EEEEmR

BEEMEEM

AWS Service Catalog IRt AR EERMEBERNNEH. ZUUBBEEERABHRE. EHUARKL
FIEMEER. RBETIEHNEFIRER.

&

- UEEEFEBMENER
- BEMBEEREEE

- ENEMEERNER

- B2 BEAEERSE

« B Terraform BIRBRIRTHE RGBSR
o B Terraform A RBRIBERREESR

]
fﬁ

LEBES»EBMENEM

EEEERFHMEMREER , BXLEHER AWSServiceCatalogAdminFullAccessj?ﬂfffE’J
IAM 337 , TR FEBREMB ARE. MEFMEF K F2RTHN S0 FFEEE AWS Service

Catalog.

® Tip
HABEMEEREE SV EEMEERZY  SZERRmEATNHEERAL, NE
HMMEH L ofEgEs  F2ETIRE -

« AWS CloudFormation { fEf&IEE) T

AWS::ServiceCatalog::CloudFormationProvisionedProduct.

« { AWS Service Catalog B3 A E38F) H#Y DescribeProvisioningParameters
(ProvisioningArtifactOutputKeys),

BRELEERFRAEMEER

1. 1 https : //https://console.aws.amazon.com/servicecatalog/ BARX AWS Service Catalog £ &,

MREEZ A AWS Service Catalog A |, 751E1E Service Catalog , AR EBEEZREAE.,
2. WEXE , BOTHBEHEERER.
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3. EMEERERYD , EERK  FE , ARENCEEENTFEER : £AF. AERNIRF, L
e TRESTAHREHRENER,

4, REMEESR , UBKR, EFSKLE, UEEZSERUEREPIRMENENR , 5ESE Viewin
Provisioned Product Information (MR EERER).

PEMEERHEE
CANEKEEHRERNREEE. LLANEERATREE2ZEAEAAGH ARN.

RIZTERR , LEIHRE A AWSServiceCatalogAdminFullAccess ZSEBUERNE
BEMAH, BLUSEBRE AWS Identity and Access Management (IAM) IR FH A E A
#servicecatalog:UpdateProvisionedProductPropertiesifr] , BHRAFEHAERA LI

‘E‘EO
PEMEEMNERE

1.  7£ AWS Service Catalog &7 , BEMEERFE,

2. REZEEFHNHEER , ARBEHZEN =AY A ARBEZEFEMEEREEE. BHETMU
B EENHEERFHEAEE L RIBERGHEER,

3. HEHFEART  FRAERRA/FNHEEEZEAELAECH ARN, ARN B arn: RHE , X TIFEU
SRR AHED PR EMER , Hlf0 arn:aws:iam: :123456789012: user/NewOwner,

4. EEREX. EFREER  CHEEIRDAL,
R

» UpdateProvisionedProductProperties

EHEMEEmAYRR

BRI BHEERNE NSEABEATRINER, i, tRETE Service Catalog ¥8 EC2 ER
BOLEHZEC2 ERURBHERNMEER ID, BSEHAEBE AR S3 RAETRE,

(® Note

K Terraform BMRRIEE Terraform ElRERA X EEHEH R, MREEELEBEN
Terraform EmERATEINER | BABMBRER , REBEAFMENSERBRITNE R
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ERTMEEmAVEA

1.
2.

EERBEINREERD , BEMEER.
HEERT  EEMREM A ARBNSE. EF.

AR BN UEMRERFAETNRETENRDE, EHF.
(R ) EEmAMEAS , REE2EEM,

ESFERT ,

3

AR

[

&
BFEMSKUMEBEERENATENERER, EMEKREERYEBEIFTNER,

BRI MENEREFRTA/MEEERTNTERA.
(R ) EEmT  ERCEFEATEASRAENNER. RAREFEE,

ft
[

EEmFMEAS , FERL

= =
[=

gl

o

[Em&8] &t [BEnHEAEB] ENH [HEREE] . T8 A SHEERNEE [H2
EmEE] T28%,

A LA E N E mEXRAEEE R TSR,

EEmMWRAF  BEESEENEMRE.

28T  EREENZH.

BEEEH

EMENERFMAENAT  LUUEFENNFHEES. HENEREBIELE  BEAENER
BERTRNER,

HE  BBEAEERDE

A LAE A AWS Service Catalog £ A RFAIMEHEEREBBNERNERNERE., RA¥EA
B ESBEACECEENHRER.

EEEHIRFAAENMHEER , 8% AWSServiceCatalogAdminFullAccess SR EmE AIRE
WHEER. MEFHEF K F2E ( BEEEIEM) P8 Identity and Access Management, AWS
Service Catalog
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ATHENMEERKEBRERNERE
1. BARK https : //https://console.aws.amazon.com/servicecataloge
2. EERAEEIDREERT , REMEER.
3. EFIENEMRGTHRERSD , BEIRF,
Service Catalog Provisioned products
Provisioned products (0) info | C ‘ ‘ Actions ¥
Q Access Filter | Account & 1 {)
User
Name v Created Vv ID v Product Versio Status
name name
Role
4, HERFWED  EEVFEBHEERUETRHEFHEER,
Provisioned products (1/6) info
Q Access Filter | Account v
Name v Created v Product name Version name Status v
(o s3bucket-03252118 Eg;r;;;séé?_z‘l ! s3bucket 2 © Available

BRI EREMRERNFAER,

HE BAEAEERSE
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Provisioned product details

Product description

Provisioned product ID User name
pp-4 . o A= Adow
Product name User ARN
test arn:aws:iam:: $058:user/SCAdminAllow
Created

Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID Type

prod- . CFN_STACK
Version ID Product owner
pa- ahjrpyr gl v
Support description

Status
@ Available

Version name

Support email contact

Support link

5. BTHBURBEHER. #FE Provisioned product IDA

CloudformationStackARN{E,

Events (4) info

Q Sort by | Newest

¥ UPDATE_PROVISIONED_PRODUCT

Date created CloudFormationStackARN
Thu, May 27, 2021, 5:06:38 PM EDT Copy to clipboard
Record ID Product name

rec-| ssmimport

Provisioning artifact ID

pa-
Qutput key Output value
CloudfermationStackARN arn:aws:cloudformation:us-east- stack/SC-

-11eb-b851-
038204804744 [A

Status
@ Succeeded

Product version
f

Output description

The ARN of the launched Cloudformation Stack

6. FAMENER ID KEBIELRBIEFERN AWS CloudTrail 528% , WERBIBERNERAE (BER

LEBEHERAEFBM L ) . EHEHHE steves o

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalId":"[id]:steve",

"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",

"accountId":[account number],

HE BAEAEERSE
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"accessKeyId":[access key],
"sessionContext":

{

"attributes":

{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]

.

"sessionIssuer":

{
"type":"Role",
"principalId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName" : [username]

}

}

I
"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[1,
"notificationArns":[]
I
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
"recordType" :"PROVISION_PRODUCT",
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"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

.

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}

7. {#H CloudformationStackARN{E & B CloudFormation =4 , LS KFIERIERHN
MEBIEA . EHALAEM CloudFormation API 3RERGIL &R, WFEFMEF , FSE AWS
CloudFormation AP| 2%,

&R LAE AWS Service Catalog API 2 #1178, 1 4 AWS CLI, MFEFHMER , FSEAWS
Service Catalog B %% A £ MAWS Service Catalog i 5 HIEZE,

B Terraform BRI IEE mARETR R

Terraform BBR B EProvisionProduct X MR HZE TAINTED ME , AFTBEMEEREEE
UpdateProvisionedProduct, BEEEERE :

« UpdateProvisionedProduct FTEEHAENREEER , IR LS EHNEREHE.

« UpdateProvisionedProduct E REREEXEMEERERES AVAILABLES, B, TEEEL
Bl 2R AERY R ATAINTED,

AWS Service Catalog L& 7 BIBEERZE®EProvisionProduct., FfMEProvisionProducti®fE
KB K BIZRL TS B BFRR,

Hk’l—l\ iﬁ%’ﬁﬁu
Zif5l 1 : AWS Service Catalog <7t BifEZ & JRE#H ProvisionProduct

ETEHNERGS  BEIEXENEREE  MEAREKEIMNERERAZER , BNEER
AVAILABLE REEMMEE R,
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1. BHEMEESRE ProvisionProduct,.

2. Terraform 25|22 ProvisionProduct TERELAKEE |, BRIRH
ResourceIdentifier,

ProvisionProduct THEREBEFTEEVEREHE K ARRBIEHENERMREIRES ERROR,
R , BT LU E UpdateProvisionedproducti®{E,
Terraform 25| ZEIEREE "HKIb, .

H itk , UpdateprovisionedProduct THERIEEMMHENEmMARRERER AVAILABLE , BEF
BEVEREE K EAERATMER,

o g bk~ W

#if5l 2 : AWS Service Catalog £ i # &R UpdateProvisionedProduct

ETHRFH , BIEFERREAEMER , £NEERN AVAILABLE RENHEEM.

1. BHEERRE ProvisionProduct,

Terraform 25| ZEIEREE "I, EIR A Resourceldentifier,
ProvisionProduct THEREEEVEREE , UiEEREAEMBEAINNEIR.
EEEBENHERNF K MUpdateProvisionedProduct L& o

Terraform 25| ZOEREL "HKI -

UpdateProvisionedProduct THERESHMENEMAAMRERTES , AVAILABLEEFEER
BENEGERERAZTER.

o o bk~ w0 N

SRR AR T R

AWS Service Catalog R AFTETAINTEDHE SREL W EERENERE
#HProvisionProduct, R Terraform #iE5|ZK{EE Resourceldentifier , IR AWS
Service Catalog EZE VN EREHE , RIFEEMEEXA ERROR ARRE | BHIEK L,

EIE Terraform BIMRBIGE mARERER

B8 Terraform BRERBHEERBEE—MREBER, HENEREEREBERZH
B1:108%. BREHRESRS B Amazon S3 fF#1FEFEFsc-terraform-engine-
state-${AWS: :AccountId}-${AWS: :Region}, AREERESMEEE AccountIDH
ProvisionedProductID ¥4 £#& T,
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RER RFEUER R GetStateFile AWS Lambda 1 Amazon EC2 BREI&E A, AWS Service
Catalog B 8 A E#EFH Amazon S3 R REEER, EEEXAMA Amazon EC2 FEUER. R
¥TEER , AWS Service Catalog EXEE A UEFREERNFE , E/LFNIEAERZERST. RE
Terraform 25| ZAILERRBEAEBEZARR.
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£ R EEZE AWS Service Catalog

AWS Service Catalog R RE , ELALUEERS EH,. EHEEMELER : AutoTags # TagOptions,

AutoTags =&l PHEERRFEEEANZEE , BB AWS Service Catalog BEIERZE AWS
Service Catalog i &R

TagOptions 27 HEEME/EY AWS Service Catalog , AIfEARE T AWS ZEBHE XK,
*RE

« AWS Service Catalog AutoTags

« AWS Service Catalog TagOption 2=\ &

AWS Service Catalog AutoTags

® Note
AWS Service Catalog A # Terraform Open Source = m#Y AutoTags.

AutoTags =& 7l PHMEERRFHEBEEANER , B AWS Service Catalog BEIEAZE AWS
Service Catalog i &R

AutoTags ZEEmMEE. Em. FAE. EmMREANMEEDZHE—BIFNER, ERH—HEE
8 AN RMEFEBEZTBPREMN AWS Service Catalog #f£#. AutoTags TEEEFH 50 EZER &
AN

(® Note
AWS Service Catalog A #& Terraform Open Source = m#Y AutoTags.

AWS Service Catalog AutoTags Al BI A BN ERRE —BWER , EEREEMEES. EmIUE
RAENFEERIFEEER, BHALIERA AutoTags REBIRR B BRIRIENEIR |, HIINERE AWS Config
FAl, BALERARMEZ TERENERERPRIEMHEEIRI AutoTags CloudFormation , 20
Amazon EC2 #1 Amazon S3,
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® Note

AWS Service Catalog #§ AutoTags ERZMHENERE , TEFEH AutoTags, MREA M
BEEREMATENER. HERRIFHREBER , REW AutoTagsNEBERRIAE,

AutoTag &

- aws:servicecatalog:portfolioArn - BB EERZERMBEEH ARN,

- aws:servicecatalog:productArn — BB EEmRZEmA ARN,

- aws:servicecatalog:provisioningPrincipalArmn - B 2 ERNMEZRFTA (FAE) B ARN,
- aws:servicecatalog:provisionedProductArn — #iZE fa ARN,

- aws:servicecatalog:provisioningArtifactldentifier — JRIAME K MW (B W) B9 1D,

AWS Service Catalog TagOption F2 = E

ATEEHERARZRHEREMEER LAWZEE , AWS Service Catalog 12t 7 TagOption &}
EE. TagOption &7 AWS Service CatalogF ZEN £ \/EHH. ©ET=2 AWS FK , MEMARER
TagOption B3 AWS ZEME A,

AWS Service Catalog R~ # Terraform Open Source = Terraform Cloud ZE mH#J TagOptions.
TagOption EREZRHIT FINEBFREETER

- —HWSE

- BERMIEEZLR AWS Service Catalog

- SFHATNERERMEAE ENEE

EES A LIE Y TagOption ERERMBENERMWED., EEME (#HE ) HIE , AWS Service
Catalog EAZ RN A E MAE S FE @ TagOptions , WHEHERZHENER , W TEF R
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TagOptions
; for porfolio |,
y A
TagOption library /f/ _ X\\
\ Product 1
‘\.\ \\
— , Y
—~ R ™, ,
- ", N,

N, TagOptions 4 Product 2

for products

F,r”"_ - Provisioned product 3
g S
[ Product 3 ——launch—  (with tags from the
portfolio and product 3)
Portfolic

Service Catalog administrator > Service Catalog user >

i TagOption BHIE , A=A TagOption , WIREHHEERBERERWEE K RAREFTER
EFMLARE., ERAXNTETYAHBERENTEY , I ERHH TR SEEMFERARRAESK
150 TEAR TagOption , KETEE,

BT LAE R AWS Service Catalog A 5 TagOptions 23\ E AP REE TagOption, MEFME
A , 5528 Service Catalog APl 2%,

B #%

+ B8 EH TagOption K E G

« E TagOption

+ ¥ B AWS Organizations &K A TagOptions

B E B A TagOption MY E f
EFEAEMEESR TagOptions WEmMK , ERKME AWS Service Catalog #1T T S E1E

¢ W%Elﬁﬁﬁ-ﬁﬂg TagOptlon *an&EjEEI:FIII éo

- BREHEERNERT L REAERFBE SR TagOption, FAEFEBISRNSEREENF
B, #EAHEERENUR  HERSERMEER LNVER,

- AFEAEEETHER  BTERNERNEINER.
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THWERARSIRE T TagOption ERXE BB HEES X,

&5l 1 . ME—# TagOption £i§
EMEEME Y T TagOption[Group=Finance] (TagOption[Z #8=&&l]) , AEE Y HE Portfolio1 (E mil

1) WEH , LEMBEESEE Product! (BEf 1), M EXRSIE TagOption, EFEAERBHENER
B , BE—# TagOption 8K Tag[Group=Finance] (Z&[7#E=&/]) , M TR :

Product 1 Product 1
( Group, Finance %
Portfolio 1 TERMINATE!
LAUNCH!
The tag becomes part of the

provisioned product at launch

The user may see the tag set at
Product 1 launch, but is not required to
perfarm any action

5l 2 : EmBESHH—#E TagOption , EfFHEREH £8

EEEEEMESTHET EEHRELHBIVMME TagOption , MEZERBEEFNEMERL , BRE
M E£#RAY TagOption, BN , EAELREEMEENE T —E  REZRSWEVEB. AR
SURERNERAEMENNE , REAHEERNER,
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Product 1 Product 1

CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

g6 3 EEMBESTPURBZERBEENERY , EEAT - HEHFHERZRN
TagOption

EEESCKBEEGHRBERSIEMN TagOptions HEEERMBE L, MEXEREEANERtEEEHE
B EHEZRSI#H TagOptions, & TagOptions KIEEHE ( EE AND ¥£4E ) AWS Service Catalog
By —#{8, TagOptions EfAEMBERK , SEINEHELRPRE, RENEUZRSRNEAR
EMENMWNE , RES/HEERNER.
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CostCenter, 65

CostCenter, 70 Product 1
CostCenter, 72
( CostCenter, 73

Portfolio 2 AN D

CostCenter, 70
CostCenter, 72

4

Product 1

AMD logic is used to
combine the values with the
same key from Portfolio
and Product tag sets.

The user is given a choice of two
cost centers and can pick one

gl 4 : 218 TagOption Ef#tHEMN MM EFRNE

EEECABEEEHRERSIEMN TagOptions HEEERMEES L, MARERESFHFHNERtLE
{8 TagOptions EHFHE K5I TagOptions. & TagOptions K ( BE AND 21E )
AWS Service Catalog B —#i{H. RFEKTERS|EMNE , & AWS Service Catalog BiL &
EHERSIBN ENERsc-tagconflict-portfolioid-productid , E5 portfolioidl
productidREMBENERMN ARNs, EFJRRMENERSCAERNESB/RBAER , MAE
HEUKEFEEHE,

CostCenter, 65

A CostCenter, 70
CostCenter, 72 Product 1

( CostCenter, 73

Portfolio 2 AN D

A CostCenter, 327
( CostCenter, 115

CostCenter is not set on the
Product 1 instance, but the conflict is flagged

in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.
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B2 TagOption

BAEEE , BULHTTHEERER TagOptions X EFH TagOptions :

-« BT AMER

- BASEH

- ERE SR EUH Bk
.« RE

FEEHEADEI TagOptions

1. 7£ https : //https://console.aws.amazon.com/servicecatalog/ BRI Service Catalog &,
2. HEEMAIEEINGERD , i#IE TagOptions B E,
3. HEEIMHE TagOption H , MARSIRINE , RRIBEHE,

B HTHY TagOption 2 & , ©EMWKREIE/EH 24 , W TagOptions FEFKFRIEFHF.

ZE#FH AWS Service Catalog APl 231 TagOption , 2B CreateTagOption,

FEEHE A S MBR TagOptions

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £ &,
2. HEERIEEINEERT |, iBIE TagOptions B E , REBBEFHHE,
3. EEUM BRI R FE M ER

EEXEAPRAZEFERA—=ZE TagOptions

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £ &,
2. HEERIEEINGERT |, iBIE TagOptions B E , REBBREFHHE,

3. HEMA , FEELBEMNIFEAD TagOption, RBBEFEE , ARE TR N ThEERFIZRR
R, RERTEDEER,

HEFR  FEELEENEAD TagOption, ARBEFEE , RERTHUANERPRIER ,
RBREDERNRE,
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EEEAEHPEVHEUE —HZ @ TagOptions B2 m il & HY BB E#

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ FARX Service Catalog £## &,

2. BEEASEYRERY , BEREERES K AERHBREEBHITUEEBNERES.

3. #iF TagOptions R5IFEHK , AREN—HZEEHEMESE VBB NIV BB
TagOptions,

4. BEDE. ARENEHSEUSER , AREZRENEE,

1% — 2 Z {8 TagOptions E2 42 & F 1Y 2 am 2 37 B8 Bk = B BA B

1. BARK AWS Service Catalog =& , #8it %A : https : //https://console.aws.amazon.com/
servicecatalog/o

2. EEASEEENEET  BEEER. ARABECEFHIBCEEBNER.

3. #iF TagOptions R5IFEHK , AREN—HZEEHRERESE VBB NIV BB
TagOptions,

4. BRERF, RARENEBIEUEREB , ARERENRE,

® Note

£ ZE#FH AWS Service Catalog API # TagOptions B2 A4 = E 2 3 B |
AssociateTagOptionWithResource,

s
¢
&n

EEMEH AWS Service Catalog API Bk ( BUERBBE ) TagOptions , 582

DisassociateTagOptionFromResource,

EF#E AP iRE TagOptions BV{E

1. ¥ https : //https://console.aws.amazon.com/servicecatalog/ BB Service Catalog £## &,
EEREENRERTF |, B TagOptions B E,

1#1F TagOption AR E, (UEABERE. ) REEE Edit (W),

HEERYTP , REE K ARBEREEE,

> WD
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FEE AWS Organizations & B £/ TagOptions

AREREIR A AWS Organizations H TagOptions FIZEBUERHY R BLER AWS Service Catalog. TIEE
72 Q0 AT 7E 30 BF {55 R 3 o {81 T RE RR B L AR R BT SR

EAR B TagOptions AWS Service Catalog 1E AR #EEmM (CloudFormation & ) |, 1 AWS
Organizations EA R AWS KR FE MM EN (OU) AR B SN EREK, Al , MREEERK
KEEZZ OU , HRNWEBBXESEAZZ OU FHMAIRE . MRERNEHAEMEZEICIIEE , Bk
ZREeM , FHTgEHR,

BEHBXR

EERRUELERNMFAERFPHER LFEAZER AWS 8937 Al AWS Organizations, &7 LAfEFZE
BHRREINERBEIRFBRERT AWS BRI —FH %

EBRXRRE-BHENSZ , UHEAEAEEA —BNER., BREXHNER , UREBEER
ER2E, BEUUEREBRIBINAREAR , UREEEATWE. fl0 , BEUERIRSEF
PR EC2 BITER XL EKEZBSWITES |, CostCenter BEXEEBHNEA Data InsightsD
Marketing.

EBBUR SRR EREAHHTERLHRA, PHLEEBNTEREE , UREEEFBTERANER
B]R, MRERBERFHTEE  ERERTELBRYREERLSRER , B7 AWS Organizations
FREPKHEHBEATER,

MBWOFARERF BRELRFBTHFMAENR , F28 FHIELBEAWS Organizations,
TagOptions

TagOptions 2 —EZ5C e , MRCERAEZMHBEHMNER , BI'® AWS Service Catalog ERE
CloudFormation 3 E%&E’Jﬁﬁﬁénno AWS Service Catalog 12t TagOptions X E , BRI LAE
HrPEHKEE AWS Service Catalog &= miE I BB EEY . BE AWS Service Catalog EmbF , &
MAREZEMRBEANERERBAIRE TagOption £4#8i%1Z TagOption TagOption B , FREREIZ
Em. ARGEEREARERBMRERE TagOptions , BB T LUERKIE T — R 2 8% | LUERE
REMERLANERBES.

ME WA PEXE TagOptions HIEEAE A AWS Service Catalog , 2B AWS Service Catalog
TagOption Library,

% AWS Organizations ZZE&BKEE AWS Service Catalog TagOptions 2 BI#Y & 38
MR BB E P IR FRE AWS Organizations BEBE |, BEBEHIT T HEE

B AWS Organizations 2 B K # A TagOptions 145
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EEEEM

- BA[EEFE T AWS Service Catalog EmiE & MEmRY TagOptions WEES
RAERBEBNER , EERKREAETREE qJEiE’JJEun :

- HBEREAEH

YHEANBRERAERBRMNEEEmBE.

AEREBNER,
AWS Service Catalog

BRERIGHEELE hELE) AWS Service Catalog i TagOption €88 WEmcity , MBAEE —EEHRK

R, BER NWEBRSRItyREXEHTHERE , flW Atlanta,

San Francisco=} Austin.

AWS Service Catalog R AFEREREAEMATER TagOption £ #3&H TagOption E/IE R T BE

Efmo.

EEEERT , MREEEEmEME T city TagOption £ # TagOption TagOption & , 5N

Rio de Janeiro&®{ Buenos Aires,

BHIRIZEE S EBHTHH TagOption B , UFESEREK,

TREHRS

=5

MREBRBBKPRE T HER
BEHT  ERRARRTS
B A RE

A BRI @A NET —
B, EREERE.

Reason

FERAMARIEEEBRBERTE
RERAFEENRSIENE
$& X TagOptions,

METHEEBRBRNERE
HE:E N

EERENBEBRBE KB A
1T AT — 3 TagOptions
EWPEEKRE.

AWS Service Catalog 8| T2RMEBEMm. RZ ,

&R

, 5% BA B4R R SR [B) R E AR R BUR A TagOptions B AJBEIB B AV R B R A RE,

BRIRTT

MRBEEBBERERLRSIR
RERFFITHEREHEN
RERZBHER , BFREELH
TagOptions B& % 5| M iE A
WEHFTEBRS | REEEER
BRPEENZESIB -,

AR, EEBBRPEUEX
BEE RS BAEABIET
FHRE  aS3ME N NEER
RE|BEFER , LRREH
TagOptions H& % 5| M iE A
WEFTEBRS REERBER
PATENRSIB— (Hlmse
HNE)

EERERRBR. WRER
EEERZFSIBANEER
AIFEREBRRSIZAPEERZE
AN

B AWS Organizations 2 B K # A TagOptions
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ESY]] Reason RRF R

LA, MREREZEHEBEKRF
EEEBRSIBARESH , F
HE #Y TagOptions BH %
5|8 AWS Service Catalog #B
= PNER , LFEEHEHHTHR
A,

RGN RBBER KRR
ABER , AIRERBRRE
BB NBEBRSIBRAS

o
HRAERETHES , EREL ATEERIXREBESGR # TagOptions EE#EHYE A
5 EI8 FRFEE AP Y E R EDE AN EmEEEIEN K ELXER
TagOptions ZHE., NMERESHSEEEEER
BEREBESAATNWESRE
REER,
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HI SAEZB 5|2 AWS Service Catalog

£ & AWS Service Catalog , /A Ef 5|2 &1E1B EXTERNALE mBR KRR, EXTERNAL ERER A
BEE=1MHESIE  Hl0 Terraform, EAILAERAINEEEIZE |, # Service Catalog B ThREER E R4
AWS CloudFormation #E7z4\ , IERAHMmHBHAFZERE (laC) TE,

EXTERNAL ERER A HEFE A Service Catalog BN AHEERNIBER , ARFRIAME 1aC TE
M 4F ETIRERIZE £,

& Z1E Service Catalog FRUFEXTERNALERER  BMNBEERFHAERZ—HAZEER, ELERBE
5 5|2, Service Catalog £ mZ T MR BRIEPNFERBERERGSIZ,

EK MK Service Catalog AERMBFERAE , IBEEBENIE —BNWER,

ERSTHEXTERNALE mBRWMAER R™A AWS Service CatalogDescribeProvisioningArtifact %
DescribeProvisioningParameters #24E8§ , Service Catalog €7 5|2/ A AWS Lambda EHE, ER
REENHER D PHENSEBEELKEERMN AL EIEE AWS Service Catalog, ELSEAERRM
ARHEREFN—BIEA,

B & ProvisionProduct #iEEXTERNAL#EZ R m M , Service Catalog & % E R ER#IIT—
wEE | REBABBEZEIZHE Amazon SQS 175, #E S| ZSREIRERENEB A
& (ZBETGERN IAM AGHMAKMBRS ) . REBERUNHERRMHEER , URWUA
NotifyProvisionProductEngineWorkflowResult AP| 335 B 3h =% 5k 8o

UpdateProvisionedProduct 1 TerminateProvisionedProduct BIFEAYERIE A X IEL , SEFUSBERE
AT HIFE N APIs :

 NotifyProvisionProductEngineWorkflowResult

 NotifyUpdateProvisionedProductEngineWorkflowResult

» NotifyTerminateProvisionedProductEngineWorkflowResult,

*iE

- EZEEIE
o BEEIMN
. o

. E#H
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. @R

ZEEH
FEEIRSER—ENEREIZR

1@ Service Catalog FH#EIRF RBEfE A —{EEXTERNAL#ZE 5|2, Service Catalog Fhub-and-
spokelZH AFFRIRFEVEEERYHAERES  ANERIERFEAERESEFNAER.

LEFRFIR |, HA& EXTERNALR BN EIRF AV —fE51%E, MREESHERFTZENINEIZE &2
BXAEFENPERFHRENFSIZE (UARERBEENER )

ARSI ZEXEEARBRINRBAE

EXTERNAL R mEXEEAEAMBRAIGGEENRNBACETHE. MBRFIGRGESEE
Service Catalog EHREEAERE. EFMIK LERBATEREN IAM A€, NERERGNFRE
A, FESBAWS Service Catalog BX B PR &l

SEH

EXTERNAL 2R R AT AR EMIER, ERTEMEXTERNALE RERKE  SIZEEREHNMGERR
FHENSEUEE |, WG H &R Service Catalog, EAEBEZRHIRS PEIL Lambda BBIRTRK , %
HEAES THERER, EEMAERM , YED T EEER,

/A Important

Lambda &% B & A ServiceCatalogExternalParameterParser,

"artifact": {
"path": "string",
"type": "string"
1,

"launchRoleArn": "string"
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b il HE Description

X object 2 E I Z B m A
E#Ao

B /R string = HIMTER P TER

mNLE, Bl ,
¥\ AWS_S3 , ER
Amazon S3 URI,

X/ FE string = RmER, RFHNE
: AWS_S3,
launchRole string & THAmRBEREZ
BB A EH Amazon
Resource Name
(ARN), R K2 H
BEAE , et
Lambda H#ITAE,
B FERE &
{
"parameters": [
{
"key": "string"
"defaultValue": "string",
"type": "string",
"description": "string",
"isNoEcho": boolean
ip
]
}
- fbi il PHE Description
parameters Hil = Service Catalog &

REREREEMHE
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Rz

-

i) PBE Description

EmNEMMEER
RRENSBRE.

MREmPRERS
¥, AeErEz=aE

Ho

fim

ok string SYRE|H,

MRFRRERERRE
#E , A% 2ENE

=n
AX 1B o

7|

defaultValue string

SIZSYENTARE
B, Hl, FH,
MEDBRS ., AT
EEBERSESIZ,
Service Catalog €%
BESEBEUFER
NEEES|E,

fim

type string

7|

YL, BEE
ZRMER

iR string

isNoEcho mME w5 HEF AP RERE
ESRE, ARER
false (2 BEED
FE) o

i+

¥ ProvisionProduct #4E , Service Catalog & RN BERMERRIGSIE, SIZEEEELEE
B laC R AR ( Bl Terraform) , AR RPEBENER. 5B A FBEA Service Catalog #&
£

Service Catalog # T EMERREEXZEIIRFPHE A B Amazon SQS 17
5|ServiceCatalogExternalProvisionOperationQueue,
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SELEHIE -
nﬁs}znn/ .

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

3,
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
},
"parameters": [
{
"key": "string",
"value": "string"
}
1,
"tags": [
{
"key": "string",
"value": "string"
}
]
}
Az Rl W
token string =

Description

BB ERN F R/,
R LAEER Service
Catalog , SAUBHNI#1T
R,

g
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Rz

operation

provisionedProductld

provisionedProduct
Name

productld
provisioningArtifactld

recordld

launchRoleArn

B/ E

EEd

string

string

string

string
string

string

string

object

string

string

string

fim

fim

fmn  AD

fim

i

i

i

fim

7|

Description

LA L 24
ZAPROVISION
_PRODUCT Rt
.

fZEmA 1D,
MEERNER,

EmiY 1D,
ERmH Do

LLIRIEH Service
Catalog F2&k ID.

ARfEERz
IAM A&/ Amazon
Resource Name
(ARN),

E&R N MEEIRAY
DAL L= E

SIZREP TEHAm
WL E, Flgn , &
A AWS_S3 , iER
Amazon S3 URI,

RmEE, RFFNE
: AWS_S3,

B B REA WAL

g
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- fba il HE Description

parameters 5l = fER&E# A Service
Catalog i A& L 1E
WANSEBRELHE

BR B H = £ EE A Service
Catalog A ZEMN

key-value-pairs /&
B UEAZHEN
ﬁjl\o
THEREZRBEA
5/ API S EFEE LIEEM B EY 4 A NotifyProvisionProductEngineWorkflowResult AP,
BT
#¥ UpdateProvisionedProduct ##4E , Service Catalog €458 RN EREHMERGKSIE, 5| EEFHE

BB 1aC BRF R ( HIIN Terraform) B , LEFRmPEENER. 5|/EHEFBEA Service
Catalog #£ R,

Service Catalog I EEF AREEZELRIEFHE A B Amazon SQS 17
5|ServiceCatalogExternalUpdateOperationQueues

BREEE -

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",
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"type": "string"
iy
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
iy
"parameters": [
{
"key": "string",
"value": "string"
}
iF
"tagS": [
{
"key": "string",
"value": "string"
}
]
}
- fba il PHE Description
token string B =Bl L R ER F R/
B AEEE Service
Catalog , SABHI#IT
ERo
operation string B iy R
ZEUPDATE_PR
OVISION_P
RODUCT ALt
=
provisionedProductld  string = fEERMN 1D,
provisionedProduct string = HEEMNE R,
Name
productld string = Emi ID,
B 155
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provisioningArtifactld

recordld

launchRoleArn

FX

B m /B8 18

B m/ B

55

parameters

B8

THEREGREA

<]
string

string

string

object

string

string

string

5

5

fim

fim

fim

7|

i

i

Description
R mhY D,

LLIRIERY Service
Catalog 28k IDo

ARHEERZ
IAM A&/ Amazon
Resource Name
(ARN),

E& A R EIRAY
B EF AR E o

SIERF THAmM
WL E, Hlm, ¥
® AWS_S3 , iER
Amazon S3 URI,

(mBEH, RFFNE
: AWS_S3,

B BIRGEA WAL,

fFEF&E® A Service
Catalog i A& L1k
WANSEBRELE

o

fEA&E® A Service
Catalog B ZHH
key-value-pairs &
B, L UEREHEN
BilR,

B
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/A AP| SHHEA B M LIEEM E YA NotifyUpdateProvisionedProductEngineWorkflowResult
API,

gl

#HA TerminateProvisionedProduct #4E , Service Catalog A5 BEK LN ERERKSIE, 5%
BEBRGIRIEN 1aC RAR (B0 Terraform) E#E |, UK IERARPERNER, 5| ZBHE8EEA
Service Catalog #& %,

Service Catalog #FTEK ILEREEZEIIRFPE A B Amazon SQS 17
HlServiceCatalogExternalTerminateOperationQueue,

EREEL -
{
"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
}
}
- fbi il PHE Description
token string B =Bl L R ER F
R X EEE Service
Catalog , SABA#IT
BRo
operation string B i) R
ZATERMINATE
_PROVISIO
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- fba il HE Description
N_PRODUCT HARIt
B,

provisionedProductld  string = EEMRI ID,

provisionedProduct string = MEERNER,

Name

recordld string = LLIRVER Service
Catalog a2 &k ID.

launchRoleArn string = RARmEERZ
IAM B &1 Amazon
Resource Name
(ARN)o

5 string B B el R{EA WAL

THEREGRBEH :

£/ AP FHEE F B HE L1 E R = Y 414 A

NotifyTerminateProvisionedProductEngineWorkflowResult API,

*ﬂjé
<A

FEERERFEAEERER  CHRBALFETIHMFTRER !

{

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"”

1,

"Resource": "*"

I
{

"Effect": "Allow",
"Action": [
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"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

15

"Resource": "*"
}
(@ Note

BBALEFENRmT I EERNRLCFT A , fl0 ec2:CreateTags,
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£ BB AWS Service Catalog

I&ALAE A Amazon CloudWatch 2RES# AWS Service Catalog EiR , Amazon CloudWatch &4
ERBEER WA HZE AWS Service Catalog AT BIEE, ELEMITERSREME , BETURE
MERER , WEEBEHNRIEMAE, AWS Service Catalog IEEERSE 1 P ERNEEEES
CloudWatch, & &M@ CloudWatch MEFME , 52 B (Amazon CloudWatch £EAEIEFE) -

ME—PAAEERRTHEE | FZ2BAWS Service Catalog CloudWatch 1512,

EERRHERE T AWS R A RN T SEM, ATAM AWS Service Catalog FIXREEMNEEZ v, BEZRK
AWS fRRFROFTEI D NEERER  UMEERESH AR ERRMES, FHREEZH AWS
Service Catalog , RIEZE L ERFE  HPIETIHBENER

- ERBERME?

- EDERPLEIR?

- ERELEERNBARAM?

- EFAPLERTE?

- HERBITEERERE ?

. B4 [ RE R FERZ OB AN 2

BT B

AWS RERE T HREEH T E AWS Service Catalog. &R LAFRE
ETEZEFHNA. EBRLR T BLEREE,

HELEETIER

i - TAERETER , BF

\

&R LA A Amazon CloudWatch B /RREE#E AWS Service Catalog F# & Ko

CloudWatch B R8ELEENHARETE —EE , YREESEZEHBREEREEREN
EHT—RNZEEE, WEEREEE Amazon Simple Notification Service (Amazon SNS) £ E
Amazon EC2 Auto Scaling BURHEH, CloudWatch B RAEREERIEEMREMRTHEE |, AREX
AOBEVCHE—BEENEE, BEETHUMNEYER , F28E Amazon CloudWatch 7R,
MEFERE £A Amazon CloudWatch 15/ FFHIE A AWS Service Catalog , 5528 AWS Service
Catalog CloudWatch 54,
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AWS Service Catalog CloudWatch $54Z

EAILAE A Amazon CloudWatch 3REE#ZR &9 AWS Service Catalog &R , Amazon CIoudWatch - |
WEREERI A EEE AWS Service Catalog AR EIEE. EERFTERSFEEME , BEA
ENERLESR , WEERENRIEMAE. AWS Service Catalog IEEEHEE 1 PERNEBEXE
CloudWatch, & HEE CloudWatch WM& , 528 (Amazon CloudWatch EAEIEFE) -

IE

 BA CloudWatch 158

- ATAMNEEEEE

- ¥ AWS Service Catalog 52

FLA CloudWatch 1542

Amazon CloudWatch 1§12 AR AR

ATHNEREREE

AWS Service Catalog 3% ZE Amazon CloudWatch BIIE=ZFN#EE 10 T Fir o
AWS Service Catalog &

AWS/ServiceCatalog A ZEEMIE T HIEE,

EE Description

Provision EhEcHESrEREERNMERmMBBNMEEREE, HEZLE
edProduct BIEC 8 M 2= B M 1E CloudWatch B .,

Launch

Y : Count
BRHEETER - Minimum, Maximum, Sum, Average

#E : State, PPState. ProductId . ProvisioningArtifa

ctId
ProductPr EEMID EHTHBEREprovisioningArtifactld . #HESE
ovisionin CloudWatch B3 A —Eic &,

gOperation

CloudWatch Metrics
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EE Description

B{J : Count

BWHEETER - Minimum, Maximum, Sum, Average

#EEE - State, PPState, ProductId . ProvisioningArtifa

ctId

AWS Service Catalog ISRy #E

AWS Service Catalog &% T 5 # E &35 ZE Amazon CloudWatch,

HEE

PPState

ProductlId
ProvisioningArtifactId

State

48 AWS Service Catalog f51E

Description

i E R EH DU IR E AR BB K PR 2 E P
ARIER. EFHPERRBRERER D E,

BRORE : A, BE. #HR

L E R RS ERBIEm id AT KRB E R,
IS T i Bh B AR H B R BRI E /R o

iR REmR S ERBNMAERR id FTFERNE
o 1B i Bh I RERE RS th ERR BN RV 2 U 2 MR AR A

I BB SR B DAL 15 RE AR RE R B Y P A #p 22 FE m T
mRNER, EFHEEKMERERER D,

BAREE : SUCCEEDED, FAILED

& A LATE Amazon CloudWatch E£32 & 448 Amazon CloudWatch 88 , T2 ARM EFEN B

BEWBTER , URBHEPHTHNERRE.

ES]

« 7£ Amazon CloudWatch E# & H#18 AWS Service Catalog &

18 AWS Service Catalog 1812
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#£ Amazon CloudWatch £ & F#48 AWS Service Catalog 1§4Z

#& 1] LATE Amazon CloudWatch 33 & 4 47 AWS Service Catalog 8%, Amazon CloudWatch
A 1RM AWS Service Catalog IEEHFMARER , BUUESITEFAERNMIA, WFE Amazon
CloudWatch B E¥#IE R , 5528 (Amazon CloudWatch A& ER) .

£ E £ Amazon CloudWatch £ & 1R igE

1. 1E https://console.aws.amazon.com/cloudwatch/ BIEX Amazon CloudWatch £3#2 A&,
2. EERAIEEHH Metrics (F51F) [BER , i#IE Service Catalog (R# B ).
3. EEEZRGANEE.

£ 528% AWS Service Catalog API FEA4} AWS CloudTrail

AWS Service Catalog 252 fRIEE S AWS CloudTrail , LRI ATIRHEERE. AEH AWS REE
H A REZ B ERIFC 8% AWS Service Catalog. CloudTrail #% AWS Service Catalog BIFTHE API
FEYFEER B4, FEEVRYFEALSIERE A K AWS Service Catalog FEAY | LUK ¥ AWS Service
Catalog APl IRERRENEFE I, MREEIUREK , B LA CloudTrail E4EFER T E Amazon
S3 A1FETR , ©1F =M AWS Service Catalog, BIfEf&KEREEBMKE , kAR LUER CloudTrail
BEAEFPNEHRE RERBHENEMH. BRI LA CloudTrail FTUEERYE AR KR HEYFER AWS
Service Catalog, RHFERM IP bk, RHEBRHOAS, REBROERE , URHMFEMBENA,

EZEE—L TH CloudTrail , FZRBAWS CloudTrail {FEHA&EIERE)

AWS Service Catalog CloudTrail REYE A

AWS ZHIRFSEEREERBA CloudTrail, E5EE7E F 284 R AWS Service Catalog , & B B
EHRPIREPIWEARE AWS B4 —#ECHIE CloudTrail B4, BAILE AWS IRE R, 12
ENTHEKFIENEH, MFEFMER , F2H "£H CloudTrail EHEFEHWIREN o

£ EIFERHIE AWS IREFEH |, 81 HWEH AWS Service Catalog , SEEMNBHE, RRAEE
CloudTrail #& BFFERR I E Amazon S3 REFITE., K(KFER , EREEEEPENEHE  XERS
ERAZEMAN AWS EiF, MEREHE AWS 2EEFFIEEENEYN , X AFEREEXETIEEN
Amazon S3 fEFETEE. LI, BULIEREHE M AWS fRTE , LUE— 5 2 FEE CloudTrail BEEHRFR
WENSHER, MEFHEEN , F2ETIRE :

- B BMAEIE
« AWS CloudTrail X8 RIEMNEBES
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« ER7E AWS CloudTrail®y Amazon SNS &4
. RZEEFFEW AWS CloudTrail BFFER , U RS ERFEUW AWS CloudTrail HEEEZR

CloudTrail &iC8%FTH AWS Service Catalog EifE. #lin , ¥
CreatePortfolio, CreateProduct fl UpdateProvisionedProduct B2 IS E
CloudTrail BRI ELEER

B-EEHVARERNSLSELEFRENET. B EATHBEHE T5IEE !

- REMEABEH AWS Identity and Access Management (IAM) EH & ZE AERHEHFE R,
- REBRBRE , REFATHREACEMS I EAENERRLEBRE.
- ERESHHEM AWS REREL,

WMEFME , 526 CloudTrail userldentity T,

T #% AWS Service Catalog Hi1ERIEH

Bt —EHAE  siEEHUARERNERARNSEERIEERN Amazon S3 #FErE. CloudTrail HE
1%5'5@’%“—32%@5%% R, BAS4AEARERENE—FBR , YISHEREE, FRNO B HMNE

3. ERSEEEN. CloudTrail HFFEELIEARNE AP LAY HERERBEF , Rt FTELUEM4SEIE
VH:IEEO T B &5 B R~ CreateApplication API B CloudTrail BB E

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",
"userName": "dev-haw"
I
"eventTime": "2020-09-23T21:07:58Z2",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "205.251.233.48",
"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",
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AWS Service Catalog EEBER

"requestParameters": {
"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
I
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-
east-1:12345789012:application/app-02ocuq2cie2328pvbsya78e22f",
"applicationId": "app-02ocuq2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,
"lastUpdateTime": 1600895277.775,
"name": "hawTestCT",
"tags": {}

},

"requestID": "1b6ad353-3b06-421b-bch4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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E2 8 mhE R E

AWS Service Catalog AFFEESEERFNEZREMERERE, EEETUAEATREMERIEE
RNEEE, ERETG , URZERUTANEIENRE (ER) He, EEENEREREEERE
BERHTERELmERERE,

FREmERTRE TERIRFAE |, WK T HEMF

- EERANAREARN CEELERNRB(LER
- B5RE—2FATREREE KA ERNRS
- BZEREERDIRSE , SlIUFRE%, RENEE

(@ Note
EEREEERERFEREEEIRES mERITRE.

EEXEAREREHRE

1. HEEREEDREXRD | BEREFRE,

2. HEREEAPLREENRERIFRE , BERES.

3. LEES WAREERE K ARENZEHEENXEREE,
4. BER®E

2% AWS Service Catalog XEEX A RBNEBEE , FREAWS BiF TRAMRETE,

AWS B XEEE A mERERE

AWS Service Catalog XET & AWS [E1F Fr5l i £iE A RERIEFRE.

AWS B £ AWS EF &%
EEIRE (#E B L) us-east-1
EERI (H%MH) us-east-2
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