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« BAZH AWS 7FERA O#uh
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- FA BAAWS EERID
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BAABRNER. BEAERREAERMHL AWS UBEANMER AWS BERNER. AEEAENE
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REHESE
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BEME

WEAEFREERESRERAE, SAREME  CANEEER TS AWS BBRER AWS
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BAEE, LSO RAWS EFRERE. AINERALARRYIESNETBHI NBE | JURE
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ERAERENER , w20 (AM ERAEER) FHEEREAEBENER.
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IAM EH &
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html

AWS & A EREES

IAM Identity Center £/ &

IAM Identity Center &= B E , AWS Organizations A SUEIBEM FERA OB IL 1R F ¥ 28
AWS tRF MEAZRHN AWS FEE., MRHE LT E# Active Directory s H At & 7 124t & B 1AM
Identity Center 24 , IAM Identity Center FEVEAE T AERAH LN TEBREE A |IAM Identity Center
A AR S D RME K EEEUUEHEPEUFERAE. BRI DRMEERM , 1AM Identity Center FHHY
FERAERSFEALZN AWS FRAORLEA , EREABHNIFEEA URL, |AM Identity Center &
HEEEFEIB AWS BEFA URL A,

IAM Identity Center Y ABE A E UK T IME— L EREEN AWS FEA O URL :

- EEEYRKEAEINAR
- RB WEFEHH , AWS AEMA IAM Identity Center Y3255

® Tip
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it EFBE  MASKERAIREA SN REBHEE,

WMEFENMABRANZEL R , FSE EALN AWS FEA OB,

® Note
BMRZBEBABNISEEA URL IIA AWS BERAOBENEE , UEBRUTUE,

IEE 1AM Identity Center HIF¥MEE A , SRR IAM Identity Center ?
Ba 55

BEF2RUUERMBNALEDIRME (1dP) BAMNERE |, 520 Login with
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EEEHANIAM B, UER FHNER AWS tRF, S£FESEA AWS EEEXEA ;N AWS FIA
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://openid.net/connect/

AWS & A EREES

WMEFHEA BUABIS B2 5D B A,

3
¢

AWS Builder ID [ #&

55 AWS EER ID FAE , EHNBAEFTIMERE AWS X TE, AWSBuilder ID FREE#H AT
AWS tEF ZBREBHREREERINEM . AWS BZER ID RREZEA , BUUFEHERFE AWS
[REMITE K MAFEAWS IRF, BEE—EERER K SUNEEPEFTNEHNENEN. MFEFME
B, B2EER B2 A AWS ZEXR ID,

AWS Builder ID 82489 AWS Skill Builder FTERE MR EEB RO , BULEHRPE AWS EREZ
B LEREERKE. NF AWS KERERNVFHET , F2RAWS KEERER:.

HETERIZE A URL

AWS RIZEM AWS FEREHFR | FATIIED —E URLsRIFE . WEFHEF , BSEHUEEN
ERERE,

F&E

- AWS IRF BEAEZEA URL

- AWS ZERA Ok

- IAM EAEE A URL

- B8 55 URL

- AWS EE#S ID URL

AWS tRF RERAEZA URL

REAE AWS EEEXEA £ AWS BEAEMEEE : https://console.aws.amazon.com/ o

B AREBAILUERZEL IAM ERAES DB A

AWS FEUA A48y

AWS ZELA O#8%E R 1AM Identity Center FEAEZRAMEFRERFNEEEA URL, EEES

£ IAM Identity Center PRV FEAER , EEEFREFEAERSTWE/MA IAM Identity Center HE
FEMHBE  ERVIIREEEEIRESEINAL , HHITE—RHEZHEMN AWS FEA O
URL., #E&EA URL WM TR :
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https://skillbuilder.aws/
https://console.aws.amazon.com/
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https://d-xxxxxxxxxx.awsapps.com/start

/)

https://your_subdomain.awsapps.com/start

BENEAURL 2EFTRE , RALHNEEETLIBE]. BEMNEA URL AJRELLFR D FHE , &M

BEE 10 BRMERNFE, SN FREBETEAREAURL, YAREEEENAREE , T 55

7R

| @ AWS Management Consale * | T+ - a
» © @ https://AnyCompany.awsapps.com/start Q@

AWS Frea Tier Drverview FAQs Terms and Conditions

® Note
BRMEZBEA AWS FERAOBEENISEZEA URL IMAEER , LEBRRAIUEFE,

WE AWS A QMM HMET |, F2EER AWS FEA O,
IAM EA & E A URL

IAM SEFAE AT LA AWS BE XA FRBEN IAM ERAEZEA URL 7B, IAM EAEZEA URL &
T I8 AWS 1RF ID S BIE M signin.aws.amazon.com/console

IAM fEA&EZ A URL N EH

https://account_alias_or_id.signin.aws.amazon.com/console/

MREWIRF ID & 111122223333 , B EA URL #$ 4 :

| W AWS Management Consale  * + - o
> G @ https://111122223333 . signin.aws.amazon.com/console/ a | @

IAM fEF&EZE A URL 7


https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
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WMREE AWSIRFE /A IAM FAEEA URL FH BEZIBERE |, 528 P IRESE D AWS Identity
and Access Management AEUISEZE .

BE 529 URL

BEFIHNEA URL BEAMTRE. AFEDHNEEDRMAE (1dP) EREBREF P EA URL, 44
B & 9 AT LL2 Windows Active Directory, Login with Amazon, Facebook 2 Google. #0135 04 LA B
EEDBANFHENR , BEHBENEESR,

MEBS S DWFMEER , F2REN Web BIE 55

AWS ZE25 ID URL

AWS BESR ID SREEM URL A https://profile.aws.amazon.com/, EREH AWS BESS ID
ZA URL BURAGCEEZEM R, Hlin , HEZ A Amazon CodeCatalyst , 55811 https:/
codecatalyst.aws/loglno

EHEERFBENESE

R IBE R — R A& (NGFW) E £ Web Gateway (SWG) & Web AR EFR AR5 RRERHES
E AWS #BiF = URL i BAFEUE | BIXER T HBEE URL ImEFTIEE Web RAEBRRARA
HLFI%EO

AWS ERFBEMNZE AHET

MREHENBRER IP HPEER , BURFEAFILBET LR AWS EBERE, TIIH
BA4AELERFR KR EFRAWS EEEEA

* [Region].signin.aws

* [Region].signin.aws.amazon.com
* signin.aws.amazon.com

* *.cloudfront.net

» opfcaptcha-prod.s3.amazonaws.com

AWS ERFFBENEATERT

WMREMER CLIAWS RREFZAFEIRS , AIXARFIIE AWS BARGFHEHIRR, kSRR
HREE , YR F-HRNEREEZEABETE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/disaster-recovery-resiliency.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_oidc.html
https://profile.aws.amazon.com/
https://codecatalyst.aws/login
https://codecatalyst.aws/login
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* signin.[Region].api.aws

1§ #Region# R BB AWS WV EHE, BARMEEEESE., Al : signin.us-

east-1.api.awso

AWS 7HRA A #8uh B RFFEERAEE

MRIEERAFH — KB AE (NGFW) HEZ £ Web Gateway (SWG) & Web AR ERNEZIRF RREFIRIS
E AWS Mgl URL in B FEVE | RILEA T HRER URL ImEFIEE Web ABREFEBRARA
FEE., ERMAEEEE AWS FEA O,

THEERME IPv4 MEHBFEE , UREFEE Web ARERBARARAFIEEN URL wH. WF
SHBIRMOVFMAET , F2EB CIAM Identity Center (EAEEE) HAYE R Fh AUt A B IE LR FFFEY
AWS ZEXA O#Y .

IPv4 RREFBE

* [Directory ID or alias].awsapps.com

[IAM Identity Center instance ID].[Region].portal.amazonaws.com
 *_ aws.dev

« * awsstatic.com

 *_console.aws.a2z.com

* oidc.[Region].amazonaws.com

* *_,SS0.amazonaws.com

* *.sso0.[Region].amazonaws.com

* *_ sso-portal.[Region].amazonaws.com

SEHEBAEE

« [IAM Identity Center instance ID].portal.[Region].app.aws
« * aws.dev

+ *.,awsstatic.com

* *_console.aws.a2z.com

* oidc.[Region].api.aws
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-identity-center-portal-access.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-identity-center-portal-access.html
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* sso.[Region].api.aws
 portal.sso.[Region].api.aws

* [Region].sso.signin.aws

* [Region].signin.aws.amazon.com

* signin.aws.amazon.com

« * cloudfront.net

* cdn.us-east-1.threat-mitigation.aws.amazon.com
* us-east-1.threat-mitigation.aws.amazon.com

* amcs-captcha-prod-us-east-1.s3.dualstack.us-east-1.amazonaws.com

TIEERMRAE

MREHENBBENE 1P P ER | BURFEAFIHREARELNER AWS EER ID, T3
RELAEEER TR EFEAWS EEX D,

AWS ZEX ID ER

* view.awsapps.com/start

 * portal.*.app.aws

* *_ aws.dev

« *. api.aws

e * uis.awsstatic.com

 * _console.aws.a2z.com

* oidc.*.amazonaws.com

* oidc.*.api.aws
 *,5S0.amazonaws.com
 *,5s50.*.amazonaws.com

 *_ sso-portal.*.amazonaws.com
* sso.*.api.aws

 *.signin.aws

 * cloudfront.net

» opfcaptcha-prod.s3.amazonaws.com

« profile.aws.amazon.com
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AWS & A EHAEERE
AWS IRF EEBENZEREER

MRBREBRENH WIRFEEES AWSIRF | RfIBRZZHT TR , LIHEBIEREESARKER
AWS 22 REEK.

1. LUBRERAESIBAUBASEEZRH (MFA) , NREEAREIAWS EEFEHE |, F1E 1AM
Identity Center FEVEEFAE, AR , RELHNEERRE , TESHARAETRE.

2. LLAWSIRF EEBESDEANRETHNE D

- REMAERYSEERNERE.
- RELEESENHEREAER,
- EHHEERMBENEARIELFIEIR,
3. MEFAURTELS DM FEME. BRLEEER AWS SEBR , YEBRSEERET .

o HEEFATEHI®E AWS IAM Identity Center (AWS BE—Z AW ERERA ) FHE.
- P BBEHEZARIELEN IAM AE,
- SHEHEERABRBNEARS , B IAM FHEHE S 9 REBEE,
- WFE IAM ERENFEMER , FSE IAM PN Z2REER.
4., RENLAEBE NWEAZEAAWS EEXEES, GEBUNS2EEME , LEASEMTE.
BENREAEEFBFHUMEERFEESBFRBRISEENMRE , LERRETUBEREEN
kM= EEEA,

- BUWIREZBE FH4HuHZRTE AWS (EERFERE,
« FRREFEEIRFBIHE A
6. BEIAVMANEZEHEERE  UTHEME P NENEBRREEX,

7. BEUERAEBRNFEERS  FRAUERAEBRNEABEREREFIBXE (RCPs) , #x#
BARFAZRE K IP bt EE S VPCsiFR,. HREAFZRAEMEFIWIRE |, 558 E VPC
IREBUER |, ST EBIREFERLEIRS (BRI REAMEERN). BABREMHE, RCPs
M VPC mBBERARETRARFBTHRER,ERBES, BRBEERAE , BEABRREERRER
M E S T E éﬂ&ﬁ%ﬁ)\ﬁﬂﬁﬁo AWS ZEEFREHEBRA T BB TERFEL , AP LEIR
F#HE , BEREAN. NEFHEN  S2REEAUERAERNBEENEIRE G B RZEH £
BEFEH.



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#id_root-user_manage_mfa
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-use-aws-defined-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html

AWS & A EREES

ZAAWS EEEEA

ERAWS EEB XA HEEE A URL (https://console.aws.amazon.com/) AWS & A B | IBAER
BENEREEE  BERAER IAMEAE, NRETHEEHECEVEERNERE , 20 HEHE
WEREEE,

BEAEEETZRENKRSFEE  WEEYT WASHEB AWS 1kRF. A%, REAESEUH
BN ERZE , Hl IAM EAEF AWS IAM Identity Center WEAE |, W A HIERFEERR.

IAM EAER DEBREBIFATAWS IRFE &5, B IAMERE

BEAR , MR ZERE AWSIRE = BIBEEA URL , Hla0 |
https://account_alias_or_id.signin.aws.amazon.com/console/MAREE AWS EA
URL https://console.aws.amazon.com/ o

BN WE—BERTREARS 5 BFRNE D AWS EEXEA, ELEAURTRKRFHME
ERFHPREAE. IAMERERBSACNES. NEFMENR , F28 AWS EETE A Getting
Started Guide F#Y Signing in to multiple accounts,

e
. BUREAE AWS BEIRA FHBA
« LLIAM EFIE AWS BEEEA BOoEA

NRETREBCRBERENERE , F2R WEHENERAEEE,

e

- URBRERE AWS EEFEE 5HFA
« LIAM ERE AWS EEBEEES §9EA

URERAE AWS EETEE SO0FA

BERE—NREY BEAWSIRE , 2R —EZXAG OB , X80 TBEEIRFEDPHFTE AWS RIE
MER, B9 #EA AWS tRF Theroot fEAE |, AEBFERAERARENIRE N E FE it ut MRBHE
AREH,

LRERETDEA 12


https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/account-root-user-type.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-user-type.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html

AWS & A EREES

/A Important
MAREBETEUREREREAEER. RELVREAERE , LKEARATAEHR
ERAEMITHER. NFELEBNZTREE , THREUREAEZANEY , F2H IAM £
AEEMTNEERERAEBENER

LRERZESDEA

BAUEEBRA PSS —EE 2K  UREAESFSBEAAWS EETRE, NFEFHES
AWS BB F A Getting Started Guide F#Y Signing in to multiple accounts.

ﬂllI
T
W
&0

AWS IRF £/ ¥/ AWS Organizations AJEER BIREAERRE , MABLERE EEE , EEH
REWREFFHTREAEDSE. WREELURERAESIIBA , F2H Y AWS IRF EARBEET
HIERE .

1. £ AWS BEE XA BB https://console.aws.amazon.com/o

® Note

MBEERERLLBIESEL IAM EFRESFSEAN , BN REREERAET IAM £
EERAEHH, BECHAREAEEFHBHEA,

2. EERERE,

LRERETDEA 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
https://console.aws.amazon.com/

AWS & A

EREER
Sign in
® Root user
Account owner that performs tasks requiring
unrestricted access. Learn more
'|JAM user
User within an account that performs daily tasks
Learn mora
Root user email address
username@example.com
3. ERFHAEEFHMHHUT  WARESHEFERAENEHNE FE4Ftut, RE , BT -2,
4, MRRRRETRELEZREZLERE , FBARUBENZAUEE, IREELIZTHZERE , FER
BRESAREHNBEE—AHFINEZERE,

® Tip
HEFMARESR (RER ) HEREFET , TEZEHK

Security check

Type the characters seen in the image below
i
£ 57

5. WAZBHNERE.

DRERESDEA




AWS & A

ERAEER

Root user signin o

Email: ysername@example.com

el i

Password Forgot password?

Sign in to a different account

Create a new AWS account

6. £ MFA BR&E. RIBERER,

7. &

REREGEE T MFA, BHRBINKERFHNRFERE ,
BABFERA MFA | EREZIEEN., MEHMEENR , 52 /BAWS Identity and Access
Management { A &) PHWAWS IRF RIEAENZERE.,

® Tip

ERLZLREER , RFIERER AWS HBTHNERFBRITERERERE , Ui
BB I AREIRENER . WREBEFWER , ERFEZURERAESSBA. BTE
IBERWUERE MFA, EEEBHBEAT , AEEERFEEEAUMTEEREBRFFIRER
ERTFNES. MEFMER , F52BAWS Identity and Access Management { £ &

EE) FHNETFEEKEIRFWREFRE,

BEA, AWS EEX#A FBENHR.

BoRER, FAWS EEIEA FBREEAEE,

H&EA

MRIGIE AWS tkF REAENFHAET , F2ETIER,

- MEREHENSE K FSBAWS IRF BERE,
- MEFARFERAENFMENR  FSBEH AWSIRF REAE,
o WEMME AR MEH B BB step-by-stepiR A , B2 BRI WBFERHEZRE AWS IRF,

3
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#id_root-user-access-management
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user.html

AWS & A EREES

UIAM £ E AWS EE XA OB A

IAM EHERE PEYNF D AWS IRF , EBE AWS EREBMNFFT. IAM EREERHEIRS ID
HAlE, EFAEEBNEREA. AMEREEBRALNEESRTE. IAMEAEEBAUR SR
W& , Bla Zhang , REF Bt |, HIA zhang@example.com. |AM ERE BB FREE S

¥, BUNEERNEFE, BFNFHE+ =, . @ _ -

® Tip
MRIEW IAM EFRECRAZEERZRE (MFA) , BLEREATINE 7 REBLE, WEFHMAE
A, F2EELR IAMEAEHMESR MFA £E,

LUIAM ERE B D E A

ZAILNEEBA PN E—BE 2K, LIAM EAESSBEA AWS EEXRE, MEFMEA ,
B AWS BB I A Getting Started Guide R #Y Signing in to multiple accountse

2
r

1. £ AWS BE XA BB https://console.aws.amazon.com/o

2. EEAEMEFEIHR. WAKRS ID (12 48 ) HEIA. BN IAM EREBBNERR.

@ Note

MREEBEEABRIAVBER IAM ERESDEA , ARFEAKRSZEA URL, BIF
BET 4 ABRF ID SAIE

BEZEA

MRIEH IAM EHECERA MFA , AWS 2 ERZuBRFSEERE D, NEFHMENR ,
FERAZEEERRE (MFA) AWS,

3
¢
8
=

SOBRBER , BAWS EEXRA BRERAEE.
Hib &
MRERE IAM EAENFEER , FSHTIER.

- W IAM B8 | B2 B {2 |dentity and Access Management ?
- W% AWS R IDsHVFEMERA , B2 BEAWS BHIRS ID REFBIE,

IAM ERESDZEA 16


https://docs.aws.amazon.com/signin/latest/userguide/user-types-list.html#iam-user-type
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_sign-in-mfa.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/multisession.html
https://console.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/console_account-alias.html

AWS & A EREES

- WFMMAER IAM £ & R iFstep-by-stepiR A , B2RAE = B IAM £ HE R AWS 1RF,

BUIAM ERES D EA 17



AWS & A EREES

ERALERAERNBRNERZEHBERRZFEZAFH

/A Important
FERARAFHERAMA. AWS BEARYAFAZRFINERAFRN, EEZHEBRE , F
ALNIRFSEBRATRAREER, EERMATEAREZN , KBUNERFTFIBRIRR
TEEN. F2HR CAERBERREATE S FIURH,

AWS Sign-In TEUERAEBRNBEERNERZESBER (RCPs) , LiEHEI¥ AWS Sign-In WFE., E5
PERE R, HEMNzE  FRAELEREREAWS EEIERA FHBETRIBFERHE S 2 NBEK
VE, HABRFERAE  EERRSERBRERBZIRERABVENERES Y, REEFBCREHE
HIRVRRE B | TREB A B AER,

AWS LIERAERNEABR

- EREER AWS 1RF,
- BIRFEESRFERSENERE 2 RRFEZEFH,

BRI HHE RCPs) :

« & AWS Organizations fEZEEBZLTER,
- EFMfERBIRFHARMEFNEE

(i

WMERREEREES BRI 2RI FIE, ESHHTREIFRMNAKREFNEARHR,
&

ELBRTEMRFEERN IAM F 2B BK,

f"|||

(@ Note

NEFEEREFBRNTBNG , SFEBERERNER | 5528 (AWS Organizations £/
HiEE) PHEREHER, AHERZERNUERSERN AWS B ABK,

AWS LERAERNEABEKN RCPs EAR TG DEREL E :

- AWS EEEFRE - FATEABRARREEREA



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html

AWS A &L
- AWS IAM Identity Center — £/ IAM Identity Center W EZEEE A,
- BE5PRMEE - EIB SAML =& OIDC BEE A,

- Bl AWS ZAEASHWEMAER — Amazon Connect, Amazon QuickSight, AWS Health
Dashboard, Amazon AppStream, Amazon Lightsail. AWS IQ.

EERFHENERAAFERFERSE (UL Sigv4 ZBAWS SDKs =% API 1Y ) R ERETFE.
SigVv4

AWS Sign-In I{RIFEE LB IR A ER K BUR

AWS EAEEEEEFIBNMERBERTAEANERERRNEFRZHBEK (RCPs) : 558
HE (FOREANEE) MSIRFANR (FoRIFRER ) . SEFLGHERERRPERNK
fr#&mel@, TRANSRIURNERMNEE, NFFHEER  F2RIENRIRESIE,

(® Note

HRREAEZA , ERBRTHRH , REFRHABRNENERSERHHE, EWPLLE
RN R EREAE R,

BrREcR  FEUEEBERANSIEBER. FEAEEAREN IAM BERAREHELERTE
A TEMRER , BIERFSRRRIRAt—4,

X EHENE

AWS BAEREEK ( LAERAERHNBIRN RCPs) XETHEE :
signin:Authenticate

EREWIZEABRETENERTMA (FAUFY ) B, ERALRERE , EERTAEEA
HE (BEAE. IAMERE ) GAZAEN , IEASFSRHEERL AWS STS (BEHEAE.
A ) NEABNRBEEARAREE,

XENGREE

#8 : aws:SourcelIp., aws:SourceVpc, aws:SourceVpce, aws:VpcSourcelIp, aws:Requestedf

EZEARLITEH €8 (aws:PrincipalArn, aws:PrincipalAccount) RiEARLLEE ,
RERERFERAENT D,

AWS Sign-In tAIFEE L E IR B ER R BUR 19



AWS & A EREES

signin:AuthorizeOAuth2Access

RAREXL OAuth REM. BoRERINR , RKEL OAuth RERKSEBILEF, LK, £
EFakBaokE R mMATEAZREKGSR.

XENRGEE

# : aws:SourceIp. aws:SourceVpc, aws:SourceVpce, aws:VpcSourcelIp., aws:Requested!

signin:CreateOAuth2Token

LR RBEARNELNRZE OAuth R, ERBREFIERNRER. ENMBEEMIHTERX
BIRER  SRRLEEF, TREGGSRELERBBTA,

XENREE

#8 : aws:SourcelIp. aws:SourceVpc, aws:SourceVpce, aws:VpcSourcelIp, aws:Requestedf

/A Important
B AWS BABEK (UERAEBNBIRD RCPs) B , 757253 51 PR
signin:AuthenticateXXNFERFE K
Rsignin:AuthorizeOAuth2Accesssignin:CreateOAuth2Token= X HFREBREHH
FIE={E8E., EHEEBAMEMH OAuth 2.0, EEKFREE=EEE. MRENBEREE B
£, AITERBEYENEE, MELE M VPC mBBKREEsignin: CreateAccount |, 5
2R AWS EB X RALEEFR.

X BN IRFRD|#

AWS Sign-In XEEREBRMERZFIBER (RCPsHM T oIk REI#, EAELSRRIFMERMN
BEMER S5 RIEHEIREF

- BB (FTEE

fE) : aws:SourceIp, aws:SourceVpc, aws:SourceVpce, aws:VpcSourcelp, aws:Requestec
- BOR ( BoBEEBHE) : aws:PrincipalArn., aws:PrincipalAccount,
- RBEE (ERBEXHRF ) : signin:PrincipalArn,

MBAEARL . EETEANE. EARMMKBENTAMER | FSMAWS ZAK4SRS
#,

XENRE R 8 20


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html

AWS & A EREES

R ERBERBERER RS FEERE
SeRIRAE

- AWS EREIFKE CLI,

- BHEM IAMFFA (2B AWS ZEBEE | AWSSigninResourcePolicyManagement)s
- BERBINMERER (1P EE., VPCs= VPC ind ) -

- EEREEFEENHRER (B2REEA ).

- MRENMBIRERB HENE , AFFHH AWS BARBITEHIRR (F2HAWS EAFEENBEAE

BiEE).

/A Important
EEERBEPRHAIZRARECZN , AWS ERELRE —EHKRNER  UHBRIERE
I, BRIFAAREGEERR , DAIFTAEERA  BRERERE K BLAETER, HFENERRER
By, BEMREREASNEE | AT FISE MRS HERN R,

--region us-east-1 A AWS BEABERLNMEBZAREEE . ERLKERLSEE AWS BH
R, BEREATUUEMESRBE.

SR BUERFTARIRN

BYERTFIESNNFAIRER, IEE ARERFE --region us-east-1( AWS Sign-In iR
BREZSHESFHBRESE ), HERSE (--source-vpc, --source-ip--requested-
region, . --excluded-principal) ERBERPHGRE. Fla0 , SEREIEAMRYE--
requested-region us-west-2¥T#ZE us-west-2 [BIFE AinE,

g5l - [RHE 2T VPC RIFE :

aws signin put-resource-permission-statement \
--source-vpc vpc-0abcl23def456789 \
--requested-region us-west-2 \
--excluded-principal "arn:aws:iam::123456789012:user/EmergencyAdmin" \
--client-token unique-request-id-12345 \
--region us-east-1

g5 - REBEZE 1P EAVFE

EAERBRRRERER A FHES

21



AWS & A EREES

aws signin put-resource-permission-statement \
--source-ip "IP_ADDRESS" \
--excluded-principal "arn:aws:iam::123456789012:role/BreakGlassRole" \
--region us-east-1

(® Note
--excluded-principal 2BEEEHRNER , UEBMERRE , WHEBRIFABERRF
HESEF.

SR 2 AT EAREER

TIZREEERRFHAR LA TR EZARFBEREHBIT, S URERE L ERFTAIRE
X, BERAERAaRECH , TEHHETHMG.

/A Warning

MRIEN R RFRETHR , NERBRBEFIBER (SCP) HEREHIERK (RCP) £
BAWS BARE  MAZZARETREEHETR., MAXZEAREZN , FEEL
T AT BRIR T EFEMRER |, W BRI FRBE(TIER signin: Authenticate., | H) SCP
signin:AuthorizeOAuth2Access@ RCPsignin:CreateOAuth2Token,

HABIRE :

aws signin put-console-authorization-configuration \
--target-id <your-aws-account-id> \
--region us-east-1

¥ AWS Organizations :

aws signin put-console-authorization-configuration \
--target-id <your-aws-organization-id> \
--region us-east-1

ERFEMERE

aws signin get-console-authorization-configuration \

SR MAXEREREERE 22
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--target-id <your-target-id> \
--region <your-region>

MREZE A REERE

aws signin delete-console-authorization-configuration \
--target-id <your-target-id> \
--region us-east-1

SEE 3 BB EHBGR
SIHFFERF I ERARS :

aws signin list-resource-permission-statements \
--max-results 50 \
--region <your-region>

HETEEBN S HBUR

aws signin get-resource-policy \
--region <your-region>

get-resource-policy WHEBEESEMAFIRARINZTEEREEEK, EAHEEATFRZ
Bl , SR BUR R R S TE Y IR ER

[E 430 7] A 1

FEARE APISBRRATE AWS BEEE, S UEERENEMEZRFULEL APIs,

/A Important

B AR (put-console-authorization-configuration, put-
resource-permission-statement, delete-console-authorization-
configuration, delete-resource-permission-statement) #Z%E%E us-
east-1EIHHPH T, £ FRIMEKRus-east- 1B EHEE. BHURE (get-
console-authorization-configuration, list-resource-permission-
statements, get-resource-policy) AILAREMEIHHIT.

HER 3 RRIEHBR 23



AWS & A EREES

TR
AWS BABEAEMERDER , TREIRABARRHTRME :

- BFHFRR ( B1E : signin:Authenticate) : T PBRBETR 2B , EWRBI B AFEREE
T5¥E. 2 EE8EIERaws :Principal ArnEEER  BAETEMNE 0 RHER. TELREER
B, signin:Principal Arn Al LA BR4GE FREMVMEEIR S, FEHREERD  UUERAMABEERGS
WHEITEEM

- BERBHIARN ( FE : signin:AuthorizeOAuth2Access. signin:CreateOAuth2Token) :
£ OAuth R X HIE | ERBEFTM. ARaws:Principal ArtnBRIFEZRFEA. FIEHERKER
59 B R SR ED AT U SL B B A 1T 5 A

EMERANHEESEN K RAETEAZEAFEH OAuth2.0 , EBRKEFEREME =A%, RE—EK
RN BESHER —EARBRAZRE, signin:Principal ArcnXEBRFEAE. IAMEAENAGRE
AR, aws:Principal ArnXEFMEZFEAER (BEAE. AMEAE, BEEI2FERE.
Af),

BRI

gHl 1 ERMKEAZMIEERERN RCP

THERZEHEBR (RCP) ER RN RMEAI AWS EE A BEBTHNAERFEA, BENHE
BRERARKRESFE, AR VPC IDsRHE—1 , RtBERESE=ZERRR |, #§ VPC RFEEHER
R EEA

EnforceNetworkPerimeterPreAuth BRRXER EFRERIBEEPsignin:PrincipalArn$k
BREEBRMIZESEA. EnforceNetworkPerimeterPostAuth AR EE S 2 EE
#aws:Principal ArnfEf RPEBRFEBRAWZEFEA . EnforceSourceVPCRegion FRIR AT HEREEK
EF/FE VPC B , RFEIEIEE VPC ZRHEHNFE.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "EnforceNetworkPerimeterPreAuth",
"Effect": "Deny",
"Principal": "*",
"Action": ["signin:Authenticate"],
"Resource": "*",

T RBUR R 24
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"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": [
"arn:aws:iam::111122223333:roo0t",
"arn:aws:iam: :444455556666:root",
"arn:aws:iam::777788889999:user/EmergencyUser",
"arn:aws:iam::777788889999:ro0le/0rgBreakGlassRole"

]
},
"NotIpAddressIfExists": {

"aws:Sourcelp": "<my-corporate-cidr>"

I
"StringNotEquals": {
"aws:SourceVpc": "<my-vpc>"
}
}
},
{
"Sid": "EnforceNetworkPerimeterPostAuth",
"Effect": "Deny",
"Principal": "*",
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {

"aws:PrincipalArn": [
"arn:aws:iam::111122223333:roo0t",
"arn:aws:iam: :444455556666:r00t",
"arn:aws:iam::777788889999:user/EmergencyUser",
"arn:aws:iam::777788889999:r0le/0OrgBreakGlassRole"

]

I

"NotIpAddressIfExists": {
"aws:Sourcelp": "<my-corporate-cidr>"

},

"StringNotEquals": {

"aws:SourceVpc": "<my-vpc>"

}
}
I
{
"Sid": "EnforceSourceVPCRegion",
"Effect": "Deny",
"Principal": "*",

g1 . EREREENPRERN RCP 25
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"Action": [
"signin:Authenticate",
"signin:CreateOAuth2Token",
"signin:AuthorizeOAuth2Access"

1,

"Resource": "*",

"Condition": {

"StringEquals": {

"aws:SourceVpc": "<my-vpc>"
I
"StringNotEqualsIfExists": {
"aws:RequestedRegion": "<my-vpc-region>"
}
}
}
]
}
LEBUR

- BRIFBRRBELTF IP @ERLT VPC , RAIEREFWMEAEH. HBRABIIRER IAM FHESE
B signin:PrincipalArn ( ELERE ) Bk,

- BRIEFRBANTE IP EEH VPC , FAIIER OAuth BRI R, HEBRIBIRSE. IAM EAENACEE
B aws:PrincipalArn ( 7 BEBEELEHSE ) Bk,

- MRFBERRBIEEW VPC , BEEFHTHERF , BIFELTFE. AWSVPC IDsEM—/ , mBEHEEH
VPC ID AIABEERATER/ B,

- BRER RCP B , B2 EREEH AWS Organization,

g0l 2 BEEHRERAZ IP EEIRNEREBE

THERREBRESERLIRETIMRIEE IPH#E2AREBRNAMBEETA , B FFEA.
BEILEMERRR : FARKEEEsignin:Principal Atn&BHBRB AR , URERAS
Haws :Principal Arn& 8RB ZBRRR,

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Deny",
"Principal": { "AwS": "*" },

62 BRYREFTAZ IP RFRNEREBRE 26
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"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": "<excluded-principal-arn>"
.
"NotIpAddress": {
"aws:Sourcelp": "<my-corporate-cidr>"

3,
"StringEquals": {
"aws:ResourceAccount": "<my-aws-account-id>"

}
.
{
"Effect": "Deny",
"Principal": { "AwS": "*" },
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"aws:PrincipalArn": "<excluded-principal-arn>"

1,
"NotIpAddress": {
"aws:Sourcelp": "<my-corporate-cidr>"

I
"StringEquals": {
"aws:ResourceAccount": "<my-aws-account-id>"

LEBUR -

- EREEFETE  BRIETHR IP &E EiE<my-corporate-cidr>,

« £/ signin:PrincipalArn ( HERE ) M aws:PrincipalArn ( BE® ) BERNZETA
BERRTE MR PR &2 M

- EEARREEREBERNESEIRFE (B #Bl<my-aws-account-id>).
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REER

X EHRN ERUETRSERTH

AWS BB ELEREDRIPITERARERRZH , REED—BHKRNERE, EELERE
PEER , signin:Principal ArnfRG€BERABERE. AMFHENACEHR., ERERE

E¥ , aws:Principal Arnff 4 R5IREHBRATEEZFEARE (RBEAE. IAMERE, BISeEoEA
&, AR),

RN ERZZAN , BUR\RGASNBERBRFRERR , AIERTHSE MRS HENRR,
BERNRIBERSR

1. EBIHERRHY IAM A€ ( $l%1 BreakGlassRole)s
2. HREBRNAE , EAGEEERRPEE MFA,

3. ERTFHKRESPRIAERMENREKFTT.
4

EERFH (signin:PrincipalArn) MERE % (aws:PrincipalArn) BURBR R FEEHEBREY
F 8 ARN,

REERER , WiSHREMERE /AE AWS,
6. EMARASFROTEEFIRE , SUEIEEFTEREN

o

R R F RS

BRT RPN BTN S FRAEIRAREEREAHEZAR  RHEANERTE

- ABAENEFIR  TRAREBREEAREHNETZEEEA, EMTERARER Sigv4
WEMW API FR, WRLEEXRFER (W, RENFRES. BRFAR) , BEA
©RFEWsignin:DeleteConsoleAuthorizationConfiguration MR HIBEK, &
ABR MBI Esignin:DeleteConsoleAuthorizationConfiguration®Fd ( @81
AWSSignInResourcePolicyManagementZEHEH ). AWS BERERZAERMIIERY
IAM EREFRS®, HRKEIIRS , EBRFEEESETUENREIRF (aws sts assume-role)
OrganizationAccountAccessRoled#EE , LB ELREEAER,

- AWS XEER : BENREAEIRFEFBANEFERBRIGERIRE, WRIERTRBNERR
ATEEERESEER , AWS Support I E & 7 RERRHEFRAORLES. IETBEEREFK
AEZERER K RNRFEIHEE , F2H .
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EEBEAAE

AWS ZEBLERBEAFRBREIRFHFE A , TEARGM RCPs EEIEBNREHZ, Rz,
M OU , BALUSIRF—RBA—E , IEDPUNBFBE , LEAKRETETNMBERAEHER
EIMIRF 25

AR IERRE

1. EAZEMRRHIELE—FAIRRR,
EREERFPRAIZARE,
RAFNEENERAATEZEEN

#:BY Amazon CloudTrail B ARERBERFTMET A
5 B HEBR Y = BRI 2 A
BEREREIEAARMNIRS,

FEEERF PRSIET 2 aETER,

N o o bk~ W Db

& Adefense-in-depth#y & 5t

EEEZNZEREPEH AWS LEABRSERNBRNEREHERRES—B. AWS BABE
SRBEBRVENIRISREETZETFHN. SEMHEAMBRREEES K UEVLHEMNFEIURS

« AWS BANBEK (UERAEBRNEERMN RCPs) : RIZBF2H. HEANZENERVENERS
DRREEEEFE

« IAM BUR : BHEREEZEARATATHEE.

« RIGIZHIBER (SCPs) : EFME X R BEAREEBAVFTTEMN.

« VPC imBBUR : #2517 LUEIB VPC i R 17 BV L AR B AR = o

BRI

AWS CloudTrail & B BIF2# P8 AWS B ABURFI L FMAEAERE, £ CloudTrail S4B &R
BEEEAREIN X, NEERNAREH , FEBEYRIBEHRILE Amazon S3 ( FSHEILR
), MENRETR , FEIFE AWS BASHH Amazon EventBridge F Bl #BERERARNTE
CloudWatch Logs HE#HH , UAREERERMHEET , IEBHEEEREM SIEM BRA R,

EEIENAE 29


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

AWS B A fEREEE
(EESY
B B 18 R BT

[RE|EIZREFIMAT VPCsEZAR IP #E. $HEERIRFERAEREBR , S HRMEEB RS
VITEAERZFBUR (RCPs) , B REREARRESENRBVEZA  FLERELBEHFR
EERERIREREF,

EHRE : NAERMBETREFNHREE L AR IZERN AWS VPCs, tifigRE—IRFH
EEEME RCP RREEREBKR , HREFMAEMBREN , ANEERSEEENEIRERT
i,

BREXR

FEMREFIERFNERER, FZERARBEREBRBERMLERHHHBRRENFRN.
AWS B ABRREMHAIEZETHITHERS , URAFSELER,

EHIRS  SRRBELRAMLBERERZEMBENETEENER, MFFEH RCPs R# | #1TE
B AR B PR & |, A #ESE AWS CloudTrail BESEA SR EBIR,
ZIRFEE

¥ AWS Organizations B —HH A FIEE. £ RCPs HFrE K Bk P EFI#TRERE
RE , BER—BHNZRE , MEFERIRSBRERE,

BB - HA 100 B £ AWS tRFREEER RCPsIEHIFATHE , EXMATZREFIR
BEEBA VPC ini , LRI A IR P VR H — 3,

B = FEUES

HEREIREFIRERTREMBRNSFERHIEATRE, BRTURNBETHELRE, BERZR
MEREFN , IFEXEEBRLRENRE,

BHIRS : NRAFBERTHALARSEESFIE, MR UNERAERNEE , EAFRE
ANTEINEA IP BEFE , HEAFERIGERBN IAM BEFEL

PR&IEZESESEE BT

ERFHEEENEREAAWS EEFEE  WHEEMBEHMER K ERERULEAMN. SHR
AEMA VPC ImHERES 7RI ZARFNEFEERR, FEZTREZANEIEERFHEX
RGTEE; AWS BEABKRAEREIRARARARE K MARBERENERIURA,

BHIRS R RBREHEESMEA THE, tfIERE RCP , EBEESEHE ARNs LIS
BEXRNEEEBEA, EEERBEAERN Amazon EC2 BTERBAGELEA XS, AT

EIEESY) 30
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TRBENER  EEREFEENARGF. ERRTHTERACEAERARIELEEAN
EREM,

¥ A FEUE S E TR ER
HRUERAREBNZEABRPIRERGRYE  REEZEA
E AWS EABGKRIEBEFEIE , B FdR THES —EERAS -

ENETREBFEFTLERE, FEA XK. 1 (LEBERSERNBERIEERE )
TR R BMAVEER L (RCP {EABBRFER] )

"EREAY  FEFIULIRFS  FRTAENHEREA , SIHEENEESUIEFMEN. (RER
48 )

MREGEITELER , ERAREXAFEFR , FHBEEN AWS EEE, 1] LARES
CloudTrail B 2ABerrorMessage "HERBEBEMELIRE,) 3 "HEREFIBEMEER
¥, ConsolelLogintE# , LA B HRLE BURBUR N IEE FEL

ARERE :

- BHRIR IP it RFE A FFH CIDR EE R,

- BREBREIFFEN VPC =% VPC iHE,

- BEEFRNESZEARBTIFERETNRAREE,
- BMWZEFEA ARN RIERFIEBRNIEBREZFEAF,

- BRBIECERH , BEHMKRLHER.

BRI E -

- NG EEREL MR VPN,

- MREERE VPC inRE RS , FAHRNGEEEBIEHEN VPC ImFEF .

- RSN AWS EE B RFBURIAR | WML CERE.

- MRERELBRER , FHRFEEN TR ARN EHFRERFEP D ERRTE,
- MRFROETTBREE  FEREIERLHERT TN

HRPEBLBENEES .

HEELFIURRIETREDE 31
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- REBIBURITEEHM AWS CloudTrail B , LA BIBRL BURBRIR X IEEFH.

- £/ aws signin get-resource-policy X#2Ei B BRI BURERE,

- BREAENBERUERFSBERPHES,

- MREFEAEFRRNBERRS  FHEFC ERIEHFRNER,

RBAXZaRER K BNIRFERHE

NMREEREFERARE , B BEABFIENIRS , AIEBBIBTERERZE , &8 REREDER
Zit Ao

BZEBREANERNSFIE , ERERRNENIRFEENTHNEAESR.
BIE 1 AR FE (AWS CLI 5 SDK)

FREABRERREEARESNEREEZA. EMTEARER Sigv4 £EMN API 55

Ko, MREERARER (Hlw, RENFRER. BIRFAR ) , FEATEKFY
Wsignin:DeleteConsoleAuthorizationConfigurationfMBRIREIBEK. EBEANEAER
MHEBHFW BEF

Alsignin:DeleteConsoleAuthorizationConfiguration, AWSSignInResourcePolicyManageme
SEHE I E I permission. AWS recommends temporary credentials over long-

term IAM user access key, TR EIRF , EREIRFEESAUEREIIRFPESE
OrganizationAccountAccessRole , UEVGERIEEAER, LABGTSEZBMABBHNIRS B
BEIR,

aws signin delete-console-authorization-configuration \
--target-id <your-aws-account-id> \
--region us-east-1

S M BR 4 E B AT RRIR K

# First, list statements to get the statement ID
aws signin list-resource-permission-statements \
--region us-east-1

# Then delete the problematic statement

aws signin delete-resource-permission-statement \
--statement-id <statement-id> \
--region us-east-1

RAEZRARER  BNIRFEIHE 32
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BIE 2 Biig AWS X

MBEBREENRGTEIE  BEEM#EH OrganizationAccountAccessRole #1TIRFEEEL , FEH#
#& AWS Support AR B S EBRZERF.

EEEFHNEEFRNNOT :

1. WMRBEEFER LRBEMREE  FEIEHRORAIL AWS XERH, AWS XEBEBREELHN

REZAIBRIBEN T Y. BEF EVRSERIREAFRFEF B4, HEEFERITU
HEFIRFZLREE,

2. AWS X ERFRIEATFINEERHEREBERHEMERK.

3. AWS XEEHABERAOMLER. FRLLER  £8F
signin:DeleteConsoleAuthorizationConfigurationZfF RS ER IAM EEE A,
HEF AT AT EEMBRESEEN RS REARE,

/A Important

ERAODRULEBRIRFHNEEIZAREERE  SEMEERFIRREN. BRAOMLT
AAEMREUERSERR AWS EABK,

==

ERADMPBILER ST AWS Support £A 72 NFERIBH, MREBREEZEFBRATRER ,
AWS Support AEFHRABER

aﬂnll
=
R

EXNNSFIE R

- BMEYEMENERTIREN , LBEEERENECHRER,
- FENRATZRAREZN , REBNERAIREREFN.
- ERENERREFUHRRSE,

RN EET —EHSUZER
BRBESLHER  BHERTEBEL EHBM,
BRITE -

- EITBEREBELUTHREEHERE , BEFEYE,
- £ get-resource-policy®THRBENEE :

BTN EET —EBFLAEN 33
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ERAEER

aws signin get-resource-policy --region <your-region>

- BREBERIMEEMHH AWS CloudTrail B , LARESRIE £ BE,
- BREHAREEAERNEDS (BAREXEMFEM us-east-1),
- WRMFEA VPC in BB R4 |, 55 VPC WM B Rt B EREE.

FRNBRERHE :

- REWEAET : BESTESRIEAET, BRENBIBERRIIAFEA incognito 17 5 SR E
REE,

- BREAN  MRELEZEFARRR , FRIACTHATSHEULER, FH get-resource-
policyR#REIE BFBUER,

« VPC SBHBUR : AWS EABKAE VPC i BUREEFERA. MEHLBEAHFENEFE.

pu]

BTN EET —EBFLAEN

34
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AWS EABRHGB/SE

LEEHEHETRE AWS RAEREBEMNERIEHBER (RCPs) HEANKREH SIS , YEREES
8818 M ABEER MBI E, RA signin:PrincipalArn EE AWS R Sign-In ; HA4LBIE AWS £
Bt IEL2EHESRER , FSHAWS 2HEHFABEH.

BRI SRS = h B A R RSB | 28 AWS Sign-In EIE. ERAEERA
@,

W B R 28R

EEFGRSIBEREBFRIRF. AWS ZEASEHEEREBEEM RCPs #FTE
AWS & ABIE (signin:Authenticate, signin:AuthorizeOAuth2Access#l
signin:CreateOAuth2Token) #1751,

HRBERGEES
ok 42 EET R EA ERAREA
aws:Sourcelp IpAddress , NE P ks CIDR €58 EFREA VPC i BhEF
NotIpAddress R EE. EHERFRER
e VPC B RHEEE
AIfExistsiE®E ¥,
aws :Sourc StringEquals , VPCID (vpc-xxxxx REEFRER VPC iR
eVpc StringNot XXX ) REFFIEHE, BE A4
Equals aws : RequestedRegio
n BABFIEEESE VPC ID
&R,
aws :Sourc StringEquals , VPC %% ID (vpce- REEHREA VPC %
eVpce StringNot XXXXXXXX ) HETEHR,
Equals
aws :VpcSo IpAddress , VPC AMFAE IP —f&fE A aws:VpcSo
urcelp NotIpAddress urcelp RGSWEHE

aws :SourceVpc E

R B R £ 35


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssignin.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssignin.html

AWS E A EREES

ok 442 EET A ERARA
aws :SourceVpce &#
28,
aws :Reque StringEquals , B#& AWS EiF#% BREMFEH
stedRegion StringNot BFaws :SourceVpc BFIE
Equals EEF VPC ID HR, &

AEEZERSE.

/A Important

B —FREE aws:Sourcelp ( AEMEE ) = aws:SourceVpc(VPC i ) , MIEME, #&
BREMEREHNIEERER  BFEHAIfExistsBEF (@ NotIpAddressIfExists)
R S R B Y BROR =

S o BiRrRD| 8

ELRERSIBEEREREBROAE., eMEERARRIZBE
(signin:AuthorizeOAuth2Access Ml signin:CreateOAuth2Token) , EFERI TR E 5,

BoBRERSIR
i & EHE T BT kY]]
aws:Princ ArnEquals , EEE IAM 8K arn:aws:i
ipalAzrn ArnLike, ArnNotEqu ARN am: : 12345
als ,StringEqu 6789012 :usexr/
als ,StringlLike alice ,arn:aws:i
am: : 12345
6789012:role/
Admin
aws:Princ StringEquals , AWS ZFEAWIRFE ID 123456789012
ipalAccou StringNotEquals
nt

SRR R 8
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PR75 45 E (R 4-£ 488 : signin : PrincipalArn

T oGS BEB AWS A Sign-In , TE2E AWS €8, EERFITMEHETA, €582
BFESTHZEIsignin:PrincipalArn , £/ FAFIEBEBEANEFTEA. E- WHELERIJHEE
Haws:PrincipalArn , ERBE2 & T 8EEA,

BT

ARN iZZ ¥ (ArnEquals. ArnLike, ArnNotEquals. ArnNotLike) MIFHEE T
(StringEquals., StringlLike),

AR

AWS EASEEBRIRER (signin:AuthenticateBifE ) WERARDEEL&E, ©TER
REEEBE (signin:AuthorizeOAuth2Access #l signin:CreateOAuth2Token)s

ARN, f£f ARN BEETMEFHER T,
EE=Ei

LERSEBKBERMN RCPs,

£/ ARN EEFRIERE. B EETIETAER !

- AWSIRF HBEH%E (arn:aws:iam: :123456789012:root)
« IAM EF#& (arn:aws:iam::123456789012:user/user-name)
« IAM A€ (arn:aws:iam::123456789012:role/role-name)

EARE : RN ERE 5 HREMBERSE I, BIEEE , AR NHEAAEEFIRE R8T
BRI,

g6 - ERRERERERRNALBEFE , REAERN

{

BRIEASE 2488 : signin : PrincipalArn 37
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Principal": { "AwS": "*" },
"Action": ["signin:Authenticate"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"signin:PrincipalArn": "arn:aws:iam::123456789012:root"
},
"NotIpAddress": {
"aws:Sourcelp": "203.0.113.0/24"
.
"StringEquals": {
"aws:ResourceAccount": "123456789012"

}
},
{
"Effect": "Deny",
"Principal”: { "AwWS": "*" 3},
"Action": ["signin:CreateOAuth2Token", "signin:AuthorizeOAuth2Access"],
"Resource": "*",
"Condition": {
"ArnNotEquals": {
"aws:PrincipalArn": "arn:aws:iam::123456789012:root"
.
"NotIpAddress": {
"aws:Sourcelp": "203.0.113.0/24"
},
"StringEquals": {
"aws:ResourceAccount": "123456789012"

WWBERIEBH 203.0.113.0/24 1P EELUAN TR A ZE , ERFREAERN, BABRIFHRRN
FH EE2BRBERZEIsignin:Principal AtnR&REAE, BoBREBFERANSE OAuth 1
BRMEIR |, aws:Principal ArnfEf EE I RBRBEMEENETEA. FSB BEEHEH,

BRIEASE 2488 : signin : PrincipalArn 38
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KEMER R R 5| A4

REBENRERSI BT AM
R Signin : Authenticat & A : Author signin : Cr
e izeOAuth2Access eateOAuth2Token
aws :Sourcelp = = =
aws:SourceVpc = = =
aws :SourceVpce = = =
aws :VpcSourcelp = = =
aws :RequestedRegio = = =
n
aws:PrincipalArn - = =
aws:PrincipalAccou - v =
nt
signin:PrincipalAr = - -
n
(® Note

signin:CreateAccount BMEFERARERANEFIMN VPC WmHBE , TEHARERER
KM RCPs, REHZHEBNBRESERGERSIR, F2REIRELEFIL

MEAEEA

- FANERAERNEENEREFBEREHEZRAEER
- AWS EEXRE IEEN

- AWS &R BE

- AWS Sign-In &1, ERMNE4EERSIE

RENERYIRAF SR 51 T A ik 39


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awssignin.html
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AEH AWS ZELA O #85

IAM Identity Center FEY{E A& 2 B E AWS Organizations. 1AM Identity Center A &Y 5 F & ] LA
FSENZE A URL B AEN AWS FEA O/ , UIFEZE AWS tkF MEXERAER. IFH5E
BA URL WEFMER , 528 AWS FELA O,

£ 1AM Identity Center FLUAERE AWS IRF 2B A ZHl , m EWETIHEEA,

® Note
BAR , B0 AWS FRAORYE TEREERHA 8 NNy, BLRKE 8 NNFREBAEA,

AEH AWS FHLA D #8h

1. ERBRAEY  BEZBEFH4REMNEA URL BEL | fl0
https://your_subdomain.awsapps.com/startHE#E URL &= https://[TIAM
Identity Center instance ID].portal.[Region].app.aws. SR#IZ Enter £,

2. HERAEHNATARAESY (HIMEREZBNER ) BA.

(® Note
MREHERSAEELEFBH —RAMER (OTP), MERLE—REA , FRARR
Bo BAR , BUARARRNEAERIUFZR,

3. MERKERCREURER  FREENELEHMH. AREEARERILRIEARH,

@ Note

REGEEEBEFBMHEE  EXNAETREAMTE. WRENEFEBHH KK
IR  FAHENEERUNEREGBNFAER,

ZALH AWS FEA OB 40
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4. WRBETE IAM Identity Center R AENFERAERA MFA , BRI UFERECEITS 2 RE.
5. BoBmBEZ2R , BUUEFERA OB HBNEM AWS tkRF F EARK,

a. HEEA, AWS EEIRA FEEFRFRIIER , AR ENZEENEBIRS

ERAEN AERIER, EFRFNAGEBURMAWS EEEZE, BEFNMEIRIW
BoutiREARTFRNEAER.
b. BERAEARSIFBUBERITHANEAER K ARBELEFINEREXE R,

£ IAM Identity Center FEAERAEE D EA , JAZERZAER , LERENHERENER , B
ATEREBE, BRIRFER , FAETUEA AWS IRF 8 /N, 1AM Identity Center EXE S A LAEETRE
HUIFERSR  MBE 15 7 EBIHRERE 90 XK. TEMRERE , BUUBXE A,

Hth &
MRS E |IAM Identity Center RERENFHEN , FSETIER.

« 0% IAM Identity Center Y8 , F52 [ 11 =2 IAM Identity Center ?

- W% AWS FIRA DML EFRER  F2RER AWS FEA DML,

* W% IAM Identity Center THEFEERNFMEN , F2REAES I BE.

- WMEMMEFER IAM Identity Center {F i & ZEstep-by-stepiR B , FE2B H =i B9 IAM Identity
Center 16 AWS 1RF,

- MREHLEHNEBEE IP NBFHERE , BAREFEAIEMEE , LB NFERAEN AWS FEA
O#8%k. 1AM Identity Center R B IPv4 FIEHBIRR, MREHNBEFER IPve , FERAEHE
iR AE, MEFEAIHMEBNFREN  F2H EMEEATEENEE,

HiEHR 41


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/authconcept.html

AWS & A EREES

#EIB & A AWS Command Line Interface

AR B AWS CLI B0 BRESN AWS, BEERESEIERENZL2ERNSE,

- BATRABASHEA (BE) NREEMRIES. IAM EAED IAM BE AWS RFFE,
« £/ IAM Identity Center 2 AE R E A MREAFEA Identity Center 1T AWS 1R FFHL,

EREEEEABREAN (BR)

WEDRBEHEVBLZEEEABEAERE BEEHR AWS CLI , BETLUERFRERNLEDER
BLAWS BREREFT A XBEBRER . SIS EAMEE T EESEENREEAEZR | Hli0 AWS
CLI, AWS SDKs # AWS Tools for PowerShell,

FORIRH

- B¥E AWSCLl, MEFHMEF , F2RLZEIEMEZIRAEH AWS CLI, A aws loginfi®
FE 2.32.0 IR,

« LLAWS EETHEA REAE. IAM EAEFEBR IAM BE S 2B ANTFIE, WREEA IAM
Identity Center , 551 IAM Identity Center A E R EARARE -

- BRIAM B9 EEBEEN,. # SigninLocalDevelopmentAccess ZEBERIEZEZIER IAM F
. ACyBEE. NREURERAEFDEA , IFEEEANT,

ERAFEEERAEREA
1. BOTTIasURBRERESTRIEBRES

$ aws login

aws login WS XEHERAZSH
« aws login --remote - EEMNRETXEBERT , ARNBERES 7BE

@ Note

B AR FIEEESEE (aws login) MEHEE (aws login --remote) F 7 BRFEM
FE, EEHEEN IAM BEEHRFERTHER ARNs,

ERTFZRAEEAEREAN (BE) 42


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/SignInLocalDevelopmentAccess.html

AWS & A EREES

* arn:aws:signin:region:account-id:oauth2/public-client/
localhost — £tk ARN 28 ETHENEE S 2 EEaws login.

* arn:aws:signin:region:account-id:oauth2/public-client/remote —
AL ARN B2 ETERE S 7 Faws login --remote,

SN

« aws login --profile profile-name - ERSERERETE D BRFE
- aws login --region region- AR EEHFETE D EE

2. BEKREEDHETR, T EDRAREHNTERZES I ERTREsREBEEF. EoRER
% , &K AWS CLI THERBRERHRRA 12 N,

3. BERERITIEME , FEA

$ aws logout

WMREER URBRERTTHRNEI AWS R AWS Tools for PowerShell , 552 B#ER AWS BFEAR
PowerShell B9 AWS T E, MR&EFEHNIE AWS SDKs |, 52 B#FEH AWS SDKsFM T E#TE 5 5H
F1FEL,

£ IAM Identity Center & AERIZE A

AWS 1FEXA O #8354 T2 IAM Identity Center EF HEEFIEE , AWS tRF WEHS WiRREZE2BAE
# AWS CLI, MEMMERSELBEABRNFHEN , F2E8 NESITAME AWS ZExR ID, &#7
LA AWS CLI B 2 EBE A IAM Identity Center BaEEA &

£/ IAM Identity Center ZAZ R ZE A
1. HEREBEERLREL
2. MRBRE-REAN, BEHaws configure ssoffBRELNRER.

=
3. RERERR, FHTTIHS  KARERKREPHERRE

$ aws sso login --profile my-profile

Hfb &7

MREBEFRADTIEANFRER , F2RTIHER.

& /A IAM Identity Center A B RIZE A 43


https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html
https://docs.aws.amazon.com/powershell/v5/userguide/creds-idc.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-prereqs
https://docs.aws.amazon.com/cli/latest/userguide/sso-configure-profile-token.html#sso-configure-profile-token-auto-sso

AWS & A EREEmR

- MEFAEEAZAERET AWS AR ZNFMREN , F28 AWS CLI W B2 RFNEFIE
AEHR,

. WFE AWS CLI B ARFHNFHMEEN , F2BEA NWEHBIETRE AWS CLI,

* 0% IAM Identity Center #HREMVFFHHE A , FESREERE AWS CLI B IAM Identity Centero
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Ho ZBEERENERTH Z2IP HEr o AR

EERBRERFERER , A EEMBRIER AWS 2R ID.
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- FTEFERENRSEE , FlNEE AWS IRF 5 ERAEXFHIEENBERAELRE,
TEEAREMBRAENIE, IAM Identity Center = IAM EA &, BERIKS,
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FE1FHUER AWS Organizations.

Z 8 AWS Z#E= ID RERE

AWS 2= ID RESE ID A —NE B4t , ERATNEY S EEFEFibit. B |, EA
ZfE AWS E#E X ID Wt 2R A LEE AWS BER ID LRARNMERE, MR, BHRE AWS
EBBxXIDEAWS TENBRBHINMBEEBRERE—

EEIRA 1AM Identity Center &% AWS E#EXR ID WEIHE 62



AWS & A EREES

ZH AWS

B AR AWS IRE BURREEMEERMN AWS FHE. BULIRIRERERE. 1AM 4
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L @ Any Town ¥ example.com ¥

Reset to default layout + Add widgets

AWS Health infe

Open issues

O Past 7 days
Scheduled changes

D Upcoming and past 7 days
Other notifications

0 Past 7 days

3. EHEERHEE, RERERBERANKFEREMARTE,

« MRERABA—EIRFE , FEIEH,

< EREHAEIERER , URREEABES D,

< EREH B TFEERUELEERNE S
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WEBAZERFNFHEESR  F2RAWS EBXEE ( AMER) PHEAZEIRF.

ZHEN AWS ZELA O,
BHEN AWS FEA OB

1. BERLANERESS K BEENEAEEE,
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AWS access portal

Applications

Applications (2)

Q. Find applications by name

AmazonQ QuickSight
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BEED AWS FIAOMY , AIFEEABEA , MEFRHUEHEAER.

%t AWS Builder ID

&EZFH AWS Builder ID 2 HEEFE AWS VIR , BABERHZRKE . MEEEEZEH AWS &
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Account ID
0 1111-2222-3333

IAM user
[C] carlos

Account

Organization

Service Quotas

Billing and Cost Management

Security credentials

Role history

{ Turn on multi-session support :}

\,
B —————————————————————————————————1

{ Switch role }@

FE AWS 1R ID MBIR AR &KX ID EFEEF , F2REN AWS 1RF ID REBIE,

HEERNIRFRER

MBHRHIRFEF B4t BT | AWS AESERGIZM A MERRE, ZEHIRIE  Bh

EEEW HEBNE FEY AWS 1RF |, LUEYSRE Amazon Web Services HFAE.. EFE4ithit
BA @S|gn|n aws = @verify.signin.aws &2, FERBAEPTHNIETE ﬁo MREERFHRZEFEA
g, EERNNRBUHERK, ELCREENEFBHNTT , 20 RELFIREN WEFH
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BEERENRERERR
1. £ AWS SN E T uRBUAREAENSI2EA AWS EEFRE, RBREET -5,

Signin

@® Root user
Account owner that performs tasks requiring

unrestricted access. Learn more
"|AM user
User within an account that performs daily tasks

Learn more

Root user emall address

usernameilexample. com

(® Note

MEEAWS EBXHAFER IAMEFAERAEREA |, AIXNALREYH , FTHEERBER
EZB. WREHFINRFEBHN IAM FAEEAER , FEZFHEKISEM Sign-in using
root account credentials (FEARIRF BEREAN). MEFE , FREECWIRFEFH4
it | SREIBIE Next (T—2F) , LAEE Root user sign in (ABEHZEZEA) B,

2. EESRERE?
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ERAEER

Password

Root user sign in

Email: username@example.com

Forgot password?

3. ERERERISR. MREELITHEERE ,

B, TEERSFREREENESL,

s

Password recovery

Email address

username@example.com

Type the characters seen
below

in the image

=
=

KRRESHARENEE-EFTFINRSR

4. TEREBEBRERSRE  SERI-RAAL  BEFEEEEEEN HEBNE FEAbi AWS ik

E.

BEERFREFNETBHSEEEAREL WE T4 AWS 1RF,

SR WAREAERR AWS 1RF
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® Note
ETFEHREBER A @signin.aws 5 @verify.signin.aws B tbit,

5. EHAWS ETEHFHRHENEFUEREN AWS RERERR,
6. WEFSSIEEIEMNME , NABIFNRERERR,

Reset password

New password

Confirm new password

BB RBERRNNERE . KD EREBEERE TES.

Password reset successful

Your password has been updated successfully. Sign in
to access AWS properties.

NBERREAEBBOHMET, , BSMNAEREARER AWS K05 2

. =aC B9 IAM EREZEE AWS IRF

HEEE IAMEAERE , ELERAEEN. NFER IAM EAERRNFEEN

IAM £ & {2 F B & 215,

3
¢

SR W IAM EAE R AWS 1RF
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Sign in as IAM user

Account ID (12 digits) or account alias

111122223333

|AM user name

Password

[ Remember this account

Sign in using root user email

Forgot password?

Account owners, return to the main sign-in page and
sign in using your email address. |1AM users, only your
administrator can reset your password. For help,
contact the administrator that provided you with your
user name. Learn more

ERZLZE , XEEEZFN RHIBELHNEAER.
WMEFEER IAM EAERBNFRES , F2RNAERERISE AWS BEREE ?

EFETHREESNMNERENZE  B2HEE IAM FHENZG,

LS RCEAY MBS 5 2 2 AWS 1RF

BESE2BEALL AWS tRF NS 2 FM . ERAPHNAERE D EEREBS S0 MAZEA, £
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REHFRBAERUEA,
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WMRIEH AWS IRF BEF  MEBESERE  F2ROMEFRARNEE AWS RS ?
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MREERT -1, BUEBERIEENIES X EFR <& |, & BSHEL.

T EERIE AWS Billing BREIRERE
MREEEZAEH , AWS tkRF WA EHIZ AWS Biling RIEIRE R E , 4“7L15£L¢EE$D¢EFSE
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Sign in

Username
Jane_Doe

. Remember username

2. BESREERE  WTEMR.

Sign in

Username: Jane_Doe (not you?)

Password
Show password Forgot password

I Cancel ‘

3. EHMEBRERIER.
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Forgot password

Verify that you're a real person. Enter the
characters from the image below.

Username: Jane_Doe

r25br2n- o
]

Cancel

4. TEREBRERSRR  SERIUTAR A BRECKI-HEFBHAE , TARERER.

(3) Reset password email sent

Please check your inbox. If you did
not receive a password reset email,
confirm that your username is
correct, or ask your administrator
to check your registered email.
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"Effect": "Allow",

"Action": [
"signin:PutConsoleAuthorizationConfiguration",
"signin:GetConsoleAuthorizationConfiguration",
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"signin:DeleteResourcePermissionStatement",
"signin:ListResourcePermissionStatements",
"signin:GetResourcePolicy"
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