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REEE AWS Telco Network Builder ?

AWS Telco Network Builder (AWS TNB) 2 —18 AWS fr#% , AR MLBFARRIE L FERT (CSPs) EE#ER
L AWS B8, EEMER 5C MBEHNENH K.

A AWS TNB , EaI LB B{L AR , AWS Ei FREKMEGE FHRBAEEAELSM 56 @K,
BAEEBEHP, REEFEANEERY , RAENAHEMERE AWS BIR,

Rz, eHR@BEnERRE , WREBIHRERE (ISV) SFERANERIIGERERE. AWS
TNB EHEE=SRBHFEAE AWS MRBES , LEBHEXEN AWS E#RE, HERR[LHER
TheE , UREREBMBEMENEE , UEY T2 EENRRKERE.

TEREA AWS TNB MR# % BN BERS  UWEABMNESEERS (ETSI) HEERTEIFE
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- 1ZEL AWS TNB

- AWS TNB EfE

.« F—%

#FRER AWS ?
MBERE AWS EmMMIRBWTHTF , BEATHERBERE—L T7TH -

- B/ AWS
- AF AWS

AWS TNB & R 2

AWS TNB BRRFENARAMEER CSPs , BN, M EM AWS Bii 24 , BEFRBFNHEE
BEIETIRAAERE , BNARRGEH, HT, WE ii‘fﬁﬂ%ﬂlﬁ% AWS TNB & B B i 2 A /Y AWS E##EER
M, HEARCEBREE. N REHR/NMEFNEE , UBRE CSP EENMBBRBERHEY TLR
MR IRTS , A CSP BEMBAVMEREE.

AWS TNB Ih&e
LLTR CSPHEEMFH AWS TNB W —%EHE

1 B LTS

BENERRERRESONE , INNERRY. EFAFRESENE  URSEAREBY
.

BipHBRES

AWS TNB 2 ETSI BN EME=H REIHFARES,
ERE

&R BARRTE AWS TNB RIFEREMR AWS IR , BURZREE R, ERRBHIITHEREBERN.
HHERERRBRERSE | Wi 56 RENTERFERBREESBNE,

WmERNEE AWS &R

AWS TNB AIEZEE—ERN LREMEL T ERE AWS WEIR , #1201 Amazon
VPC. Amazon EC2 1 Amazon EKS,

HURER AWS ? >


https://aws.amazon.com/what-is-aws/
https://aws.amazon.com/getting-started/
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> EIRIEE A

AWS TNB AT R AFTEEE T/EAE (RAN, Core, IMS) B REEH AR, BRI FHREE
. EEFARANER  REFERSHISERM (CI/ICD) EEEE , UBHHNESR.

EHHERSBENEE
ELSF RN ENERERR , fl10 , 8F Amazon EC2 HITEEREENHTEERER , &
AULTERETRENSRNEREE, FHIATHREFTECTEERRE, BEYNMBRER , U

MIBFENEEIEF. E4EA AWS TNB REEMREBN EmBHE , ZRGHHRARE
BB R ERIEEITEE, AWS TNB EEBIUERNIEFETSLENEE,

LR B A an A A

A ERER RN E — BN RERE | YIEEABRNER, S ERFRXEREN
RAN, Core., IMS FM#3REAER.,

FHL AWS TNB

ERBMERTIME—REREL., FRMEE AWS TNB B :

- AWS TNB £# & — RHHEARNEE XA Web FRH,

« AWS TNB APl — 2&#1T AWS TNB BI{ERY RESTful APl, MFFMMER , 5328 AWS TNB API
BE

« AWS Command Line Interface (AWS CLI) — BEZH AWS RIEREG T , 2 AWS
TNB, Windows, macOS M Linux X&EtbIhae, MFEFHMEN , F2E (AWS Command Line
Interface fEA & IER) https://docs.aws.amazon.com/cli/latest/userguide/,

« AWS SDKs - RIS EFE SAPIs , WK ZERFMEN. SFEAERE, REFREANER
BRI, MEBEFMER , F260 AWS FREEH,

AWS TNB EE

AWS TNB TJt#Bh CSPs - Bt EEHEERNBBNEE AWS, FH AWS TNB B , BEEXFUT
MEHENER

« IRZERKEETER (MNFI) NS
« XK API FEREE.

17HL AWS TNB 3


https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/tnb/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/
https://aws.amazon.com/developer/tools/
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BAEAEM AWS FRISHEE AWS TNB B | iR EEENEA. NBFEEN
EE,

HS8 AWS TNB

BEMBENIRE | B AWS IREEFATE FREPNIREERAEERERR. ZNIREXRS
FAEHRENER , TRURENEMBFMAEN. 0F AWS IRFIRENFMEF , FSEAWS IRFIR

Ho

WMREH AWS IRE, IRFMEBHHIEMLER , i AWS Support.

AWS Trusted Advisor & —ER# , AT ARG RKIEL AWS IRIBEI KA, Z2HMUEE, MEFMHE
A, 58288 AWS Trusted Advisor,

T—%
mE MR ER AWS TNB EEHMIEN , B2E T EME .

« ERTE AWS TNB - TR FERIRE S ER,
« AWS TNB AF9 - BRI E —BEMABEE , flEHPRE T (CU). FRETHEERE (AMF),
FEHETEEE (UPF) REEH 56 B



https://aws.amazon.com/tnb/pricing/
https://aws.amazon.com/tnb/pricing/
https://console.aws.amazon.com/billing/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
https://aws.amazon.com/contact-us/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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AWS TNB H):E4EH =

AWS TNB EZfZ%#£{t.end-to-endi# 5825 AWS MEFEES  LUIRETEMN 5G #8518,

AWS TNB 1] Z & AV B B E 4 T A8 EE B 7 #1818 (NSDs) , iR B 8){t 5| B RBIEEA R,
& O LAfE Fend-to-end i FA23 3 B2 AWS TNB APIs 4 |, SiffH AWS TNB SDKsEEZREHCH B 8L
iR, MFFHFMEN , 5BS2BEAWS TNB &,

£}

- AWS TNB %4

- B EES AWS R

- AWS TNB ERE 5

AWS TNB 2248

AWS TNB AIE&EB AWS BHEIXE4E, AWS CLI AWS TNB REST API 1 SDKs #{T4 fBHE

Bk, EUEIRE. BEARXRHRREKETEN CSP A&FH AWS TNB, ZE I &

R EH A Cloud Service Archive (CSAR) 18R, CSAR X3 & Helm Chart, B8RRI

BNEIEIRTE (NFD), BRI NAEH SAEEBBXEMHNZEERE, EUNUBIRRREESR , ERE

DBNERSENREEY, ZUUEHSEER  ETRAVEBBTRMNERE. A%, BUUEH

AR TR/ |, Wi AWS ERERRE EZBMIEINEE. AWS TNB AKRIREIEMN A B K,
(o) mopmen

Software Release e e e e e ——— - —
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1
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1 Dev Environment (multiple
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B B4 AWS R

5G B AR B E BT 8 Kubernetes HMEMN — 1 A ER R LR BMEK. AWS TNB #& T3 AWS
IR BEREFEIE APIs , UEBUTLEENRBRY

« Amazon Elastic Container Registry (Amazon ECR) T 17 %8 3 EXB& k7S (ISVs) BB BUK fmo

1 ]

« Amazon Elastic Kubernetes Service (Amazon EKS) REXEE K.,

- ERARBHREESN Amazon VPC,

- £/ W&Z2FE CloudFormation.

« AWS CodePipeline AR AWS [E1F. AWS Local Zones F % & B #£ AWS Outposts.
- ERAGBH IAM,

« AWS Organizations LA &% AWS TNB APIsTZEHL,

* Health &#k& 1 AWS CloudTrail JRESIEE AR REFNIR AL IEE,

AWS TNB &R fc 5

&R AWS tRF EREE NREREHE , TBEARS AWS R, RIEZERE , FRISEEERE
BRAWS B, BAUERRESEERSE  BAFMEEREHERS.

ZEME AWS TNB BIFEL5E |, 55BIRK Service Quotas i 4, REBBERD | 1BIE AWS B , A&
1EHL AWS TNB,

HEFRIESEHE , F2B (Service Quotas EAEEM) PHFERRESEH.

BH AWS IRF EFE AWS TNB MHEH T 5B %8,

ERAKE Description FEEX =AEURHE?
BEEREHTE —EESPREREATERAEE 800 =

e EBR,

WTIHENRE —AERESPATETPIRERRERE 40 =

BR R 1E HEE R,

BBREG —EESPHNREEFBE LR, 40 =

HEEH —EESPHHEESFEE LR, 200 =



https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
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AWS TNB #4:

AEERPIBENEFEHEER AWS TNB HEREER.

B &

- WM ERIEH

- ERAEESRE

- HEEH
- BEEH
- AWS TNB W EEMZR/E

AWS TNB £ @R NBNEELENBHEPHYE. BRENBEFBHIESTIRENEED

&

1.

EEEE

1.
2.
3.

B R B AR Y B B B AR B SR R

2. BB HEHMBREMARRRGREETE,
3.
4. £/ AWS TNB L EESM@BEE (#/20 CU AMF H UPF) B9 CSAR B , WEZFERSMIE

B EIFHAMRE CSAR B

&3 AT (CIICD) EEEE , B ER IR CSAR EARA , HAFNARNARBREIT
FESHTH.

A EBAENER , FIINEFEE, BERRBERA, IPEANERERE,
158 F & S22 S AR AY 4 B BR A5 408 18 (NSD).
HEHEY NSDsTE &8 R BB R BT ER LT ENE IR,

TR

1.
2.
3.

EE

B BREBARENERRE.
HITEERIL ( ME ) NSD RERMMEREHE , YRBETRE,
BREEE,

EHEREENERBRPE  STREERE , Hlw

RS EwiBEH 7



AWS EfEEREZER EREES

- EFEREEAER , flU, ENCIHZMEREBTHNE.
- ERAFNRREANSBEENRRHTEE. Sl , ENREREFTH Amazon EKS

version 2%,

EAERE{LRE

AWS TNB HEUMEEZ XS (ETSI) MERRKHFAB[ES , UL LAERREN DB, REH
FE AT LAER AWS TNB SDKs, CLI 5 APIs JREXENIR/E | 45 01T B B8 (b S is 48 B B B A 4R = #T A
K,

AWS TNB BT B K,

B B 1ThRAS = B

ETSI SOL001 v3.6.1 EZ L FF TOSCA BB K REIELE,

ETSI SOL002 v3.6.1 EEMARHNSEENHEBRER,

ETSI SOL003 v3.6.1 EEMARRBEMBENEENEZELE,

ETSI SOL004 v3.6.1 EEMREHEBEHNN CSAR 2%,

ETSI SOL005 v3.6.1 EZPRBREECNFEEBREETBHEENE

%,

ETSI SOL007 v3.5.1 EF& LEF TOSCA B ERE RIS R TE 12 2,

HEEH

£/ AWS TNB , & U4 ETSI SOL001/SOL004 MBI EHEZHRIERE B &, K&, BBl
tESEHRERRBEEREBR M Cloud Service Archive (CSAR) E4,

- EREREHERE - EREMNMANEREREHHEENTEER, ELABEERDER
vnfd.yaml,

- BERG - 2ZEEABREAR[MBKR. Amazon Elastic Container Registry (Amazon ECR) A A%
EERRAREERGRETE,

- HitiER - AREEERMRHE , flaESHM Helm Chart,

BRARELRE 8


https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/001/03.06.01_60/gs_NFV-SOL001v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/002/03.06.01_60/gs_NFV-SOL002v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/003/03.06.01_60/gs_NFV-SOL003v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/004/03.06.01_60/gs_NFV-SOL004v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/005/03.06.01_60/gs_NFV-SOL005v030601p.pdf
https://www.etsi.org/deliver/etsi_gs/NFV-SOL/001_099/007/03.05.01_60/gs_NFV-SOL007v030501p.pdf

AWS EfEEREZER EREES

CSAR =2 H OASIS TOSCA BEERNEMH , TSRS OASIS TOSCA YAML #34& 19 4828/ AR 75 iR
H, WMFERE YAML RBHVEF , 528 TNB ) TOSCA AWS 2%,

BAT R S B e B R T Y 6

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:
node_templates:

SampleNF:

type: tosca.nodes.AWS.VNF

properties:
descriptor_id: "SampleNF-descriptor-id"
descriptor_version: "2.0.0"
descriptor_name: "NF 1.0.0"
provider: "SampleNF"

requirements:
helm: HelmChart

HelmChart:
type: tosca.nodes.AWS.Artifacts.Helm

properties:
implementation: "./SampleNF"

MR EM

BEEHR CSAR (EmRBEHEE ) BX.zipWER, CEXTEHREXBHREEN , UREEL
ETH AWS B,

MEEATSTIES

TOSCA BB HERIBER (nsd.yaml) , ¥ ETSI SOL0O07 FiRks

nsd.yaml ERTSE LERHEHNSERHERE IDs,
EREERESE , URANE.

i BRHMESE , IRENE.
A#EERNMvalues.yaml {AEER , MEEHE.

WEES 9


https://docs.aws.amazon.com/tnb/latest/ug/tnb-concepts.html#nf-packages

AWS EfEEREZER EREES

AWS TNB B TOSCA ES B EFRERM ETSI 2% | flai@KE, REMNHEE. AWS TNB AIZE
ELLETSI A RK HRRTUAERN S XNEVERER | AWS RIS BUHEARERBEAEH.

AWS TNB HY #8538 AR 75 38 iR 18

MR% R R TR (NSD) RMBEREMHHR . yamliER |, £F TOSCA RERMREERZNMRENE |
LUK AWS SENEMEEBNERRE, FEEE NSD WREERERNMER EBRRE |, BL
AT AWS TNB Z#E# NSD TOSCA &R #Hit,

&/ NSD R B T 5E 2

1. TOSCA BE&EMZA - iE& NSD YAML {ERMNE—1T , SEREER , M T HEFIFTR.

tosca_definitions_version: tnb_simple_yaml_1_0

2. VNFD-NSD B2 EEHPHTEMBHRENRREREER, SEMAREBHLEUTHIER
Al

- BYME— IDdescriptor_id, ID AERFEHBEEEE CSAR E4HH ID,

- M —ZFnamespace, BWAEEM— ID HEE K UWEFERHSZEME NSD YAML ER |
R HI € BIFT R o

vnfds:

- descriptor_id: "61465757-cb8f-44d8-92c2-b69cadded@25b"
namespace: "amf"

3. IEE A - EREFBNER. BREHME , UREHBERHNSTABTESH., WL TS
FiRo

topology_template:

node_templates:

SampleNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "<Sample Identifier>"
descriptor_version: "<Sample nversion>"
descriptor_name: "<Sample name>"

MBS AR IS R R 10
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4. HtHE - BEEZEERHBEBHENERNER, BUERBERNWEZRAILEBMY |, 0 R4,
ELERRPFLEMA SIS HNMAMRM, Flin  BEEIT Amazon EKS BB BEER Y AR®
Amazon EKS 8RN EY, WML TEHIFTR.

SampleEKSNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 1
min_size: 1
max_size: 1
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2

#if5) NSD

LUTENSD WEERBL R , REMMEMNER AWS R, BERRBHSIHEBEEA Kubernetes 1.27
WRHY Amazon EKS #5£ ., AR F#BK A Subnet01 1 Subnet02, A% , LA LAEA Amazon
Machine Image (AMI), #TERERNABDERERRENEAREXER NodeGroups.

tosca_definitions_version: tnb_simple_yaml_1_0

SampleNFEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.27"
access: "ALL"

MBS AR IS R R 11
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cluster_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleClusterRole"
capabilities:
multus:
properties:
enabled: true
requirements:
subnets:
- Subnet0l
- Subnet02

SampleNFEKSNode@1:
type: tosca.nodes.AWS.Compute.EKSManagedNode
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleNodeRole"
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:

- "t3.xlarge"
key_pair: "SampleKeyPair"
scaling:
properties:

desired_size: 3
min_size: 2
max_size: 6
requirements:
cluster: SampleNFEKS
subnets:
- Subnet0l
network_interfaces:
- ENIO1
- ENIOQ2

AWS TNB W EHE Mgk

8 AWS TNB , & A LA4E#E ETSI SOL003 #1 SOL005 , {FAEX{V ERIRERETEMFEKR, BaJLlE
F AWS TNB APIs R# T4 aniBHARE | i

« BITERICERVEREEE
.« ISR
- EHEHREREBUAER Helm 5fE,

BEMERE 12
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% E AWS TNB
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HERBER AWS , BKFEE AWS 1RF, MFEEY WFMAEF AWS IRF |, 52680 (AWSIRFEE
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ZEHRIE AWS TNB T EEZE , F2BAWS BEEHRKEE, TERGARERRGTEIN 2
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(iZF ) & AWS CLI

AWS Command Line Interface (AWS CLI) AEiZH AWS E mizf
AT LAfE A 17HL AWS TNB AWS CLl, EERBER
Interface EAEIERE) - W% AWS TNB in SHVEEHE A
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B E
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HTTPS
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HTTPS

HTTPS
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HTTPS
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IF % £ Windows. macOS
B {AWS Command Line
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y ARZ

B CAWS CLI %652 %) HH tnb,

BABRYT IAM RIEAGREE AWS TNB #RARNWFTEEBD. AWS TNB RIES & T LA REY
Hb PR #HE 1T APl B AWS CloudFormation , AWS #li0 AWS CodeBuildM1 & B EE M EZR |
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AWS EEHEREERS EREER
WZE AWS TNB RSB EMNFFMER , 528 AWS TNB W E 2 FEFIEE,

RE AWSTNB A& 16



AWS EfEEREZER

ERAEER

AWS TNB AP

AYBRETEMUAER AWS TNB HERBEE , SINEFREN (CU), FHRETEHEEERH

(AMF) & 5G £ & FEEE (UPF).

TERAHBBERF :
N
/> |g/>
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N o— =
<[> |k/>
1. Create function 2. Create network 3. Create network

package package

£

o SEIRGH

- BVREEHS
- BYRBRES
- B NBTERCERHTER

- Bk

TORIRHF

BBALERETIIEE , FREEKIAITHE

- AWS BHEXERE,

- EB IAM AN,

« 4 ETSI SOL001/SOL004 KRR E (NF) E4
« f§& ETSI SOL007 B4R AR iR 18 (NSD) #7,

>;@

4. Instantiate
network

&R LA%E AWS TNB GitHub #BW Y EEBI EH E A A B EH MR EMH. GitHub

TORIRE


https://github.com/aws-samples/sample-packages-for-aws-tnb

AWS EfEEREZER ERAEER
BEVREENF

HE BB E MR Cloud Service Archive (CSAR) £, CSAR #2323 & Helm Chart, B8RSR
B EEIRIE (NFD),

BAKBEH

1. 1£ https : //https://console.aws.amazon.com/tnb/ BAEX AWS TNB £#5&,
2. HEBHERT , BEEEEEH.

3. EEBRVHEEH.
4

ELEREEHT , BEREER  RREEE CSAREHLER . zipER, BKHRZALULE
10 EE =,

5. (ER) #8RT  EENERE  ARWARSIEBNE, LUUERERRESNERE RN
B AWS B2,

6. igﬁ Next (-F_b]:)o
7. BRRAE4FHET K AREEBRIVREENHK

BEIUMEBRES

MEBEEASEELENBNRERRE , UAREEMAKCMEHER B &P,
BUWEBRENS

1. EEEEST , REEREH.
2. BEREBRMNMBREH.

3. HELEMBREHT 6 EEFEEER A ARKEBENSD LER.zipER. E&ZAULE 10 @E
£

4. (BR) £ERT , BENEER  REWARSIRNE, EUUERERRESNEGRERN
B AWS B,

5. i#i#E Next (F—%),
6. BEBRIBEREMH.
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https://console.aws.amazon.com/tnb/

AWS EfEEREZER EREES

BN M#FTER LR HIT R

MR HTERE R AWS TNB REVHNE - , ATUEE, S4ARMBRHTEELASHATE
B, ERFTERCEBRHANITHERE , AWSTNB SMELEN AWS B, IR LMAHE
B, URBREBRBNENER , QNEY X2 EENBERE,

BN TEECEREAITER

1.

2
3
4.
5

EEBESET , EEREK.
BER N ERITER,

WARBNEBANER K RREET -5,
BEEREN. BREFEES  RREET -5,
BERNFERHTEE. NHERER Created,

R EmEPEEIHIR , BRNot instantiatedER AREEM A HIT(EEE,
BEEE S TERE | RIEFEEMBIITRERL.

Mk AITER R ERER R,

BEFAEAALERSHE. SBENEFEERARLERSTMER. NSD M VNFD EA4FH 2
BrE8E,

BEEHTEECEE,

HEREEEFREAIHR.

ERAENZEE RRERERNTERNMERE. CEUTUENEEBERTRAEDHENR
B, ERSEETHNEE,

N
B IR

BRETUMBRESUBBREELNER,

ARG E IR

1.

2
3.
4

EEEERTD  BEBK,

BIEREHN 1D, ABRBERL,

HRTEENR R |, FFRAMR ID , ARBERI,
15 F E 5 B 12 (B 7R SRIE ME M 3R 30 1T (B BB AY5IR 7E
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AWS EfEEREZER EREES

5. (ER ) EREMEER , REZEMER,




AWS EfEEREZER EREES

AWS TNB R EIEH#

BHEEMH R CSAR (Cloud Service Archive) 1N .zip 1R , HP T ERBEE (ETSI EEEEFEH
B ) MRBESERE , HEA TOSCA BEERE RN KB ENMEENBEE L#1T.

7%

- £ AWS TNB HEVNHHEH
- £ AWS TNB F R REEEH
- £ AWS TNB TEEHEEH

- £ AWS TNB MBREREIEH

£ AWS TNB RV HEEH

THEAAIE AWS TNB BB B ST B RBENF. EVHBEHFRE AWS TNB REM@EREEE
—%, LERBEH 2R , BUUERIBEREN

Console
FRERERELHEENS

£ https : //https://console.aws.amazon.com/tnb/ BIRL AWS TNB &,
EEEERD , BEERNYENS.

BEEIHIEENS

BEEREER , XEE CSAREHLEAR .zip BXR. BRZTIULE 10 AER.
BET &,

BB EMHFREA.

BEEEIYHYMEN,

N o o~ w0 Dbdhd =

AWS CLI
5 BIAKEEMHS AWS CLI

1. create-sol-function-package fn S EM KB EH

aws tnb create-sol-function-package



https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-function-package.html

AWS EfEEREZER EREES

2. {#M put-sol-function-package-content S8 5 L EHEEHRE, HlW :

aws tnb put-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://valid-free5gc-udr.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

£ AWS TNB R BB EH

THRINABREREEHNASR,
Console
FERERESRRREEHS

1. 7 https : //https://console.aws.amazon.com/tnb/ BIRL AWS TNB £ &,
2. ZEEBERTP , BEREEHN,
3. FHABESSRSKEEEN

AWS CLI
R RIREREEH AWS CLI

1. {EH list-sol-function-packages @5 % HEHEEH,

aws tnb list-sol-function-packages

2. f#H get-sol-function-package i RBREBEHHFEME N

aws tnb get-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

‘iR 22


https://docs.aws.amazon.com/cli/latest/reference/tnb/put-sol-function-package-content.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-function-packages.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-function-package.html

AWS EfEEREZER EREES

&t AWS TNB THHBEEH

TEEA{AIHE AWS TNB MBI B SR TR BEH

Console

ERERA TRREEN

1. ¥ https : //https://console.aws.amazon.com/tnb/ BIRL AWS TNB Fi#E &,
2. EFEAEANEEERY , BEREEN
3. FEABSHTRESRKHBEN

4. BEEHBEH

5. EEBE. TH.

AWS CLI
A TEREEMH AWS CLI

A get-sol-function-package-content 55 T HEBEH,

aws tnb get-sol-function-package-content \
--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

£ AWS TNB fHBrREEEH

TR AWS TNB BB B ST RRHEENH. EERBRREEYS , E4LEERERMRE,
Console
FEHREEEMBRREEYS

1. 1£ https : //https://console.aws.amazon.com/tnb/ BIRX AWS TNB A,
2. ZEEERTP , BEREEH,
3. FABESHRERSKEREH.
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https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-function-package-content.html
https://console.aws.amazon.com/tnb/

AWS BEMBRES
4. BEHHEHK.
5. #iF Actions (E11E). Disable (1A ).
6. EE BE. MR,

ERAEER

AWS CLI
5/ MEREBEH AWS CLI

1. fEM update-sol-function-package &5 R EHAHEEH,

aws tnb update-sol-function-package --vnf-pkg-id ~Afp-[a-f0-9]{17}$ ---
operational-state DISABLED

2. f#H delete-sol-function-package @+ R M BREEBEH

aws tnb delete-sol-function-package \

--vnf-pkg-id Afp-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

Bk E4 24


https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-function-package.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-function-package.html

AWS EfEEREZER EREES

AWS TNB B EH

MEREM R CSAR ( BlmBRBHEF ) BH zip BR, CERTLERENHBEN  UREENE
M8 AWS Ef ik,

MEEAETSTIESR .

. TOSCA %X HMBISHRIERE (nsd. yaml) , 20 ETSI SOLO07 Ffik,

nsd.yaml ERIEBE LEEHHEHNSEREEIAE IDs,
- FREERESE , WRENE.
- AmBHHNETE , MRENE.
- AHERNMWvalues.yamlAREER , MREEMNE.

7%

- £ AWS TNB R EVBBREH
- £ AWS TNB # iR EH
- £ AWS TNB TEMRBEH

- £ AWS TNB fHER#EEEEH

£ AWS TNB R EH

PEEHTEPBERBEERE (NSD) ER (H4E) AIEMEMER (&A) , SIUFEEERNE
DB, fln , MREHNBBREGTHEZEREES , BALMERA NSD REEWMERABHBEZETETE
VPCs, F#E Amazon EKS &+ #H 1T,

EEVHREEHCRBRIBREN, BIRKREHE K SEERVAKITEE,
Console

ERERAEYBREN

1. ¥E https : //https://console.aws.amazon.com/tnb/ BIRL AWS TNB &,

2. EEEERT  BEERENHR.

3. EEBEVEREH.

4. EBEEEER, UESENSD LER.zipER., KRS ELE 10 AER,



https://docs.aws.amazon.com/tnb/latest/ug/function-packages.html
https://console.aws.amazon.com/tnb/

AWS EfEEREZER

ERAEER

5. igj%-lt_io
6. BEEMHFMAER.
7. EEBRVHERENS.

AWS CLI
5/ B @BEEHF AWS CLI

1. fER create-sol-network-package SR KRB B EH

aws tnb create-sol-network-package

2. {8 put-sol-network-package-content 5 L EBEEHRS. Hl :

aws tnb put-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--content-type application/zip \

--file "fileb://free5gc-core-1.0.9.zip" \
--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

£ AWS TNB H @R B EH

THRINAREEREGNAR,
Console
FHRERESRRAREYS

1. ¥ https : //https://console.aws.amazon.com/tnb/ BIRL AWS TNB Fi#E &,
2. HEBHERKT , BEEEREH.
3. FEASSSRSKERENY.

AWS CLI
5/ AR ESF AWS CLI

1. fEA list-sol-network-packages # 5 5 HEHNBEEH,

B
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https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-network-package.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/put-sol-network-package-content.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-packages.html

AWS EfEEREZER EREES

aws tnb list-sol-network-packages

2. f#H get-sol-network-package i+ RERBEEHHEFEMEA

aws tnb get-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2

¢ AWS TNB THFEREH

TERA{AIHE AWS TNB #8E% IR %% B 8% T B E4-

Console

EREEATHREREN

1. 7 https : //nttps://console.aws.amazon.com/tnb/ BRI AWS TNB 12 A&,
2. ESEBERT , BEEREN
3. FEARESSRESRAKREN

4. BEHEREH.

5. EEHE. TH.

AWS CLI
R TEMAEBEHSH AWS CLI

« {#H get-sol-network-package-content 55 T BB EL,

aws tnb get-sol-network-package-content \
--nsd-info-id “np-[a-f0-9]{17}$ \

--accept "application/zip" \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2
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https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-package.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-package-content.html

AWS EEHEREERS EHAEERE
#t AWS TNB BB ESH

THEMMHE AWS TNB B BR% B SR MIBRERENS. EERBRBREN  EHLSARRERRE,

Console

EREEE MRERESF

£ https : //https://console.aws.amazon.com/tnb/ BAEX AWS TNB £# 4,
ESEERYD , BEERAREN

ERESFTRSRBRES

EEEREHS

#$Z Actions (E11E). Disable (f£A ).

B B, MRk,

o a0 bk~ W N~

AWS CLI
£ MBRAEEEMH AWS CLI

1. {#H update-sol-network-package @5 K& A BEEH,

aws tnb update-sol-network-package --nsd-info-id “np-[a-f0-9]{17}$ --nsd-
operational-state DISABLED

2. f#H delete-sol-network-package % KM BRAEREH

aws tnb delete-sol-network-package \

--nsd-info-id “np-[a-f0-9]{17}$ \

--endpoint-url "https://tnb.us-west-2.amazonaws.com" \
--region us-west-2



https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-package.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-network-package.html

AWS EfEEREZER EREES

AWS TNB HY#E & 11T E§8

MR HITERE R AWS TNB REMKE -5 , ATUEE.

%

- WERBTERN L WBHRE

« £/ AWS TNB 2 {28 #h 1T {ElEE

- £/ AWS TNB EfI{LAAER 1T EEE

« £ AWS TNB A E#TE B 1T {EIEE

« £ AWS TNB A S #T#8E% #h 1T {EIEE

« £ AWS TNB F @R R #1TEE
 #& AWS TNB #& 1 70 BR4E 2% $h 1T B8

A BT E R R £ e B HA R AE

AWS TNB AIZEZE A ETSI SOL003 M SOL005 BEMFREERIRIE , BREERERK. B UH
TSI LB AR E

- BV#%

- HITERLAR

- EFAEEITER

« WAREREFAERANKE

.« RRIEREER
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AWS EfEEREZER EREES

INSTANTIATE

= By
TERMINATE i
P p N — ———
P [ RUNNING s
sssssss - R ey
'\ UPDATE Ny \
| ¥ UPDATE . v 1
s ok -~ 7 success > . DELETE
. UPDATE TERMINATE
> il
cremtED 5 INSTANTATE O cauemr e veeel) ~ oo UPDATED IPHORESS STOPPED DELETED
§ 7 IN_PROGRESS ~ < TERMINATE -
N §
R . =
\ \ | ‘
\ /
. /|
failu /
UPDATE /|
| ya
A
- / Pending Network Instance State
“, - cf SR
failure \ —_— / Terminal Network Instance State
‘ UPDATE_FAILED i / ]
|
| /
| /’ >  CUSTOMER TRIGGERED ACTION
¥ /
p P .
7
N TERMINATE o
failure

£ AWS TNB E BT EE

FBEZBUMEREAREYRERYTER, BURRITEEBR , FEEHTERIL,
Console
FRERAEIMRHTER

1. 7 https : //nttps://console.aws.amazon.com/tnb/ BIREL AWS TNB 12 A&,
HEEEERP , BEEK

BIEE T EREITERE,

WABTEBNEBNHELR K ARBET -5,

BIRRES  REFMEN , ARBET -5,
BIEE T EREITERE,

o o bk~ w0 D

MOERSTEESHREMERER L, &F  SITERCILARITER.

AWS CLI
5 ZIAEEEITEE AWS CLI

«  f£H create-sol-network-instance a5 2R 3 B H 1T E .



https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/create-sol-network-instance.html

AWS EfEEREZER EREES

aws tnb create-sol-network-instance --nsd-info-id “np-[a-f0-9]{17}$ --ns-name
"SampleNs" --ns-description "Sample"

BEE  TERCLRERSITER,

£/ AWS TNB BBk #1717 E R

BUYMBRNITER R , ELASEATHEERL. EEHTERCEKRATERE , AWS TNB 2
BUAEN AWS EftRiE, HERRCEREE , URREHEMNEINERE , ARV T2 EFVHERR
%o

Console

ERAERENITEELERATERE

1. 7E https : //https://console.aws.amazon.com/tnb/ BIRX AWS TNB 5.,
2. EEEERP , BEMEK

3. EHNEEMITERBCAVERIAITEE

4. ZEEBE K RERHTHERL,

5. % Instantiate MM EE L , REAFMES , WEEHHEHRBHE,

SBENEFREBERARLERATER. NSD M VNFD E4FHNSBTIEEE,
6. REFHITEEBILMEE.

HEREEEFEAIHE.

7. ERAEMREESREHRERATEEBHNRZIRE. SETUESSEBERTRABDERN
BE  UEHEEEHNERE,

EEBREEFS BCompleted , MRBTEEBSHTEEL,

AWS CLI
5 R #1TE R LG 1T {EIEE AWS CLI

1. {£H instantiate-sol-network-instance <> 1T E B L 4B 3& 1T E B,

BiTERL 31


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/instantiate-sol-network-instance.html

AWS EfEEREZER EREES

2.

aws tnb instantiate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
additional-params-for-ns "{\"parami\": \"valuelI\", \"param2\": \"value2\"}"

EE | MAAREERE,

£ AWS TNB A BT B 1T fEl B2

BITERCARITER R , SUTNEERNTERPETHBEN,

Console

EREEAaEHMEREAITER

1. 7£ https : //https://console.aws.amazon.com/tnb/ BRI AWS TNB 2 A&,

2. EEEERP , BEMEK

3. EEUERIITER. REEERIMITERNMES i, B e EHMERINITE
B#Instantiated,
M EEEERER LR,

4. REBRSIERT  ENEEMAEEITEE

5 EEEH.

6. WMALHNEMER.

7. EEEH.

AWS CLI

£/ CLI EXTER BT AR

{# A update-sol-network-instance &5 5 BMODIFY_VNF_INFORMATIONEE #748 & 5k B ¥ @B 1T
B EBEITEE,

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --update-type
MODIFY_VNF_INFORMATION --modify-vnf-info ...

EREBHITER 32


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-instance.html

AWS EfEEREZER

ERAEER

£ AWS TNB R EXTH#EE#11T E 88

PITEEBCRRATEECR  SURFEENERRRIEAEN, ERERY , FENBKRATE
BNREBRE4ANSHE  YRBEFTRFUEAEE,

ZEBEHR

o BALIEFHER Instantiateds Updated AREEM R B 1TERE,

- EXREFBEHITEME , UpdateSolNetworkServiceAP| S AFNBEREHNSEERENR

MR ITERNRE,

- AWS TNB 2FMBEHTERFH NSD M VNFD SHHEFTEIB 200, BHEIFITLRS , LA LE
BEATEELERBNBRIEREAR,

SRR LAE RV S B

BRI EEF T REEBCERATEERERTH2H

B8

Amazon EKS # & x4

Description

BT LA Amazon EKS #5112
HEEversionZ B EEH
AT —EREREK, BELkE

AR

g1l : Z Al
EKSCluster:

type: tosca.nod
es.AWS.Compute.EKS
properties:
version: "1.28"
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AWS EEREEER

ERAEER

B8

Amazon EKS T{E&E1 5,

Description

& LAE# EKSManage
dNode kubernete

s_version ZE®ME,
BT BB FH IR E B RY

Amazon EKS iRA | sREH
ami_id 88 , SEEEAFH
RE RN EKS 51 AMI,

BRI LA 9 AMI
IDEKSSelfManagedNode

o AMI B9 Amazon EKS A
2B Amazon EKS # E /R A
HESIER 2 @iRA. Hlan,
IR Amazon EKS #ERA A
1.31 , Bl Amazon EKS AMI iR
ANEE1.31, 1.30 T 1.29,

g5 - 280

EKSManagedNodeGroup@l:

properties:
kubernete
s_version: " 1.28"
EKSSelfManagedNode
01:
compute:
compute:
properties:
ami_id:
"ami-1231230LD "

il -
%

EKSNM
dNoc
po1l:

pIC

kuk

Ill.

EKS
nage
01:

con
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AWS EfEEREZER

ERAEER

B8

Amazon EKS EiBLEH4H

Description

R MRBIENESE F R
HBERETR AR

il Bk 35 5 B0 Bh B 4B I F7 8 BT B
B FREAWEIHEAN
IDs EREMIFREFRBATE ,
RARESHR A HEEE
X, MA2MERFFIE, BF
E OHNEENEHEEE, R
REEF—HEBRNSH, BH
ERRUAEEETLEFHFN
B¥,

g1l : 2 Al
Free5GCEKSNodeQ1:

type: tosca.nod
es.AWS.Compute. EKS
ManagedNode

scaling:
properties:
desired_size:
min_size: 1
max_size: 1

Free5GCEKSNode02 : #
Deleted Nodegroup
type: tosca.nod
es.AWS.Compute. EKS

ManagedNode

scaling:
properties:
desired_size:
min_size: 1
max_size: 1

Free5GCEKSNode03 : #
Deleted Nodegroup
type: tosca.nod
es.AWS.Compute. EKS

SelfManagedNode

scaling:
properties:
desired_size:
min_size: 1
max_size: 1

Bl -

#®

Free
SNoc

tyr

tos
es./
mput
Manc
de

SCc

pIC

des
ize:
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REEBM

Description

& LAE# EKSManage
dNode # EKSSelfMa
nagedNode TOSCA HiZ#Y
ERBM.

&l 28l i
i
Z
%
EKSNodeGroup@1: EKSN
oupt
scaling:
properties:
desired_s
ize: 1

min_size: 1
max_size: 1

SCc

pIC

BRI NEFNSH
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Bl -
prd
%®

Amazon EBS CSI A EEXE W LL7E Amazon EKS #&£ S EKSC

3 A= EA Amazon EBS CSI e as: L

AEBER, B8 E N ..
EBRRA, ebs_csi: car
properties: ies:

enabled: false

ebs

pIC

enc

vel

v

FANERRBE 4



AWS EfEEREZER EREES

2 Description iR - T L4
Bl
el
%

ksbt

DN T s



AWS BiEBBEES EREES
2 Description iR - T L4
il -
Z
%
&0 44\1-{ > sl SR O
ARHUBRE K/ BRI, BRAE Free5GCEKSNode@1: Free
# EKSManagedNode #1 o SNoc
EKSSelfManagedNode capabilities:
TOSCA HEi B R ER [E K/
B compute:
° properties:
root_volu
me_size: 50
(of]
ies:
con
prc
S:
ER BB 46
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VNF I&ELATE NSD £ # VNFsif ,
vnfds:

& A VNFDeployment TOSCA
HEAS HERBZEE NSD HE L
WEE, EEMBES , 5§
BESUFTIE, TERTAIMIBRAERE Y
VNFs,

- descriptor_id:
"43c012fa-2616-41a8-
a833-0dfd4c5a049e "
namespace: " vnfl"
- descriptor_id:
"64222198-ecd6-4871-
bf94-7354b53f3ee5 "
namespace:
"vnf2" // Deleted VNF

SampleVNF1HelmDeploy:
type: tosca.nod
es.AWS.Deployment.
VNFDeployment
requirements:
cluster:
EKSCluster
vnfs:
- vnfl.Samp
LeVNF1
- vnf2.Samp
LeVNF2

BRI EHH B

Bl -

#®

vnfec

ll5£
79e¢

be5:
2adt

nan
n Vf
Upc
VNF

des

"b’
839c
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alée

nan
n Vr
Adc
VNF
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#4l -

Bl -

%
Sa

mple
elmC

Tyr
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es./
ploy
VNFL
ment

rec
nts:

clt
EKS
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vnft

-
Le VI

-
Le VI
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Bl
Z
%
¢aL EETEVABRESZAMZ ,
) e o _ - vnfds: vnfc
&*ﬂ{TEHD@EﬁE&{F 3 %H% - descriptor_id:
pre_create # post_crea "43c012fa-2616-41a8- .
te H#FTIEEVNFDeploy a833-0dfd4c5a049e " des
ment E7% namespace: " vnfl" r_ic
" - descriptor_id: "4:
T:T:Jttﬁﬁ“qﬂ PreCreate "642221f98-ecd6-4871 - 261¢€
) bf94-7354b53f3ee5 " -
ﬁ, /= -.
Hook HIEE HTEE namespace: " vnf2" a83:
{kvnf3.SampleVNF3 2 dac:
BT , MEPostCreat SampleVNF1HelmDeploy: "
eHook #1E7E vnf3.Samp type: tosca.nod
leVNF3 $TEM{LZ#HF oA Depovment.
VNFDeployment
° requirements: nan
cluster: EKSCluster
vnfs: "vr
- vnfl.SampleVNF1
- vnf2.Samp -
LeVNF2 // Removed dec
during update r_ic
llb;
839c
-91¢
alee
nan
"Vr
S
amp]
Heln
y:
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g5 - 280
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Bl

%
the
san

-

LeVI
Nev
VNF
as
the
narn

vnt
Was
not
pre

pre

int

Hoc

pos
te:
eHoc
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Bl
Z
%
¢aL B EEENAREB A ,
J JEN - vnfds: vnfc
Zé%ﬂﬂ'inpﬁ%ﬁ?ﬁﬂz - = - descriptor_id:
Al A pre_update A% "43c012fa-2616-41a8- -
*upost_update @%E%ﬁ'fg a833-0dfd4c5a049e " des
EVNFDeployment AL namespace: " vnfl" r_ic
- descriptor_id: "Qc¢
7E I, & 5] o PreUpdate "64222198-ecd6-4871- bd8;
’ bf94-7354b53f3ee5 " -
ﬁ S
Hocik B EHTH] namespace: " vnf2" b8al
#M'Ivnfl 0 Samp 466¢
leVNF1 , PostUpdat "
eHook M7E vnfl.Samp SampleVNF1HelmDeploy:
leVNF1 BHEMHEZM vnft tx‘f’é‘Dmica'm:
_ _ es. .Deployment.
= Q A
E%ﬁ Frig RuuidfvnfEH % VNFDeployment nan
#}1To requirements: :
cluster: EKSCluster "vr
vnfs:
- vnfl.SampleVNF1 -
- vnf2.Samp des
LeVNF2 Tr_ic
"'64
ecde
bf9-
4b5:
nan
Ilvr
S
amp]
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Description

S8 AT A8 B 7 18 A BR 48
B&o MERTFHERE A , FERERS
M PR EREB TS EH
EA Rl

g5 - 280

Free5GCSubnet0ol
#Deleted Subnet
type: tosca.nod
es.AWS.Networking.
Subnet
properties:
type: "PUBLIC"
availability_zone:
{ get_input: subnet_01
_az }
cidr_block:
{ get_input: subnet_01
_cidr_block }
requirements:
route_table:
Free5GCRouteTable
vpc: Free5GCVPC

BRI NEFNSH
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i

Z

#®
. form] 4 N/ frm}

Security groups (£ &) f&"ﬁﬂ«i%ﬁﬂf%ﬂ%%ﬂﬂﬂﬂ%ﬁ? Frees6CSecurityGro Frec
Bl MBR=Z2BEZE , B up0l : #Deleted Security curi
RPN MERSTE Group upo:
FRZESEE, type: tosca.nod #Ne

es.AWS.Networking. Sec
SecurityGroup Grc
properties:
description: tyf
"SecurityGroup for tos
Free5GC cluster" es./
name: "Free5GCS two1
ecurityGroup@l" Sect
tags: rouf
- "Name=Fre
e5GCEKSAdditionals pIC
ecurityGroup" s:
requirements:
vpc: Free5GCVPC
Free5GCSecurityGro des
upEgressRule01 on:
#Deleted Security Group "Se
Egress Node Grol
type: tosca.nod for
es.AWS.Networking. Fre
SecurityGroupEgres clt
sRule
properties:
ip_protocol: "tcp"
from_port: 8000 nan
to_port: 9000 "F1
description: ecul
"Egress Rule for oupC
free5GC cluster"
cidr_ip : "172.10.1
0.1/24"
requirements: tac

BRI EHH B
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i
Z
#®
security_group:
Free5GCSecurityGro
up0l
Free5GCSecurityGro
upIngressRule0ol : -
#Deleted Security Group "Na
Ingress Node e5G(
type: tosca.nod diti
es.AWS.Networking. ecus
SecurityGroupIngre oup'
ssRule
properties: rec
ip_protocol: "tcp" nts:
from_port: 8000
to_port: 9000
description:

"Ingress Rule for VpC
free5GC cluster" Fre
cidr_ip: "172.10.1 C

0.1/24"
requirements:
security_group: Free
Free5GCSecurityGro curi
up0l upEc
ulet
#Ne
Sec
Grc
Egz
Noc
tyr
tos
es.f
twol
Sect
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"Ir
Rul
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BT AR AR RR I8, & S
B ENls,

g5 - 280

Free5GCENIQ1: #Modified

ENI
type: tosca.nod
es.AWS.Networking.ENI
properties:
device_index: 2
requirements:
subnet: Free5GCEN
ISubnetol
security_groups:
- Free5GCSe
curityGroup0Ql

Free5GCENIQ2:
#Modified ENI
type: tosca.nod
es.AWS.Networking.ENI
properties:
device_index: 3

source_dest_check:

true
requirements:
subnet: Free5GCEN
ISubnetol

Free5GCENIO4 : #Deleted

ENI
type: tosca.nod
es.AWS.Networking.ENI
properties:
device_index: 4

source_dest_check:

true
requirements:
subnet: Free5GCEN
ISubnetol

BULEFRNSE
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B ITEE
Console

ERAEEREENEBENTERE

1. 7E https : //https://console.aws.amazon.com/tnb/ BARX AWS TNB &,
2. ESEERP  BEERK.

3. EEBEEHTER. REEREANTERBNMES Instantiated® B , BT s EHAREE
1T{E#8Updated,

4. BEBHENEH.

EHMHTEEREESR S MERFEES , AR EERRETHNSBEE.
5. EEFMHNMAREN,

ERAREITER 70

Bl -

#®

suk
Fre
bnet

sec
grot

Fre
CUT]
up@1


https://console.aws.amazon.com/tnb/

AWS BEMEH R E S EAEEE
MEREATNSRELREENSHERF.

6. HE A BHEFSHBERPNSNE, NELATUSHNSREEE  $28 CAUTHNS
.

7. EEEWAK.

AWS TNB ZERBEREBEEHE, HBREEEPERIHIR,

8. EAEMBEERRERBERATERNDZIRE, SN EREEHEERTRABBEN
2E  EHEETBHNEE,

EIBARESF S BCompleted , BBEHITERSEF,
9. - MERFBLAY , MRATERSREHEBREF <AHRBAAME - Instantiatedsh

Updated,
- MREFHAY , MEHTEBREBEETR Update failed, BESHEXBUTBHER , N
HIE R,

« MREFARL , WERBTEBMREEET Updated.

AWS CLI
5/ CLI ERTHEE AT EE

5 update-sol-network-instance a5 BLUPDATE_NS ¥ #1858 R & #iA8 BE B 1T B RE.

aws tnb update-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$ --
update-type UPDATE_NS --update-ns "{\"nsdInfoId\":\"*np-[a-f0-9]{17}$\",
\"additionalParamsForNs\": {\"paramiI\": \"valuelI\"}}"

£ AWS TNB A48 #8E% 31T E 8

T RN AR AR A ER B 1T RR
Console
FREREASREARHTER

1. 7£ https : //https://console.aws.amazon.com/tnb/ BRI AWS TNB 2 A,
2. EEEERYP  BEMABRIATER,

BiR 71


https://docs.aws.amazon.com/cli/latest/reference/tnb/update-sol-network-instance.html
https://console.aws.amazon.com/tnb/

AWS EfEEREZER

ERAEER

3. ERESKIRSKERATEE.

AWS CLI
5/ AR R BT @ AWS CLI

1. f#H list-sol-network-instances #5889 48 3% 1T B B2,

aws tnb list-sol-network-instances

2. f#H get-sol-network-instance # T RIS EMER BT EBOVFMER.

aws tnb get-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

& AWS TNB #& LE 1 il BRiE BR 1 17 (B RS

= EMBREREBITERE | STEBSERNKIEREE,
Console

LA E A L FMBREEE TR

1. ¥ https : //https://console.aws.amazon.com/tnb/ BIRL AWS TNB Fi#E &,

2. HEEBEERT , REMK.

3. EHUERHITERM ID,

4. BERIE,

5. HBMRRERE , F@A D LBFLLE

6. EMEBELUBHIERIANITERARE.

7. (ER) BRERAITER  RRBEZEMER.
AWS CLI

£ #& 1 A0 M BRABER E11T ER8 AWS CLI

1. {#H terminate-sol-network-instance #5<5 34& IE 8% #0417 {E B,

&1 FIBR

72


https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-instances.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-instance.html
https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/terminate-sol-network-instance.html

AWS EfEEREZER EREES

aws tnb terminate-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$%

2. (&R ) A delete-sol-network-instance &< 3R M BRABEE E1 1T EBE.

aws tnb delete-sol-network-instance --ns-instance-id “ni-[a-f0-9]{17}$

& LE A0 BR 73


https://docs.aws.amazon.com/cli/latest/reference/tnb/delete-sol-network-instance.html

AWS EfEEREZER EREES

AWS TNB BY#BEg 1R 1E

MR IR F R UM AT EMIRE | flERATEESTEEN/TERATERLIK L.

F7%
« 1R AWS TNB #3582k
« HUBE AWS TNB #3582

iR AWS TNB B igE
BIREREBRENFHET  SRERABRREFIRNTE , UREENMRE,
Console

FHREEERRERRE

1. 1£ https : //https://console.aws.amazon.com/tnb/ BIRX AWS TNB A,
2. EEEERYP  BEAKRITER,

3. HEABESHRSKERHTER.

4. EHBRIIERL , BEERERAE

AWS CLI
5 mIRMEEIRE AWS CLI

1. fER list-sol-network-operations #5 5| H Fr & B R 15,

aws tnb list-sol-network-operations

2. {EM get-sol-network-operation &5 R 1R M IR ERFEMHE o

aws tnb get-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

HUE AWS TNB @i 1E

T R AT ESCE A B R AE

‘iR 74


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/list-sol-network-operations.html
https://docs.aws.amazon.com/cli/latest/reference/tnb/get-sol-network-operation.html

AWS EfEEREZER EREES

Console
FRERAEUEARIRE

£ https : //https://console.aws.amazon.com/tnb/ BIRL AWS TNB &,
HEEEERD , BEERE,

EEHERM ID URBEFAEAERE.

EHNBREIZER L | BRIEMRIRE,

BERUHERE,

o ~ w0 bh =

AWS CLI
£ HUH MBS 4E AWS CLI

£ H cancel-sol-network-operation 5 BUH A2 1E,

aws tnb cancel-sol-network-operation --ns-lcm-op-occ-id “no-[a-f0-9]{17}$

BUH 75


https://console.aws.amazon.com/tnb/
https://docs.aws.amazon.com/cli/latest/reference/tnb/cancel-sol-network-operation.html

AWS EfEEREZER EREES

TNB #Y TOSCA AWS 2%

ERERAEANHAENGRARE (TOSCA) R—EBEERFEEL , CSPs EARERERE Web IRIEH
HE, Hxt, BRUAREETCMNER. CSPs HREFE, EEHENBEER , LUK TOSCA
BEAPHBRIMENZEHERR, AR , CSPsEAE AR LEF AWS TNB , TNB 45 /K% AWS AT A
[Ei5 2 IFFiE/E 56 MBMENER.

B #&

« VNFD &7

o HARE ARG IR IBEI A

- BEREE

VNFD &7

TE 2 [ B BS B BUW IR 1E (VNFD) &7,

=R
1=

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.VNF

hEEAR

node_templates

TOSCA AWS Hi%, TIRERVETEL IR
« AWS.VNF

VNFD &7 76
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 AWS. Artifacts.Helm

AWS.VNF
EFE AWS EFEE B (VNF) BiF,

SR
AR 7/

tosca.nodes.AWS.VNF:
properties:
descriptor_id: String

descriptor_version: String

descriptor_name: String

provider: String
requirements:

helm: String

descriptor_id

HRIER UUID,

MWE 2
HR . 7R

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-T0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version

VNFD H R4,
ME 2
HR . FH

B3 AL0-91{1,5\\.[0-91{1,5\\.[0-9]1{1,5}.*

descriptor_name

HIRIEH B,
ME 2

AWS.VNF 77
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EREES
H|A . FH
provider
VNFD W%,
ME:Z
¥R . FH
L: 33
helm

EHERB/A MM Helm B 8%, R AWS Artifacts.Helm 92 &,

ME 2
R . FH

ga 45

SampleVNF:
type: tosca.nodes.AWS.VNF
properties:
descriptor_id: "6a792e0c-be2a-45fa-989e-5f89d94ca898"
descriptor_version: "1.0.0"

descriptor_name: "Test VNF Template"
provider: "Operator"

requirements:
helm: SampleHelm

AWS .Artifacts.Helm

E#& AWS Helm Ei %,

Eh 3
=2

tosca.nodes.AWS.Artifacts.Helm:
properties:

implementation: String

AWS . Artifacts.Helm 78
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implementation
CSAR E#4 A& Helm Chart By ZA<# B 8%,
RE =2

BAE . FaH

ga 45

SampleHelm:
type: tosca.nodes.AWS.Artifacts.Helm
properties:
implementation: "./vnf-helm"

Bl R PUSEE RN

TE &M% RIS R (NSD) &7,

=R
1=

tosca_definitions_version: tnb_simple_yaml_1_0

vnfds:
- descriptor_id: String
namespace: String

topology_template:

inputs:
SampleInputParameter:
type: String
description: "Sample parameter description"
default: "DefaultSampleValue"

node_templates:
SampleNodel: tosca.nodes.AWS.NS

NSD #i7< 79
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EHERNSH

o R A8

B EBREESH , i VPC { get_input: input-parameter-name } EiZt#9 CIDR [E#
B, AT CAEA 8555 , Y NSD SIRHERSH. AREMEMN NSD SEXFEEFER 28,

THEHREBUMTERMEASE

tosca_definitions_version: tnb_simple_yaml_1_0
topology_template:

inputs:
cidr_block:
type: String
description: "CIDR Block for VPC"
default: "10.0.0.0/24"

node_templates:
ExampleSingleClusterNS:
type: tosca.nodes.AWS.NS
properties:
descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

ExampleVPC:

type: tosca.nodes.AWS.Networking.VPC
properties:
cidr_block: { get_input: cidr_block }

VNFD & A

descriptor_id

FRIER UUID,

PHE 2
HR . FH

B [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}
namespace

E— B,
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ERAEER

PVE .2

HR . FH

hERFEA

node_templates

T

BEMY TOSCA AWS HIBEEIE
AWS.NS

AWS.Compute.EKS
AWS.Compute.EKS.AuthRole
AWS.Compute.EKSManagedNode
AWS.Compute.EKSSelfManagedNode
AWS.Compute.PlacementGroup
AWS.Compute.UserData

AWS .Networking.SecurityGroup

AWS .Networking.SecurityGroupEgressRule

AWS .Networking.SecurityGrouplngressRule

AWS.Resource.Import
AWS.Networking.ENI
AWS.HookExecution
AWS.Networking.InternetGateway
AWS .Networking.RouteTable

AWS .Networking.Subnet
AWS.Deployment.VNFDeployment
AWS .Networking.VPC
AWS.Networking.NATGateway
AWS .Networking.Route

AWS.NS

EE AWS B8RS (NS) Bi %,

A
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=R
=2

tosca.nodes.AWS.NS:
properties:
descriptor_id: String

descriptor_version: String

descriptor_name: String

Properties

descriptor_id
R IR/ UUID,
BE 2
¥R . FH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-Tf0-9]{4}-[a-f0-9]{4}-[a-f0-9]{12}

descriptor_version
NSD HYRRZS,
BE 2
H|A . FH

B AL0-9]1{1,5\\.[0-9]{1,5\\.[0-9]{1,5}.*

descriptor_name

HIRIER B,
BE 2
HA . FH
Y]]
SampleNS:
type: tosca.nodes.AWS.NS
properties:

descriptor_id: "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
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descriptor_version: "1.0.0"
descriptor_name: "Test NS Template"

AWS.Compute.EKS

REEENERE,. PTEMN Kubernetes iRAS |, AR A FF Kubernetes &I SE HE I NFs FTE AWS EIR
HAE, Multus BESMEEEATE (CN) ABER KA., BULUEREZ BRI , Wist B HEE
ERZE L Kubernetes BERNBERHNE, SIS EEERBFIMEEN FHEEK,

ER
AR 7/

tosca.nodes.AWS.Compute.EKS:
capabilities:
multus:
properties:
enabled: Boolean
multus_role: String
ebs_csi:
properties:
enabled: Boolean
version: String
properties:
version: String
access: String
cluster_role: String
tags: List
ip_family: String
requirements:
subnets: List

Th&E
multus
B, E& Multus R2RMERTHE (CNI) AENEM.
WMRIEBDE multus , FBIETE enabledM multus_role B,
enabled

EHREERMATER Multus 28,

ME 2
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HA . AME

multus_role

Multus N HEENZE,
VE B
H|A . FH

ebs_csi
EHZLRHEE Amazon EKS #5E+ Amazon EBS BE5#7F /M HE (CSI) EESBERXN B,

RUA e 24 R2 =X BATE AWS Outposts AWS AR [E1F s LA Amazon EKS BEREEE 2 AWS [E
B, MEFMEH , F28 (Amazon EKS FAEIER) FH Amazon Elastic Block Store CS| §& )72
o

enabled
EHREERETER Amazon EBS CSI EEEIFEX,
PVE:B
HE - mMHE

version

Amazon EBS CSI| ERE)FZXM Nt BIRRAS . KA 4 BRFS DescribeAddonVersions E)4EEE Y H
f—ERA, MEFMET , 5528 (Amazon EKS APl 2#) HH DescribeAddonVersions

VE B
HHE . FH

Properties
version
#EE M Kubernetes fRZA, AWS Telco Network Builder & # Kubernetes i~ 1.27 Z 1.34,

ME 2
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AWS EfEEREZER

ERAEER

HR . FH

AIBEMY{E : 1.2711.2811.29|1.30]1.31]1.32|1.33|1.34

access
BEIRAFE.
HVE =B
B|A . FH

AIBERY{E : PRIVATE | PUBLIC | ALL

cluster_role
EEEENAE,
PHE 2

BHR . FH

tags
EEERIERNVER,

RE &/

8
f

. EEom
BB

ip_family
EHBEEPREN Pod btk IP K5,

AHFWE : IPv4, IPV6

JEEXE : IPVv4
BE: B
BFR . FH
=R
subnets

AWS .Networking.Subnet &%,

AWS.Compute.EKS
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ERAEER

a5

SampleEKS:
type: tosca.nodes.AWS.Compute.EKS
properties:
version: "1.26"
access: "ALL"
cluster_role: "arn:aws:iam::${AWS::TNB
ip_family: "IPve"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
capabilities:
multus:
properties:
enabled: true

multus_role: "arn:aws:iam::${AWS::TNB

ebs_csi:
properties:
enabled: true
version: "v1.16.0-eksbuild.1"
requirements:
subnets:
- SampleSubnet0l

- SampleSubnet2

AWS.Compute.EKS.AuthRole

::AccountId}:role/SampleRole"

::AccountId}:role/MultusRole"

AuthRole A[ZE &A% IAM A @B E Amazon EKS #£ | aws-authConfigMapZEFERETLUER

IAM £ & 12EL Amazon EKS #££&,

5 RN
=2

tosca.nodes.AWS.Compute.EKS.AuthRole:
properties:
role_mappings: List
String

arn:

AWS.Compute.EKS.AuthRole
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groups: List

requirements:
clusters: List

Properties

role_mappings
EZEEHEE Amazon EKS aws-auth #BE 2 IAM SEHERENEEConfigMap,

arn

IAM B &1 ARN,

ME 2
R . FH
groups

EiERiE PEZRZACR Kubernetes E#Harn,

clusters

AWS.Compute.EKS &%,

g5

EKSAuthMapRoles:
type: tosca.nodes.AWS.Compute.EKS.AuthRole

properties:

AWS.Compute.EKS.AuthRole
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role_mappings:

- arn: arn:aws:iam::${AWS::TNB::AccountId}:role/TNBHookRolel
groups:
- system:nodes
- system:bootstrappers

- arn: arn:aws:iam::${AWS::TNB: :AccountId}:role/TNBHookRole2
groups:
- system:nodes
- system:bootstrappers

requirements:

clusters:

- Free5GCEKS1

- Free5GCEKS2

AWS.Compute.EKSManagedNode

AWS TNB %18 EKS S E&EEH , LLHE{t Amazon EKS Kubernetes #5872 (Amazon EC2 #
TERE ) MMEMEGBHREE, FEE EKS HIgEE , BT T EME

REE AMI®Y ID = AMI R | RENEE TF&E R1EE Amazon Machine Image (AMI),
{21 SSH ZHA Amazon EC2 €484 , U R BIREENEEEM.

RGBT BN BT AR BE Amazon EKS # £ HEAE

RETEESHIN FHREE.

- BE , B #E SHEENEREEERISHEEE,

=5 RN
=

tosca.nodes.AWS.Compute.EKSManagedNode:
capabilities:
compute:
properties:
ami_type: String
ami_id: String
instance_types: List

key_pair: String
root_volume_encryption: Boolean

root_volume_encryption_key_arn: String
root_volume_size: Integer

scaling:
properties:
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desired_size: Integer
min_size: Integer
max_size: Integer
properties:
node_role: String
tags: List
kubernetes_version: String
requirements:
cluster: String
subnets: List
network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

Th&e
compute

EZE Amazon EKS S EHHBHEEZESHNWEM , 110 Amazon EC2 #H1T{ERRFERE M Amazon EC2
HAT{EE AMIs,

ami_type
Amazon EKS X EMW AMI A,
PBE 2
¥R . FH

AIBERYME : AL2_x86_64 | AL2_x86_64_GPU | AL2_ARM_64 | AL2023_x86_64 |
AL2023_ARM_64 | AL2023_x86_64_NVIDIA | AL2023_x86_64_NEURON | CUSTOM |
BOTTLEROCKET_ARM_64 | BOTTLEROCKET_x86_64 | BOTTLEROCKET_ARM_64_NVIDIA |
BOTTLEROCKET_x86_64_NVIDIA

ami_id
AMI B9 ID,
VE B

BFH . FH
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® Note

MREEHAFRFIEE ami_id ami_type# , AWS TNB R ami_idEREIL
EKSManagedNode,

instance_types

HITEE KD,
PVE .2

¥R FE

key_pair
XA SSH ZHnfY EC2 £ ¥,

ME 2
HR . FH

root_volume_encryption

B A Amazon EBS 1REBR[EHY Amazon EBS &, MRARBEHLEM , AWS TNB FERE NFH
Amazon EBS REREE,

PNE B
HEY : true

BHHE : ANE

root_volume_encryption_key_arn
key AWS KMS . AWS TNB #J ARN Z&E— &£ ARN, Z[EiFH£#8 ARN fEIE ARN,
PE K

HR . FH

(® Note

- R root_volume_encryption# false , @733
root_volume_encryption_key_arn,
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- AWS TNB X% # Amazon EBS #ii AMI FIRESER[E N

- R AMI HWIRHIRESINE , BH4EEEroot_volume_encryption_key_arniEH
R AWS TNB ¥y , FREEFTMBEREERIE.

- MR AMI WRBBREARINZ , AWS TNB £
root_volume_encryption_key_arnRiMZBRUEE,

MREFREE root_volume_encryption_key_arn, AWS TNB & 2 TERR
2488 AWS Key Management Service R I Z R HRE[E,

« AWS TNB A~ #EZ &K AMI,

root_volume_size
Amazon Elastic Block Store REER[ERI K7D , L GiBsBEL,
BE B
CE
A B

AJRERY{E : 1 E 16 , 384

scaling

TE#& Amazon EKS SERRMFERESBNEE , HIAFTFEN Amazon EC2 H{TERHE , LUREIR
FHEH Amazon EC2 HTEBHN &/ N NMEABE.

desired_size
It NodeGroup FEIH TR EHE.,
PVE =2

B|A OB

min_size
It NodeGroup FHI TR EE TR,

VE B
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HA . BH

max_size

It NodeGroup FHVE{TEIREEE LR,
VE B

B|A OB

Properties

node_role

HE#ZE Amazon EC2 #1TEE Z IAM A& ARN,

ME B
¥ FH

tags
EERIERNVER,
VR B

A . BE

kubernetes_version

Managed Node B #H# Kubernetes ix4<c AWS TNB X1 Kubernetes kx4~ 1.27 ) 1.34, ZETF
HI%IE

« ¥§7E kubernetes_version® ami_id, T ERFIEERE.

« kubernetes_version 4B/ REER AWS.Compute.EKSManagedNode k7,

« AWS.Compute.EKSManagedNode MrA# 2 B TR E 3 BMRAHNER,
kubernetes_version

« MR Kami_id¥EE kubernetes_versions , AWS TNB #&{#
FAAWS . Compute . EKSManagedNodeR A Ky & %1 AMI JRE Y EKSManagedNode

BE - F
BHH . FH
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ATAERNME - 1.27(1.281.29]1.30 | 1.31]1.32]1.33 | 1.34

R

cluster

AWS.Compute.EKS £i%,

PNE 2
BHR . FH
subnets

AWS .Networking.Subnet S %,

VE B

A . FE

network_interfaces

AWS .Networking.ENI 8%, BRBEENENFRABRZREAMENTAES , FRAMNTERILES
KMo

EIRERE Bnetwork_interfaces , IR & AWS.Compute.EKS EIZiHFEE multus B ,
AWS TNB €% multus_role B HEUSEE ENIs #HEMEFR, BRI, AWS TNB &1 node_role
B ESEE ENIsHERIRRF AT,

PVE B

HA . EFE

security_groups

AWS.Networking.SecurityGroup 1%,

PVE B

BHR . EE

placement_group

tosca.nodes AWS, Compute.PlacementGroup %
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AWS EfEEREZER

ERAEER

RE &

HR . FH

user_data

tosca.nodes AWS, Compute.UserData i#2E, FHEERNETREEEEZEGRAAE
(B Amazon EC2 #1TIEE. KHTEIIEAEENAMENT UM EEEEEHHEEN

node_role,
PNE B

BR . FH

labels

HMERNEE, BNEBRLARFRBNE. FANTREZLER !
- BEWNELEAN 5R=,

- BBANENRELRA 63 EF 7T,

- BRAULEEFHE (A-Z, a-z). HF (09 MT3=FT: [-, _, .,
« BENELXAURHFL?, W * FARABRNERE.

)20 myLabelNamel=*NodelLabelValuel

ME B

ga 45

SampleEKSManagedNode:
type: tosca.nodes.AWS.Compute.EKSManagedNode
capabilities:
compute:
properties:
ami_type: "AL2_x86_64"
instance_types:
- "t3.xlarge"
key_pair: "SampleKeyPair"
root_volume_encryption: true

?]

AWS.Compute.EKSManagedNode
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root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
root_volume_size: 1500
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:
node_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleRole"
tags:
- "Name=SampleVPC"
- "Environment=Testing"
kubernetes_version:
- "1.30"
requirements:
cluster: SampleEKS
subnets:
- SampleSubnet
network_interfaces:
- SampleENIQ1
- SampleENIQ2
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue@2"

AWS.Compute.EKSSelfManagedNode

AWS TNB % & Amazon EKS BEREEE® , LB E{t Amazon EKS Kubernetes # S &% (Amazon
EC2 #11TMEEE ) WMAEMEWBEHEE, EEE Y Amazon EKS EiBEHE , FRIT T 5IEE !

- BBRMH AMI B D, HENEE T HEEERIERE Amazon Machine Image (AMI),

- 5 SSH ZHUR# Amazon EC2 £48¥],

- BREHETBEHE Amazon EKS # 5B

- RUSTEBBEENAMENXDN, KDTRMAKD LR,

- REHETEHEDNFREE,
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ERAEER

- BE  BREEFE THERNEAEFEEEIESHEE.

=R
=2

tosca.nodes.AWS.Compute.EKSSelfManagedNode:
capabilities:
compute:
properties:
ami_id: String
instance_type: String
key_pair: String
root_volume_encryption: Boolean
root_volume_encryption_key_arn: String
root_volume_size: Integer
scaling:
properties:
desired_size: Integer
min_size: Integer

max_size: Integer

properties:

node_role: String

tags: List
requirements:

cluster: String

subnets: List

network_interfaces: List

security_groups: List
placement_group: String
user_data: String
labels: List

Pl

compute

EF Amazon EKS BEREETHMEESENWEM , #1210 Amazon EC2 #1T{EEEAE M Amazon EC2

#1TERE AMls,

ami_id

AREEHTERA AMI ID, AWS TNB XERIA IMDSv2 M 1TEEE., MEFHFMEER ,

BIMDS iRA,

s
W%

AWS.Compute.EKSSelfManagedNode
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® Note

B LAE T 9 AMI IDEKSSelfManagedNode, AMI B Amazon EKS RrZ< %82 Amazon
EKS #EMRAMEBIRERA 2 BIAR, Fla , R Amazon EKS #EMA A 1.31 , Al
Amazon EKS AMI iR EA 1.31, 1.30 = 1.29,

ME 2

BHR . FH

instance_type
#ATERR K/,
BE 2

HR . FH

key_pair
B SSH FENHY Amazon EC2 €88 ¥,
ME 2

BHR . FH

root_volume_encryption

B Amazon EBS HRERE[ER Amazon EBS 1%, MRKRBMHLEM , AWS TNB RS NE
Amazon EBS BR{EE,

PNE B
5% : true

HA . AME

root_volume_encryption_key_arn
key AWS KMS . AWS TNB #J ARN X E— &£ ARN, Z[EiFH <8 ARN M EI& ARN,
PVE ./

BHR . FH
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ERAEER

® Note

- W8 root_volume_encryption® false , FENE&
root_volume_encryption_key_arn,

« AWS TNB X1 Amazon EBS #im AMI KV ARE TR [E N E .

- R AMI WIRHEESINE , B4 B8 Eroot_volume_encryption_key_arni@f

A AWS TNB By |, FBEEFINFZIRTUERE,

- MR AMI BVRBBREARMNE , AWS TNB 2
root_volume_encryption_key_arnRiMZBRUEE,

MBEFREE root_volume_encryption_key_arn, AWS TNB & H AWS

Managed Services RN RRERE
- AWS TNB ~"EfEZINZER AMI,

root_volume_size
Amazon Elastic Block Store REER[ERI K/ |, B GiBsBEL,
PBE B
% : 20
A B

AJRERY{E : 1 E 16 , 384

scaling

EZE Amazon EKS BEREEBEHHERZSENEBMN , HIFTEN Amazon EC2 H1THEEHE
F4HP Amazon EC2 H1TEIRHNEETRM LR,

desired_size

It NodeGroup FHIHTERBEHE.,

PHE 2
HA . BH

, AR i %h

AWS.Compute.EKSSelfManagedNode
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ERAEER

min_size
It NodeGroup FEVEI{TEIREEE TR,
VE 2

B BY

max_size
It NodeGroup FEVEI{TEIREEE LR,
VE 2

B BY

Properties

node_role

E#ZE Amazon EC2 #1TE#E 2 IAM B ARN,

ME:Z
|
tags
BEERIERNVER. ERSERD ERELNATERE.
BE B
BH . FE
R
cluster

AWS.Compute.EKS &%,

PHE 2
BHH . F&H

AWS.Compute.EKSSelfManagedNode
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subnets

AWS Networking.Subnet Ei%,

VE B
B|H . GEE
network_interfaces

AWS .Networking. ENI 8%, BERBENENFRBZEASMENTAES , FRTERLES
KMo

ERERE Bnetwork_interfaces , MR &EE AWS.Compute.EKS EiZHEE multus B ,
AWS TNB €% multus_role BHEU{SEE ENIs #HEHEFAI, &FAI , AWS TNB €1 node_role
BMEEE ENIstHRIRNEF A,

RE &/

HA . EFE

security_groups

AWS.Networking.SecurityGroup &%,

PE B

HA . EE

placement_group

tosca.nodes AWS, Compute.PlacementGroup Ei%,

PE K
HR . 7R
user_data

tosca.nodes AWS, Compute.UserData Bi®2%E, FHEENETHEEEEEREEHHFH
fARNEN A Amazon EC2 #/TEEE. MBTEIIEAEENMENT IS EEEZEH AN

node_role,

PNE B
BHR . FH
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AWS EfEEREZER

ERAEER

labels

HMERNEE, BNEBRLARFRBNE, EFANTREZLER !

- BBAEXEU 9R=.

- EBAENRELRA 63 EBFT.

- EBUUETEFH A-Z, a-z, ). BF (09 MTI=FET: [-, _,
- EWAEXEUREFT?, RN * FREBRNER.

)40 myLabelNamel=*NodeLabelValuel

ME B
BHR . BB

5051

SampleEKSSelfManagedNode:
type: tosca.nodes.AWS.Compute.EKSSelfManagedNode
capabilities:
compute:
properties:
ami_id: "ami-123123EXAMPLE"
instance_type: "c5.large"
key_pair: "SampleKeyPair"
root_volume_encryption: true
root_volume_encryption_key_arn: "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
root_volume_size: 1500
scaling:
properties:
desired_size: 1
min_size: 1
max_size: 1
properties:

?]

node_role: "arn:aws:iam::${AWS::TNB: :AccountId}:role/SampleNodeRole"

tags:
- "Name=SampleVPC"
- "Environment=Testing"

requirements:
cluster: SampleEKSCluster
subnets:

AWS.Compute.EKSSelfManagedNode
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- SampleSubnet
network_interfaces:
- SampleNetworkInterface0@l
- SampleNetworkInterface02
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02
placement_group: SamplePlacementGroup
user_data: CustomUserData
labels:
- "samplelLabelName@@l=samplelLabelValue@@l"
- "samplelLabelName@@2=samplelLabelValue0@2"

AWS.Compute.PlacementGroup

PlacementGroup EiEi X B & Amazon EC2 I 1TE B T E K,

B IRERENETEY Amazon EC2instancefd , Amazon EC2 RS ER LS ENAIE T ER S S ER
FEERNAXNHMEHTER , LUSHEREREZERE. T8 , BuLER BREE REE—H BERKE
HITERNER , UWFEENIEERER,

SR
AR /

tosca.nodes.AWS.Compute.PlacementGroup
properties:

strategy: String
partition_count: Integer

tags: List

Properties

strategy

ARAKE Amazon EC2 #1T{EERI KR,

ME 2
HH . 7R

A[8EM{E : CLUSTER | PARTITION | SPREAD_HOST | SPREAD_RACK

* CLUSTER- #B#{TERHEETRAESAN. LREAUTRTFEFEISNEEESR (HPC) BAE
=X B B BX 22 AR 5 B0 R Y B R AR P R A9 B A SR A B B
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« PARTITION - B ZHNHTEEB I BEBELIE  F—E2EEPNHTERBETETE
PEETHHTEBFEALAERER, KAEFBNESH ITHEAE (H10 Hadoop, Cassandra
M Kafka) B HE EREUL KB,

« SPREAD_RACK - BRI ERERMNE — /MM ITER , LU HE BRI HE,

« SPREAD_HOST - # AR Outpost EME ., BTRINERFEEKE —/NMASTEE , LURAE
B B Ay SR,

partition_count

DEIEH.
PHE . RBTH strategy BREA KT FEPARTITION,
B|A . B

AlRERIE : 11213|415|6|7
tags

BH LR ENEEERNESR,
VE B

BE . BE

a5

ExamplePlacementGroup:
type: tosca.nodes.AWS.Compute.PlacementGroup
properties:
strategy: "PARTITION"
partition_count: 5
tags:
- tag_key=tag_value

AWS.Compute.UserData

AWS TNB X #Z3&i Network Service Descriptor (NSD) F1# UserData &i%: , fFFH BT EAEERRK
By Amazon EC2 #11T{E. MEBIIFEAEERNFMAERN , 5528 (Amazon EC2 EAEIER) F
ML EERLA shell ETT.
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AWS EfEEREZER

ERAEER

EHERHTER/UCHE , AWS TNB 2 ZBERAEERIE TR Amazon EC2 HITEBREMEHIGE

%, ARREBITEAEERE

AWS TNB & HMERE T , XK EMBAZmime ETHEER

Amazon EC2, BiI#AEERESIERE Amazon EKS SEEMESEB 2/ #1T,

FEEEAEERESRHERE 28  FERMAER | RFERER{. i, FEEES

EMyVariabled E A

® Note

, fFBE# A : {!MyVariable}

« AWSTNB XEX/NLERA 7KB WEAEERETE,
- BHMA AWS TNB £ CloudFormation REZEBFMEZEmultimimeEAEERIESE , FItE

BRIESIESSFA CloudFormation 3 8l

B

tosca.nodes.AWS.Compute.UserData:
properties:
implementation: String

content_type: String

Properties

implementation

EREERETHRERNEERE, KXLER

VE B

R . FH

content_type
EREERETHHAREE,
PVE B
¥R . FH

AIRERYME : x-shellscript

./scripts/script_name.sh

AWS.Compute.UserData
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/user-data.html#user-data-mime-multi

AWS EfEEREZER

EAEESE
#0451
ExampleUserData:
type: tosca.nodes.AWS.Compute.UserData
properties:
content_type: "text/x-shellscript"”
implementation: "./scripts/customUserData.sh"

AWS.Networking.SecurityGroup

AWS TNB X EZ L HEBBHMHE Amazon EC2 R4 #H |, B LIS LB R E ] Amazon EKS
Kubernetes # 5 81218540,

5 RN
An /

tosca.nodes.AWS.Networking.SecurityGroup
properties:

description: String
name: String

tags: List
requirements:

vpc: String

Properties
description

ZEFENER, ERSAAUER 255 BAF T RBEREFH. ERETEFE (A-Z W az). BF
(0-9), M TIEBHK®ERT .- /0%, @ [] +=&; ! $*

PNE 2
HR . FH
name

LZEBEENEE, SBRSTER 255 AF T, BRETEFEH (A-Z M a-z). BF (0-9), Z=HEHM
THEKFET: . - /0%, @ [] +=&; ! $*

ME 2
R . FH
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AWS EfEEREZER

ERAEER

tags
ZAILLEER R B EERNES.

PVE B

A - F

ER
vpc

AWS .Networking.VPC Ei%,

PVE .2

g5

SampleSecurityGroup@01l:
type: tosca.nodes.AWS.Networking.SecurityGroup
properties:
description: "Sample Security Group for Testing"
name: "SampleSecurityGroup"
tags:
- "Name=SecurityGroup"
- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS.Networking.SecurityGroupEgressRule

AWS TNB X ELZ & HW H AR A , A BB AIEEE| AWS.Networking.SecurityGroup #
Amazon EC2 T2 E @A A, FIE , BYERM cidr_ip/destination_security_group/
destination_prefix_list fEA# HRERN B #9ih,

5 RN
=

AWS .Networking.SecurityGroupEgressRule

AWS.Networking.SecurityGroupEgressRule
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properties:

ip_protocol: String
from_port: Integer
to_port: Integer
description: String
destination_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:

security_group: String

destination_security_group: String

Properties
cidr_ip

CIDR B K IPv4 #hit &5 E, EHEREALFHLHRER CIDR £E,

PVE B
B . P
cidr_ipv6

CIDR #&X Ky IPv6 bt 258 , ARB@HRE, BXREEBBELLEHE
(destination_security_group = destination_prefix_list) =} CIDR £ (cidr_ip

| cidr_ipv6).

PBE B’
BE . F&H
description

W (EH) Ze2FERANKER, SHZALUER 255 87 T RERSR A,

VE K
HH . FH

destination_prefix_list

A Amazon VPC REFEHEENFTEFE ID. ERRARZLEHEMBEH < B REAINTEE
HEmi, NEREFEBENFMAES  F2H (Amazon VPC EREER) THWEZEFEE

o
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AWS BEBBEES EREEE
RE &

| . ra

from_port

MRBAWER TCP = UDP , EREZEEHEMNHE, MEEAHER ICMP = ICMPV6 , ERZ
HARES., B -1 R"FTAE ICMP/ICMPVv6 8, EEIEEMA ICMP/ICMPve BH | #uEH ;EFﬁ
£ ICMP/ICMPv6 {15,

VE B
B By

ip_protocol

IP BABES M (tcp. udp. icmp, icmpve) HBA G EMmIE. EH -1 IEEMBEBABE. RE
ZEFARAUR , TREGEENERBHEERM , 5% top, udp, icmp = icmpve BASEY -1 SHiE
ABERE , BAFFIAERELNRE. YR tep, udp Micmp , BAAEEERESHE, HR
icmpv6 , BEEHERBZAN  MREEREZREE  AMARENACRNRE,

VE B

BE . FH

to_port

MRBAWHER TCP = UDP , EREZEHEMNE R, MREAHER ICMP = ICMPV6 , iERZ
K&, E -1 XRRE ICMP/ICMPv6 RiE., &EIEEFA ICMP/ICMPV6 H | B4 EIEERE
ICMP/ICMPV6 X1&,

VE B
B By

B3R

security_group
BB R AR LEE ID,
MR R
B/ FH
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destination_security_group

JSURTE HRE B R R £ EER/ ID 3 TOSCA 2%,

PVE B
HR . FH

Y]

SampleSecurityGroupEgressRule:
type: tosca.nodes.AWS.Networking.SecurityGroupEgressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Egress Rule for sample security group"
cidr_ipv6: "2600:1f14:3758:ca00::/64"
requirements:
security_group: SampleSecurityGroupd0l
destination_security_group: SampleSecurityGroup002

AWS.Networking.SecurityGrouplngressRule

AWS TNB X ELZ 2B HEEARA , LA BB AIEREE AWS.Networking.SecurityGroup B Amazon
EC2 Z2BEEAEA, FHFEXE , BARM cidr_ip/source_security_group/source_prefix_list /£ & &
AFREN R,

RN
AR /

AWS .Networking.SecurityGroupIngressRule
properties:

ip_protocol: String
from_port: Integer
to_port: Integer
description: String
source_prefix_list: String
cidr_ip: String
cidr_ipv6: String
requirements:
security_group: String
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source_security_group: String

Properties

cidr_ip
CIDR #=X K IPv4 bt EIE, BAAREAFWATREN CIDR &EE,
BE B’
A . FH

cidr_ipvé6

BARER CIDR 3 IPv6 thil EE, BN AEERELLEME (source_security_group
source_prefix_list) = CIDR & & (cidr_ip = cidr_ipv6).

PE B
HH . FH

description

BA (BA) Z2BEERUNER, BRZSTLUER 255 @FTRERR A

VE B
HR . FH

source_prefix_list

I{AE Amazon VPC ZEFHFENFEHBE ID, ERAFHEZHAMER c B EHTHEE
BEURENRR, IEZEFEHFENFMEN , 28 (Amazon VPC EAEERE) PHNZEF
E-/%Eo

BE B’

|H T

from_port

MBEBABER TCP 5 UDP |, EREZEBELEENE, NREEABER ICMP = ICMPV6 , E2
HRESE, B -1 RTPFTE ICMP/ICMPve R, BEERIEEMA ICMP/ICMPve EH | BN BEEEM
£ ICMP/ICMPv6 {15,

VE R
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AWS EfEEREZER

ERAEER

B B

ip_protocol

IP BB ERM (tcp, udp, icmp. icmpve) B EfmiFE. A
REBFERBE , TRSIEEWERRHEE AT , 57 tcp. udp. icmp 2 icmpve LAY -1 i@
AGESR , MAFFAEERZELNRE, B tcp. udp Micmp ,
icmpv6 , EEEHEREAN  MREEEZESEE , AIAFERRENARBHRE.

VE B

BR ¥
to_port

MRBEABER

VE B
BHR . BH

=R

security_group

TCP = UDP , EREZEHENER, WRBAHE

EXTEL RN L LEE D,

PBE 2
BA . FH

source_security_group

fF

RE &/

HR . FH
#3451

THAREZRREZLEAN ID = TOSCA BE,

SampleSecurityGroupIngressRule:

-1 EEFMABABE. R#E

BYREEEREHE, BN

2 ICMP = ICMPV6 , iE2
KRiE, B -1 RIAE ICMP/ICMPV6 KiE, &EIEERE ICMP/ICMPv6 88 @SS AIEEME
ICMP/ICMPVv6 X5,

AWS.Networking.SecurityGrouplngressRule
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ERAEER

type: tosca.nodes.AWS.Networking.SecurityGroupIngressRule
properties:
ip_protocol: "tcp"
from_port: 8000
to_port: 9000
description: "Ingress Rule for free5GC cluster on IPv6"
cidr_ipv6: "2600:1f14:3758:ca00: :/64"
requirements:
security_group: SampleSecurityGroupl
source_security_group: SampleSecurityGroup2

AWS.Resource.Import
EALUAE T 5 AWS BEREA AWS TNB

+ VPC

« TR

- BHER

- BRI EE
- REEAE

=R
=2

tosca.nodes.AWS.Resource.Import
properties:
resource_type: String

resource_id: String

Properties

resource_type
[EAZE AWS TNB & RER,
PBE R

HA . EE

resource_id

EAZE AWS TNB WEIR ID,

AWS.Resource.Import
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ERAEER

BE B
HA . BE
545
SampleImportedVPC:

type: tosca.nodes.AWS.Resource.Import

properties:

resource_type: "tosca.nodes.AWS.Networking.VPC"

resource_id: "vpc-123456"

AWS.Networking.ENI

MRS ER VPC MARERBEBEFHBEBE T4, MERATEREEL FERABRNFHIER IP it

i, EFHEKPEE Amazon EC2 #1TEE 2% |

A DA AR ER 9T EE R E TR |, SERX Amazon

EC2 #IfTEIR 0 BRI N , AREMEZEZXTHE PN S —ME Amazon EC2 H1TERE, KERS

SLUEEIEFEBIVE.

Eh 3
AR /

tosca.nodes.AWS.Networking.ENI:

properties:
device_index: Integer
source_dest_check: Boolean

tags: List
requirements:

subnet: String
security_groups: List

Properties

device_index

KRERSIVARKRE,

ME 2
HR . B

AWS.Networking.ENI
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source_dest_check
EHARAEREATRE/BENHERE, true ERXRFBARE | false ERREARE,

REFWE ; true. false

FEER : true

BE B

A . AME
tags

BERIERNER,

PNE B
A - BE
=R
subnet

AWS .Networking.Subnet &%,

MWE 2
H|R . 7R

security_groups

AWS.Networking.SecurityGroup &%,

VE B
A . FH
g4
SampleENI:

type: tosca.nodes.AWS.Networking.ENI
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ERAEER

properties:
device_index: 5
source_dest_check: true
tags:
- "Name=SampleVPC"
- "Environment=Testing"
requirements:
subnet: SampleSubnet
security_groups:
- SampleSecurityGroupQl
- SampleSecurityGroup02

AWS.HookExecution

S BRENTREHNTECHEDR , MAERRENRARATERN —H7,

5 AN
=2

tosca.nodes.AWS.HookExecution:

capabilities:

execution:

properties:
type: String

requirements:

definition: String

vpc: String

e

execution
WITAHETRZAMATEIZENEM.
type

NRHITEIBRE,

PVE B
HR . 7R

AIRERY{E : CODE_BUILD

AWS.HookExecution
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ERAEER

=R
definition

AWS.HookDefinition.Bash &i%,

MWE 2
HR . FH
vpc

AWS.Networking.VPC &%,

MWE 2
HR . 7R

Y]

SampleHookExecution:

type: tosca.nodes.AWS.HookExecution
requirements:

definition: SampleHookScript
vpc: SampleVPC

AWS.Networking.InternetGateway

EFE AWS B ER REEE R,

RN
=2

tosca.nodes.AWS.Networking.InternetGateway:

capabilities:
routing:
properties:
dest_cidr: String
ipv6_dest_cidr: String
properties:
tags: List

egress_only: Boolean
requirements:

AWS.Networking.InternetGateway
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vpc: String
route_table: String

Dl

routing

EFE VPC ARHEZNEBMY, BMHBEEE dest_cidrm ipv6_dest_cidr B,
dest_cidr

AR E M EEEE IPv4 CIDR B, WEMRARE REMIEHA , RouteTableE{EERE

DestinationCidrBlock,
ME : IRBEE ipv6_dest_cidr B , AIAS,

HR . FH

ipv6_dest_cidr
AR E Wi ¥R IPv6 CIDR [E#,

PHE : NREDE dest_cidr B, BIAR.

FA . FH
Properties
tags
HEERINERVER.
VE B

A - FE

egress_only

IPv6-specific B, 1EHAERMERFERSEARBEENR. B egress_only 4 true B |, %A
EZ ipv6_dest_cidr B,

PDE &K

B|H . AME
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R

vpc

AWS.Networking.VPC &%,

MWE 2
HR . 7R

route_table

AWS Networking.RouteTable %,

MHE 2
HR . FH

g5

Free5GCIGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: false
capabilities:
routing:
properties:
dest_cidr: "0.0.0.0/0"
ipv6_dest_cidr: "::/0"
requirements:
route_table: Free5GCRouteTable
vpc: Free5GCVPC
Free5GCEGW:
type: tosca.nodes.AWS.Networking.InternetGateway
properties:
egress_only: true
capabilities:
routing:
properties:
ipv6_dest_cidr: "::/0@"
requirements:
route_table: Free5GCPrivateRouteTable
vpc: Free5GCVPC
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ERAEER

AWS .Networking.RouteTable

BREREES—EBARENAR , ARNERE VPC IIMEA FHRBNEKRESEVE

B RE VPC BB,

SR
AR /

tosca.nodes.AWS.Networking.RouteTable:
properties:

tags: List

requirements:
vpc: String

Properties
tags

EEZIERNER.
DR

=

B

3 . sEes
# .58

23K
vpc

AWS Networking.VPC Hi%8,

BE 2
/R . FH
iR
SampleRouteTable:
type: tosca.nodes.AWS.Networking.RouteTable
properties:
tags:

- "Name=SampleVPC"

AWS.Networking.RouteTable
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- "Environment=Testing"
requirements:
vpc: SampleVPC

AWS .Networking.Subnet

FHEEEZE VPC /Y IP #utEE L B4 ATEVRA—ETHERR, BX4ALFHRIEIEE VPC, CIDR
Eft, ATAESEMKER, FELACRTFHEBERLEERLAE.

5 AN
An /

tosca.nodes.AWS.Networking.Subnet:

properties:
type: String

availability_zone: String

cidr_block: String
ipv6_cidr_block: String
ipv6_cidr_block_suffix: String
outpost_arn: String

tags: List

requirements:
vpc: String
route_table: String

Properties

type

ERELFREPREBNATEERESWREILE IPv4 it

PHE 2
HR . FH

A[BEAY{E : PUBLIC | PRIVATE

availability_zone

FRRN AR, B E AWS EBFRKN AWS THESE |, i us-west-2 ( ERFI
( B#E)). etZXETHEZAN AWS A EE |, §li0 us-west-2-1ax-1a.

ME 2
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B . P
cidr_block

F#HEH CIDR E#,

VE R
HE . FH

ipv6_cidr_block

PRI IPv6 FH#IRH CIDR B, MRLGESHBY  F088
ipv6_cidr_block_suffix.

VE K

BA . FH

ipv6_cidr_block_suffix

EiB Amazon VPC B 2 FHEH IPv6 CIDR E#H 2 VB +ANEMNEB. A THER : 2-
digit hexadecimal::/subnetMask

MREBIEWEMY , FWEE ipv6_cidr_block.

BE B
BE . FH

outpost_arn

E7£ AWS Outposts I FHEIEH ARN, INREEERE EEE Amazon EKS BREESE ,
SEAS LB ETIEE NSD #4< AWS Outposts, MEFFMENA , 5528 (Amazon EKS FHEIERE
AWS Outposts) F#Y E# Amazon EKS,

MEBEEAS B HIEE NSD 848 |, BIAEAE availability_zone BHHWERES NI R ES
AWS Outposts.

VE B
B . P
tags
EEIERNER.
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AWS EfEEREZER

ERAEER

RE &

i —1-]

B

A .

N4,

£33

vpc

AWS Networking.VPC Ei%,

ME 2

HR . FH

route_table

AWS Networking.RouteTable &%,

ME 2

g5

SampleSubnet@1:
type: tosca.nodes.AWS.Networking.Subnet

properties:

type: "PUBLIC"

availability_zone: "us-east-1a"

"10.100.50.0/24"

ipv6_cidr_block_suffix: "aa::/64"

outpost_arn: "arn:aws:outposts:region:accountId:outpost/op-11223344EXAMPLE"

cidr_block:

tags:

- "Name=SampleVPC"
- "Environment=Testing"
requirements:
vpc: SampleVPC
route_table: SampleRouteTable

SampleSubnet2:
type: tosca.nodes.AWS.Networking.Subnet

properties:

AWS.Networking.Subnet
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type: "PUBLIC"

availability_zone: "us-west-2b"

cidr_block: "10.100.50.0/24"

ipv6_cidr_block: "2600:1f14:3758:ca0::/64"
requirements:

route_table: SampleRouteTable

vpc: SampleVPC

AWS.Deployment.VNFDeployment

NF BENER XA RRUERIENEEHERNERARENX, EEBHEIETE EKS BERFAELN
NFs. vnfs B EIEELIFHMEREE, Lt LR A pre_create M post_create MEAZEA £ 0B
HEBRE  UHTEHBNRERT , SINFLEFEERK AP,

Eh 3
An /

tosca.nodes.AWS.Deployment.VNFDeployment:
requirements:
deployment: String
cluster: String
vnfs: List
interfaces:
Hook:

pre_create: String
post_create: String

ER
deployment

AWS.Deployment.VNFDeployment %,

PNE B
BE  FH
cluster

AWS.Compute.EKS £i%,

ME 2
R . FH
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ERAEER

vnfs

AWS.VNF &g,

©wE -2
BH  TE
JTHE
D%

B L B B H 1T R P ER
pre_create

AWS.HookExecution Ei%k, LtHMIEEVNFDeploymentEiEEE 2 BIEI1T o

PNE B
HR . FH

post_create

AWS.HookExecution Eifk, LtEE#IEEVNFDeploymentEiEiEBE 2 BREIT,

VE B
HH . FE
g4
SampleHelmDeploy:

type: tosca.nodes.AWS.Deployment.VNFDeployment
requirements:
deployment: SampleHelmDeploy2
cluster: SampleEKS
vnfs:
- vnf.SampleVNF
interfaces:
Hook:
pre_create: SampleHook

AWS.Deployment.VNFDeployment
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ERAEER

AWS .Networking.VPC

BN ARERIBEE R (VPC) #8E CIDR E#,

RN
An /

tosca.nodes.AWS.Networking.VPC:
properties:
cidr_block: String
ipv6_cidr_block: String
dns_support: String
tags: List

Properties

cidr_block
VPC #9 IPv4 #83% 85E (LA CIDR R RERTR)o
PVE 2

F|A . F8
ipv6_cidr_block

FXEI VPC B IPv6 CIDR B,
FEFRY{E : AMAZON_PROVIDED
PHE B

WA . FH

dns_support
ER VPC R BN HTEEREEWEI DNS EHEHE,
MR B
BH  HME

JE5% : false

AWS.Networking.VPC
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ERAEER

tags
REEINERNER.
PBE B
BE A

gl

SampleVPC:
type: tosca.nodes.AWS.Networking.VPC
properties:

cidr_block: "10.100.0.0/16"
ipv6_cidr_block: "AMAZON_PROVIDED"
dns_support: true
tags:

- "Name=SampleVPC"

- "Environment=Testing"

AWS .Networking.NATGateway

R

=5 RN
=]

tosca.nodes.AWS.Networking.NATGateway:
requirements:

subnet: String
internet_gateway: String

properties:
type: String
eip_allocation_id: String
tags: List
Properties
subnet

AWS.Networking.Subnet iZ& %,

BRI LUEIR TR ER LN AN NAT Gateway Hifl. HRAERE , MRETRERMAES IPEE
ID, AWS TNB 2 R1EHY tRFECIEEN P, 348 H B2 FEE L BEEH.

AWS.Networking.NATGateway
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PVE .2

HR . FH

internet_gateway

AWS.Networking.InternetGateway Ei2h & #,

MWE 2

BE . FH
Properties
type

EHRERLARERNLE,

FFFME : PUBLIC, PRIVATE

PBE 2
H|A . FH

eip_allocation_id

KRB IP 3t FLERY 1D,

BE R
A T
tags

EERIERNESR,
PVE K

HA . EFE

ga 45

Free5GCNatGatewayQ1:
type: tosca.nodes.AWS.Networking.NATGateway
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AWS EfEEREZER

ERAEER

requirements:
subnet: Free5GCSubnetdl
internet_gateway: Free5GCIGW
properties:
type: PUBLIC
eip_allocation_id: eipalloc-12345

AWS.Networking.Route

BRI ERBAEH , 4B Wit MBI E NAT Gateway %4 B EEIR , A% H#T 8 Z BB AY R &

&Ko

SR
AR /

tosca.nodes.AWS.Networking.Route:
properties:
dest_cidr_blocks: List
requirements:

nat_gateway: String

route_table: String

Properties

dest_cidr_blocks

BHVith IPv4 B E B EERNBE.

PVE .2

BHR . EE

KERE . F&
ER

nat_gateway

AWS.Networking. NATGateway SiZ&#,

PHE 2
R . FH

AWS.Networking.Route
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AWS EfEEREZER

ERAEER

route_table

AWS .Networking.RouteTable #i%i&#,

BE 2
/R . FH
iR
Free5GCRoute:
type: tosca.nodes.AWS.Networking.Route
properties:
dest_cidr_blocks:

- 0.0.0.0/0
- 10.0.0.0/28

requirements:

nat_gateway: Free5GCNatGatewayQ1l
route_table: Free5GCRouteTable

AWS.Store.SSMParameters

BT LUEIB AWS TNB 217 SSM 28, BBV SSM 28 21%E SSM #EY , FEHA AWS TNB
BRENIT{EER ID, ERIFHILEMEAMEE NSD SEAXRHTEEB(CNARSEHNTERE K SHEEINER.

SR
AR/

tosca.nodes.AWS.Store.SSMParameters
properties:
parameters:
name: String
value: String

tags: List

Properties
Parameters

name

ssm BMNEB, FATHKR : "N[a-zA-Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-20-9]+$

AWS.Store.SSMParameters
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BESBNEBLEADR 256 fF T,

PNE 2
HR . FH
value

ssm BMENE, FEATIHP —EEK .

- HREESEWE : ~[a-zA-20-9]+[a-zA-Z0-9\-\_]1*[a-zA-Z0-9]+$

- HRBRESZE . N\$\{[a-zA-Z0-9]+\.(properties|capabilities|requirements)
(\.([a-zA-Z0-9\-_]1+))+\1$

- WRBRESE . N\$\{[a-2zA-Z0-9]1+\.(name|id|arn)\}$

BESBNELEADNR 4 KB,

PBE 2
/A . FH
tags

BT UERE R SSM BN ER,

g5

SampleSSM
type: tosca.nodes.AWS.Store.SSMParameters
properties:
parameters:
- name: "Namel"
value: "Valuel"
- name: "EKS_VERSION"
value: "${SampleEKS.properties.version}"
- name: "VPC_ID"
value: "${SampleVPC.id}
- name: "REGION"
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ERAEER

value: "${AWS::Region}
tags:
- "tagKey=tagValue"

wRER

E NSD A VNFD B &I,

 AWS.HookDefinition.Bash

AWS .HookDefinition.Bash

£ FESE an AWS HookDefinitionbash,

RN
An /

tosca.nodes.AWS.HookDefinition.Bash:
properties:
implementation: String
environment_variables: List

execution_role: String

implementation

AYUERNHEE R, BXH%EH . . /hooks/script_name.sh

ME 2
HR . 7R

environment_variables

hook bash IETIBMNIRIEEH, A THHER : envName=envValue#E T 5 regex & :

- BREESEZNE : ~a-zA-20-9]+[a-zA-Z20-9\-\_]1*[a-zA-Z0-9]+=[a-zA-
Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-Z0-9]+$

- HRABRESE . AMa-zA-Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-Z0-9]1+=\$\{[a-zA-Z0-9]+

\.(properties|capabilities|requirements)(\.([a-zA-Z0-9\-_1+))+\1}$

EREH
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ERAEER

- WRBRESE . AMa-zA-Z0-9]+[a-zA-Z0-9\-\_]1*[a-zA-Z0-9]1+=\$\{[a-zA-Z0-9]+

\.(name|id|arn)\}$

EWEEZenvName=envValueBHE S T HEH :
EOERAZEE

- CODEBUILD
- TNB
- BHE
- AWS

- BOULEAEEHENTE (A-Z 2 a-z). BF (0-9) MEFHKF T , envNamelA Kk _ - H

envValue,

- BERESY (S8 envName=envValue) #ED A 128 BF T,

&5l - A123-45xYz=Example_789

RME

|

HA . EE

execution_role

ARBITHNAE,
BE 2
R . FH
g4
SampleHookScript:

type: tosca.nodes.AWS.HookDefinition.Bash
properties:
implementation: "./hooks/myhook.sh"
environment_variables:
- "variable@l=value@l"
- "variable@2=value02"

execution_role: "arn:aws:iam::${AWS::TNB::AccountId}:role/SampleHookPermission"

®FR (A-Z = a-z) REF (0-9) envNameFiLE.
B2EATS AWS TNB REZERBTF (FTESAXNE ) MBREEHEE

AWS.HookDefinition.Bash
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AWS TNB W& £ %

MERZEME AWS REESEEIEF. 58 AWS BF |, KA UZRHZRNERPONBHEE | BLEER
RBTRERRZEHBMEBHNFIRMEE,

ZEMR AWS BB ARRE, AFEEEAKHERRERNEZEYE  NERPHREM

- BIRNETEYE - AWS EEREE PHIT AWS RSN EBRE AWS Eig, AWS tAGRIRMHATR
2EANRKREE. EAWS 28D  FZARBAESEHIRNBRERMZLNER . BET
738 A7 AWS Telco Network Builder B9 &RETEI , F2BAWS &RTEIN RIEEE,

- EHRNLZEY - ENEEECRAEER AWS R, St/ EHEMREZES  SFRERNBE
., BRATNERFBREEMNER,

AR BYE T MR AAEE A AWS TNB BERALAREEER, THEBERPUNMAERE AWS TNB
UREANRLESHER., SHLaTHNMERHEM AWS IR RiGENZERFRE AWS TNB &
Ro

B g

- AWS TNB HH & RHRE

- AWS TNB 52 Mz EE

- AWS TNB K& IRER

« AWS TNB HRy S8

- AWSTNB ARV EREHmEZ M

« IMDS R4S

AWS TNB FHIERBRE

AWS HESEETBARA Telco Network Builder AWS R ERHMRE, MERFHR | AWS SR
EYITE WEEERE AWS Eif, FESHECHERRR IFAEARNETE, ZEHEKE
EfERA AWS BRI ML HEBNEEREK. IFERBAENFRERN A F2RENBLEERRE
EE., NEBNERMREBENFHERN 20 —BRERRERA (GDPR) /i,

ERERREEYN , RARBEHRE AWS IRFE 2 AER , WA AWS IAM Identity Center 5§ AWS
Identity and Access Management (IAM) B2 EEBIERE, wtt—R , SECEHAEHASESRHETHK
HEKPAENRT. RftEBRERATIANREER -

RRRE =


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/gdpr-center/

AWS BEMEH R E S EAEEE
- BERFEHEERAZSEERRRE (MFA).
- £ SSL/TLS B AWS EifEBH. RMEFEE TLS 1.2 WEZRFEA TLS 1.3,

- {EM RE API MEHE T EEC 82 AWS CloudTrail, ZNEBREEA CloudTrail JBHEHEEL AWS SEEIRY
B , HZBAWS CloudTrail € fFR&EER) RHER CloudTrail B,

- EF AWS MEMARAR , UREPHAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , 1#BIEREMIRZEMFE Amazon S3 HEIRE R,

o MREE AWS EBTHIRMEH API FEH BFEE FIPS 140-3 REMN R EIREEME , BFEH FIPS
iR, WMFEEEI FIPS M FIPS in BN ESHEEEN , BSRABIBEFEEFLE (FIPS) 140-3,

B RZIBRCBETEREFNE B SRERBBEN , HEEERS BHEERN X FRA
B, FlnEBEA, ETEEEMEHA AWS TNB SifEFAEEA, API AWS CLIT H Mt AWS BR#EE AWS
SDKs B, BHEEZEEREHBANFETHUPRANTAERBAEARTERZE AR, MREREA
A ARESHY URL , HPIEAZIEBFB I EBREB LU MAREEFE RN URL 2 EBEREA.

BREE
BRI AWS IRFEF , AWS TNB N ERSRICAMER , W HREMERA DB, NREE

90 XAEHMA AWS IRF , AWS TNB IR RZEMNER., 120 X% , AWS TNB XK AMBRENE
#o AWS TNB th&#£ 1L RV | MR ENHBEHNEREM

TREE IR

AWS TNB —ZENMEZEFRERBINMEREER A MAFTEEMEANERE, KWNESEB B8
#1T AWS Key Management Service,

Eig Nz

AWS TNB /8 Transport Layer Security (TLS) 1.2 R EE#H WG EH.
CHEEENEERAERXREAF R 2BENER,

R RE R

AWS TNB EEERURFIEEFH{ANERLBER (VPC) H, FIEAE AWS TNB REHSHRE
£ AWS g H | MAEEEREER, SRAEEXEAAFiRBNERSEBEBRERER,
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AWS EfEEREZER EREES

AWS TNB By & 7 MZEE B

AWS Identity and Access Management (IAM) 2 AWS fR¥ , AIiHBIE B E 2 £ tinH ¥ AWS BR
WEE. IAM BEEESREHFETUEITEIBIE (BA) MRE (EGFT ) RKEHAWSTNB &
o IAM ZIERBARBEEM AWS BRI /9 .

B &%

- BEHR

- EASSRE

- EARKREEFIE

« AWS TNB #0{TE2 IAM A

+ Telco Network Builder AWS #J & % B B R & 45

« ¥ AWS Telco Network Builder & % FZEETHER

BEHR
fEFA A AWS Identity and Access Management (IAM) SRIBEH A EBMERTE :

- REERAE — FEEAFHRELIE  FOEEERBRTA (FSB B AWS Telco Network
Builder & 7 #17BUGE1T S ERER)

- REEEE — EEREFAEFRELRIMEEBIIURER (F2 8 AWS TNB a1aEE IAM L EH)

« 1AM BEE — BEBRUEEFIES (7528 Telco Network Builder AWS #y 5 % B B 45

EH 578
SHRBEMEAWS £S5 BREA HHK, BLAENAWS RSRERE. IAM 5 ERRIE
IAM B &5 53R RE,

B LAER B2 RN EAER , Hl20 AWS IAM Identity Center (IAM Identity Center), E—& A&
7 EFER Google/Facebook BAER , UBEFTHMERBA. NIEEBREANFHERN , F2H
(AWS & A EHEER) PHHAEAEN AWS IRF,

HRENRFTFE , AWS 124t SDK M CLI URIBHmEFA NEBFB R, WEFMEER , F268 (AM
EREERE) T/ API FERIIAWS 5 4 IRBERF
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_sigv.html

AWS EfEEREZER EREES

AWS IRF RERE

EREY B AWSIRFE |, B8R/ —E&S AWS IRF theroot ERENEAG DFHE , ZE 2 ERHA
B AWS % NERNTRBEFEE, MIERTEERAREAERUTRELEE. FRTEERERE
BENER  F28 (AM EHEER) PHEEREHEBRENES.

BEeeD

REBBRERABCEREERABS S ORMHE , JLAWS RE ERAKRBEEFN .

BEFrRELEBEK, Web SORMBENMERE , 2 AWS ki FRAS 2 RFENEFAER
Directory Service FEUIEAE. BMESIEREIAE K MEAACERHVERRR.

EEETNVERFIER |, BEFEH AWS IAM Identity Center, IEFAMET , F20 AWS IAM
Identity Center £ A& ER Y1 ER IAM Identity Center ? .

IAM i F & M EF4E

IAM £ F #& https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html2 —E & 2 ERE A
FERAERANEEFTE. ERURREEIREGRASEN IAM FAE, NFEFAEH A F28
(AM EREERE) PHRERANEFAEFRABMS I RHEER AWS FHERBEFE -

IAM BHEEIEE IAM ERERS  FEEABCAENTTRENER, NRFRER , 728
C(IAM fEFEER) FH 1AM R ERER =S,

IAM B

IAM £ & https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.htmIBI B2 BG4S EHFTE  H
ATLUR B ERER R, BULUEBRERETRE IAM A6 (E8EA ) M AWS CLI 5 AWS API
REREBEIAR, NEFHENR , F28 (AM £AEFER) PHREBETASNEE.

IAM B2EARBE S0 EAEFNR. WK IAM EREFT. BERFFIEEEREFN , URE
Amazon EC2 #IfTHVEAEN, MEFMEN , F2H (AM ERAEER) P IAM FHVRIEFEEIR
FH,

EABRREEFRUE

ZAILUEIB R M BUR Y G HIE R & 5 RNER AWS RIZ2EH AWS R FER. BERERES 2 HERM
BABERRT A, ERFARHFERE AWS |, SFHMEELEK. KRSHBEKEL JSON XH AWS FEX
FRAE . MFEE—F TH JSON BERXH |, 26 (IAM EAEER) T/ JSON BERES.
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AWS B2 ES (EE
EEESEMEANK  BEBEEMETRIUEWLRAG THRLEERNTEE , UEETFINEERE,
HEREBERT , FRAENACRBT. IAMEESSEY IAM BXRIEETEEAG , #HEAERE
B, IAM BERERBMENFTT , ERRAMERXHAIT.

S BEBR

BoRRRERMES D (ERE, FAEFEIAR) K JSON FFATBERNX S, EEEEEH ST
HWRLEFRATHLEDSE , UREANGKRE. UFTHROARIS2EBEER , F2H8 (AM £REE
M) PHEBREFEEBRRERBR] IAM FF A,

BoBERRADT/ARBER (EEABRRE—52) EXERXR (ANMNESES 50N BEMLBER), NF
THNAEZERRRABRBRR 2 BMERE  F2H (AM EHEER) PRHEZEBREXNRBE
ZEEE,

BEREHR

ERBPBER MR ERA JSON BERN 4, HHIEHE IAM B EEEBRE Amazon S3 EFATREEE
R, EXEEREBRNEET , REEESAUERACARZHHREERNFIER. BLAEE
FREBRPEEEE.

ERAEBRRVAZBREFNARBEK, SEZEEREBRDEMARE IAM B AWS ZEBX.
HtBREH

AWS T RHMBREE K IREESERBREER TR :

« FARR —REFGHBEBETRE IAM BEBNRAFT, MEHMAEN , F28 (IAMEREE
) B IAM EREFFT SRR,

o BRIEIEHBER (SCP) — & AWS Organizations P A B SR B MEBENIEER AT, MEFMAENR ,
=2 (AWS Organizations A& 1ER) " HY PR E &I BUEE,

- EREHBR (RCP) — RELRFHPERITAF TN LR, MEFHMEN , 5F2H (AWS
Organizations fEA&ERE) P EIRZEF EZE (RCP),

. THEREBER — EURRRFTARAACEBS S s EFAERIRFTERERE , USBEXNEE
MR R, MEFMER K F2 (AM EHAEER) P TIERBREE,

ZRBRER

EZEEENBRERANGBERE , EENTUISERMMELER, B2 T7THNMTAWS £5 R ZSEK
REHRERBANFER , F2H0H (AM EREER) PHBEERLEE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS EfEEREZER EREES

AWS TNB 20T E2 |IAM F& i fiE F

EERER IAM EEE AWS TNB BEEUZ B |, f55C 7 fEHRLE |IAM IhEE R 82 AWS TNB #E A,

#0] LU R Telco Network Builder AWS 8 1AM Thag

IAM Zh &g AWS TNB X &
S BEBX =
BRBEBX B
BRBE =
BRER =
BURIRHFSI =
ACL &
ABAC (BURHHER) =
M B =
EX b =
RBAE &
RBEEAE B

HELH T AWS TNB MEM AWS BB MAEAXSZH IAM e B ER  F2H (AM EREE
) FRIAWS & 1AM BEERR R

AWS TNB ) & 7 BB R
TESSEBK: B

BoBBRRALMME S (Fla0 IAM ERE, EREHENAR) K JSON FFAIBERXHF, ELEK
RAEH S EMERG TREBEERATHERDF, NFTHUMELSDEBER , F2H (IAM
EREER) FHEBEFEEBRERHE] IAM 517,
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AWS EfEEREZER EREES

£/ IAM 2 BEBER | B LIEEAFREBNBENER , UREMERGET LFFREEBE. W
ETH#IEE JSON BERRERMMERE , F26H (AM E£REERE) T/ IAM JSON BETES
EO

AWS TNB #y & 7 B BUER €5 451

ZEMIT AWS TNB B0 B BUERREH |, 5528 Telco Network Builder AWS B9 & 7 BB s &1 441,

AWS TNB A &R BER
TEESREBE &/

ERE PR ZM N EIRA JSON RN, BEREBRNZE REHIR IAM ABEEBERMN
Amazon S3 RFATRER, EXEEREBRNEETS  BREEESTUEAEMARZRHHESEER
HEDRER, BRIMNBRNER  BREEREENEB AIUAZRERATHBEAREMERGT
HITHEME, BXAEEREBRRITEEEZR. ZEXATNESRFE,. £RE, A6, M5O ERE
= AWS BR#%.

MERABIREFIE , U EREMIRFENIEEMBIRFSN IAM BEREABEREBRNER. WF
FHEEA , F2R (AM EREER) B8 IAM FERIES ER7F .

AWS TNB W BUR EIE
FEBEEE: 2

EESWLER AWS JSON BURRIEEH T AFHAR, twpi2aR , BHMEERE M ERE T oA
EERHAITHLEBIE,

JSON BURH Action TEHERETURARAFHIEBBRPFRNEF, BREERADERRTH
1TAABABR BN ERVRT T,

EEEEFE AWS TNB BIMEBE | F2RERERESEHH AWS Telco Network Builder T 2 B 1E,

AWS TNB RV BURBIMEREBIMF 2 BIEA T 37 E :

tnb

NMEFEEE-RAXPIEESBEEE ,

I
H
[k
s
SN
&

"Action": [
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AWS EfEEREZER EREES

"tnb:CreateSolFunctionPackage",
"tnb:DeleteSolFunctionPackage"

UM LERBRET () REEEZ@EEE, Hli , EEEEMER List XFEWAMEEE , FE2EU
TEE -

"Action": "tnb:List*"

ZEMT AWS TNB B9 B BERREH |, 5528 Telco Network Builder AWS 89 & 3 B B SR & 45,

AWS TNB IR E R
TEBREER: =

EESWLER AWS JSON BURRIEEH T AFHAR, twpER , MEEREERS T oA
EERAITHLEBIF,

Resource JSON R &S EEEAIENYH. REEBRFEHAHE Amazon Resource Name
(ARN) RIEEEER. EHFEFXZEEREBRHT , FABAF T () KT ZREAXNBARMEER.

"Resource": "*"

EFEEEF AWSTNB EREE K H ARNsHBE |, B2 HRBRESEHRH AWS Telco Network
Builder EEHNE R, BE T HEELAFERAMLEIERESEERN ARN , 528 Telco Network
Builder AWS E &/ B4k,

ZEMT AWS TNB B9 B BERME S |, 5528 Telco Network Builder AWS 89 & 3 B B SR & 451,

AWS TNB BYBUR R4 5|8

XERBBREBRRGHSR 2

EEEWLER AWS JSON BURRIEEH T UAFHAR, tWpER , MEEREERE T oA
EERHAITHLEBIF,

Condition TEERBERNIKRY , EERBXNBITRHE, BRI FERFRTEETFNRTER
X (FINSFRIIR) , REBBRPORGENFBRPNE, EEEFHME AWS £8RkH4REI8 , F2
B KIAM EEREER) PHAWS EFEFABTREI#E,

AWS TNB £ IAM £ E A 140


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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AWS EfEEREZER EREES

FEEEF AWS TNB RHESIRNBEE | B2 (RERESZE) B AWS Telco Network Builder 89
RS, EETHRETUERFRGESBNEIEMEIR , 5528 Telco Network Builder AWS EZ&HY
Bk

ZEMT AWS TNB B9 B BERME S |, 5528 Telco Network Builder AWS 89 & 3 B B SR & 45,

AWS TNB ACLs
XEACL: &

FHUEFIEE (ACL) ATEFIBL X (RFKE, FRAENAG) HEFHEEZRNFFT. ACL EHR
ERAEBR , BEMAEA JSON BERXAHEN,

ABAC B2 AWS TNB
X ABAC (ERHHER) : B

B R FEUES] (ABAC) R—EREXRE , KBEARRNBMHRERT T, LU UERERERE IAM
B AWS MEIR , AR ABAC B , MEEZREANEBASER LNRBE LR,

MERBERILFIEFE , 55FH aws:ResourceTag/key-name, aws:RequestTag/key-name B
aws:TagKeys RG %58 , THENFRETESF , RUEBEA.

MRBHEXESEEREEN LB =ERG SR  RBEZBBEMS , EA Yes, IRBHEIERLE
REEN =@ k4 iR , RIES Partial.

% ABAC WEFMEF , 526 (AM EREEE) PHEM ABAC REESHRT, IEEEESH/R
TE ABAC ZERNHZRE , F2H (AM £RAEER) PREMABEEFEUES (ABAC).

B AWS TNB EFRABGEREAER
FEBREEE 2

REEEAERES AWS ERNEHEEE  ELFEABAE I/ BVRACKESEHEY., AWS B
LHEELRIFEAER K MTAREARPENES®R, WEFMAER , BF28 (AM EHAEREE) F
B IAM R R Z 2 RFERE T E IAM B ELEENAWS RTE.

AWS TNB % R 7% = 855 ml
TIEEEFERTERE (FAS) : 2

ERFI IR (FAS) AR WEFEAFF T AWS RS , && AWS IR BRM@ T ERBR LR
Ro MFERH FAS FREBNBERFMET , F2RERFNTFEER.
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AT A
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WZE AWS TNB EEZWEMEM B RERNFEER L SREEEREEMN ARNs B , F28 (RE
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- RIBABBKEH
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UESERERG T AUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MNEZHEES , F2H (AM EAEREE) B IAM FHBEERAEFT .

o fER 1AM BUR R VR — SR B FZEVE - BRI LUSERG B EBER | SRFIEMENE RN EE.
flan | WA BB BEERRG , EEXAMEM SSL BEFARER, MREBRIFE Hlun FHREENE
AWS FR#& , &t ] LUGE A R4 R 1R T HZEUE CloudFormation., MEFFMER , 528 (AM £
Hi5E) PH IAM JSON BUEETE : 1§45,

« f£/ IAM Access Analyzer B3 IAM BUER |, fE{RFT A1 24 B 7] IE%E1E - IAM Access Analyzer B
BHBEMBAER |, BRELBERER IAM BURFES (JSON) 1 IAM HRIEEH ., IAM Access
Analyzer {2t 100 ZIEBERRERVEATTHNER , IHBERERLBERANBE., WEFEE
#A, F2RB (AM EAEERM) PREA IAM Access Analyzer B2 5 BUE.

- FESEEERT (MFA) - MRZHRPIFE IAM FEHES FHRERAE AWS 1R |, BB MFA
LESZ4M, MEEMFWY AP BERER MFA | Bi& MFA REHEBEENBER, NEHMAE
#A, m2HE (AM E£AEERE) #1EEB MFA &Z £ APl 77EL

WE IAM A REBBNEBESR  F28 (AM EAEER) 91 IAM Z2HEEEH,

£ AWS TNB &

£ E1FHL AWS Telco Network Builder 12 & |, BAEHE —ERIKF . EEFILEATFESHM
¥R B AWS TNB ERINEHMAEF AWS tRF, NMBLBEVTHBEEARANENTERIKN S 9B BE
AMREEZBERNER (FRESLA®)ME , TEAMELNEREE,

HWRMEFI AWS CLI i AWS API IER & , BFFEATREEEAF . Rz , RFEAFFIE
B ERBITZ API BIENBER AT,

AR5 /5 & BUER E 5l

BAEEE  LHEEMNEE AWS TNB BUNER , MIREMNBRBHEARAFIER, B4ES IAM REA
EEEIENIRE | LAY AWS TNB AR E S EEEBREIER,

IAM lRZ A BRI E AWS TNB ARG BR , LSTERCNERMEE. IRECEEREAS
AWS TNB i AGNEAER,

BER 1AM RBZU BB AR AN ARR. IFRLREACHNFEES , F28 (AM E£REE
) PREY A BIUEIRTAE AWS BRI
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/id_roles_create_for-service.html

AWS EfEEREZER EREES

AWS TNB R A&

SATEEBNKE K SAEEE , B LEY AWS TNB REAGIASHIEMG AWS TNB, AR
SoEF AWS TNB PN E i ARFS , 6530 Amazon Elastic Kubernetes Service CloudFormation , it A&
R ENENERRE  WHE NSD R EZMWERKE,

EBEHY AWS TNB REAGFEA TS IAM ANEEEK, MO LBERFFIHER |, i ,
AWS TNB WTaEE KB , SRR FIEREHENBERF RN EIR.

THREABHER AWS TNB REAREE :

JSON

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"sts:GetCallerIdentity"

]I

"Resource": "*",

"Effect": "Allow",

"Sid": "AssumeRole"

"Action": [
"tnb:*"

]I

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBPolicy"

"Action": [
"jam:AddRoleToInstanceProfile",
"iam:CreateInstanceProfile"”,
"jam:DeleteInstanceProfile”,
"iam:GetInstanceProfile",
"jam:RemoveRoleFromInstanceProfile"”,
"iam:TagInstanceProfile",
"iam:UntagInstanceProfile"

1,

"Resource": "*",

N
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"Effect": "Allow",
"Sid": "IAMPolicy"

"Condition": {
"StringEquals": {
"jam:AWSServiceName": [
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com"

}I

"Action": [
"iam:CreateServicelLinkedRole"

1,

"Resource": "*",

"Effect": "Allow",

"Sid": "TNBAccessSLRPermissions"

"Action": [
"autoscaling:CreateAutoScalingGroup",
"autoscaling:CreateOrUpdateTags",
"autoscaling:DeleteAutoScalingGroup",
"autoscaling:DeleteTags",
"autoscaling:DescribeAutoScalingGroups",
"autoscaling:DescribeAutoScalingInstances",
"autoscaling:DescribeScalingActivities",
"autoscaling:DescribeTags",
"autoscaling:UpdateAutoScalingGroup",
"ec2:AuthorizeSecurityGroupEgress",
"ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateLaunchTemplate”,
"ec2:CreateLaunchTemplateVersion",
"ec2:CreateSecurityGroup",
"ec2:DeleteLaunchTemplateVersions",
"ec2:DescribeLaunchTemplates"”,
"ec2:DescribelLaunchTemplateVersions",
"ec2:DeleteLaunchTemplate”,
"ec2:DeleteSecurityGroup",
"ec2:DescribeSecurityGroups",
"ec2:DescribeTags",
"ec2:GetLaunchTemplateData",
"ec2:RevokeSecurityGroupEgress",

o5
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"ec2:RevokeSecurityGroupIngress",
"ec2:RunInstances",
"ec2:AssociateRouteTable",
"ec2:AttachInternetGateway"”,
"ec2:CreateInternetGateway",
"ec2:CreateNetworkInterface",
"ec2:CreateRoute",
"ec2:CreateRouteTable",
"ec2:CreateSubnet"”,
"ec2:CreateTags",
"ec2:CreateVpc",
"ec2:DeleteInternetGateway"”,
"ec2:DeleteNetworkInterface",
"ec2:DeleteRoute",
"ec2:DeleteRouteTable",
"ec2:DeleteSubnet"”,
"ec2:DeleteTags",
"ec2:DeleteVpc",
"ec2:DetachNetworkInterface",
"ec2:DescribeInstances"”,
"ec2:DescribelInternetGateways",
"ec2:DescribeKeyPairs",
"ec2:DescribeNetworkIntexfaces”,
"ec2:DescribeRouteTables”,
"ec2:DescribeSecurityGroupRules”,
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DetachInternetGateway"”,
"ec2:DisassociateRouteTable",
"ec2:ModifySecurityGroupRules",
"ec2:ModifySubnetAttribute"”,
"ec2:ModifyVpcAttribute",
"ec2:AllocateAddress",
"ec2:AssignIpv6Addresses"”,
"ec2:AssociateAddress"”,
"ec2:AssociateNatGatewayAddress",
"ec2:AssociateVpcCidxrBlock",
"ec2:CreateEgressOnlyInternetGateway",
"ec2:CreateNatGateway",
"ec2:DeleteEgressOnlyInternetGateway",
"ec2:DeleteNatGateway",
"ec2:DescribeAddresses"”,
"ec2:DescribeEgressOnlyInternetGateways",
"ec2:DescribeNatGateways",

tl\
f
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"ec2:DisassociateAddress"”,
"ec2:DisassociateNatGatewayAddress",
"ec2:DisassociateVpcCidrBlock",
"ec2:ReleaseAddress",
"ec2:UnassignIpv6Addresses",
"ec2:DescribelImages",
"eks:CreateCluster",
"eks:ListClusters",
"eks:RegisterClusterxr",
"eks:TagResource",
"eks:DescribeAddonVersions",
"events:DescribeRule",
"iam:GetRole",
"iam:ListAttachedRolePolicies"

1,
"Resource": "*",
"Effect": "Allow",
"Sid": "TNBAccessComputePerms"
"Resource": "*",
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,

"Condition": {
"StringEquals": {

"iam:PassedToSexvice": [
"ec2.amazonaws.com",
"eks.amazonaws.com",
"eks-nodegroup.amazonaws.com",
"events.amazonaws.com",
"autoscaling.amazonaws.com",
"codebuild.amazonaws.com"

"Action": [
"codebuild:BatchDeleteBuilds",
"codebuild:BatchGetBuilds",
"codebuild:CreateProject",
"codebuild:DeleteProject",

tl\
f
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"codebuild:ListBuildsFoxProject",
"codebuild:StartBuild",
"codebuild:StopBuild",
"events:DeleteRule",
"events:PutRule",
"events:PutTargets",
"events:RemoveTargets",
"s3:CreateBucket",
"s3:GetBucketAcl"”,
"s3:GetObject",
"eks:DescribeNodegroup",
"eks:DeleteNodegroup",
"eks:AssociateldentityProviderConfig",
"eks:CreateNodegroup",
"eks:DeleteCluster"”,
"eks:DeregisterCluster",
"eks:UpdateAddon",
"eks:UpdateClusterVersion",

"eks :UpdateNodegroupConfig",
"eks:UpdateNodegroupVersion",
"eks:DescribeUpdate",
"eks:UntagResouxce",
"eks:DescribeClustex",
"eks:ListNodegroups",
"eks:CreateAddon",
"eks:DeleteAddon",
"eks:DescribeAddon",
"eks:DescribeAddonVersions",
"s3:PutObject",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackResources",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:UpdateStack"”,
"cloudformation:UpdateTerminationProtection”,
"ssm:PutParameter",
"ssm:GetParameters",
"ssm:GetParameter",
"ssm:DeleteParameter",
"ssm:AddTagsToResouxce",
"ssm:ListTagsForResource",
"ssm:RemoveTagsFromResource"

1,

o5

5o B BRI 148



AWS EfEEREZER

ERAEER

3,

"Resource": [
"arn:aws:events:*:*:xrule/tnb*",
"arn:aws:codebuild:*:*:project/tnb*",
"arn:aws:logs:*:*:log-group:/aws/tnb*",
"arn:aws:s3:::tnb*",
"arn:aws:eks:*:*:addon/tnb*/*/*",
"arn:aws:eks:*:*:clustexr/tnb*",
"arn:aws:eks:*:*:nodegroup/tnb*/tnb*/*",
"arn:aws:cloudformation:*:*:stack/tnb*",
"arn:aws:ssm:*:*:parametexr/tnb/*"

1,

"Effect": "Allow",

"Sid": "TNBAccessInfraResourcePerms"

"Sid": "CFNTemplatePerms",

"Effect": "Allow",

"Action": [
"cloudformation:GetTemplateSummaxy"

1,

"Resource": "*"

"Sid": "ImageAMISSMPerms",

"Effect": "Allow",

"Action": [
"ssm:GetParameters"

1,

"Resource": [

"arn:aws:ssm:*::parameter/aws/sexrvice/eks/optimized-ami/*",
"arn:aws:ssm:*::parameter/aws/service/bottlerocket/*"

"Action": [
"tag:GetResources"

1,

"Resource": "*",
"Effect": "Allow",
"Sid": "TaggingPolicy"

"Action": [
"outposts:GetOutpost"

=1
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1,
"Resource": "*",
"Effect": "Allow",
"Sid": "OutpostPolicy"
}
]
}
THREATERE R AWS TNB BREEEBCR -
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "ec2.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "events.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}I
{
"Effect": "Allow",
"Principal": {
"Sexvice": "codebuild.amazonaws.com"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"Service": "eks.amazonaws.com"
}I
"Action": "sts:AssumeRole"
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},
{
"Effect": "Allow",
"Principal": {
"Service": "tnb.amazonaws.com"
}I
"Action": "sts:AssumeRole"
}

AWS Amazon EKS #5£# TNB R A&

EI81E NSD 11 Amazon EKS BREF |, 551 cluster_role BMRIEEERAREI Amazon
EKS #£EMAG,

T 5| HERA Amazon EKS EEBERZEY AWS TNB R A @K AWS CloudFormation 7%,

AWSTemplateFormatVersion: "2010-09-09"

Resources:
TNBEKSClusterRole:
Type: "AWS::IAM::Role"
Properties:

RoleName: "TNBEKSClusterRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- eks.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSClusterPolicy"

mEFEFEA AWS CloudFormation 882452 IAM A FHER , 2 BAWS CloudFormation  fEA#&
EE) PR TIIES :

« AWS::IAM::Role
o EEUHEBRE AR
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-template.html

AWS EfEEREZER

ERAEER

AWS Amazon EKS EiEiE 4 TNB fRIEA &

E 272 NSD 3. Amazon EKS BB B EREF | 5512 node_role B RIEEERREL
Amazon EKS Bi%EHEN AR,

THIEHIEE R A Amazon EKS EiEHEH AR E T AWS TNB RIEA &/ CloudFormation #45,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBEKSNodeRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBEKSNodeRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKSWorkerNodePolicy"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AmazonEKS_CNI_Policy"
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/
AmazonEC2ContainerRegistryReadOnly"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/service-role/
AmazonEBSCSIDriverPolicy"
Policies:
- PolicyName: EKSNodeRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
- "logs:CreatelLogStream"
Resource: "arn:aws:logs:*:*:log-group:/aws/tnb/tnb*"
- PolicyName: EKSNodeRoleIpv6CNIPolicy
PolicyDocument:

=1
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Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- "ec2:AssignIpv6Addresses"
Resource: "arn:aws:ec2:*:*:network-interface/*"

MFEMEA AWS CloudFormation #2422 IAM AEMFEMER , 52 BAWS CloudFormation  fERE
Em) PN THIES

« AWS::IAM::Role
« EEEBEE

AWS Multus #J TNB fRIE A&

EIR1E NSD 23 Amazon EKS EiR , WAEEEFEBEHAHEE Multus BF , HEIRM
multus_role BMRIEEZEANREE Multus WA,

TR & HIFER A Multus BUERZE Y AWS TNB RIS A &R/ CloudFormation #i4<,

AWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBMultusRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBMultusRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- events.amazonaws.com
Action:
- "sts:AssumeRole"
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-template.html
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Policies:
- PolicyName: MultusRoleInlinePolicy
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow

Action:
- "codebuild:StartBuild"
- "logs:DescribelogStreams"
- "logs:PutLogEvents"
- "logs:CreateLogGroup"
- "logs:CreatelLogStream"

Resource:
- "arn:aws:codebuild:*:*:project/tnb*"
- "arn:aws:logs:*:*:log-group:/aws/tnb/*"

- Effect: Allow

Action:
- "ec2:CreateNetworkInterface"
- "ec2:ModifyNetworkInterfaceAttribute"
- "ec2:AttachNetworkInterface"
- "ec2:DeleteNetworkInterface"
- "ec2:CreateTags"
- "ec2:DetachNetworkInterface"

Resource: "*"

WZERFEA AWS CloudFormation 482 IAM A2 EFMER , BF2EAWS CloudFormation A&
ErE) PV THIEE -

« AWS::IAM::Role
o BEUEEEK

AWS £ B HAE SR TNB fRIEAE

EEMN NSD BB HBEGHEAEMBRHNE , EFE—EREAG , MAFEEIRERHTE
CEpEEE:: S

(@ Note
IS B9 4 ap 1 HR N BUR R AR IR G BV & an B F e B R TV IRAE T E

tl\
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-template.html

AWS EfEEREZER EREES

THE TR AEmBRHMBEREYT AWS TNB IR & 2K CloudFormation #7%,

AwWSTemplateFormatVersion: "2010-09-09"
Resources:
TNBHookRole:
Type: "AWS::IAM::Role"
Properties:
RoleName: "TNBHookRole"
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Principal:
Service:
- codebuild.amazonaws.com
Action:
- "sts:AssumeRole"
Path: /
ManagedPolicyAzrns:
- 1Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"

WEMEA AWS CloudFormation #7452 IAM A& WFEMER , FSBAWS CloudFormation ( &
EE) FHTHIER

« AWS::IAM::Role
o BEEUEBREK

ARFFEREREMMAE ST

LEHIE REMAEIBER , A5 IAM EAERBMMEFAERE S TNARRZEBR, WBER
BEEXEEHMEA 3 AWS CLI AWS APl IR ERET A TR LB FFT,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",

AN
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-using-console-create-stack-template.html
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"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

¥ AWS Telco Network Builder & % F1 12 BV 1T U BE 52 T

£ AT BEEARG B SR ET NS EER AWS TNB M 1AM B Al gEl@ 2V E R E.

B

- REREE AWS TNB PEITEIME

- BAREBHIT iam:PassRole HWIRE

- BEZAF UAHAE AWS 1RF FEEK AWS TNB &R

RERET AWS TNB F#1TEIE
MBAKFIGES | SASKRESESTHE , SNBELEEY , AXCRTHE,

T HIEREEmateojackson IAM EREERAERAETEARE —BERS my-example-widget
BRVEMENR , BAVEER tnb: GetWidget AL,
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
tnb:GetWidget on resource: my-example-widget

FEHBERT , HAEEH Mateo BIER , AFFMER tnb:GetWidget BEFE my-example-widget
&R

MREEEWHE |, BHEEN AWS EEE, ZNEBEERMHEENESEE,
KA EBFH T iam:PassRole RIS HE

MRBWBHER |, EHNEEEHIT iam: PassRoleBE , BNBERLAERH , UAFEKAGEER
AWS TNB,

BE AWS i TRESREACEEGERE R MARBUFNEBEEACIRBEEAER, NFEH
THER B AR ACEEEZRBIFT .

EAH W IAMmarymajor FAEEREAETIEATE AWS TNB F#TENMER , LT HIEHIE
R BER , BEBRBEBERBREAGR TN T. Mary REKAGEERRENT,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EEEERT , Mary WBUERABEEH , AFFM#IT iam: PassRole Bk,
MREBEERE) , BEELZN AWS EEE, FNEEBEERHENEERR.
REEARFT UABHAE AWS IRF FEFEH AWS TNB EIR

BUNRN—EAE  BEMKRFINERAENEEBATNASFIENER, BUUIEEZ R
EEENHENEXAR, HHXEERERNBERIFEUEHIEE (ACL) VAR , &I LUE A BLR
RRBEFAETFIENE RN,

MEE-—S T, F2RUATRE .

- BETHE AWS TNB BREXEIELINEE , 52 H AWS TNB 21108 IAM HEEEA.

- BETHENMEAWS 1RF EEHEHN EREREFEIE , F2R (AM EHEER) TNESHES
AWS 1RF 5 — 1@ IAM A E P RHEFIE.

- BETHNMEERNFERERRIGE=7 AWS IRF , F2K (AM EREER) TN FEUER
HisE =5 AWS IRF #H,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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- METHNMEBBKS 52 RUFIE , F268 (AM £RERER) PHBEFIRREAGENTE
THEIRENERE BMSE D).

NETHEAAGNERERRETERFENCENEERE , F28 (AM EAEER) B8 1AM
Y Bk F EiRfFEL.

AWS TNB W& R E

BE TR RE AWS R ERESHRTEEER , FSRAWS k¥ SR8 SEERRREFLRE
BHSHRE, WFE-RER , FBHAWS /\%E;ﬁri']o

O LR THE=ZFREIE AWS Artifact, MNEFME , FLE FEHS in AWS Artifact

BER RNEREMT AWS IR BURRERNEEY, ZARNERER , URERNEENER,
ﬁﬂ%‘%ﬁﬁﬁ H ;E aEE’J n¥%ﬂi§ﬁﬂ AWS Hﬁi% nﬁ £ ﬁ AWS ﬁéj'ﬁ:o

AWS TNB Ry M

AWS £IRERERIERU AWS B M TRERBAEREZE, AWS B RHSEERRHN BN
TRES , EETHESEREE, SWEENSHEMNEERE, SBRAER , &R EEEN
FRAEXNENE  ETRAESCBEBREREMASRETE. TRAESNTHLE, FEEINE
BEED  BE-SHZEERFONERERREES,

WFE AWS B M A RENVFRER , F2H AWS S IRERRE.

AWS TNB EE£5EEMN AWS EiF P ERFAE EiR (VPC) F#1T Network Service on EKS #££,

AWS TNB AV EREER L =M

BAZSERI , AWS Telco Network Builder ZF| AWS £EKER LT RE. WE AWS i%éﬂ&i%u
R AWS REEBRENED , F2HAWS Einits, EEFAERRBELZENBEEEBRE

B AWS IRiE | 52T £ X AWS Well-Architected Framework Ry E 7 55 he R 2

&R LAER AWS B MRy AP FEOY | EBARERFEL AWS TNB, ERERSAIERIER !

« Transport Layer Security (TLS), EMFE TLS 1.2 WEZEEH TLS 1.3,

- BfeEXEIEFAZR(PFS)WETEEM , Hlan DHE (Ephemeral Diffie-Hellman)s} ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), B RH (M Java 7 IEFBEAR)ASEZRELEN,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html

AWS BEMEH R E S EAEEE
UTR-EHBEENEH

- AWS B EREXE AWS TNB Tl , 8% :
- BEEHTEE (BBAIES)
- RBPERE
- REBTHZEHEEET
- AWS TNB EEABRREXNRETFE (AP))
- AWS B REBARE 4 (SDK)
- BEEITREBH AWS ERNIEEHAHNFER , 3F (EFRRA)
- IAM ERE, B, AeMEE
- FARFHM AWS TNB EREY S3 RFHTRE
- WARZEAEIR AWS TNB 2 2 BB REHE M AWS IR MER
- BNEAEXEXDR
- ZEIB AWS TNB R R EHE A Fin 2 BHER

/A Important
LRERELBERGE , LAREREEB AWS TNB AR R,
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AT €128 RH CloudTrail B4 & R CreateSolFunctionPackage #1E,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:example",
"arn": "arn:aws:sts::111222333444:assumed-role/example/user"”,
"accountId": "111222333444",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",

AWS TNB S & 162


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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arn": "arn:aws:iam::111222333444:1r0le/example”,
"accountId": "111222333444",
"userName": "example"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-02T01:42:397",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-02-02T01:43:1772",
"eventSource": "tnb.amazonaws.com",
"eventName": "CreateSolFunctionPackage",
"awsRegion": "us-east-1",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",

"requestParameters": null,
"responseElements": {

"vnfPkgArn": "arn:aws:tnb:us-east-1:111222333444:function-package/

fp-12345678abcEXAMPLE",
"id": "fp-12345678abcEXAMPLE",
"operationalState": "DISABLED",
"usageState": "NOT_IN_USE",
"onboardingState": "CREATED"
.
"requestID": "alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"eventID": "alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111222333444",
"eventCategory": "Management"
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