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IEH Kinesis Data Firehose X & i , ARBERTER. EEBURMNER , FEEE
Kinesis 2 I X T E R
8. (EA) FEHHMIIRFHAZHRE , %€ AWSRAM ERLAREEFEERLA, EEEVE
BHE | FHREE RAM EZRAFPEUERAS,
9. FERMBLNERBYEVRE A6 FEERBURENEL, B A FEET —IREXRBENVEH
HHRE,

S 2 EREH
EREERR TSR MEE | BAN RS TS BEE LS TN B &,
SR

BAAFEN VPC Lattice B 2R |, FeEfmBEERE, MEFHMEEN , 552 Mthe section called
‘BN BRI

ER £ A E& BB H

1. IBE Add listener (FTIEZERER),

2. HREREEXER , KUUREATERENER , IFAEEEXNEA R ENEREMAER
BXEHE. SEENEFTEBRZAUE 63 EF T , EBIRFHINESEREHALERK -, BX
FR a-z, 0-9 MEFH (1) BIREEAEFHRUAF —EARE—BAF T , AREES —EE
FihlE, BEEIEEVERE A CREBEEREEXNER,

3. EFBAME  ARE A EEERR,

4. SHHTERENE , EF VPC Lattice B REFALMZEWRE , AREFREIRIGI B RHENEE, &
ALUGRE M ATEREENE S — @B SRR, EENEDE  RAREES —(AERFHEALEER
BE.

5. (ER) SEMES—ERA , FRENERY  RERWASHE, ELXEF. RAEFRAUNE
.

BUASBERURERTR 1 F 100 cBNELIEFHT. EREXTRERZEETIEFER
KRR, KELIEFFERR , #RREEIKRSEH, BRAUKETM.

SR, AR SR RENEREREN, SEFZENADERS 200 BFT. LBRFED KD
Bo

6. (BA) FEFEER A FRAZREEAER  ZEFEER K ARBASBRRSIBVNERE.
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7. HERRENERYEVRY  FEERBLUREANEY., B8, FEET -5 , BENRBER
TSR 22 M RA

SR 3 B ARE
6 4000 PR A SRR TS AR R ST BAY | DU P P B A AR ELBAR.
£ P 2 4 6 PR A SRR R 4 2 1 O

1. ¥R VPC Lattice BRI5#8E% , EENVRE M@, BEERMRBEMAEL , FHRZFRE VPC Lattice M.
18 0] LA AR %5 B2 % {8 BR 5 48 B 222 ST BA B

2. (ZER) FEFEER K FRARBEREHER  ZEFFEER K RARGARBRIBINER
{H,

3. EE-F_Z’FO

TE 4 mEFEIL

ERAFE A REBARIE T RE

1. WBIERISHERE,

2. UMREBEESNRBEEBNTMARY , FEERFE,

3. MBERFEHERTHE , FBIFEEI VPC Lattice BR#%.
4

MREERKIEET BFTREERE , AMNBEERETRE 2ERE DNS BBH., MEFMENR ,
Bthe section called ‘X E BET BB EZ /.

T
®

EIE VPC Lattice FRIEHY BB

Ei@ﬂ%ﬂﬁﬁﬁﬂﬁﬁ%%ﬁj@mh , CAZEAFPR (EHEREMARMEEEN VPC FHNEIR ) @Itk
BiREFER. SLIBBMERFHPNERE IR TERFEEALANESE. BURBKE , LTRRRE
AW, T , T:T:E_LZfﬁ , RIECAE IR BRI E VB , TRIRBREEAE M REEA. W
RREHEEENRFEESVENFEE , AT EREEREBIEEIREE, MEFHER , F2
BIVPC Lattice FiBYESA RN o

£ £ 12 & B 1 AR 48 Bk BE Bk

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
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2. EEEBEKRPH VPC Lattice T , BERK,
ERRBHEBURBREFHEAEE,
BERBEREBRSIER.

EEEVRE , BT TIEE

o bk~ ©

a. EEEVEB,
b. & VPC Lattice IR¥S#8E% FIZEURFK W%, HEEVRBMAE , FFEEFRE M VPC Lattice £

o
c. (ER) BENEER K FRABRKERER  RENEER  ARGARBRSIBNER
=8

d EEREEE,
6. HEMBREAR 6 FEINBEBHOKEGR  AREEEE. MEREKER, HRESRETRE , FRA
confirm , REIEIE Delete (MBER).

R B R EER AWS CLI

5 A create-service-network-service-association 5%

o

5 MR AR S A R% A B AWS CLI

£ delete-service-network-service-association 5%

#mEE VPC Lattice [RIEMN ZEERE

FHREARCRENERE RBENAFRFN. FRRESHESIBIFRENS 7RIFBR. BER
KA B A BTN EERD VPC Lattice RRIEHIRE .,

BO L ERBHEEREBR., REERIMEEAS»BBERR, EREER , REEEETUERABHEN
BHIE  EVREERE. —MBME , o RBEEXRSHBRHEEESIEREEESEA, MMATUEER
EEMMRE , flon , AFFRBEABABHNERBTW , IAFFERERTNESR GET R, 0F
HMER , FoREHE S RFBBEREHE VPC Lattice IRIEHFEE

EREE AN B HERFIBEE

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. HEBEBHEKTM VPC Lattice T , BERK.
3. EHRRBHEBIUREFREARR.
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4. EEFNRSIFEBRARE BN ENRE,.

5. FEEHFHRE A FEEREBFIEE,

6. WREFEBBBRBAIET VPCsHN A FRTFEUENRYE , B YRERIEREE,

7

HEERAERBERRZEEHRBHFE , FHEFE AWS IAM for Auth R | REH Auth BEREIT
THIEAP—ITRE

HaAMUP@ABK, NFETUERMA FNERAES , FREFBERESH,

BEEABRER , ARZNAFCRINARBNFIES, LEXAFRE S —ERFH
AFmZEBHTEFR (RTERE ) IUERFN ( RTRARRE ) FIRK.

BEEARRER , ARBNEATCRENFIESR, KLBRERFRES —EIRFHAF
ImE IR HBFRRENRE (RREBRE).

8. EERFEE,

£ FIWREFHFEUBEER AWS CLI

f# A put-auth-policy B

#REE VPC Lattice IRISAYEE=5¥ & A
VPC Lattice €A B BB RMNEEELISEMNHG K EEAENEENHNEIEHEAERE,

BRI AFEAR  WIEEAFGHNENEIR, VPC Lattice AILU AFFEBEEZETHER :
CloudWatch Log &#H. Firehose 33 {387 S3 fE1Z8TEE,

EREEARMATFIRARREMNBFENHE

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ A&,
FEEBEHEEPH VPC Lattice T , BERK.
BEEAREHN 2 BUREFAERA RN,
BEERZRSIER  AREELR. REFNAR , EERECHAFMA.
EEMASFERATINAER K FEEREFNAR , ARRBEREFFE A FUHREE.
MATFMAEFE K S4HERXTENGHNER  ARBEYNBRZFFIMBEAFZNBENM, BB AILFE
REERNEN, Fi:
iZHY CloudWatch Log B##8 , A2 #2 CloudWatch Log &#H, ZEE I AEEHE , HREE
CloudWatch #1337 H %84,

o o A W N
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BH S3 REFREYEA S3RETRER , S fEAFE. "ELS SRR, FF

EEJE S3o
iEZH Kinesis Data Firehose R4 &R , ARBERNER,. BEEEURNER , FEEE
Kinesis B XX {FEH,

7. BEREFEE,

£/ BMAFIAZ AWS CLI

£/ create-access-log-subscription T

£/ EFHFE B A AWS CLI

8 A update-access-log-subscription i

[¢]

/A = HFE A AWS CLI

R delete-access-log-subscription T

EIE VPC Lattice FRIBHER

BERTHBEUATEN AR ERE , Sl , AR, BEEEIRE.

BRUASEARKHFESEARR. SARKHNERRSIRL AR/, MREMHEMCRREE B
MT|RIERR  ASEFZEBNE, ERUERFE, 2K, 8F (UTF-8) MTIKRFTT : +-
= _1/ @. THEABREHAAZER. BREEDKNE,

2 12 & RS MERRR

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £#24&,
2. EEEBEBE®KPH VPC Lattice T , BERK.

3. ENRBHNEBURMEFMEEARH,

4. BIE Tags (BH) R51ER,
5

EEMERE R FEEFEER AR AERZRSIBNERE SEFEE AR  FHERE
BEHERR, EATHIERRAEREK , 75121 Save changes (RFEE),

6. EEMBRESR K FEEESNZEGHR , ARBEMBR. HRERRERE , F8® A confirm , A&
ZIBIE Delete (MIBR).
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£ 7 #i8 S MIBRRE AWS CLI

5 F tag-resource M untag-resource T,

AIERY VPC Lattice RIS ERE BT AE A8

BRI IRIEE , VPC Lattice A TR EZARBELEH — N TEREEE (FQDN),

service_name-service_id.partition_id.vpc-lattice-svcs.region.on.aws

i , VPC Lattice IRt RAEEZEBI RS BFEAERE. BIIBEEBEEHEARFTEEBURLs , &
ARBEERE, NREREFAEWREEHBTHEIERE , fllwww. parking.example.com,
MA = VPC Lattice E4H DNS B , A LAEE ] VPC Lattice RIFFHHEEITRE, EAFIKE
AEWETRE A BIRLFERE , DNS ARFSEEMBENT A VPC Lattice EEXNBHERE,

SORIG
- BABEHERENVIMBEEZE, MREERIECHMOBEERE , BT LUEIB Amazon Route 53

IR E R MM,

- BEZEWHTTPS K , BX4EE PRERMHABE K IFE AWS Certificate Manager, VPC Lattice T3
BERRBRMARARE. Eit , WRERRHEEFTHEB S BHEN SSL/TLS ‘Egé RIEE B ETHE
HEBWATE HTTPS ERHE XK, WEFMENR , F2BR A VPC Lattice Hi#87E (BYOC).

REIMZBEIR

- BEZS/REHEFZEETBEERHE,
- BUBK R , SEEABUBITRARRE.
- BRI MEERBERNREEELARKE N, ERTELZEAEEBREAEPEFEN BT ESEE

(EARHEMERE ) REILRHK,
THRFRAIASENRBRE BT REE R,
AWS EE XA

RENRBHRE BRI REAEE

1. 1£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
2. HEEEBHEKTM VPC Lattice T , BERK,
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3. EBEBRVURK. LCEBEEISER 1 BYRK.

K BRTEEERRERSD | BEFEEHREARE,

W AR BRI RE A,

BRREM HTTPS R , FFHEBF] SSL/TLS BRHPENMNSEBTRHE BB SSLTLS &
#o MRLERERE , AFPBRUAFEBR , BAINERY HTTPS ZEREXHEEE,

B, RREEBE , ENEIRERBREEARMH HTTPS /R, MEFMENR , F2EHM
g HTTPS EEE,

7. BETRFEMAHMEFUELREE  FREEL,

o o &

AWS CLI

AENRBHRE BRI REE B

f£ /A create-service i

o

aws vpc-lattice create-service --name service_name --custom-domain-
name your_custom _domain_name --type https --certificate-arn arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012

FELRGEH , ¥ --nameBW ARBEHEHE, #¥ --custom-domain-name , & A PR
&% , 20 parking.example.com, £ ACM --certificate-arn FEIABFEN ARN, BE
ARN HJfE&8 RFE A AWS Certificate Manager.

A% B 3T #8130 & 78 B AR Y AR %5 32 1 BRI

Bt , MAEEREREY , FERMENEFTREEE, BRAREBNBFERL A (ICANN) REE
ERREE LNEEEE, SRUERRSEBEMEEMEEERE , ER— ICANN RAvER
HMERRYABHNER. SHRGEREELEAEMENRAEBRAFAEINEEENA. NF
HAES  F2RETIER

- HEEA Amazon Route 53 EEfHEE R , 552 E Amazon Route 53 BB ASIEEPNER
Route 53 @13 & .

- MEEFEMEBNIBE , FS2RFE AR EMEE E &,

=E | ALK DNS RIS , flnMBiEsEmes | BYRHELUSEHRAIENREE, MEFMEENR ,
SRRE) DNS RIS X, HE , LA LUE A Route 53 AR DNS RS,

"
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WMREEAMRE Route 53 , B LAER B & 52 8%3 CNAME ik , S B H BB RE. RMAES
BERARERE , RAKTLE DNS 82BN REREMEV I BLHE , tBAREIER.

MREFEHZ Route 53 , BUELEBRIUFAERE , HP IS NAIERRER L ABESE
BHARENHEEEA. BYMEILAERERE2® , FEURE , BEENATHEESA

# i parking.example.com¥ffEZE VPC Lattice BBIELMNBIHERE , 520 my-
service-02031c045478f6ddf1.7d67968.vpc-lattice-sves.us-west-2.on.aws, MERR
BUERST | B BET BB BAS &L VPC Lattice HiEE,

TR FRAMAEER Route 53 BY BRI LN EFREE RS
AWS BEFEA

EERVRIBRE , A Route 53 I EHKHFIRYE , BF2EKRERKHEE Amazon VPC
Lattice BR#S #8130 2 o

ok

BRI ER VPC Lattice EAEMNMAEZTE |, Hli0 my-
service-02031c045478f6ddf1.7d67968.vpc-lattice-svcs.us-west-2.on.aws B,
B LATE RIS EE £/ VPC Lattice EAF R BB EENETEHE,

AWS CLI
EEEESPEUAIB K

1. EVBEIREH VPC Lattice EAEMMIEZE ( Fl20 my-
service-02031c045478f6ddf1l.7d67968.vpc-lattice-svcs.us-
west-2.on.aws).

2. HERERSR , BEATIGT.

aws route53 change-resource-record-sets --hosted-zone-id your-hosted-zone-ID --
change-batch file://~/Desktop/change-set. json

¥ change-set.json %R , EAT % JSON &HlHHRABRI JSON ER , UHKHFER
EAMEKE, B LERGDPH file#//~/Desktop/change-set. json B BAHEEES
FEETER JSON BRERE, BEE , T% JSON iy THEHE | AR A 5 AAAA FEERHEH,

"Comment": "my-custom-domain-name.com alias",
"Changes": [
{
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"Action": "CREATE",
"ResourceRecordSet": {
"Name": "my-custom-domain-name.com",
"Type": "alias-record-type",
"AliasTarget": {
"HostedZoneld": "your-hosted-zone-ID",
"DNSName": "lattice-generated-domain-name",
"EvaluateTargetHealth": true

# VPC Lattice Bf&’&& (BYOC)

EERM HTTPS 3K , BHSA KX (ACM) H AWS Certificate Manager 2 B S # SSL/TLS & ,
THEREBFIMEE R, ELBRBLEEARESLRBENETRAEE BN EREIE (SAN) XEAEH
(CN)o 15 SAN Z1£ , Z#I R 27 SAN FEFRREMAER, R SAN REFE , BMEME CN F
WMERFIEE,

VPC Lattice £ Al IRBF BB R (SNI) 12 HTTPS k. DNS £RIFETMAEZBNFTSLAE S
BHRF , 5 HTTPS KRB EEH VPC Lattice fi#. HEFER ACM HAFHA A SSL/TLS BF
HAGBHEEA ACM |, FEZRBIAWS Certificate Manager  FRAZEER) PHRTHEEEBEMEAR
Fo WMRLELE ACM PERKEANBCHEE , BFHEA VPC Lattice EEMNMHEBRRE.

VPC Lattice B#ERKRIEST —EBITERE. TB , EostEZEBTREERABITRE. EXRRE
A LA ER BETHRE B BEILMWATE VPC Lattice IRIGEAMHENEE.

EFEMFH ACM EBAR\EBHER  BHEERE AL EHERE D, ZEXSHERBNERTEE
BB E BB VPC Lattice FR¥.

PRI =8

« VPC Lattice RFFEMBBRENTEEIZ (SAN) REAEZRE (CN) R—BNEBRHFZTLY,
Bl | MREERABETMAEBBEILRT |, parking.example.com¥i & H R R
SAN 2B * . example.com, E HFEREARparking.example.com, VPC Lattice
21 SAN EE G TEHAE WA EEEBHEFexanple.com, FiB , MREFEBFTH
1§ , parking.different.example.comB/&FHA SAN*.example.com, BIFER&E KRB,
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« VPC Lattice X BEE—EBHRNERAFTRELY. EXRTEAFTREREE—EFB
H, MBRERE—EFREBHK. Hlun , MREBEHN SAN 2 * . example.com,
Alparking.*.example.comfTXE ,

« VPC Lattice X RBEBEHEB—EEAF T, EXRR *.*.example.com &N, WEFHHEE
# , FESBAWS Certificate Manager  FEAE&ER) PHERLEEF.

« VPC Lattice X2 EH 2048 {u T RSA £ EH,
« ACM H#J SSL/TLS BRE X EHEEH 2 T EHA VPC Lattice IRIFAERBIM EiT,

REBRENLE SR

E&EA ACM 38R SSL/TLS BEK , ACM EE4ALNE/AESRY., ELEARERN , EEL LB
Y, NELREHUABEN—o. RATRLEFHRAELE , ACM A AWS KMSHEA KMS £if
% —E<£\EERIE aws/acm. AWS KMS AL EMRMBBENILE SR, WFEFHEENR , F2
B < AWS Certificate Manager fEF & $ER) HH AWS Certificate Manager®d F) E R &,

VPC Lattice AWS £ TLS Connection Manager , ltARFE RBE1ZEL AWS IRFS , UREBANERAE
BB LB, EEMEH ACM BEEI VPC Lattice FRIEEF , VPC Lattice 2SR R E AWS

TLS Connection Manager 23 Elt, RS EEMN AWS Z AWSKMS EL8E hEVETF &
WERLLE B, LR REF TLS Connection Manager £ AWS KMS @2 BN E £, TLS
Connection Manager EFIBRENMBEZN (FXF ) FAE £ , B VPC Lattice RENAFIRELZRSE
A (SSL/TLS THERER ) . EBBE VPC Lattice FRISHUHBINIE  SReHA, MENEES =
28 (AWS Key Management Service B A B35r) PHEE,

MEFHMES , FEEFEMNE,

MiB& VPC Lattice PR

& ZMBR VPC Lattice BR¥s , #8278 Se M BR AR 7] se EE M AR IS MBBR VPR B BAMSE . N RAEMBRARTS | tB
EMRERBEBNFEER , AINEREE, 5oREBCR, ZBEX, BEREXRUMFHNER
B

5 A £ 12 & MR AR

1. 7E https://console.aws.amazon.com/vpc/ BB Amazon VPC £#5&,
2. HEEBHEKFH VPC Lattice T , B#ERK,
3. ERBEEL , BEREEMERNRYE , AREESE. MERRE.
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4. HIRWERERE , HEEMER.

£/ MERAR#E AWS CLI

£/ delete-service 5
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VPC Lattice R #Y B 1284

VPC Lattice B EFHERHTEAEXNIRBHN BRI EELERES. XENBBEERTIE EC2 #1T
{EE&, IP #sit, Lambda ENE{. Application Load Balancer., Amazon ECS £##1 Kubernetes Pod,
B R AN REEZR BEFHE, WFEEE VPC Lattice £ Kubernetes EFHIE , 552
BRAWS & APl IS EAEEM.

SEEERATAREFRELT —EARSEEMHER. ELBUEREEARNE , BUEERR
BENKS. RANKGERESR  SEREEATHENBEHE, SUNHHTREENGER , Y
TR BREE, Fl, Z%—ﬂﬁ%%?ﬁE_L BEERHE , AESRERARGNFERELE M B RH
8, BlnER I RAREE.

RN N
---------------- » capoemm
O =l Target group 1
Rulas TEa,

service {:E i‘:}

Target group 2

BUAAEEE EREERRBENEFRERERTE, RIECERVERHARBRELRE , IRHE
ZREWHE , FRSEERHERSEARRNEFRERERTE, ELARBEXERATEEER
BEEc®  RESHEERZG B ERAEMNTE BEENEFRRE. BREESFREAZEFRER
FHEEEME R,

EEEREEEEXNABTIEEBEHE , BEFEXERRENAMERNRSH,
VPC Lattice B fZE#H%E LM Elastic Load Balancing 1228y B 2848 , BEZXH#,

B &%

- 213 VPC Lattice B {Z&

« [E VPC Lattice B ZE#HHEMMEE
 VPC Lattice B ZEHRIE/EARAE
- BEiAE

- BEAEEE

« Target type (B ZEEH)

o IP ithut 3R
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« VPC Lattice F#y HTTP B

+ Lambda EE{EA VPC Lattice PV B &

+ Application Load Balancer ¥4 VPC Lattice F#Y B 1Z

- BB ERAE

* VPC Lattice B EEHHENER

+ B VPC Lattice B Z###H

#37 VPC Lattice B4

fram B ERFEEMENBEE, RIBFHEER , VPC Lattice REEEALAR B ERERENEZENBA
BE  BFEREEEEAMNER, £ B FHERZMEEERE , EAIUERLILER,

FERRERAIEEFHEATNER  FEEVEREARAEREARYRIK , RBFPEEER
B, MFEFMENR , F2HEVPC Lattice RHEVIERENRA, BALESEZEREAPEEMEERN
BEEE  BELERENLEBNMEENRY. SEXREREERBSHE , ELRREEEHEY
REAEAEARBFIZRENEA,

B LRIt B R AN E N BRE R, MFFHMER , F2H @ VPC Lattice B EEHEEMEH, &
AT LA g ok B BmEHE N EERERERE. WEFHMEF , F2EVPC Lattice B BEEHEAEEARER
&,

BB REE

BN B R EEREMMEMBER , TR
EAEEERE N B REE

1. £ https://console.aws.amazon.com/vpc/ BB Amazon VPC £ &,
2. HEBEHEM VPC Lattice T , 1B1E B EBE,
3. i##Z Create target group (B3 B 1ZE#H),
4, HREBEFEEEE  FETTIEP—FIRE
BEEHITERE , KBTERE ID ZEME L
B 1P hak |, 4K 1P #hub A B
#E Lambda & Lambda B A B R
iZ$## Application Load Balancer , # Application Load Balancer &t & B £,
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5. &¥ Target group name (B EEEEHW) , WA BEHAN ST, LBABEAESE AWS BEFHH
IRELNERH -  KZUEREFT, REFERHFARNEFTH , EREREETBAEF
o

6. HRBABENEREE , BULIAEEBRFERE, ERBABES HTTPS , FHEEEZEA
443,

MRBEEH R Lambda HE , AIELIEEEA G EREREE,

7. SH¥IP ibutFEA | GEEZ IPv4 UL IPv4 st EET B AE |, S0EE IPv6 KL IPv6 et M EE, B H
EBEiER  SEEFEFNERE,
RECEEEAA P it |, FrEFEAILIEE,

8. &% VPC (VPC) BEEHBILEER (VPC),

MRBEZEFHA A Lambda EKE , BIEEFERREE,
9. BREAWERE , REEZBNTERE, FARES HTTP1,

MRBEZEFAA Lambda EKE , BIEEFERIREE,

10. BREFERERE  AREEZERERRE, NFFME
EmE,

%II

| B2 BVPC Lattice B EZEZBARIEER

MRBEEHEA Lambda HE , AIELFEREERERE,

11. ¥ Lambda EHEBMRA | BEMRA, WEFHMEN , B2 Bthe section called ‘% VPC
Lattice BRIGEWRE 4",

REEBEEH A Lambda HEEF , FREFEALLIRE
12. (BA) BEEEER  FRHARE  ZENEER AR AEBRIBNERE.
13. BET—%,
14. HREMEFE , BUUKBLSRUFMEER , TR :
MREBEERAHTER  FENBTER , GAEEE  ARERETERAUTEHENEE,
MEEEEHE IP hut |, FHIT THEE -

a. HPNREFMEE K FRELCHEEFHEENN VPC , SUREEMILS IP i,

b. SHHHEE IPsMERERIE , WA IP bt W EHHE, FAREEER B ERAEE
B,

c. BREESATHRREERE.
BT AR 39
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MREBEHAE Lambda HE , 551812 Lambda &, BEE Lambda BHE , 5BIEE
T8 Lambda B &,

R B EEE R Application Load Balancer , 5% Application Load Balancer, HEE I
Application Load Balancer , 55i#1#% 3 Application Load Balancer,

15. 1ZIZ Create target group (B3I B ZE#8)

VPC Lattice ATREFREX 7 EEN R EIREME R, MEFMENR , F2H AHTERL DNS 8F#
Route 53 M E@EMEXNTEREREERNEE ?

5 237 BHEZEEHE AWS CLI

£/ create-target-group = 3RE M HAZRHE , M register-targets R FHE BHE,

HH F R

SEETUERA VPC 2 VPC Lattice BEE#H, THHRABERARLA FHEE

« VPC Lattice RIEHFTES D , HliniEERENX, BEEFHENBE , BXEAHMEENRFEY, T
LAfE VPC Lattice RIEHEE EHEE AN FRKHPE,
- MBEERETMHYEEXEHEBEFHEERNIREEL,

- RA VPC BB EALUE VPC BB HERE A, RRBERMAEABMNLA VPC P2 EEER
A REEERRBRIRARBEBARE, T8 , EESTNERAREEE,. B ACLs NS5
HBURRPG ILEEE M.

0% VPC Lattice T AEROBHMET, , B0 £ VPC Lattice HH,

\

b VPC Lattice B Z& M BEEZ

BHRBAIMARFRNE-BEH  UEAREIRIEFRERIFNEEMBEFR. ERILFA—
182 2 B FAE SR 2 sk =2 E B 1R

WMREABEXAFREN , LG —HZEERFHAZEMEBER , UEEFER, —BEMEFTK
BEERERYMERRERE , RENSEAHSFEREBIFEMNE R

MRHEERARANERRBD , RELFESBRRERE , TURE FHFHAREBENESR, BUHE
ENES  eZAEERESERHATRR , ETEXEIBER. —BHUEEM , RERSFLEHERE
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https://repost.aws/knowledge-center/route-53-propagate-dns-changes
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/register-targets.html
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HEBH. BEEEA DRAINING RE , EXREPHNFRETK, ELEHRE EBREZNE:
B, AT B REEME B R A E.

BREEN EREESRELOZXERHEZMERN AR, WHEFHEF , FSMTarget type (B
BH).

FERATIERERFREMREBCEEME E, HE , # £ register-targets M deregister-targets
AWS CLlI,

B &%

- BIFRFTER D RBLIBCERLZEE

- RIZ IP it REGCRICEBELEE

- EMIECHEEMM Lambda BIE

- FEMEREUHEEEM Application Load Balancer

BIFFITER ID RECHECERELEZ

BEESTEELEMREREEHEEENERLEER (VPC) B, HEME , BITERBLLERER

running AR&E,

BB BTER ID M EER , BRI Auto Scaling BHEEEFEA, SEEHRHEERSE
Auto Scaling B8 BB A B /MEE % , Auto Scaling BERBNHTEES A SO B ERHEM. W
RoBE B FREFEE Auto Scaling BHEER , S8 BEXBREFEPEUEREMETER, NFEFHE
A , m2B (Amazon EC2 Auto Scaling £AEEmM) FHIEA VPC Lattice B EEHHMSRERHE
&89 Auto Scaling ##8. Amazon EC2 Auto Scaling

EAFRERFHTER D REMIBUEEM B F

1. ¥ https://console.aws.amazon.com/vpc/ BEX Amazon VPC £# &,
2. HEBEBE®KMN VPC Lattice T , BIZHZEHE,
3. EEBRHENER  UREREFAEFAED.
4. BE Targets (B E) X,
5

HEAMBATER  FREZMBER. BENHTHER G AMTERERR  AREEISH/UT
FEEB, MHEHTERTKE  FREEMER,

6. BHEBUHAEMITER K FEINHITER , ARBEZHUHEM.
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/register-targets.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/deregister-targets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-lattice.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-lattice.html
https://console.aws.amazon.com/vpc/

Amazon VPC Lattice ERERER
RIR IP bt REGEHEBUER L B E

B IP it HBERBEABEFHEREN VPC FRE, BEEZEMEN VPC REMEMRIEH IP
Mk, BEEEM VPC inBi AT A FRSEAY IP ik,

FRATEAEE P it RKAMRECHZMBEE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,
HEEBEERN VPC Lattice T , 128 S8HE,

BEBEREANER  URAMHEFHEAEE.

#IF Targets (B 1B) X,

Z2ESMIP it | FBIBETMEE. A5E IP b BEIHEER |, A IP thut FEEE  REE
BEEATHEREEE, SRIEEHUE 6 FREFMEE,
6. ZEHUHEM IP ibut , F5EE IP it | ARBEREUHEM,

o @ Dhd =

M ECEEM Lambda BN #

el LAm B EEEFME— Lambda K8, NMREBTFBEESREFEIXTEMN Lambda BRE , BIFTLL
B EBUHEEM,. BUEEEM Lambda BB 2% , B8P IERE LYK , BB HTTP 5XX #5583, RFET
N EEEE L MmMAREYS BEEER Lambda EKHE,

FRAFEAFMBECHEEEM Lambda ERE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

FEEBEE®KH VPC Lattice T , BIZEBHZHE,

EEFEREEANER  UFAREFREA R,

#IZ Targets (B 1B) E®],

WMRRZEEM Lambda B # , FEEFZMBER. #E Lambda BE , AR BEFZMBE,
EEHUHFEM Lambda ENE |, 55818 Deregister (BUEEEM), HEBERERRE , FRA
confirm , REFBEZFBUEEEM.

o a0k~ 0w bh =

ST s} EGE S Application Load Balancer

&0 LA 51 B 2 B¥4H FE 8 — Application Load Balancer, MIRETFBEESRESXIERTLE
27 , LA LAEUHREM. BURGEMERTEHHR R  BRPHNBERGAKRAL LR HTTP 5XX #F:k. REF
B EERHE , mA2E B ZEREM Application Load Balancer,

IP {1t 42


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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FREEAFMBEUHEMM Application Load Balancer

1. 1E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC &,

2. HEBEHKH VPC Lattice T , 1BIEBEHE,

3. EEFEEHENER  UHABEHFMERAER.

4. BIE Targets (B1E) ER,

5. WR;ZEFM Application Load Balancer , 581 ##ZF 5 B 4&, 1#H Application Load Balancer , &
®BEEZZMEE.

6. HEEHUHEEM Application Load Balancer , FERZEEUHE M. HBEERIERE , B@A
confirm , REFFFBUEEM.

VPC Lattice B ZEENEERERE
THRESEHSEREEIZTHFIMOERE |, LUAIEERRE, ELAZBAEERIRE,

# {8 VPC Lattice B A EXFREAZEFRRERFNER. SEKRKSER B REMN B FRFHEN
BERERERTE , RRESEEENEFRE, BREMR , LRBR—REFRERE , TEEF
RERF, ERRXEFRERETRRE , RESEBAR/EFRERERIHER,

REIMZBEIR

- EEEREBARERESS HTTP1 B | AR EERERE,

- EEEREBARERSTS HTTP2 i , RBEERTERAEERERE, TiB , B LARBAEEAMR
Rt YFHEERABERKTEES HTTP1 =X HTTP2,

- BERERETXE gRPC BEFEBABRERS. FTiB , WREMAEEMRERE |, BIXNEKE
EREREBABERSTIEES HTTP1 =X HTTP2,

- BERERETXE Lambda B ZEFHH,

- EBEREMELRZE Application Load Balancer B1Z##H., i , A LA Elastic Load
Balancing B Application Load Balancer B ZZMEEMRERE, MEFMENR , F2H
{Application Load Balancer £ &Em) FHE EFHEEEMRERE,

EERERERE

BEERTRINWERABEFATHEEREEERERE, RPFEANRERER APl HE
BANERE, RESFEREENEREE, BRAHEMN ping B , 8/ HealthCheckintervalSeconds
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health-checks.html
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EAEE

M

W EEREREFREBEIESFEEEMNER. BEEFREREFREREEY , BEEE

BRAFERFILER. BEEEMEHEET

TREFEREREFBROBER, MREFR

REEMEHIB UnhealthyThresholdCount EE LB , RE A B EF LR, EEFEREREES
HealthyThresholdCount E&E IhiF , BRI =S B B E R

E

K

HealthCheckProtocol

HealthCheckPort

HealthCheckPath

HealthCheckTimeoutSeconds

HealthChecklntervalSeconds

HealthyThresholdCount

UnhealthyThresholdCount

Description

RIEY B EMTEERERERFERNERL
E. AIREMVERABGER HTTP M HTTPS, &%
A HTTP BB E.

RBEYH B BT ERRERERERAERE
B, ARERERESERFREBCRARBHNRE
YRR,

BELEFREREN BN,

3

MRBABERAES HTTP1 = HTTP2 |, FiEE

BAMH URI (/path ? query), TEERA /.

DHWABNNEFEE , EEEEHBBRER
EERIR NEERERELK, HEA 1-120
¥, MEBZFEA A INSTANCES], , RITEER

A S5HMIP, BEOMUEREERAHTERE,

&5 B B8R HITEEREREN K E MR
BE , AR AEN., EENK 5-300 B2E,
MRBZEAS INSTANCES |, RIFEERES 30
MIP, EE 0 BHBREERAHEERE.

EEFERENMENEERR/EEZH , RN
ERREERERERH. BENN 2-10 2
B, RER 5, BE 0 BUREERSHAER
=18

R EERAEFERETRAE , LEMNERERF
RERERBRH. BENR 2-10 2@, K
2, BE O BIREERAHERAR

44



Amazon VPC Lattice EREER

BRE Description
Matcher BERBWEIZRE B ZER A THE BT E A A

. EEEETREPHEANINE,

MRBABERE S HTTP1 = HTTP2 , AT
BERV{E A 200 % 499, BRI LAEEZE(E (B

| "200,202") SRIEEE (Fla0 , "200-299").

FEER{EA 200,

B 8l F % & gRPC WE/EIREREBAHE
MRA, T, wRIEHY B R EHE B B E R A
= gRPC , B L EFREREBRFIEE
HTTP1 = HTTP2 @A E MR,

BE R RREFRE

B D mEC [ B R & E B FRAEERE,
ERAEEARERENEERE

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ A&,
2. HEEBEH®KH VPC Lattice T , IBIEHZEHE,

3. EEHEREMNEE  UHEMHEFHEEAERR,
4

1t Targets (B 1) % , Health status GE/EAREE) Wi5 H & B ERAREE, MRRER SN EM
{EHealthy , EEREFHEAWSIZEZEA,

£/ wE B EREEMRE AWS CLI

£ A list-targets @, Lt HHEHIE B ENERERE, MRARES Healthy BUNNEMRIE , Aléa
HtgasREARE,

BEREERETREENEFEHEA

£/ CloudWatch B/REXE) Lambda BBl , LMEXEEMRETEEHENFMAER.
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/list-targets.html
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& BEFIRERERTE

BT BB B R E AR BRI,
ERERABUBERERERE

1. ¥ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEEE KM VPC Lattice T , iBIEBZHE,

BEBEREANER  URBHEFHEEAERE.
EEERERERSIER LNEEREREREERT , BERE,
HREEBREERERERE,

BEREEE,

2

£ EBUEERERERE AWS CLI

£ update-target-group @

B FH 4 78

RIBFER , RESEALERYEEFAREENBABENEZRERE  SHERKAEHER.
EF, BULEEABRHEARERERR K BRANKSREEET B ENERE,

B RS AXE TR B ENMELREE

o BIAWE : HTTP, HTTPS., TCP
* Ports (E#8) : 1-65535

WMRFER HTTPS BAMERE B EEMENER HTTPS EERERE , BEWN TLS EfSFAEE
BERXWEZLEE, VPC Lattice EFRAAREEE LT RN EBE , EBEZEET TLS E#E. VPC Lattice F
SRVELRE., At , FULMFEAEREBNEESCIBHNER. VPC Lattice EERZ2ZBHR
ESEHOBMRETRE , NEEFEEE LN RREEN , LT EHEman-in-the-middle N E = FEFRAY E

RETLS #EEXTXE TCP BEEH.
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/update-target-group.html

Amazon VPC Lattice EREER
I L
B EESRS

RIBTER , BREERBESEZSAREFREBDEZEFRERFNE R,

E VPC Lattice REWRFERE , @A TYIER :

1. LEERIEFEEREFNRR , SUREEERABERR,

2. ERFERBEREEEEE  RANBFNERRETENER, BIE—EEROZEEREHER
it , =18 B FEFA R R B R\ ILER,

NMREEHERZEEFERETENER  AFREBHERMAER , BEREEFERER/M, EXRTFU
RATE B RERABREERERE , VPC Lattice RESE L. BERBMHNBIRERBEREE
BEE , AFAMEREENRE , EREEFERELM.

VPC Lattice XA REN THEE (AZ) BFE, EFRFIRKFEREIEZE VPC Lattice B , VPC
Lattice € FAEAF AR AZ WIREHER IP it REIFE, INREEFHZ AZ , VPC Lattice &
LAIRBE A AZs IP bt B fE, % VPC Lattice BIE& , BBHATIBEE |, AlaE0 8 E AZs, b4k, VPC
Lattice HR BRI FAEHERERER,

Target type (B {Z5H)

BVEGRRER K CEEEHEREE K SgRELHLESEREZMEEREENBEREE, #EY
BE#EcE K SEISFHARER,

THIR R B RRE -
INSTANCE

U#4TMEE ID RigE B R
IP

B4 IP thit,
LAMBDA

HER Lambda B &,
ALB

B2 Application Load Balancer,

REEEE 47
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ZEBER

- EEEERA FIP, BN EREZFEN VPC FRRIEE IP thit, MREBFERL VPC S EBEE
P et | 552N ¥R B AZ8EE , ALBIE G Application Load Balancer & IP #tbiit,

- EEEERNA FIP, BELTM VPC imEB S AT\ BB IP i,

- EEEER A BFLAMBDA |, & A LAGEME — Lambda B, EREWE| Lambda HEBHIFERE , ©
EIAH Lambda &, MREEEAZE Lambda NEEMIRE , AIEEFEHZEE EEE,

- EEEEAA BFALB , BT LS E — A EB Application Load Balancer ¥t A& 2% R {# VPC Lattice
R EE, ZEEERM , BEAMETRELN B ZEEHEM Application Load Balancer , Ry {E [
B VPC Lattice IRFEE . L4 , B1E Application Load Balancer 4ZBZ A H —{EZERER , HiEf
BAE HEFEEEE,

- WO LIEREEFBE B VPC Lattice B {Z8##05E M ECS %%, EHERENLERHEE IP HEEFHE,
MEHMMED , 528 (Amazon Elastic Container Service B3 A &35/ ) HHZE Amazon ECS
BR#AE A VPC Lattice,

NE , FAKEEA B VPC Lattice B Z# M Amazon ECS BR#E#Y Application Load

BalancerALB, fIEFFMET , 5528 (Amazon Elastic Container Service B2 A E55) FH{E
HEEFE KB Amazon ECS R HRE.,

- ZFEN EKS Pod St AEE , SBEHAWS BiE API #2485 , % Kubernetes BRIFELTS IP it
- MEBEHABAMER TCP , BIE—ZEWEZFEA A INSTANCE, IP= ALB,

IP ith 3 25 HY

ELEVEEERA NEERERIP, Bu LS EEEEEAN IP it EH, SSiEEaHFESEAR
BERMEEREREELZZEEN U ER, TJENES IPv4 F IPv6, FARRES IPV4,

ZEBEIN
- MREFEM IP it FR B B EREEIPVE , RIERBREFAEEN VPC LHEH IPv6 ik &
B,

- BEBEEATMN P it XEFS EEREN IP HutER, Hlin , R IPv6 itk IP #h it 3E
A | BIfELm B EBAM IPv6 it IPv4,

o & BHEBEEMN P it XA EESE A B EEEAREN VPC B IP it E5E A,

IP it HY 48
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https://www.gateway-api-controller.eks.aws.dev/
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VPC Lattice HH HTTP B &

HTTP FERM HTTP EEERERMOREAEE HTTP ABNWER. HTTP FRFEBHE, FH
MURNE RS ROEWER , BN F T (CR) MIRT (LF) M. —#LL RFC 2616 ERMFRE
HTTP SR , AASEE. tRRARXNEZERANIFRE HTTP RRTH (MESEB#E). f
W, B x-forwardedF B & KIIEHRE HTTP REH,

x-forwarded &8

Amazon VPC Lattice #1187 T 5lx-forwardediZEH :
x-forwarded-for

HRIR P ko

x-forwarded-port

B Ry SRR,

x-forwarded-proto

ERBIAWE (http | https)o.

EESHEE
Amazon VPC Lattice #7118 7 T 5IIF04 & & 75 #R5H .
x-amzn-lattice-identity

BHEA. MR AWS F5BERY , MERERT IR,
- Principal - EBRFEWEFEA,

« PrincipalOrgID - EERFEEEVAER D,

- PrincipalOrgPath - ERFEFBNABKE,

« SessionName - ERRE TEREBENERE.

WMREMA Roles Anywhere 2 AER B H 7 BFBHRI , BIERT 5L,
« X509Issuer/0U - #&1T#& (OU).

* X509SAN/DNS - EEE R EH (DNS),

« X509SAN/NameCN - B{TEERER ( BHW/CN),

HTTP B 49


https://datatracker.ietf.org/doc/html/rfc2616
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« X509SAN/URI - XEEREH (URI),
. X509Subject/CN— X #E7B (CN),

x-amzn-lattice-identity-tags

I8 ID MEMERER, BAMTAR.

principal=principal;principalorgid=orgid;principalorgpath=orgpath;principal-
tagl=valuel; ...;principal-tag99=value99

VPC Lattice AR R (\) BHEERNE[DHE (; )o

x-amzn-lattice-network

VPC, &M TR,
SourceVpcArn=arn:aws:ec2:region:account:vpc/id

x-amzn-lattice-target

B, BT,

ServiceArn=arn;ServiceNetworkArn=arn; TargetGroupArn=arn

% VPC Lattice R ARNs WWHEEIEFA , 552 B Amazon VPC Lattice E&EHERER,

EE5H)EEEENE, VPC Lattice BREMBABRDERISLESE, Ly HERARTLER
FATFEIER A B BN, S | CRREREESLEE KEYs OB EIER | LEZTER T
BEET TN KEYs , 3 B ESOE B REEME,

B TR,

key-0=value-0;key-1=value-1;....;key-n=value-n;

Lambda & 44 VPC Lattice PRI B &

B LAER VPC Lattice B 28848 Lambda REEMABE , W EEEEXBEA |, BB REXE
Lambda ENE K B & H, ERBAEFEREEZZEES Lambda HEMAEENEERER K eeUA
&M Lambda BB , WL JSON B A AEE RN AR EIESS Lambda ERE,

Lambda EEER B R 50


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-resources-for-iam-policies
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BR 1

 Lambda B E{(F B EFHEXEEHRNRSEF , BEEMHRNESEA,
o BALAEIAE Lambda BREIMIFE R K/NEBRA 6 MB,
 Lambda RS AJ{EAH EFE JSON K/MEBRA 6 MB,

- BABENSLER HTTP % HTTPS,

4% Lambda EHE
RSB FE A Lambda EEUIRE VPC Lattice R , BLEER T 5I3EE,
FF Lambda EERIEFA

EEER AWS BEEERE 2 AEFELEM Lambda EBE AWS CLI, VPC Lattice K&
S L BRI FF T8 = Lambda BHBIBX.

A AEA TS AP FEIY B 1THTIEEF A ¢

aws lambda add-permission \
--function-name lambda-function-arn-with-alias-name \
--statement-id vpc-lattice \
--principal vpc-lattice.amazonaws.com \
--action lambda:InvokeFunction \
--source-arn target-group-arn

Lambda B 2k 22

BRI AEEE EFAFMM— 1 Lambda B8, & THRETLUEE Lambda BE , B VPC Lattice
BR#E — 2 WA Lambda BEH B BIMRAS , 57E[@ VPC Lattice FRIEEEMM Lambda BB , BRI HE
BlE , WiERETESERE ARN F, NFEFHMEENR , 528 ( AWS Lambda & ASEME) B
Lambda EHE AR AFEE L Lambda BB BIA .

A Lambda BNEE B E84E

BYBEHELANBERER. NRBRAZFSEEERNRMEET I BZFEMNEE , VPC
Lattice FRIS €1 2539 Lambda B &,

FRTEAET BZEFEYEM Lambda BRE

1. £ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC &,

#4 Lambda BN¥ 51


https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-aliases.html
https://console.aws.amazon.com/vpc/
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2. TTEEBEEKH VPC Lattice T | BIZEBE&A,

3. I#E Create target group (B3 BZEH),

4. HEEWNBZEEAED | EH Lambda B,

5. &t¥ Target group name (B EEHHEETE) , M A B EFENEE,

6. &% Lambda BHEBRAE | BERAK, MEFMER , 552 Rthe section called “f VPC
Lattice RIS B M,

7. (BA) FEMEER  FRHEREK , BENEER K ARWARBRZRSIBINERE

8. EET—F,

9. ¥ Lambda function (Lambda BN , BHITUTHH—1F :
BEUE AR Lambda EE,
B Lambda BERENHERT .
85k Lambda E &,

10. J&IE Create target group (3 B &),

£ B3 B ZEH#AWFTM Lambda BEKHEl AWS CLI
R create-target-group # register-targets o
#%& VPC Lattice R #ZEWEH

VPC Lattice fR#E X #EiEiB HTTP M HTTPS ¥R #1T Lambda . RIEZLL JSON B EFHXE
% i 4% X-Forwarded-ForZBE#FHIEEZHMEFE R,

Base64 #mis

MR content-encodingEFEFEERBEEFRTIHF —1H , AIfRT Base64 SRIBAN :

* text/*
* application/json
* application/xml

« application/javascript

ME content-encoding ZEATEIE , Al Base64 RBEURAARER, A LRABRER | RS
SREREEA , &% Basebs MRk,

& VPC Lattice BRGNS H 52


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/register-targets.html
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ERAEER

EHERBN

ECEVHENEE 1B REFARLAMBDA , LA LUEE Lambda BREIZWMN S HEBIRA, TRER

Mxa<A& V1iFl V2,

ExampleZE FIEH : V2

{
"version": "2.0",
"path": "/?queryl=valuel&query2=value2",
"method": "GET|POST|HEAD|...",
"headers": {
"header-key": ["header-value", ...],
},

"queryStringParameters": {
"key": ["value", ...]

b

"body": "request-body",

"isBaseb64Encoded": true|false,

"requestContext": {

"serviceNetworkArn": "arn:aws:vpc-
lattice:region:123456789012:sexvicenetwork/sn-0bf3f2882e9cc805a",

"serviceArn": "arn:aws:vpc-
lattice:region:123456789012:sexvice/svc-0a40eebed65f8d69c",

"targetGroupArn": "arn:aws:vpc-
lattice:region:123456789012:targetgroup/tg-6ddecf831eec9f09",

"identity": {

"sourceVpcArn":

"arn:aws:ec2:region:123456789012:vpc/vpc-0b8276c84697e7339",

"type": "AWS_IAM",

"principal": "arn:aws:iam::123456789012:assumed-role/my-role/my-session",

"principalOrgID": "o0-50dc6c495c0c9188",
"sessionName": "i-0c7de02a688bde9f7",
"x509IssuerOu": "string",
"x509SanDns": "string",
"x509SanNameCn": "string",
"x509SanUri": "string",
"x5@09SubjectCn": "string"

b

"region": "region",

"timeEpoch": "1690497599177430"

# VPC Lattice BRI WS4
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}

body

ARIAX, AEEBEABES HTTP, HTTPS 3 gRPC B4 & R,

headers

AR HTTP €88, RETEEABES HTTP, HTTPS = gRPC BF €8 R,

identity

BHER. LTI,

« principal - EBBENEFTA. REEAWS §BEBERIETEETR.

« principalOrgID - ERFFEMMER ID. REE AWS 5 BRIFRINEFF LHER.
+ sessionName - EEE TERRNER. REE AWS o RIKIIETSET,

« sourceVpcArn - ZHEERZ VPC 9 ARN, REEALEBIZRIER VPC BF 28R,
* type - MIRFEASFHHBBERE AWS 2 BFBEINAWS_IAM , BIES

WMREA Roles Anywhere 2 AER B H 7 BFBRI , T 52 WJEER L,
« x509IssuerOu - &1T& (OU),

« x509SanDns — X EH X EZ M (DNS),

« x509SanNameCn - B{TEEBREE ( BF/CN),

- x509SanUri - EBERE®E (URI),

« x509SubjectCn - EEEZF (CN),

isBase64Encoded

EHAXREAS base64 i, REEEAHBES HTTP, HTTPS = gRPC , EFERAXE KRR F
B, TBETR.

method

FERWHTTP B, REEERAHES HTTP, HTTPS = gRPC X &8 R,
path

REAFIRMBERER  HhasEHFE2Y, REEEAHES HTTP, HTTPS = gRPC &
FTEER,

r
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queryStringParameters

HTTP B F&£28 ., REEEAWES HTTP, HTTPS 5 gRPC KF 28R,

serviceArn

BWEER ZBRIEH ARN.

serviceNetworkArn

RASFER 2 BRFEHEHEA ARN,
targetGroupArn

BEWE Rz B R EN ARN,
timeEpoch

R, AR BB,

Example#HIZ= 4 : V1

{
"raw_path": "/path/to/resource?queryl=valuel&query2=value2",
"method": "GET|POST|HEAD|...",
"headers": {"header-key": "header-value", ... },
"query_string_parameters": {"key": "value", ...},
"body": "request-body",
"is_baseb64_encoded": true|false

}

1€ VPC Lattice BR#%

R B Lambda HEH B FEXABEE Basebs4 MmiSikiE, ARRENS. AREBHEARFZEE, S LEERI,

EFECOENANFIZEENAR , BHEKARL Baseos #mi , W& isBase64Encoded RE
5B true., RESHRBARTUEN-E#NAR , YAAEEXE HTTP BEAXHH A ik,

VPC Lattice BR#& & =Fhop-by-hoptZESE , Hl# Connectionsl Transfer-Encoding. &R LLEBE
Content-LengthiR8 , RARBEEELEEEAF IR ZINETESR,

LT RE3KB Lambda B E# i 5 [E FE -

[E fE VPC Lattice AR %
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{
"isBaseb4Encoded": false,
"statusCode": 200,
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
.
"body": "Hello from Lambda (optional)"
}

ZERHE

VPC Lattice XIERBEAFIHMNEREHKE Lambda HEWEE K EHhasEE65ZEERZ XESHEE

BEENIZRER, VPC Lattice SiFIBESEEBE.

ETHEHF , EMER S WERheadert EEFRERE.

valuel
value?2

headerl
headerl

/A V2 EHEBE | VPC Lattice 2BAFEFWE, Hlin :
"headerl": ["valuel", "value2"]

FH V1 E4EEE | VPC Lattice SESHAE—FH, HiM
"headerl": "valuel, value2"

LEEHFTESY

VPC Lattice X ZEFHRRIBZEENERSH,
ET3gEHFH , ERERS N2HBQS1EFTENE.

http://www.example.com?&QS1=valuel&QSl=value2

£/ V2 EHFEER |, VPC Lattice 8= FEFHE. fila0 :

"QS1": ["valuel", "value2"]

ZEEHR
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£/ V1 BHEBE |, VPC Lattice B ABEENTE —EE. Hlw:

"QS1": "value2"

EUEEE Lambda B8

MRETFTBEELREFEETEMN Lambda KE , AR LASCEUEEEM . BUEEEM Lambda BHE 2
%, EHPNERERE , BB HTTP 5XX #5585,

BHEA Lambda B , 2R AR B EEE, OB RHEEMRIRE , YEHMEEEXARA
LUERFH BREE  MERAN B REE,

FRAEEABUHEM Lambda EHE

1. 7 https://console.aws.amazon.com/vpc/ BEX Amazon VPC £ &,
EEEEEMN VPC Lattice T , B2 B E8H,

EEFEEERANER  FAREFAEAEE.

£ Targets (B 1) RSIEH L , i#3Z Deregister (BUHEEM).
HIRHERIERE , B8 A confirm , ARBZRUHEM.

o M 0D

/8 BUHEEM Lambda EE AWS CLI

£/ deregister-targets T

Application Load Balancer A& VPC Lattice Ry B 12

IBA LA VPC Lattice B 1Z8##H, A$E —RIP Application Load Balancer ¥ B B & |, URERE
VPC Lattice R REEHIXE I B EFH. TIHLZEHFIF , Application Load Balancer B1E5 & FiE
HBURRE M EMEERBAE, LERETEEFEA Application Load Balancer B8 7 B R A BE H Ih
Bt , AR VPC Lattice XEHIINEE , Hli0 IAM B 9 BRFBEFIRE , LIRE VPCsHIIRFE HIELRF.

BR 1

- BOLIEERE A 1 VPC Lattice BERHEH , #4E8E —REB Application Load Balancer 5t & H
EALB,

« &ALLAE Application Load Balancer iEft A& Z M 1E VPC Lattice B RFHENBE , HMETFEHN
VPC Lattice RIS .
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+ VPC Lattice TRHALBEE B EFHENERERERE, T1B , LN EEHFEH:RERA Elastic
Load Balancing i B {28 R EEFEREME, MEFHMERN , 5528 (Application Load
Balancer fEF &™) I EHEZFHEEERERE

FORIRH

#3I Application Load Balancer , LA[@ VPC Lattice B 28X MAEBEE, EHFLEHSLBAFETHE
#

- BEFESRSZRARE,

- Application Load Balancer 4B AEE VPC Lattice B Z#EMBNIRSF , BABERER R
A&,

- Application Load Balancer 27882 VPC Lattice B & EMAMEBEH VPC &,

« A LUE Application Load Balancer L HTTPS EZERE XKLL TLS , {BEIIERE VPC Lattice R
BEREAH TR SSL/TLS BFE.

« ZE7EX-Forwarded-ForfEREBEFRE VPC Lattice REHWAF i IP , 24784 Application
Load Balancer By B EA routing.http.xff_header_processing.mode Preserve,
R{EA Preserve , BB FEHHIRE HTTP BRHPRE X-Forwarded-ForiE® , Wi HEXEH
R, MAEETEHREE,

MEFHMET , 5528 (Application Load Balancer £ &) S HIZEI Application Load
Balancer,

SEB1 BUEAA ALB WEZERA

FERATHREFREY BEZRE, 5= , VPC Lattice "X EALBE EEHENEERERE, T
B, AT LLA Application Load Balancer BY B {Z 8 R EEERERE, MEFHMENR K F2E
{Application Load Balancer fEFi&1EmE) B EFHEEMRERS,

By EREE

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

EEBEEMN VPC Lattice T , 1B12 B E8H,

24 Create target group (3 B =28 1#H).

EETEERAFMEFAEENERBLRET |, 11 Application Load Balancer £ A& B ZE8 1,
& ¥f Target group name (B EFHEERE) , m A BEFENEE,

o K~ w0 Dd =
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6. SHYBAWBE , BIZF HTTP. HTTPSER TCP., BEHMEBAHELERFERNIP Application Load
Balancer #EEREX N BAWHE.

7. SHENEEER | EEBSFENERE, HEEEBEXARSRE Application Load Balancer HY 35
FRNEREIE, &t A LAfE NEF Application Load Balancer E#iBZBREREEE  UFAEEL
RIEER B SR EEEE,

8. &¥f VPC , EZEEUEEEIINEB Application Load Balancer BFZEXH #E [E E R FAH Ein (VPC). &
SR EE VPC Lattice ERH VPC,

9. SHHEEIFABEMA |, iE#Z Application Load Balancer X Y@ 5 E A,

10. (EA ) HETAXENES,

1. EET -,

S B% 2 : # Application Load Balancer st & B &
BAI LA NS ER K E R TERFMARE,
# Application Load Balancer 53 & B &

1. BEMEIEM,
2. &% Application Load Balancer , ZZEEHAEB Application Load Balancer,

3. HRNEREE FREFAREIRFERETEMNERE, LEERXNARE Application Load
Balancer LIRAMERENERE, MREELIEMEFERENFERTERE , REMSELEE
Application Load Balancer,

4. R Create target group (B3 B Z&H).

18 A 1 E MR AR
RIBFER , RESERA HTTPM.A BEREEXZBE, ErLlFEREABERE , FH HTTP/2 &
gRPC #BEREXZEB K.

TREERAFBRBAGEE B BHABA B ERFTESNER.

s RE A E B 17 TE i A S
HTTP/1.1 HTTP/1.1 FZh
HTTP/2 HTTP/1.1 Fh

S B8 2 : # Application Load Balancer 5} & B 12 59
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BEREAME B E R A R

gRPC HTTP/1.1 i

HTTP/1.1 HTTP/2 FiE

HTTP/2 HTTP/2 FZh

gRPC HTTP/2 WMREZXE gRPC, BRI
HTTP/1.1 gRPC $EER

HTTP/2 gRPC MR POST &K , Al
gRPC gRPC FZh

gRPC BB ERAHNEREE

- E—SZENEERXNBARER HTTPS,

- XERNBEFEEES INSTANCE M IP,

- BRFEEIMN gRPC BR , WARBEM. RBEMAE , # gRPC FIERHZEER B FEE,
o BEEMFEH Lambda HE A BE,

HTTP/2 B ERAN EBEE

- E—XENEEEXBABER HTTPS, B A B EFEBAGEIRE HTTP 5 HTTPS,
- BE-XENEEEXRRIREXNEERE,

- XENBEFEEES INSTANCE M IP,

- BBZERAFRKER, REFTXEERELR.

VPC Lattice B Z&HEHMNEZ

BERTEBEUTEAN ARG EERESE , flon, REEH., BEEIRER,

AL ESEEEHETNAZERR. SEERHENERRSIBLARE -, MRAHENE
&, ERCIREENERFHEERES , ALBFEENZERNE.
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ERERATRERCR , TUREBR,

PR &1

- B-ERERHLR : 50

- RE|BRE LR : 127 {8 Unicode T

- BERELBR : 255 1 Unicode F T

- BERBHEBESIANIE, AFNFAEETRA UTF-8 RANRENFE, ZRANETF K EEUTHE
BRFEL :+-=._:/@. THFEAGEESRBIAHZE

- BONEEBREBIEPEA aws: FEH , RATREH AWS A, EFTHFESIMEBRELFENE
BEBAE, EEFENER , FTEEZERRINERTER,

EAEREREH B RFAEANER

£ https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

HFEBHEKFTMN VPC Lattice T , 1#18 BZ&H,

ENEEFEANER , LHAREFREAREE.

B#ZE Tags (BR) 51 ERK.

EEMEER  BEENEER AR ARBZRSIBNERE. FENES —EAEE , FEGR
EEER, EASTRMEERESER |, 751E1F Save changes (REFEE),

6. HEMBBRER A6 FEIESNZEAR  ARBRERR. HRBRERE B8 A confirm, &
#ZIRIE Delete (MBR)o

o K~ 0 b=

R FHEEFBENESR AWS CLI

£ H tag-resource M untag-resource A,

MIB& VPC Lattice B EEH4H

MRRBEEEREEXRAUANEEBFESREBRFA , BUMRXEREHE. RREEHETESRE
BEBZEEHERHENER, NRTHEFTEZMA EC2 HTEE , Al UFLTRIEE,

£ 42 & R MER B R EE

1. 7E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC &,

2. EEEEKT , BEESRHE,

MR B 2 8HE 61
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3. EWMBEFENKESGR , ARBESE. MBR.
4. HIRFEFTIREREE B8 A confirm , AREIBIZ Delete (MER)o

5 kR B Z#4E AWS CLI

{# A delete-target-group ¥

MR B 2 8HE 62
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VPC Lattice FRIFHV B EE

R AR VPC Lattice RIS 281 , BAEFBEERER, ZEEXARREERERNERF  LAFAR
CRENBIABEEERE, CAZEERAEENHRAS /J&;Eﬂﬁi%tﬂﬂﬂ—naiﬁﬂﬁﬁﬁﬂ,ﬂ\a%‘fﬂﬁﬂ’ﬂ B,

_-_dﬂéﬂ_-- ----- X ﬁ j:}
‘ Dé)- ------------- f Rules :::’:::-’; ! Target group 1
Service {r:t ﬁ

Target group 2

B 8

- EEEXEE

+ VPC Lattice FR#H HTTP #EERX
« VPC Lattice IR#H HTTPS #HEER
+ VPC Lattice FR#HY TLS EEREN

» VPC Lattice FRFEHYIZERENA A

+ MBR VPC Lattice FRIGRVIZEFE S

EEEXARE

EREAXET I EF HEREREE

« BIAWE : HTTP, HTTPS, TLS
« Ports (E#:18) : 1-65535

MRFEEXBAHER HTTPS , VPC Lattice /M EFEEEL VPC Lattice E 4R FQDN 48B3 B
B TLS /. VPC Lattice X1 HTTP/1.1 M HTTP/2 L& TLS, E&EA HTTPS ERRRTE
fR¥EF , VPC Lattice @A EREXNEBABERS (ALPN) BEVHE HTTP BB E. MRKRHE
ALPN , VPC Lattice @785 A HTTP/1.1, MEFMEN , FSEHTTPS EEER,

VPC Lattice AJLATE HTTP., HTTPS., HTTP/1.1 F1 HTTP/2 L1ZE A WEHELBEA G EMRAE PR E
MEEEHR. BATEEZEEANEEHEBAHEMT. VPC Lattice EEEBA R EMIRA 2
FHRFERBENBEERF. WEFMEN , B2EEA G ERA,

EREREEE 63
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IERBUEY TLS #RER |, UMRAREHNEAEXNEENZNRE , MAR VPC Lattice, MEFMAE
A, FSRETLS #EEN,

VPC Lattice [RET X E WebSockets i , BHARLAER TLS #ERZEXIEIR VPC Lattice EIREE
3R E AR E Websocket B RRFE

VPC Lattice fRFEH HTTP #ZEEX

EEERARBEERBERNER. EAUEEY VPC Lattice RERFEREREREN. B UERGER
R E E LN RS

LEEENEATBERRBEL HTTP #REX, NFRMEAEGERA B ENEREXNEE
&, F2HE HTTPS HEEAM TLS #EERX,

TORIRHF

- BESEXRBEFEESERZEEENFL , S4B ETAM VPC Lattice BIEEE, MEFAE
N, E2RE T VPC Lattice B Z8H4H,

- B EZEEEEASDEEHEENEEEE K ELEEREASEABAEENRE. ZEEE
VPC Lattice FRIEEFH B 2EH , B4 AERBEEEXARBEERBAMMEAMEAM VPC Lattice fR#%

18 HTTP #EEK

R AR R B A MR AT B E B RES . B UERBABENERFinE RE Y ERESE
B, UREREREARAUMN VPC Lattice B EFEARZEERRER. MFFEEF K F2REREES

#ERE,

EAEREHE HTTP #EBREX

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# A&,
HEEBHEKFTMN VPC Lattice T , #ERK.
ERREHEBURBREFHEARE,

ERBZRSIERL | BEMEEREEX,

HREREXEE , EUUREHBTEREXSR , IEAZEREXNEA B ENEEERAERE
BXAEHE, LEENETEBEZ WA 63 7 , BAIRFANSERKEHBL AR -1, BN
FUH a-z. 0-9 MEFR (1), EFREEAEFZTRUAF —FERRE—EFT , AREES —EE
FiEcR, BETERBUCRBERRE,

o & 0N =

HTTP #EREX 64
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6. SHHEFAME ; EEIR | EIE HTTP Lk NERERT,

7. SYFERREE , BIF VPC Lattice B RFHENERBRE , RARBEEE NGB RFAEANEE, &
ERcEERENEESKERIEFREAZIRE. fln , NRMERRFEEFHERNEE
AlEEE FRREASRSEE—FNRE. NREREE—EERHE , A 100% HWREBSEEE —
18 B =EHE.

BULGEEM M ATERBENES —EE F5E, BENEEFE  ARREFEEREAYEEHEE
B,

8. (ER) BEMEZ—ERA , FRENERY  RRWARUNEE, BEEF. FRGNB
o

LU UASERUREHRNTR 1 F 100 cBNEEIEFHT. EREXTRESSEETIRFER
HRAl, ELIEFFERA  RREEINGESE, BARRBKETGE. WEFRES , FSRE
BEAAA

9. (ER) FENEER K FRAZREEASR  RENEER AR ARBRIBNERE,
10. REEHER K RBRERE,

£/ #i8 HTTP &&= AWS CLI

5/ create-listener T S REBY EFERRAUMNEERER | WEA create-rule n KRB HMibigERE
AR A,

VPC Lattice FRIEHI HTTPS $##ERE

EREARREERFBRNEF. SUNERYRBERFERZREN, BUURERAE VPC Lattice P#§
ERENEERE,

IEAT LA HTTPS B | IEERENMH TLS 1.2 AR TLS 1.3 MiRE K 1L VPC Lattice
i) HTTPS E#&., VPC Lattice S MEIEE VPC Lattice £ =E4BiZE 78 (FQDN) AAEHIM
TLS 5, VPC Lattice & HTTP/1.1 # HTTP/2 L# TLS, &M HTTPS HERXIETHR
B | VPC Lattice 25 BRARNBEARERY (ALPN) BEHE HTTP BABE. WERE
ALPN , VPC Lattice &73%% HTTP/1.1,

VPC Lattice fFAZHAFER , EXRTETUEHENRE FFEEZERE. VPC Lattice 2¢t¥E
B FiRERER TLS ZE[ARSIBBIE R (SNI)o FZEMZMN A F % Hello (ECH) 0% @ PR35
Z#IETR (ESNI),

HTTPS EERR 65


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-listener.html
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VPC Lattice AJLATE HTTP, HTTPS, HTTP/1.1 fl HTTP/2 L5 , W EEE L&A it E MR N 1E
B FBERA, ELEREANEEREAETFTEMRN. VPC Lattice S EEBERA M EMIRA 2B FH#K
MEERNBERF, MFFAES  F2REF B ERE,

BTHRRENERAERIBERE  FURAEIY TLS #EER., ZEiB TLS &E , VPC Lattice A& 1
TLS, MEFHMER , FSETLS #EER,

AR

- BEBUR

- ALPN B

« ¥718 HTTPS #ZEER

ZEHE

VPC Lattice fEARLBK , ZBEER TLSv1.2 BAABERN SSL/TLS ZWEENHEE. BABEEE
AFImAERREE BRI REER , WiHBHEARAFIRE VPC Lattice PRI 2 BEENFIEE R
ARE., ZHE—ENMZEEL , FANZSRREIFBENALS, BABECAZABBRMEE
B, FEEXSEFE , AF %M VPC Lattice 2RFIERF , MM EZENMENBALE
BE, EHERERT , SErHRLEREBNERIFE L FSEMHAFRMEZENE — BN,

VPC Lattice Kb fm 4 IE/F A T 5 TLS 1.2 SSL/TLS Z7 :

 ECDHE-RSA-AES128-GCM-SHA256
* ECDHE-RSA-AES128-SHA

* ECDHE-RSA-AES256-GCM-SHA384
* ECDHE-RSA-AES256-SHA

* AES128-GCM-SHA256

* AES128-SHA

¢ AES256-GCM-SHA384

¢ AES256-SHA

VPC Lattice b &It RIFIEFEH % TLS 1.3 SSL/TLS %45 :

e TLS_AES_128_GCM_SHA256
 TLS_AES_256_GCM_SHA384%

TEHE 66
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 TLS_CHACHA20_POLY1305_SHA256

ALPN B

EREXBEEAGER S (ALPN) 2 TLS RIE hello AL EEER TLS M, ALPN AR
NEBREAHG WL EA B ENERBZBLEMER (W HTTP/1 M HTTP/2) KT,

E R FinRE ALPN E#REF , VPC Lattice fRIE 24 A Fim ALPN [RFsEFEERE ALPN BURETT
thE, MEAFHZERE ALPN B ERBE , VPC Lattice IRIBE1R1E ALPN BENRIFRER
BEVER, 58, RETFEHEMH ALPN,

VPC Lattice & T %Il ALPN BUR :
HTTP2Preferred

¥ HTTP/2 over HTTP/1.1, ALPN fRIFEREFES h2, http/1.1,

$T18 HTTPS #EEREN

BAAERBEF B ENERBERFREZRBES , MERAFHRERE Y , XAEREREXSRAEER
EEERE, MEFRER , F2REREXERE,

FORRME

EEREEBENEEERZEERENRL , BXAEETHMN VPC Lattice BZ2EHH, WMEFME
A, F2EEIL VPC Lattice BEZE4H,

s WU EZEZEEXNTEEMEMN EERE  EEEEEE X EBRMERBMN VPC Lattice IRFE
& EB VPC Lattice IRIGFEH BZ#HE , B/ BRBEEERGHAMEMEM VPC Lattice AR
%o

« WA LAER VPC Lattice 1M RFE , LB W EEEAZEHF AWS Certificate Manager, 4l
FHMES |, 52 Ethe section called “BYOC”,

FERTEAHE HTTPS BERER

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. MEEEBERFPH VPC Lattice T , BIERK.

3. ERRBEHNEBURBHEFHEARR.

4., EERHARSIERL , BEHMEEEEN,

ALPN BZE 67
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5, HREREXERE K LUNRMETEREAERE , ERAEREANBABENERRMAERE
BXEE. CEENEFIEBRZTA 63 EFT , BERIRFHINESERBBLARE N, BX
FA a-z. 0-9 MEFR (). BFREAEFRUAFE —BAXZR—EFT , RBFES —EE
Fiek, BEIEBRVEREACRBFEREANER.

6. SESERAME  EEER | BIE HTTPS , REW A EEERE,

7. SYFERREE , BIF VPC Lattice B RFHENERIBRE , RARBEEE NGB RFEANEE, &
ERcEERENEESKERIEFREAZYRE. fln , NRMERRFEEFHERNEE
AlEEE SREASRSER—FNRE. NREREE—EERHE , A 100% HWREBSEEE—
18 B =EHE.

BULLGEEM M ATERBENES —EE F5E, EENEEF  ARRFEERAYEEHEE
E,

8. (ER) AEMEZ—ERA , FREMERY  RRWARUNEE, BEEF. FRGENB
.

BUURSERUREHRTR 1 F 100 cBNEEIEFHT. EREXTRERSEETIRFERE
KRR, MEEIEFFERR , #REEIRSEH. ARAUSRTE. WFFMAES  F2EE
REXHA,

9. (ER) FENHEER K FRARREASRR K RENEER K ARBARBRRSIBNERE,

10. R HTTPS #ERXBRRTE K MREBREEIRKFIEEEITHEERE , VPC Lattice 2B )
EETLS BF , MREBEREEEEXNARE.

MREER BT EERBELRYE  EREEMTNER  RIREJLURAFT SSUTLS BESE
ERERAITIHEE, BR , EEEYUBRBKEENBEDRE,
1. WEEAVER , RREEFENE,

fEF #ri8 HTTPS EEEX AWS CLI

5/ create-listener G B RE I EEFER AIMWEERER | WA create-rule SR REB I HAEER
AR A,

VPC Lattice BRFEH TLS EERER

EEERARREERBRNVER. BUUEE VPC Lattice REFEREERN. BB EE
B g =280 R,

O LA TLS #ERER |, 3 VPC Lattice I $IMBMAREBEEELMERAER , MTAEHE,

TLS EEER 68
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MR EFHE VPC Lattice BEMBHWHRE , YEARNBNFRESEXIECWERER  BFRARYT
HTTPS &2, MEFMER , F2EBHTTPS #EBER,

ZEEH

THEEERARN TLS #REX

* VPC Lattice R4 RERBFI WA, REBTESRBERFERBBBWIET (SNI) b, MR
LERYBHFEERRE , AITSEAZXBRE.

« TLS EBREX AN —RARRARZSR A,
« TLS Z#BEANERDFELEAREEBFE TCP BRAE.

REER TCP B ERANEFERERE., MREMA TCP BERANEFRERE | AINKERE
TE 38 | 18 TE FE A 176 E MR AR

« TLS #EEEXEZFEA client-hello SAER SNI B EAFER, MRMBEEFELEE client-hello T2 HAF
EBa L\ E B LERABRAZFTM SAN B,

- HARBEFBIEENFMERETNSRIEMR , VPC Lattice EEFEH HTTP £ , tEEZFARB
B HTTP 858, Rt , A TLS BERRE  FE TSRS :

- ERFERERSAS 10 DiE
- BMEBRERRER TR
« X% Lambda BZ
« Websocket R FJLAEA TLS #ERENERE . VPC Lattice k¥, FETFIRS :
- ERFERERSIAS 10 2iE
- REBRERRES TR
« A% & Lambda B &
o FXEMEZE A Fim Hello (ECH),
s RXEMEMN MRS BIET (ESNI).

¥ TLS HEREX

LU LEREABENELERFEEREN  UERAFRERE RYE , YARREREARAUR
EERHE, MEFEET  F2RERENERE,

EREZEAHIE TLS ZEEN

1. 7E https://console.aws.amazon.com/vpc/ BIEX Amazon VPC £ &,

EEER 69
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2. EEEERPH VPC Lattice T , BIERK

3. ENRBHNEABURMEFMEEARE,

4., ERBRSIEBL , BEMEEEES,
5
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https://console.aws.amazon.com/vpc/
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AWS CLI

T%start-domain-verificationm 2R EBREITEERE

aws vpc-lattice start-domain-verification \
--domain-name example.com

WHBERRMOT

"id": "dv-2a2a0000000111111",
"arn": "arn:aws:vpc-lattice:us-west-2:111122223333:domainverification/dv-
2aaabo00oo00M111111",
"domainName": "example.com",
"status": "PENDING",
"txtMethodConfig": {
"value": "vpc-lattice:1llllaaaaaaa",
"name": "_l11111laaaaaaaaa"

VPC Lattice & [E IdH txtMethodConfig. BAILAEA txtMethodConfigRTER S B
HERTE, ELLEH|IF , txtMethodConfigilF :

txtMethodConfig": {

"value": "vpc-lattice:1llllaaaaaaa",
"name": "_l11111laaaaaaaaa"
}
SER BB R

LZETRBEREERE , 5% DNS BiEFHE TXT 88k, MREMEA Route 53 , BEAPSEEN
EEE., ECRITEIEBE , CERIJEAFEE. flw , WRERFT example. com , EA L
BR#AEE alpha.example.com EIE@H , beta.example.comMBEEH TEMEMERRE

FEMH BN TXT iisk AWS BEEFEA , F2BF A Amazon Route 53 F 12 51 1 58 #%,

£/ AWS CLI BA M Route 53 By B TXT Fc#

1. M change-resource-record-sets =B T F|EHITXT-record. jsonfEE :

By MBRFEE 86


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-creating.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/r53/change-resource-record-sets.html
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{
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "_1111laaaaaaaaa",
"Type": "TXT",
"ResourceRecords": [
{
"value": "vpc-lattice:1llllaaaaaaa"
}
]
}
}
]
}

2. AT AWSCLI &% , # £ —EZEREY TXT FC8#% %78 = Route 53 FEEEH

aws route53 change-resource-record-sets \
--hosted-zone-id ABCD123456 \
--change-batch file://path/to/your/TXT-record. json

# Efhosted-zone-id A& RFE FEEE EIFHH Route 53 FEE[EH ID. change-batch & {E1E
[61 & $3E (path/to/your) 1 #Y JSON $&=R (TXT-record.json).

LTERTHEEBNERTIIRE  BILUER VPC Lattice T A get-domain-verificationds
A

T o

BREEIERE  ceRERTNRE  BERESEMBRELL, MREH DNS EiZMER TXT &2

8% , VPC Lattice BR , verification-idMEZLEEEHHIREEHE. WREMER DNS EiF
FE TXT 52#% , VPC Lattice BN AE B BMEAMREEEES UNVERIFIED, ETFEXEMTMAE
WERmE. REERRSDREMER VPC BENEREEHEN. EEENRBELNRAEERE B
EfffRBEEEREER.

1£ VPC Lattice L ERARE

BYERERE.
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AWS EXE R A

EREFRARNERER

1.

N o g A Db

9.

10.
11.
12.
13.

14.

15

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
EEBH KK PrivateLink f Lattice T , BIEERARE,
BEEIERERE,

BWAZAWS IRFHRE—HNEE, SRIEEVEREBZBELER,
gtfiiRe e | BEEE - TERNER , I FERFENEREAE,
BEELXNEVNERFEE K NIAEVERFIE,

(B ) EEWAHTHEEER , FRTTIEP —EHERE

NREBFE-FENERER , @ AGIRAEE, ERIAETUERLEES
BRTFEUENERERE,

NREEEHFEANTEANERERE  SLAXEHFAERERE LIEERERE, BT
®, TERERUTUERBREFARE TR BETAE,

(&F ) WmARRE D,

MREEERTHEFERE , FRMURE D. EURERHEENELEEEIER,
BELFENEREARRKRNERHELT,

BERELEHAERNEREEE,

S BABIERE | BELERERE RS AT LASE A] A A B0 AR S AR B 2 SRR B
SHHAAERERE  EETRNUTFRLEREEBNERLA,

(IEA ) HRER  NREVEERHERATNFRNEE , FRAEREFMARNRITE
HY 3t o

(CER) EEMEBER , BEZ Add new tag FTIEERE) , ARWAERNWENE,
BERVTERERE,

AWS CLI

T %l create-resource-configuration S S EEMNE—EFRERE WA HEGTREEE BIH
Btexample.coms

aws vpc-lattice create-resource-configuration \

--name my-resource-config \

BYERHERE 88
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--type SINGLE \

--resource-gateway-identifier rgw-0bba@3f3d56060135 \
--resource-configuration-definition 'ipResource={ipAddress=10.0.14.85}"' \
--custom-domain-name example.com \

--verification-id dv-aaaa0000000111111

T %I create-resource-configuration in S BERV FHEERERE , YAAHEGTRAEEE BEI1H

Btexample.com,

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-group \
--type GROUP \
--resource-gateway-identifier rgw-0bba®3f3d56060135 \
--domain-verification-identifier dv-aaaa0000000111111

T %l create-resource-configuration iF P &EIN FERERE K WAEHEBITHIEAE Bk

Bchild.example.coms

aws vpc-lattice-custom-dns create-resource-configuration \
--name my-custom-dns-resource-config-child \
--type CHILD \
--resource-configuration-definition 'dnsResource={domainName=my-alb-123456789.us-
west-2.elb.amazonaws.com,ipAddressType=IPV4}' \
--resource-configuration-group-identifier rcfg-07129f3acded87626 \
--custom-domain-name child.example.com

EIE VPC Lattice E/R{HRER BB

ERIRF RN MAFRAHEREEAEES IR JUERERRREERN VPC iInM I EBEE R
MERH VPC Im B EIERMERE. Fit , S8 EIRE RIS B A b B B3 B A AR 15 48 28 A B

EHE IR B R B
2 37 0 M R AR S O B B

(® Note

RIS RIS EERAER B EBENEFEEEAR , FRESZHN AWS RAM K
RRA , WEREARAK 2, MFEFHMER , F2E AWS RAM FHEIERM,

BRI 89
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£ E 42 & B 12 AR A % A

1. 7£ https://console.aws.amazon.com/vpc/ BRI Amazon VPC £ &,

FEEEEKN PrivateLink F Lattice T , #EERMERE,
ERERAENEBUMAMEHEEAER,
BRI B BB 3R B R

BIER S RIH,

€ VPC Lattice BRISHEEI R MER, B EEMRBMEE , FFBIZFRY VPC Lattice .
(R ) BENEER K FRARBERER ZEENEER AR ARRRCIBNERE,

(iBF ) TZERALREBREREHNISE DNS 218 |, 52 ERATE DNS &, mEFA
B , 552 Bithe section called “IRIEEEIHEEEN BT RBETE .

9. i##E Save changes (RREEE),

10. EEMKREE , FHENEBNKEG R , ARIZZSE. MER, HRBFERTE , FAA
confirm , REZIEIE Delete (MBER).

©® N o 0o bk~ b

R BRI ER AWS CLI

£ create-service-network-resource-association #p

£ M BR AR %5 48 2% B B AWS CLI

{5 delete-service-network-resource-association i

EHEE VPC ik B9

AIEREERERSEIIRFHAFHKIWEEERFAUEAER VPC in R RFIERMARE., MREH

ERERESETMAEERE , S ERARATSE DNS KA VPC Lattice BERHE Rin 2 RS

BinEHELETEERSE., EK , AFRTNBEZEEGREEBRFMERERE, NWEFHEEHR , F2
Edthe section called “EREVAEHN BT MEHE R

AWS EEFEA

1. BEEVFINHMER  FoEEAEEERP M PrivateLink 1 Lattice , AR BF iR,
2. EEEVRH.

3. ENEEERE VPC WEIRMERE,

4. EWVPC., FHEBMZLEE.
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5. (M) =EBRMIE DNS HFRE DNS EH , FREURATE DNS B,
6. (ER) HEREL VPC M  FEEFEER A ARBWARBRRSIBNERE.
7. EEEMNIRI,

AWS CLI

T3 create-vpc-endpoint S8 &R fEAFHE DNS 1 VPC i, #.8 DNS RIFRERE
% , VERIFIED_AND_SELECTEDTZENAI#15 A& example.comM example.org, VPC Lattice
ReAEMAeBRIFNBIER example. com=®, HRFAEFEE EiFexample.orgo

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-001laabbcc2233445 \
--resource-configuration-arn arn:aws:vpc-lattice:us-
west-2:111122223333 :resourceconfiguration/rcfg-07129f3acded87625 \
--private-dns-enabled \
--private-dns-preferences VERIFIED_DOMAINS_AND_SPECIFIED_DOMAINS \
--private-domains-set example.com, example.org

5 #3 VPC iwm BB AWS CLI

£ create-vpc-endpoint T

558 MIBR VPC i ZhEAES: AWS CLI

5 delete-vpc-endpoint o
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D EIEE VPC Lattice E&

Amazon VPC Lattice B8 AWS Resource Access Manager (AWS RAM) 4 |, LIBAARZRKE., ER
HHREFNRIE ML . AWS RAM R —ER# , TEEREEM AWS tRF &R HE— L& VPC Lattice B
E%. AWS OrganizationSo ,553 AWS RAM;‘&FHK&ELEJﬁIE/\FH%ﬁEOEE%O ﬁlﬁ/\ﬁﬁgj: /\FH
WER K URERHAANEEE, HEETIE

- #E#E AWS tRF AZBHIAZBRISFE AWS Organizations.

« AWS Organizations A 8 1 A 89 AE # B8 1 .

- FEEM@ERS AWS Organizations.

WE NEEMER AWS RAM |, 382 BAWS RAM ( FREERE) o

B &%
HH VPC Lattice BEBH ST RIRH
A VPC Lattice B8

- {Z1LH# A VPC Lattice B

- EEMFH

- BIRFSEH

£ A VPC Lattice EE K T IRIEH

- FEHAER K SU/EE PHEEXEB AWSIRE, EXTMAELNIREFEERMEER, &
HACHZHAANER,
- FEEAZS PWEMEMNLHER AWS Organizations , B4 ERRAE HH AWS

Organizations, MEFHMENR , FSH (AWS RAM FAEER) HHEIB AWS Organizationsfl
AR,

# A VPC Lattice Efg

EFEHRAER  FasdH BUERILA AWS Resource Access Manager, ERFAFASEEEH AN
B, HEEAANEEE  URFEIUBTHEE,
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Amazon VPC Lattice EREER

EIREHEM AL REEER VPC Lattice BB AWS 1RF |, B IBELIRFSHEREMTIRS F
WEBZEVEN, SERHEHLAEREVEDNN  RMNECEREEERFNBIBBNIIRFPEE
Amazon Resource Name (ARN), Xt , B8 H & 2 37 B3 5 iy 0k 5 &R o] LA BRER Bt

WMRER FHEBH—F2 , AWS Organizations EERMAEBRNIEA , AIEBTHEHEESRTE
SHAERNFIUE. B HEESWIMABERAENER Y ERIBFEBETHARERNEN
o

ZBER

- BALHA=EEAEN VPC Lattice B : IRIEHMEEE. RBMNERHERE,
. SR LAERMEM H A VPC Lattice B8 AWS 1RF,

- EGEERER IAM ERENAGHA VPC Lattice EiE.

 VPC Lattice XER®. ERHEEBNREHERNEFZET,

£ VPC Lattice T2 AL ALEENEEE

1. £ https://console.aws.amazon.com/vpc/ BAEX Amazon VPC £ &,
2. EEEBEMRMP VPC Lattice T , BIERK. REBRIERERE,

3. REHEBNABURBEFMETNER  ARKHARRIEBETEFLARE. XARBERIH
RERBRE,

4. £ AWSRAM ERHATERERAM, EBEEVERRAE  FEEE RAM EEAFENER
HE,

5. EFHAARE. HARKERIHAMERARE,

£ AWS RAM = AHAZHEENEE
A AWSRAM FAEEREYEVERAZMANERF.
FH HE=EEENER AWS CLI

£ F associate-resource-share ap 5o

{Z1EHE A VPC Lattice =&

EEE I ABEEN VPC Latice Bl | SABKERERLATBR, TAELAAER %, B
ANEBEBERE, TAFRAHAARBONEN, SRBHSEREMESSNREHE et
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https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing-create.html
https://docs.aws.amazon.com/cli/latest/reference/ram/associate-resource-share.html
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ERAEER

M ER = P EREXEA B, MRIRFHAEREMRERAA  AIKAEREFRAANBEEERLERL

AR BEEDBRERE,
£/ VPC Lattice TR ABLHAALBEENERE

1. ¥E https://console.aws.amazon.com/vpc/ BABX Amazon VPC £# &,
2. ESEERM VPC Lattice T , BERK, REMEEIERERE,

3. EEERMNEBURBHFHEAER.

4, EHARSIERL  ENERIANKEGR , AREBEBR.

/A AWS RAM =R AEBELHALBEENESE
E2E (AWS RAM FRAEER) PHNEHERLA,
R EILEERAEEENER AWS CLI

£ A disassociate-resource-share 85

o

BEMFFA
A VPC Lattice MHE , EA TSIEAANHT.
ERERE

- RBEBREREBEXESCHEE RN RS

- REBRESEREIMREEERMARE,

 BRISHBER B & O] LURER AR A5 48 BE 1Y P R AR S B B

- EEMFEEM BB, BRISIEEN R A ER R LABUH B2 AR 5 48 B BA B AV 4R (T R %S o
- BRIEMEIR A E W IR R MR FTE VPC BB,

- RIEMIRGERE T UEUEE B & RIRA AR BB M VPC R B,

- FRIEMEEEEER & O LR RIS R VPR R AR RE B

- EWHEZEIM B, BRISHEEEHEE B A 1 SUBUH S AR 15 4 B BR B AV (2 W B R AR RE RV BE B

« FRISHBER B & O] LARER AR A5 M8 BE 1Y PR Ui R BA B

- BRIEMEER AR B W ABUE R AR AR BB (R (TR R RV BAR | MBI R R,

o BRIEHER 3 T LA AR B AR A 09 P B AR A AR B B

BEMFFA
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Amazon VPC Lattice EREEmR
- BRASHES & W LA AR H% B2 L BB A0 1 17T BR A5 4R 2% BSUK BA Bt

- BRI E W AR R E RAE RN PTE B EE BA B

- ERABRENES & T LABUH B TR AR A8 5T L BREH AV 1117 BR TS AR 8K 1Y BR B

- VPC it 25875 % T LA R 52 EL AR BR B 0 AR A5 AR B8 .

« VPC i B5#EE & 7 LABUH i B B AR IS 48 8% 9 B B

- AEEVBEBNIRS T REEH REMEEN VPC Z BRI BB,

BERHES

- HEEEERREMRELNRBIERERE,

« SHEE RAeHUH SR 7548 35 A8 B B 1Y AR 3% S B IR AB RE RV BA B

- SHE B NMBERIER B T LA AR 548 5% B2 AR 15 U E IR RE 2 B Y P B BA BB
- HEERERENERERS c EFRERNRENERBELEEN.

 SHEE O] LUER AR BR S B8 B A B IR AR A8 B2 AL Y AR S 4 B Y B

« SHEE AT LU AR HS S B R AR R S8 L A AR A B 22 ML R K

- HEETUUEIRARRBEBNAE VPC BE,

- SHEETLUE VPC Bt A IR 7548 8% 2 M EA

- HEE Rt HUH RIRIS W8 M Bl 2 VPCsHY BN,

- HEEWURM BB VPC inkh , SHE VPC EREH AR,

- HBEERERRMMA TH VPC EIR T H A BRF R M2 3 /Y RIEMEL VPC iRRh,
- HARFBE A F A RIS R E R B RIS ARG 2 S BB

- HARBARAOEAEELZEBAMTHEEN VPC SR

- HAERERNEAEBEESERERBRIEL RS MRS EREE N,
- HARKMAROEHE R LBEBEMTHEN VPC BB REREE,

« HEETUUHRREHLRANERE., REERIERERE,

- MEMEESRALA  HEERELEBHEMEER.

BiRFEH

EEREAENNAEYLAAERNITEER , ELBFEREHS FHEBIRFEHMH AWS CloudTrail,

BREEE 95
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CreateServiceNetworkResourceAssociationBySharee

EERHEEFEHLAERMWN CreateServiceNetworkResourceAssociation B | XS HEEES
EF, MRBEANFEEERERE IS4 SELTREMBRNEEE. WREEABEEREREE , 8
EHEEAETERERNEES.

CreateServiceNetworkServiceAssociationBySharee

EEEHEEMN CreateServiceNetworkServiceAssociation BEEit FAEHER: K EXASEESE,
MRBEAPEEZRE , IEHSEETREBBRNEEE, NRBEABERKEAK 6 IEHS
BEEBRBENEEE,

CreateServiceNetworkVpcAssociationBySharee

EERHEEME AL ARBMAEKRIELN CreateServiceNetworkVpcAssociation B |, EIX A ERES
&

DeleteServiceNetworkResourceAssociationByOwner

EEREEEEHLAEREMIW DeleteServiceNetworkResourceAssociation B | & 8i% 45 BBt
&, NMRBEBABEEREARE  ISH2EXEREPRBHENESE, URBEABEREHE
% IEHSELAETERABNESSE,

DeleteServiceNetworkResourceAssociationBySharee

EEENEEMSALBAEREITN DeleteServiceNetworkResourceAssociation B | XA EEER
F, MRBEAHEEERERE  AEHSEELZTREBERNVEE S, MRBEAESREEE , A
EHSEREERAENEESE.

DeleteServiceNetworkServiceAssociationByOwner
EEEEEE EMW DeleteServiceNetworkServiceAssociation BB BB K SEXEEAHES

E, MRBEABEXRY , ASHSEXGRBARABMNERE, MRBEABEFREEE
s RREEBRNESTE,

DeleteServiceNetworkServiceAssociationBySharee

EEEHEEMN DeleteServiceNetworkServiceAssociation BEEH A EHEE K EXASEESE,
MRBEAFEEZRE , IEHSEEXTREBBNEESE, NMRBEABERERKR 6 IEHS
BEBRBENEEE,

DeleteServiceNetworkVpcAssociationByOwner

EREEE S AL AREMAEELN DeleteServiceNetworkVpcAssociation B | EE* 4B ES
&,

i}
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteServiceNetworkServiceAssociation.html
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DeleteServiceNetworkVpcAssociationBySharee

EERHEEE AL ARSI DeleteServiceNetworkVpcAssociation B |, EIX A EEES
&

GetServiceBySharee

EERHEEER AL ARBTWY GetService i |, HXLERERE,

GetServiceNetworkBySharee

EERHEE AL ARBMAETEW GetServiceNetwork B , BXGEREEE,

GetServiceNetworkResourceAssociationBySharee

EEREEEFHALAERMN GetServiceNetworkResourceAssociation B | EXEERES
F, MRBEAFEEERERE  AEHSEEXZTREERNVEEE, MRBEAESRERRE , A
EHSEXREERAENEES,

GetServiceNetworkServiceAssociationBySharee
EEMHEE ML GetServiceNetworkServiceAssociation BB I EMEEE K EAREREEE, W

REBEEABAZRE  ASHSEEERBERNERE. NRZEABEREER  AEtaE
EIERBHERE,

GetServiceNetworkVpcAssociationBySharee

EERHEEME AL ARBAKRMELN GetServiceNetworkVpcAssociation B | X G EREEE.,

LA R RCreateServiceNetworkServiceAssociationByShareeE#HEHITEE

"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown"

I

"eventTime": "2023-04-27T17:12:467",

"eventSource": "vpc-lattice.amazonaws.com",

"eventName": "CreateServiceNetworkServiceAssociationBySharee",
"awsRegion": "us-west-2",

"sourceIPAddress": "vpc-lattice.amazonaws.com",

"userAgent": "ec2.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"additionalEventData": {
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"callerAccountId": "111122223333"
I
"requestID": "ddabb@a7-70c6-4f70-a6c9-00cbe8a6al8b",
"eventID": "bd@3cdca-7edd-4d50-b9c9-eaa89f4as7cd",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VpcLattice::ServiceNetworkServiceAssociation",
"ARN": "arn:aws:vpc-
lattice:region:123456789012:servicenetworkserviceassociation/snsa-0d5ea7bc72EXAMPLE"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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By VPC Lattice Oracle Database@AWS

VPC Lattice 3528 Oracle Database@AWS(ODB) ) AWS S ERIEES |, W ABEIRHE ODB I,
AWS VPCs MNP E 2 I EER. A7 ZELER , VPC Lattice ERREMET I ER :

TE 5% R A 4 B

YA RIS AR E A 2 18I default-odb-network-randomHash
8 5% PR 7% 478 2% Ui B

It AWS ERRERZH,
BiREE

EREEFERMBEN default-odb-network-randomHash

VPC Lattice X% AWS ZERKES , A ODB BRNZIERS, MM Oracle Cloud
Infrastructure (OCl) ZE &% E Amazon S3, EALUEZERA Amazon S3 MIE ETL WEHRERERRT
B,

B ODB %% , M LAERA AWS EE T A i MRMHENEIR AWS CLI, FHEHRTESIH
ODB MMERZERS , UG H I RIS TR AN EMEMER

aws vpc-lattice list-service-network-resource-associations \
--service-network-identifier default-odb-network-randomHash

ZEEH
T3ZEEAR VPC Lattice Oracle Database@AWS :

. AR VPC Lattice RMNERMSES . RSER B, HRMERET ODB SERE, &
TRIRISLER | ERBREY ODB BEAEATERA,

- AFmABEFE ODB AR FHNZTEES, ODB @EUNWAF R , flNEEN VPCsHh | EEMER
EEZEEASRFR S3 HT ETL,

o IEESEERET VPC Lattice iz ODB #EUNNEMNZEES,

« FTERE Amazon S3 R EHSKIBERNWREHEKIHE , WKEENERNELEREER, MA

ZETL REHSRKBERFE K MELANERGKWEEESNREEH, WEFHMENR , F2E
VPC Lattice E{E,
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« Oracle Database@AWS S EEB ST WEE/NEFER,

« SBAILLEE VPC Lattice fiZMNEIR , MEEMHERBMEE K. SRR AWS tkF SiE#
HARRREMERE , WSHNRE. VPC BB, VPC Lattice ARIS &R 18 = AR

« VPC Lattice EE %557 F 8E# % Oracle Database@AWS &R :
JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowODBEC2andLatticeActions",
"Action": [
"ec2:DescribeVpcs",
"ec2:CreateTags",
"ec2:DescribeAvailabilityZones",
"ec2:CreateOdbNetworkPeexring",
"ec2:DeleteOdbNetworkPeexring",
"ec2:ModifyOdbNetworkPeering",
"ec2:DescribeVpcEndpointAssociations"”,
"ec2:CreateVpcEndpoint",
"ec2:DeleteVpcEndpoints",
"ec2:DescribeVpcEndpoints",
"vpc-lattice:CreateServiceNetwork",
"vpc-lattice:DeleteServiceNetwork",
"vpc-lattice:GetServiceNetwork",
"vpc-lattice:CreateServiceNetworkResourceAssociation",
"vpc-lattice:DeleteServiceNetworkResourceAssociation",
"vpc-lattice:GetServiceNetworkResourceAssociation"”,
"vpc-lattice:CreateResourceGateway",
"vpc-lattice:DeleteResourceGateway",
"vpc-lattice:GetResourceGateway",
"vpc-lattice:CreateServiceNetworkVpcEndpointAssociation"
]I
"Effect": "Allow",
"Resource": "*"
}I

{
"Sid": "AllowSLRActionsForLattice",

"Effect": "Allow",
"Action": [
"jam:CreateServicelLinkedRole"

1,
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"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"vpc-lattice.amazonaws.com"

EE % VPC Lattice A Oracle Database@AWS , BZE#E VPC Lattice HHYIRIEHEEE, IRIEHEE
BB & RS,

£

« the section called “Oracle Cloud Infrastructure (OC|) Z &1 E Amazon S3”

 the section called “Amazon S3 FH”
« the section called “;BH ¥ Amazon Redshift =& ETL”
« the section called “/FEXF L A VPC Lattice E &~

Oracle Cloud Infrastructure (OCI) 2 & &2 Amazon S3

B 183 1] Oracle Database@AWS BRI &R |, VPC Lattice V&5 WERHREodb-managed-
s3-backup-access. WLEREEBRREEREN OCl ZEfHHZE Amazon S3 , 3 BERKAEE OCI
Fr#%8 Amazon S3 #FATIRAVER, ODB # M S3 2B REKEFTEBE Amazon g,

Amazon S3 77HY

BRT OCI ZE{H 0 ZE] Amazon S3 24\ , BEALURIZERES , LMER ODB I FE Amazon

S3., Ef&{&tk Oracle Database@AWS LA Amazon S3 Access S ER S , VPC Lattice &
AR MIEodb-s3-accessHER A NWERMERE, S EHILESREZE Amazon S3 BUf
ZEHCHER , SR EREERANER. BUNBBREMRE P BRBBEREILEBIES,

ZEEIH

LA 2 Amazon S3 Access SEEESMNEER

Oracle Cloud Infrastructure (OCI) Z&1{#{3 % Amazon S3 101


https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-networks.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/service-network-associations.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/resource-gateway.html
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- R EEAR ODB #3E  —1{& Amazon S3 Access SEES,

- WEREESE R ODB MK FH Amazon S3 , AR HETERREMEE +H Hith VPC BB AR
8 B v R A

- BEEFIARE AWS EEHH S3 RFTE

FRF Amazon S3 Access S B4

AT 5SS RKEA Amazon S3 Access S EES

aws odb update-odb-network \
--odb-network-id odb-network-id \
--s3-access ENABLED

EH &2 BRERRETEZEFH

&R LAER ODB APl ER S 2D RFBBER , WREY S3 RFTENEFN. THHMARKERTHEMR
BHA B E S3 T A FEUE,

JSON

{
"Version":"2012-10-17",
"Id": "Policy1515115909152",
"Statement": [
{

"Sid": "GrantAccessToMyOrgS3",

"Principal": "*",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::awsexamplebucketl",
"arn:aws:s3:::awsexamplebucketl/*"

]I

"Condition": {

"StringNotEquals": {
"aws :ResourceOrgID": "o-abcdl1234"
}
}
}
]

A Amazon S3 Access S EES 102
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}

(® Note

£/ ODB ZEE & FFaws:SourceVpce , S3 EFEFBBIERT X & aws:SourceVpc, #
aws :VpcSourcelpfH &8,

A Amazon Redshift B9 ETL

BAILAE A VPC Lattice MM IR RBMAET ETL, WZEES S ODB MR EHEERRE
Amazon Redshift , A B D MM A RIERENER, BAILER AWS Glue S APIs BiEZE ETL 5%
E , ¥fFH ODB APIs IR Z ER S MR EMMEKR, MEFMEN , 52/ Amazon Redshift Y
EETL B4,

ZEEH

UTE SEZETLEENEE :

- MREHA SESTETLES , BREFEHT ETL 28 ODB @K M #TEE ., BEEMNIRIEHEEE
BN EMRENERSE Zero-ETL Rk,

FEUFE A VPC Lattice B8

&t Al LAEA VPCs Lattice #% ODB #3EEMRE| VPC FRIRT, BERNHMAFiK, ELEREERRZ
&8 VPC Lattice fi2 M TR, ERMAENRBERRIMRUZE,

FHY VPC Lattice IRIEFIE R

EEFHHEMGER  FECHERNEEHAN RENEREHEARBRFEMEEE. ODB M@ THAFik
] LA TR AR A AR A5 18 B v Rh 7 VIR B B TR

ZEBEIH
DT RE T Hih VPC Lattice BEMEREE

o BULUSHN RIS RS, VPC BB, VPC Lattice ERMREH I8 EREME , BEEEZRR
ODB #B&{&k VPC Lattice MM EIR, 1ELX4EFERB Oracle Database@AWS APISE &,

B AR Amazon Redshift B8 ETL 103


https://docs.aws.amazon.com/redshift/latest/mgmt/zero-etl-using.html
https://docs.aws.amazon.com/odb/latest/UserGuide/zero-etl-integration.html
https://docs.aws.amazon.com/odb/latest/UserGuide/zero-etl-integration.html
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iZIB VPC Lattice £ &8 ODB @i

&R LLEEE A VPCs, IRFRAHHBEPHAFinH A ODB RREIR, FEMKMER , FAKEHRHA
MEREVERER, ERERKAMER ODB BENFERERFE, AR , LA EREENTFER
AR 548 2% 222 3 B Bk

EHM VPCsHEHE D 2 H AREMAEE AWS 1RF WAFL , ATLUEIR B S RERKIHEE VPC
BB REFEIELE R, MEFMENR , 582 Bthe section called “EERIE",

ZEE

LUTRH+H ODB f#EHNEE :

- RMEBZER ODB BEHTERMEA P RERLA,
 VPC Lattice 7% #& OC|I WWE — A FixFE & (SCAN) #5E*E DNS,

% VPC Lattice £ F## ODB #8% 104
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Amazon VPC Lattice &£ M

HERZEME AWS RESELIEF. 3R AWS BF | BZUUZRAERPOMMBRER | SLHEE
RATHERRLBBERBNERMEE,

LEEHETLERRE L REATNEFRE, HESEESEHRAERNZ2YE  IERFHE
=y

- EigHNLEHE - AWS EEREE THIT AWS REHWEREIRE AWS Eis, AWS HAZRIEHETR
2ERANRBE. EAWS §RitEd , £= E?EVAEQEEE‘? AENRERMAZENERMNE., BET
& E A Amazon VPC Lattice W& RETEl |, BBZBAWS S§#EFTEIN RIGEE,

- ElRLt - CEAEEFNELERRELRENAR. CH4AHEMRRAE  SFENNIRE
., BRANERNMBREENER.

AR 15 B T R a0 fRIAE 5 R VPC Lattice REAHRBEEER., TIHEERPUMRE VPC
Lattice ANEENEZLRERER. BHET7THUMAEAREM AWS IR , UHBERERNRE VPC
Lattice BR#%. ARIGHEERMERHERE,

B #

- EEY VPC Lattice FRASH 7 ER

 Amazon VPC Lattice PV ERHRE

» Amazon VPC Lattice # & 2 FFENEE

« Amazon VPC Lattice fI & i35 &

« fER N Ew B FE Amazon VPC Lattice (AWS PrivateLink)

« Amazon VPC Lattice F 3

« Amazon VPC Lattice PR ERERZ M

EIEY VPC Lattice BRIEHFEN

RIETEER , VPC Lattice RZ 2K , RAE X ERREHHL R MNEREETTRZEEHHL VPCsTFE.
B LEB VPC B s S B RIS MY VPC in B EEURTS. HRZIRFRS , B LER AWS
Resource Access Manager 1R S8 R ARKE., ERAELBHNRKEERE,

VPC Lattice I2it%248 , AIBBREMIEH Z B E Edefense-in-depth K B,

EEY RENEFR 105


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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- B—JE - R, BR. VPC M VPC s MR AEIRE, VPC TTLUEE B ER VPC w3
ERTIREMEN., MR VPC REZRERBMEE , VPC T A F ik £ 3% 17 B EE AR 7548 5% 48 R B Y IR 7%
MERMERE,

- B - RBMBRNEARRERZLRE , fINRLFENME ACLs, EBFEAELIER |, &7
BAAFFEE VPC FEVASEM Findtl , MA= VPC R M F iR,

- E=E - 1ZAK VPC Lattice BBBBR. BUUEE 2 BRBBREH ZREEEEANERRE. —M&Mm
S O BRERE LN BBRERHBERIEREESRE MEACHEEEERBHENRE, 5
m, EAFRESEEBNEREER AWS Organizations, HRABRBEBRNE 2 BREHX , BER
KHEEEERERMREERY  EURLEREMAEERERANVEKEEREEBIE,

® Note
AR A& HE B8 £ B & 2 B % BUR T A A BRAS H88% HP M ERAEAE,

FRUR I 75 E

- BREBUR
« Security groups (Z£ &#8)
. % ACL

£ & 70 B BURIZHI¥ VPC Lattice ARFSHI 17 EX

VPC Lattice 57 BUR 2 B £ 5 RIS MR SRFERY IAM BURSXE | AEFIEENZFEARST I EAFR
— BRI SRS EBRTS . ST LA i A R 42 I 7 BURE Y BR A5 W B S AR S | 2B 0 — 1B BR =8 UK.

® Note
AR A& HE B8 £ B & 25 B % BUR 8 A A BRAS 88% P M ERARAE,

REBRE IAM 55 EBERTE, IAM 50 BBREEEST IAM £AE, #HiEigAe  TERELS
A B BEEFRNTHLERE, REBCREERS REN RBEERK, BERDRE  SoRIFECER
MBS EBRBREARRNATREN, WFFMER , F2RAREHEES N,

BMEBUR 106
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BRI LAER AWS CLI M iz ARER, #iE, EMRBER BRBMNBHER LN S 2RBRE, B
Mg, ENIBREIBREBHREK  TRFELIENKETEERHRE. £/ K AWSCLI, FHEE
BURERNES, SUTNBEREENARES , EE *SEA --region BH,

B 8%

- REBEBERPHNERTER

- REBEBEENERER

- AR DBRBEBERNWIGHERSI#
- BR (XBE) =8

- R BUREIHI

- REMNEERN

FERBEASTRERE  FRREFELEAZERBEEN S RBHER, BRETFEEAEH
B ARIE R ERBARRTH |, A BURRE A B AR TS LEE & 0 B R BUR

£ & 20 B 7% BUR B 12 3 AR 5 4 2% Y 17 B

T%| AWS CLI {EH&EREBNMIER 5 o RBEREEY REFBNWEN, NEFEH EBENER ,
B VPC Lattice =Y BRFE A o

2
B

%

- 50 B BRI 2 RIS
- BERBWEERN S DRERE
« ERBEMBIRS 2 BEERE

% & 7 B 78 BUR T 18 2 AR ISR R
AR RAE VS BRER AWS CLI 2K :

- ERA 1AM TE BRI ARG L RO FEUR
- BEIBEBHRAEERBEER. IRERMEEIBIFER , MEREHS W FIEEHER.
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R R B 5 36 7 & 59 BR 7% DR R 18 E ¥RV AR A5 4 8

1. ZEMAREHERENEFEEESG  SEAUER S 2REBEBER | BBMEA create-service-network @
SHE --auth-typeiBIEH EAWS_IAM,

aws vpc-lattice create-service-network --name Name --auth-type AWS_IAM [--
tags TagSpecification]

MRKY , e TERNEESEUTT,

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}

2. fER put-auth-policy@s % , IEERERE H 5 BEBRRNEENIE 2 &5 BFE BRI R
ID,

Flan  EATHGES , BID A NREHEBEL S DB M EKsn-0123456789abcde 0,

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy. json

£/ JSON B BRER. WEFMEN , F2HARERXRTHNERTE,

MRS , kasERNNEHERMTT,

"policy": "policy",
"state": "Active"

R E R S48 & 70 B BURRTE SR A RB AR

1. EERARKEHAENR EONFEUESE  FEAULUERA S 2 REEXK , 55# A update-service-networkdps
SHEE --auth-typeiBEH EAWS_IAM,

BMEBUR 108
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aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type AWS_IAM

WMRMRY , R TERNEHEREMUNT,

{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}

O

2. £ put-auth-policy@s & , EEELEH B H 0 RFBENEEHIE 2 5 5 RFBERN RIE R
IDo

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json

£/ JSON B BRER. WEFMEF , F2HRRERERTHNERTE,

MRKY , e TERNEESEUTT,

"policy": "policy",
"state": "Active"

BFRBEEN S D REEE
1= P AR IS WA RS BV & 20 B 8 BUR

£/ update-service-networkin T EL - -auth-typeiEEF HY{ENONE,

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type NONE

NREHBRREBAAMAS S BBEE , FEAA --auth-typeRIBAWS_TAMEERN MITHBT.
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RIS R BRR B 0 B BUR
RERBEBEBIRE 7 REBCR

£/ delete-auth-policy @5,

aws vpc-lattice delete-auth-policy --resource-identifier sn-0123456789abcdef®

MRBERRBERN GO RBEEBES BRI DRIBOR , R KMNONE,
£/ & 0B R R EES RN FI

T35 AWS CLI EHRBMMEA S RBBREEHRBENEFR, NEFEHA THEEHET,
VPC Lattice ¥ HYBR#S

T
0
&5

%

- BE D BREBERMNEERE
- BERBN S S BREEE
- RERBBERE 0 BEBER

7% 5 70 B 58 BUR T 18 2 R %S

ARKBT 5L BRER AWS CLI 3k :

- EM 1AM IR ERUA RS,

- BETBREBERRFTEERYE. WRERTEEIREBCR , MEREHTRIFIERRR,
R BRI 30 A% & 20 BR 7% BUR T8 =3RS

1. ZEMARBHWEIUES  FETUER S 2BBEBE , 55 create-servicefin B IEEL - -
auth-typei@IEM EAWS_IAM,

aws vpc-lattice create-service --name Name --auth-type AWS_IAM [--
tags TagSpecification]

MRKY , e TERNEEESREUTT,

{

Ilarnll: Ilarnll’

ERFEBUR 110
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"authType": "AWS_IAM",
"dnsEntry": {

1,

"id": "svc-0123456789%abcdef0",

"name": "Name",

"status": "CREATE_IN_PROGRESS"
}

2. f{#M put-auth-policy@i © , IEELEHIE S 9 RBBERN R 1D, UREEFHIEN G 5 RFII
%o

Bl EATHGS , BID A svc-0123456789abcde o WIBRISIE S & 0 BaR BUR,

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy.json

£/ JSON BYBRER, MEHEFMER , F2RREFETHNERTE,

WMRMY , e TERNEHEREMUNT,

"policy": "policy",
"state": "Active"

R R EUR B A% & o5 B R BUR T B E R A R

1. EERARBHNFERSG , SEUUERAS 2 BRIBEBR , BFEA update-servicein THEL - -
auth-typeiEIEH HAWS_IAM,

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-
type AWS_IAM

MRS , K SERNNEHEREMTT.

"arn": "arn",
"authType": "AWS_IAM",
"id": "svc-0123456789abcdef@",

CETE T
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"name": "Name"

}

2. {#M put-auth-policy@i © , IEELEHIE S 9 RBBERN R 1D, UREEFIEN S 5 RFI
%o

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy.json

£/ JSON B BRER. WEFMEH , F2RRERERTHNERTE,

MRKY , e TERNEEEREUTT,

"policy": "policy",
"state": "Active"

BEREN S, RIBFER
FRARBHN &2 RFBBE
£/ update-service@n TEBEL - -auth-typeiBEH AIENONE,

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-type
NONE

MREHBRREBAAMASSBBEE , FEMAA --auth-typeRIRAWS_TAMEERN #MITLHB T
RBRBBRE D BREIX
TR BERE 2 BmFEBR

£ delete-auth-policy

aws vpc-lattice delete-auth-policy --resource-identifier svc-0123456789abcdef®

MREERBBBENG I RBERBES <nBRE7BREBCR , HREXMNONE,
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MREHAZSEHREETREF RN 2RBBER , UARBHEAHERBLEITEFEA Signature
5 4 X (SigV4) st ENBEMFEREE, WEFMAEF , F2BAmazon VPC Lattice #Y SIGv4 5T
Re

BREBRRTHNERTE

VPC Lattice R BUR R R 52 IAM BURMRBINFEERIEE. WEFMER , F2H0H (AM EREE
M) PNE 2 EBRNMEREBR,

REBRIETIIE

o ZFiEA - AFEFR RAXPBENERNASREAEN, EH7REBEBRYP , ZXARLFFTH
WHEANIAM BB, ZEASHRES IAMER  UOREERIEFRFHERKFER , ERHEHEREF
Elgﬂﬁi%_%o

BYLREEREBRPIEELR, ZXATUNSREIRE, FHE, A6, WSS ERE AWS R
%, MEFMEEA , F2R (AM E£REERE) T AWS JSON BERTE : F5E,

« BR-EBEEZFXABREBEERFERAMR, TR Allow T Deny., BIFFRER , BEEH IAM /R
e AR LR FEUR SR |, E8RA 0 RS SRS MRS 1R L A SRRV AT,

- B)E- BREZFRIEBIH TN E API B)YE, VPC Lattice XEFH vpc-lattice-svcsFEMNE
B, MNEFHMET , F2H (RBEZEESE) P8 Amazon VPC Lattice Services E &= B 1E,

- BiR - X BFEZENERBE.

. BE - FREAER, SUUEACHRESIBRERVERL, NWEFMAER 20 (REEES
) P Amazon VPC Lattice Services &8,

T}

BENNERSBREBRE , ZREEA IAM BERELSS,

ER
JSON S BHTBEERTREAT.
REBRNERERN

BRI LAUBBREN B0 BRBEBERRBEHE B EERNERN , ZBRFEREFNEBSRRE
Ei<serviceARN>/<path>#E X Resource TEMBERNE , T HEHIFT R,
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WA E i 5

HTTP

"Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/

rates"
 "Resource": "*/rates"
 "Resource'": "*/*"
gRPC * "Resource": "arn:aws:vpc-latti

ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/GetRates"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/*"

+ "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/*"

&4 AL Amazon Resource Name (ARN) ER#E X <serviceARN> :
arn:aws:vpc-lattice:region:account-id:service/service-id

filgn -
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-0123456789abcdef@"

ARE 2 BREB RN RERS| 8

BoBBBERN GG TRPNRG RSB E—SRH T, REBEBAHEUARFREER
Signature 28 4 iR (SigV4) ERERHE , BLERGESRIANTML. REESREBEEI XM E,

AWS RELiERG S8 |, B LAREHIFE , fl20 aws:PrincipalOrgIDHl aws:Sourcelp,
EEEE AWS 2EEHREIBNEE |, F2H (AM EAEER) PHAWS £EHEGEABRSI#,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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ERAEER

T3 EFIH VPC Lattice R{FR 518, MBFMEEF , F2HR (RBRESE) FH Amazon VPC

Lattice Services HIEH &8,

R R 5|8

vpc-lattice-svcs:

ort

vpc-lattice-svcs:

equestMethod

vpc-lattice-svcs:

equestPath

vpc-lattice-
svcs:RequestHea

dexr/ header-name :

value

vpc-lattice-
svcs:RequestQue
ryString/ key-
name: value

vpc-lattice-svcs:

erviceNetworkArn

vpc-lattice-svcs:S

erviceArn

A

i [0] 12 AR A AR B E 45

BENRTFEHE

RFER TR RENZF I

#

&FER URL HYEREED 0 &F

B HUE

KA REERNRREE R/

E¥ R EREF IR

K55k URL P EHF S

R E YR ER P EUE

REBEWEE R 2 IR 7 2 PR %5
MERHY ARN EE 7 EUE

REBWEER 2 BRTFHY ARN

EmRFHE

g5

80

GET

/path

content-
type:
application/
json

quux:
[corge,
grault]

arn:aws:v
pc-lattic
e:us-west
-2:123456
789012:se
rvicenetw
ork/sn-01
23456789a
bcdef0

arn:aws:v
pc-lattic

BARES
(KRB )
REE 2

=
=

fim

fim

fim

BEAR
gRPC ?

o

—1{ POST

il

fim

7|

fim

fim

R BUR
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys

Amazon VPC Lattice EREEmR
R % 5|8 R ER 541 HARE®E BEAR
(KREB¥) gRPC?
EE?
e:us-west
-2:123456
789012:se
rvice/svc
-01234567
89abcdef0
vpc-lattice-sves:S  KIBHFERE VPC REF vpc-1a2b3 =2 =
ourceVpc EFEE c4d
vpc-lattice- fiKi2 HEERM VPC FifE 123456789 & =
svcs:SourceVpcO R = 2R &5 2 17 EUAE 012
wnerAccount
ERER

BEREERE AWS ki AWS BRI D EERER, 26 FRBEMERD

- EHE (B , CostCenter, Environment = Project). BBEEZES KNE,

- EAEN , BAERME (PHIW0 111122223333 5 Production), ZHEREEXA LEFANEREF

F, BEREMEE A SRESESI RN,

MERCHFMES  F2RLAERZHYE AWS ERHFEH

B LAfEFaws :ResourceTag/key AWS £ ARRSIE , EH I BBBRPEHES,

TH&EHFREEeREFEEER 2 RENWEEEENvironment=Gamma, LHE A ZREREENFE

AR# ARNsE IDs 1B T2%& R,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "AllowGammaAccess'",

R BUR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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"Effect": "Allow",

"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/

svc-0124446789abcdef@/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/Environment": "Gamma",

THRER

B RIBEEEIREA S9N ERREFE REMNERNEFR. VPC Lattice XERBEAE. AR
B TERBRAZE®R EFHaws : PrincipalTag/context 2 BM T B ERE TEEURH, MEFMA
B, E2REs IAM EBAEE

THHEHFIBRFEREKENERTEEER N8 P Team=Payments., LWHEABEEREEFEIR
F IDs= A f ARNsHI1ER T 28 ZH.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowPaymentsTeam",
"Effect": "Allow",

"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/

svc-0123456789abcdefo/*",
"Condition": {
"StringEquals": {
"aws:PrincipalTag/Team": "Payments",

ERFEBUR 117


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_iam-tags.html#access_iam-tags_control-principals
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BEf (KBRFE) =8

EXEEEARMEA Signature 5 4 W (Sigv4) 28 AWS R A , B EREDREMEELN VPC
W, MREDRFBBEAT , ER TR UHRKEERPHRBERERCRIFOFER.

B BUR 4
UTRERERBEZLARBFERN S 7 BREBERESH,

PREEFIERER us-west-2EHE , WS EHENIRS IDs,
g5l 1 : BREIEE AWS EBE R FE

TIETREBRREHER T URETMSBRBNFR , FIBCERE AN RBEERE PN EMRSE. T
B, FRLEARBBR R4 FIEE AWS BBNEFTA

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOxgID": [
"o0-123456example"
]
}
}
}
]
}

g5l 2 : BREIFE IAM £ &% IRIH FE

THE D REBEBREH ST FHFTHREMAER IAM Attrates-client¥ ResourcetEHIEER R
IR HTTP GET FFRHNWEERFHER. Resource TEPWEREM INBEN RBHEE.
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ERAEER

JSON

"Version":"2012-10-17",
"Statement":[

{

"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:ro0le/xrates-client"

},

"Action": "vpc-lattice-svcs:Invoke",

"Resource": [
"arn:aws:vpc-lattice:us-

west-2:123456789012:sexvice/svc-0123456789abcdefo/*"

]I
"Condition": {
"StringEquals": {
"vpc-lattice-svcs:RequestMethod": "GET"

g5 3 : RH4SE VPC HERRETBY RN FE

THESBRBHREAHMEATRB VPCH VPCID B 2 XN EMBEFERvpc-1a2b3c4d,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",

"Condition": {

R BUR
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"StringNotEquals": {
"aws:PrincipalType": "Anonymous"
},
"StringEquals": {
"vpc-lattice-svcs:SourceVpc'": "vpc-1a2b3c4d"

}
}
}
]
}
RENEELR

E VPC Lattice RFWEBIFERE , AWS BHBITEABE —EMEFEMEERFTEER , LRERE
REFEEFR. cETERENBERNFBRABTHRE IAM 2 BEBERNS D BREBHR, BIFHE
R, EEIRBREL K, TERARBEBRIELAWS_IAM, FIEHBBRNAEAFSERAR
=B

REQE

- REFTEHE IAM S HRRENS HRBRE.
. EREELEN — IR

- BMERFEE (fWIAMERENAR ) REEARBAFBEMBIRFATRENT. RREH
B ATRRRX , AWS TEREBR,

- BEBBEAENEIREBRRESTANFER. NRCHASTRIBCR , EREAEN RFFRA
A, AWS TEREFER, NREARNAFTRAER , AFIRFJHEES NONE , AIEX BT
8.

- BE BENSIREFBRRREANFER. NRCHASTREBCR , ERFHENRFRIEK ,
AWS TEREFR, MRABRBHAFRAEX , HEDREBHEES NONE , AEAFHTEARS
B AR RKREK,

- EABRDHNAREESERIE[ AT,

BxRESRETFERE, RUEFBRE , SEBREAHIEBHEERBHBREFN
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Auth Type =
AWS_1AM

¥

Collect all
relevant policias

Final decision
is Deny
[deny invoke)

Is there an
explicit Deny?

Final decision
is Deny
(deny invoke)

Do all policies
explicitly
Allow?

Final decision
is Allow
{allow invoke)

ERZ LB HEES VPC Lattice PRIRE

AWS Z2#HEXREERH AL  BHATREEBEBR S ERNBERRE. F£H VPC Lattice , BT LA

BURSBEWIEHIERG VPC B8 | LUIE VPC EERZTIREMEE , AN REERAEIEITEINN

BERBREZSRE, WREMER VPC HEHE VPC ERZRERAE , B LSRR SEHAIE R VPC
e, EEl B LSRR LEBERREEEYINEREE , LAY VPC 5 RNERL.

B &

- SEFEHBE

- ZEEHEKRA

- B2 VPC BB ZEEHE
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RN =1
SEFHEE

VPC Lattice IR SEFEFE , EFh IS ELFEH RSB ERS VPC EREMEA VPC BEBIH RIS
HERAEE | FAEIR VPC Lattice MBI HRER IP #hit, EL IPs AL 2R A EE A IPsE HE LK
HE 2 IPs.

BRI E L £ B AR AP 2 VPC Lattice TEFHSE, ENERERAFHMRL VPC Lattice IR
% . LA M VPC Lattice IRIE B &,

Bl |, BRERER EC2 MTERBESEXEAED (RN ) EBE () FMAB Hus-west-2, BRI
RAFEEHTERLSEE | LAHR VPC Lattice SEFEFEEA HTTPS 2H , BkEEF
# VPC Lattice RETAZZHTEE. NMRERZLFEBKRMEEMEARA , BB L VPC
Lattice REUINNEAMREZESTERE.

VPC Lattice WX EFBHFERBUTAR :

* com.amazonaws.region.vpc-lattice

* com.amazonaws.region.ipv6.vpc-lattice

MBEMBET, , HBH (Amazon VPC EREIEE) R AWSEEFERE,

Windows 1 macOS A F i

VPC Lattice FEFE MM REERE MU T A BRAN A G, MBRERELHFIHERE
VPC Lattice , BIMBEFHEHMARE  UEKSEFTEHBTEDN IP it EXIAFIRNEE IP ik, B
TRE# Windows Fl FimfREREHlan S , HH 169.254 171 0RSEFHSEFRNHEHFP —EHbit,

C:\> route add 169.254.171.0 mask 255.255.255.0 primary-ip-address

LR RE# macOS AFmMERMNESGT , HH 169.254 171.02 R EFBEBEEFHEF — b,

sudo route -n add -net 169.254.171.0 primary-ip-address 255.255.255.0

B

ATHREEVFERH , BREE VPC PEARKRBRHAREER, MEFHENR , 528the
section called “B X RIEHEEE VPC s BhEAE"

RERERA

BEX T EELZLEFHEA VPC Lattice TEXEEREN VPC KL FEMER., T8 , B LIRERH
BECHZEEE,

Security groups (Z2EH) 122


https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html#available-aws-managed-prefix-lists

Amazon VPC Lattice EREER

FHREE

- AFmMEZ2AAR SRS VPC Lattice VEHRE.

- BEENZ2FHERASEEE VPC Lattice FIBEENEARE , SRBERRERERE,

- R EL VPC 2 EIEIHH T2 B R =26 WL A Fun v SAFER VPC Lattice ARISHBE
- ERRENZEHERERERERFEINERNEHRE.

#ﬁ/ﬁ FﬁL/)lLr_J ﬁﬂ]ﬁﬁ/ﬁﬁ’]/)lhiﬁ’]ﬂ%ﬁ%ﬁ ;EEJJ

EFEFRERERBEROER , EXAEARMEZERYELRA K IAESREVTESHWIZEEEXE
AAHE o

BE BEABE EIEIEEE Comment
#it#t CIDR ## TCP 3306 RERERFERE
BENRE

AR#HEEE M VPC BEERRVEZRE AR A

EZEFRENAF I VPCs MO R EEHA R , B4 EAREWZEERE EZENEZER
NBAGERILEARE,

R BIAHE I G Comment
VPC CIDR listener listener REFRAFI®E VPC

Lattice B3R E

BB P RMITERRGE VPC Lattice AYREFEH AR A

BRIFFER , TEHENABHARE. T8 , MREFEFTEHRAA , AXAARFELRETERE
NERBENBEABERN VPC Lattice 78 , LAER FIm#TEER 7 LUELREIEE VPC Lattice ARH5H5E1H
BB AT A IR, BRI E VPC Lattice FEFEM ID, AAFFHRE.
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BiZ BIABE HEREEE Comment
VPC Lattice #### listener listener REFMRAFI®RE VPC
# ID Lattice IR E

1€ VPC Lattice Ji/0 B BR#TER ZREBNEBREARR

FBELIFEAAFRTZHEMAEELZSHENKR , EAREER VPC Lattice fiH, BA A& E
VPC Lattice FEEFEMN ID,

R B E HE IR E Comment

VPC Lattice #### target target A FFH VPC Lattice F

# ID BENRE

VPC Lattice #### health check health check o FF#% VPC Lattice ZI

# ID BEMNEERERE
E

EE VPC Rt 2 8E

A LAEA AWS CLI 1R, I8 HEH VPC LR EE |, LURISEKEEN ., £/8 ik AWS CLI
BN TEEEANRTERE AWS EBiF BREMN hH1T. MRELETREFGFHTHS , AITEE
REENTERED , REE --region BEEAT D,

RiAzhl , BERCCEHENRIEZEREMAKRHN VPC HHEMN VPC REN ZLEEH, WEFMAEA
B2 8 (Amazon VPC EHERRE) PHNEAZHELHE RN RE

SERAFEAERY VPC BBiRHiELLEAE

1. ¥E https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,

2. EEBEE®KM VPC Lattice T , BEREHEL

3. ENRBERNABURMAFEEARR.

4, £ VPC BEZS|EERL , BIEFEVT VPC Bl , ARIBFWNE VPC @B,
5. EWVPC MEZhEZEEE.

Security groups (Z2EH) 124


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://console.aws.amazon.com/vpc/

Amazon VPC Lattice EREER

6. BERTEE,

ERAFEEMEHENRRA VPC BHN T 25

£ https://console.aws.amazon.com/vpc/ BB Amazon VPC £# &,
FEEEEKMN VPC Lattice T , BIZREHEEL.
ERREABNEBURBEFHEARR.

£ VPC B REIEE L |, ENEBNZEG R , ARBEHE, GETLEHE
REEMENBRZEEE,

o 0 K~ w0 N =

£/ #18 VPC BB 2 £ 84 AWS CLI

£ H create-service-network-vpc-association 8% , ¥ VPC BBR VPC ID MEFFIEN L L FHE
IDo

aws vpc-lattice create-service-network-vpc-association \
--service-network-identifier sn-0123456789abcdef® \
--vpc-identifier vpc-la2b3c4d \
--security-group-ids sg-7c2270198example

MRKY , e TERNEESEUTT,

{

arn": "arn",
"createdBy": "464296918874",

"id": "snva-0123456789abcdef0",

"status": "CREATE_IN_PROGRESS",
"securityGroupIds": ["sg-7c2270198example"]

/R FWKEFIRE VPC BEB N LT £ B4 AWS CLI

£/ update-service-network-vpc-association @54 , I8 ERKEMEEEH ID ML LB HIDs, ELRLEH
HEBETMENMERNZEEE, ENFERELER—EL2HE,

aws vpc-lattice update-service-network-vpc-association
--service-network-vpc-association-identifier sn-903004f88example \
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--security-group-ids sg-7c2270198example sg-903004f88example

/A Warning

BELEBBRAMERERE, R , BXALMER VPC BBl , AREFERVYAFASEMNLLEM
Y VPC BB, MIER VPC BEEB#EFRE /N D\ & W By LR 8 21 2 AR 5 A8 B 7 Y AR 75 o

FHAMAK ACLsTHRE

B FEURFIEE (ACL) EATRIER FRBRNBEEARELRE, BARNBEN ACLEAFKE
NEFNEARE, BULUATFHEREIBFTMAEK ACLs , REBEINEZLE, MEFHMEER K BFS2H
FAmazon VPC £ &SR RV ACL,

B 8%
- AF i T HERAY#EE ACLs
- BET AV ACLs

F B i F#8 % AV #8E% ACLs

AP im RN ACLs X EAFFAFI®M VPC Lattice 2B ARE, EA LI VPC Lattice WZE
FEBEEFR K MEEAFHN IP it FEE,

LT —REAR A EEH,
R B E EREREE Comment
vpc_latti TCP 1025-65535 A FF# VPC Lattice F
ce_cidr block AFImMRE

LA 2 EH R Al A,
B BAAGE BB EE Comment
vpc_latti listener listener REFMRAFI®RE VPC
ce_cidr_block Lattice FURE
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ERAEER

B R F R ACLs

B R TRV ACLs XA NG B RERBENEFREREERE L BEMN VPC Lattice 2 ERIR

B, BALI#E VPC Lattice WEEF B SEFRIEBEAFHN IP i &HE,

LT REABR RS,

HR

vpc_latti
ce_cidr_block

vpc_latti
ce_cidr_block

AT REH R A6,

BE

vpc_latti
ce_cidr_block

vpc_latti
ce_cidr_block

BEA I E

target

health check

B E

target

health check

EIREEE

target

health check

EIREEE

1024-65535

1024-65535

Amazon VPC Lattice BY SIGv4 B FEEK

Comment

REFR VPC Lattice F|
BENRE

REFR VPC Lattice 2

BENEERERE
RE
Comment

REFREEZESR VPC
Lattice B9 E

REFRBESR VPC
Lattice HYIEEARREMR

ERE

VPC Lattice £ Signature 58 4 kX (SIGv4) =X Signature 58 4A fX (SIGV4A) #THFE RS 2 8RFE. W
FHMER , F2E (AM EAEERE) P/ APIFERHWAWS £ 4 [REZEEF,

ZEER

« VPC Lattice S ERERFBFMFEA SIGv4 = SIGV4A B EMTER,

B

ARERBEIBRENBRLTX

ERENFER
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« VPC Lattice "X EFREH KB, BSEBE x-amz-content-sha256485E |, g BER A
"UNSIGNED-PAYLOAD",

* Golang - GRPC

Python

HEfEERRLERECHENFREBEIEMBHEMNBRE, MRERFEMFER |, botocore E
HAEL e o REBREF , EAFBERER, MEFMEF , 72K Boto3 XHFHNEAEH,

EERE botocoreMl awscrtEH , BEATITS. WEFHMER , 5528 AWS CRT Python,

pip install botocore awscrt

WMRETE Lambda LBITRFIREARR , FEM Lambda ERKFIENERE , IKHBSELEE
R

ET5gEH S  #EFNEERNRALESHE,

SIGv4

from botocore import crt
import requests
from botocore.awsrequest import AWSRequest
import botocore.session
if __name__ == '__main__"':

session = botocore.session.Session()

signer = crt.auth.CrtSigV4Auth(session.get_credentials(), 'vpc-lattice-svcs',

'us-west-2")

endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'

data = "some-data-here"
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headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':
'"UNSIGNED-PAYLOAD'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

SIGV4A

from botocore import crt
import requests
from botocore.awsrequest import AWSRequest
import botocore.session
if __name__ == '_main__
session = botocore.session.Session()
signer = crt.auth.CrtSigV4AsymAuth(session.get_credentials(), 'vpc-lattice-
svcs', '*')
endpoint = 'https://data-svc-022f67d3a42.1234abc.vpc-lattice-svcs.us-
west-2.on.aws'

data = "some-data-here"

headers = {'Content-Type': 'application/json', 'x-amz-content-sha256':
'"UNSIGNED-PAYLOAD'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)

request.context["payload_signing_enabled"] = False

signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
print(response.text)

Java

LLEEGIERBA A SEF BET MB B HTHREREE, SFEAKRE WEEREAERREHEERAWS SDK for
Java2.x , HEALHMEBEENEAER., NREEEFERABSENEAEREMHE | SR FiEE—
BEEAERHREMEAWS SDK for Java 2.x, EAR Java B9 AWS SDK £ R FFEIB HTTPS K RFB&
B, T8 , fUUEREEE , UXEEB HTTP HRZFFBEE,
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ERAEER

SIGv4

package com.example;

import
import

import
import
import
import
import
import
import
import
import

import

public

software.amazon.awssdk.http.auth.aws.signer.AwsV4HttpSigner;
software.amazon.awssdk.http.auth.spi.signer.SignedRequest;

software.amazon.awssdk.http.SdkHttpMethod;
software.amazon.awssdk.http.SdkHttpClient;
software.amazon.awssdk.identity.spi.AwsCredentialsIdentity;
software.amazon.awssdk.http.SdkHttpRequest;
software.amazon.awssdk.http.apache.ApacheHttpClient;
software.amazon.awssdk.http.HttpExecuteRequest;
software.amazon.awssdk.http.HttpExecuteResponse;
java.io.IOException;

java.net.URI;

software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;

class sigv4 {

public static void main(String[] args) {

AwsV4HttpSigner signer = AwsV4HttpSigner.create();

AwsCredentialsIdentity credentials =

DefaultCredentialsProvider.create().resolveCredentials();

svcs")

if (args.length < 2) {

System.out.println("Usage: sample <url> <region>");
System.exit(1);

}

// Create the HTTP request to be signed

var url = args[Q];

SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)

.build();

SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
.request(httpRequest)
.putProperty(AwsV4HttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

.putProperty(AwsV4HttpSigner. PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4HttpSigner .REGION_NAME, args[1]));
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System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {

values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();

1);

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();
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ERAEER

}

SIGV4A

WEHEEY MR/ B software. amazon. awssdk:http-auth-aws-crt,

package com.example;

import
import
import

import
import
import
import
import
import
import
import
import
import

import

public

software.
software.
software.

software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

java.io.IOException;

java.net.

URI;

java.util.Arrays;

software.amazon.awssdk.

class sigv4a {

http.auth.aws.signer.AwsV4aHttpSigner;
http.auth.aws.signer.RegionSet;
http.auth.spi.signer.SignedRequest;

http.SdkHttpMethod;
http.SdkHttpClient;
identity.spi.AwsCredentialsIdentity;
http.SdkHttpRequest;
http.apache.ApacheHttpClient;
http.HttpExecuteRequest;
http.HttpExecuteResponse;

auth.credentials.DefaultCredentialsProvider;

public static void main(String[] args) {
AwsV4aHttpSigner signer = AwsVé4aHttpSigner.create();

AwsCredentialsIdentity credentials =
DefaultCredentialsProvider.create().resolveCredentials();

if (args.length < 2) {

System.out.println("Usage: sample <url> <regionset>");
System.exit(1l);

}

// Create the HTTP request to be signed
var url = args[Q];
SdkHttpRequest httpRequest = SdkHttpRequest.builder()
.uri(URI.create(url))
.method(SdkHttpMethod.GET)

.build();
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SignedRequest signedRequest = signer.sign(r -> r.identity(credentials)
.request(httpRequest)
.putProperty(AwsV4aHttpSigner.SERVICE_SIGNING_NAME, "vpc-lattice-

svcs")
.putProperty(AwsV4aHttpSigner.PAYLOAD_SIGNING_ENABLED, false)
.putProperty(AwsV4aHttpSigner.REGION_SET,
RegionSet.create(String.join(" ",Arrays.copyOfRange(args, 1, args.length)))));

System.out.println("[*] Raw request headers:");
signedRequest.request().headers().forEach((key, values) -> {
values.forEach(value -> System.out.println(" " + key + ": " + value));

1)

try (SdkHttpClient httpClient = ApacheHttpClient.create()) {
HttpExecuteRequest httpExecuteRequest = HttpExecuteRequest.builder()
.request(signedRequest.request())
.contentStreamProvider(signedRequest.payload().orElse(null))
.build();

System.out.println("[*] Sending request to: " + url);

HttpExecuteResponse httpResponse =
httpClient.prepareRequest(httpExecuteRequest).call();

System.out.println("[*] Request sent");

System.out.println("[*] Response status code: " +
httpResponse.httpResponse().statusCode());
// Read and print the response body
httpResponse.responseBody().ifPresent(inputStream -> {
try {
String responseBody = new String(inputStream.readAllBytes());
System.out.println("[*] Response body: " + responseBody);
} catch (IOException e) {
System.err.println("[*] Failed to read response body");
e.printStackTrace();
} finally {
try {
inputStream.close();
} catch (IOException e) {
System.err.println("[*] Failed to close input stream");
e.printStackTrace();
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1);

} catch (IOException e) {
System.err.println("[*] HTTP Request Failed.");
e.printStackTrace();

Node.js
&I aws-crt NodeJS BiEREEMEH HTTPS B FHE R,

EERFaws-crtEH , FEATI®H S,
npm -i aws-crt

WERAWS_REGIONIRIZEZ R FHE , AEHSHEA IEENEFHAWS_REGION, FEFREH A us-east-1,

SIGv4

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http’')

function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

return crt.auth.aws_sign_request(request, config)
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ERAEER

if (process.argv.length === 2) {
console.error(process.argv[l] + ' <url>"')
process.exit(1)

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {

SIGVv4A

var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigv4header[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data’', d => {
process.stdout.write(d)

)
D)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()

const https = require('https')

const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http')
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function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

}

return crt.auth.aws_sign_request(request, config)
}
if (process.argv.length === 2) {

console.error(process.argv[l] + ' <url>"')
process.exit(1)

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4Asymmetric;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs', algorithm).then(
httpResponse => {
var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigvéheader[1]

const options = {
hostname: new URL(process.argv[2]).host,
path: new URL(process.argv[2]).pathname,
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data', d => {
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process.stdout.write(d)

)
)
req.on('error', err => {
console.log('Error: ' + err)
)
req.end()
}
)
Golang

I EFIERERAR Go B Smithy X IFELERMAWS BAR Go EXEHFFES K SDK REEFRE

EER, HEHFEE 1.21 FEHREH Go kx4,

SIGv4

package main

import (
"context"
"flag"
"fmt"

io"
Illogll
"net/http"

"net/http/httputil”

0s
"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"
"github.com/aws/smithy-go/aws-http-auth/sigv4"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
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return nil

type stringFlag struct {
set bool
value string

flag.PrintDefaults()
os.Exit(1)

func main() {
flag.Parse()
if lurl.set || !region.set {
Usage()

cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err != nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v'", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}
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req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigvé4a signer with specific options

signer := sigv4.New(func(o *v4.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

1)

// Perform the signing on req, using the credentials we retrieved from the

err = signer.SignRequest(&sigv4.SignRequestInput{

Request: req,
Credentials: creds,
Service: "vpc-lattice-svcs",
Region: region.String(),
D)
if err != nil {
log.Fatalf("%s", err)
}

res, err := httputil.DumpRequest(req, true)
if err != nil {
log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n'", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err !'= nil {
log.Fatalf("%s", err)
log.Printf("[*] Request sent\n")
log.Printf("[*] Response status code: %d\n", resp.StatusCode)

respBody, err := io.ReadAll(resp.Body)
if err != nil {
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log.Fatalf("%s", err)

log.Printf("[*] Response body: \n%s\n", respBody)

SIGV4A

package main

import (
"context"
"flag"
"fmt"
"o

"log"

"net/http"

"net/http/httputil”

nog

"strings"

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/smithy-go/aws-http-auth/credentials"
"github.com/aws/smithy-go/aws-http-auth/sigv4a"

v4 "github.com/aws/smithy-go/aws-http-auth/v4"

type nopCloser struct {
io.ReadSeeker

func (nopCloser) Close() error {
return nil

type stringFlag struct {

func main() {
flag.Parse()
if lurl.set || !regionSet.set {
Usage()
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cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err !'= nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

if len(os.Args) < 2 {
log.Fatalf("Usage: go run main.go <url>")

// Retrieve credentials from an SDK source, such as the instance profile
sdkCreds, err := cfg.Credentials.Retrieve(context.TODO())
if err !'= nil {

log.Fatalf("Unable to retrieve credentials from SDK, %v'", err)

}

creds := credentials.Credentials{
AccessKeyID: sdkCreds.AccessKeyID,
SecretAccessKey: sdkCreds.SecretAccessKey,
SessionToken: sdkCreds.SessionToken,

}

// Add a payload body, which will not be part of the signature calculation
body := nopCloser{strings.NewReader( Example payload body )}

req, _ := http.NewRequest(http.MethodPost, url.value, body)

// Create a sigvé4a signer with specific options

signer := sigv4a.New(func(o *v&.SignerOptions) {
o.DisableDoublePathEscape = true
// This will add the UNSIGNED-PAYLOAD sha256 header
o.AddPayloadHashHeader = true
o.DisableImplicitPayloadHashing = true

1)

// Create a slice out of the provided regionset
rs := strings.Split(regionSet.value, ",")

// Perform the signing on req, using the credentials we retrieved from the
SDK
err = signer.SignRequest(&sigv4a.SignRequestInput{
Request: req,
Credentials: creds,
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Service: "vpc-lattice-svcs",
RegionSet: rs,

1)

if err !'= nil {
log.Fatalf("%s", err)

}

res, err := httputil.DumpRequest(req, true)
if err !'= nil {

log.Fatalf("%s", err)
log.Printf("[*] Raw request\n%s\n", string(res))
log.Printf("[*] Sending request to %s\n", url.value)
resp, err := http.DefaultClient.Do(req)
if err != nil {

log.Fatalf("%s", err)
log.Printf("[*] Request sent\n")
log.Printf("[*] Response status code: %d\n", resp.StatusCode)
respBody, err := io.ReadAll(resp.Body)

if err !'= nil {
log.Fatalf("%s", err)

}
log.Printf("[*] Response body: \n%s\n", respBody)
}
Golang - GRPC

L EEBIEREMAR AWS Go EEXERETESH FMBEEMRERE GRPC BRNFBREE. EWEKH
GRPC #HIF2XH T ER echo AMRZFEEEM.

package main

ERENFER 142


https://github.com/aws/aws-sdk-go-v2/
https://github.com/grpc/grpc-go/tree/master/examples/features/proto/echo

Amazon VPC Lattice

ERAEER

import (
"context"
"crypto/tls"
"crypto/x509"

"flag"
"fmt"
"log"
"net/http"
"net/url"
"strings"
"time"

"google.golang.org/grpc"
"google.golang.org/grpc/credentials"

"github.com/aws/aws-sdk-go-v2/aws"
v4 "github.com/aws/aws-sdk-go-v2/aws/signer/v4"
"github.com/aws/aws-sdk-go-v2/config"

ecpb "google.golang.org/grpc/examples/features/proto/echo

)

const (
headerContentSha = "x-amz-content-sha256"
headerSecurityToken = "x-amz-security-token"
headerDate = "x-amz-date"
headerAuthorization = "authorization"
unsignedPayload = "UNSIGNED-PAYLOAD"

)

type SigV4GrpcSigner struct {
service string
region string
credProvider aws.CredentialsProvider
signer *v4.Signer

func NewSigV4GrpcSigner(service string, region string, credProvider
aws.CredentialsProvider) *SigV4GrpcSigner {
signer := v4.NewSigner()
return &SigV4GrpcSigner{
service: service,
region: region,
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func (s *SigV4GrpcSigner) GetRequestMetadata(ctx context.Context, uri

credProvider: credProvider,
signer: signer,

(map[string]string, error) {

ri,

_ := credentials.RequestInfoFromContext(ctx)

creds, err := s.credProvider.Retrieve(ctx)
if err != nil {

// The URI we get here is scheme://authority/service/ - for siging we want to

return nil, fmt.Errorf("failed to load credentials: S%w", err)

include the RPC name
// But RequestInfoFromContext only has the combined /service/rpc-name - so read the

URI, and
// replace the Path with what we get from RequestInfo.
parsed, err := url.Parse(uri[Q])
if err != nil {

}

return nil, err

parsed.Path = ri.Method

// Build a request for the signer.
bodyReader := strings.NewReader("")

req, err := http.NewRequest("POST", uri[@], bodyReader)
if err != nil {
return nil, err
}
date := time.Now()
req.Header.Set(headerContentSha, unsignedPayload)
req.Header.Set(headerDate, date.String())
if creds.SessionToken != "" {
req.Header.Set(headerSecurityToken, creds.SessionToken)
}

// The signer wants this as //authority/path

// So get this by triming off the scheme and the colon before the first slash.
req.

err

...string)

URL.Opaque = strings.TrimPrefix(parsed.String(), parsed.Scheme+":")

= s.signer.SignHTTP(context.Background(), creds, req, unsignedPayload,
s.service, s.region, date)
if err !'= nil {

return nil, fmt.Errorf("failed to sign request: %w'", err)
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}

// Pull the relevant headers out of the signer, and return them to get
// included in the request we make.

reqHeaders := map[string]string{
headerContentSha: req.Header.Get(headerContentSha),
headerDate: req.Header.Get(headerDate),
headerAuthorization: req.Header.Get(headerAuthorization),
}
if req.Header.Get(headerSecurityToken) != "" {
reqHeaders[headerSecurityToken] = req.Header.Get(headerSecurityToken)
}

return reqHeaders, nil

func (c *SigV4GrpcSigner) RequireTransportSecurity() bool {
return true

var addr = flag.String("addr", "some-lattice-service:443", "the address to connect to")
var region = flag.String("region", "us-west-2", "region")

func callUnaryEcho(client ecpb.EchoClient, message string) {

ctx, cancel := context.WithTimeout(context.Background(), 1@*time.Second)
defer cancel()

resp, err := client.UnaryEcho(ctx, &ecpb.EchoRequest{Message: message})
if err != nil {

log.Fatalf("client.UnaryEcho(_) = _, %v: ", err)
}

fmt.Println("UnaryEcho: ", resp.Message)

func main() {
flag.Parse()
cfg, err := config.LoadDefaultConfig(context.TODO(),
config.WithClientLogMode(aws.LogSigning))
if err != nil {
log.Fatalf("failed to load SDK configuration, %v'", err)

pool, _ := x509.SystemCertPool()
tlsConfig := &tls.Config{
RootCAs: pool,
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}

authority, _, _ := strings.Cut(*addr, ":") // Remove the port from the addr
opts := []grpc.DialOption{
grpc.WithTransportCredentials(credentials.NewTLS(tlsConfig)),

// Lattice needs both the Authority to be set (without a port), and the SigV4
signer

grpc.WithAuthority(authority),

grpc.WithPerRPCCredentials(NewSigV4GrpcSigner("vpc-lattice-svcs", *region,
cfg.Credentials)),

}
conn, err := grpc.Dial(*addr, opts...)
if err !'= nil {
log.Fatalf("did not connect: %v'", err)
}
defer conn.Close()
rgc := ecpb.NewEchoClient(conn)

callUnaryEcho(rgc, "hello world")
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"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23c1234567890ab"

}
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B8 ACM BREMEE VPC Lattice kIR , RN REHEECreateGrant®BR , FTLS
Connection Manager BE$If# 2 EL K ACM BEMEBN AT £8

A LATE CloudTrail, B4 E$H 5042, CreateGrant F#§CreateGrantiB2EREASH,
LAR 2 CreateGrant CloudTrail BESHE F L& PRV EHIE HEC 8%,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"userName": "Alice"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-06T23:30:50Z7",
"mfaAuthenticated": "false"

I
"invokedBy": "acm.amazonaws.com"
I
"eventTime": "2023-02-07T00:07:18Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "acm.amazonaws.com",
"userAgent": "acm.amazonaws.com",
"requestParameters": {
"granteePrincipal": "tlsconnectionmanager.amazonaws.com",
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"operations": [
"Decrypt"
1,

"constraints": {
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"encryptionContextEquals": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}
},
"retiringPrincipal": "acm.us-west-2.amazonaws.com"

}I

"responseElements": {

"grantId": "f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
.
"requestID": "bal78361-8ab6-4bdd-9aa2-0dlas4b2974a",
"eventID": "8d449963-1120-4d0c-9479-f76dellce609",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

£ biCreateGrant&ifld , &R E X B R TLS Connection Manager , MiNZAREE VPC Lattice

AR % ARN,

ListGrants

LA LAMER KMS €48 ID MR F ID RN ListGrants APl, EAELWEIEE KMS €8N maeR

FEE, MEFMEN , 5582H ListGrants,

£ PEATYIListGrantsii s AWS CLI |, AEEMBEFHFAEA.

aws kms list-grants —key-id your-kms-key-id
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{
"Grants": [
{
"Operations": [
"Decrypt"
1,
"KeyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Name": "IssuedThroughACM",

"RetiringPrincipal": "acm.us-west-2.amazonaws.com",
"GranteePrincipal": "tlsconnectionmanager.amazonaws.com",
"GrantId":

"f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"CreationDate": "2023-02-06T23:30:50Z",

"Constraints": {
"encryptionContextEquals": {
"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}

£ LEiRListGrants&ifld | &FZEETHEE TLS Connection Manager , IZAARE A VPC Lattice R
% ARN,

VPC Lattice £/ TLS Connection Manager il DecryptiR{ERFZENFAE S8 , LUEE VPC
Lattice FRIG IR TLS iE#E. EATLAFE CloudTrail B4 B8 524 Decrypt FiDecryptiBEMIRASE
#.

AR 2 Decrypt CloudTrail #4ESE 4B 52 50 8% 2 1Y S0 6 S 452 8%

"eventVersion": "1.08",
"userIdentity": {
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"type": "AWSService",

"invokedBy": "tlsconnectionmanager.amazonaws.com"
},
"eventTime": "2023-02-07T00:07:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "tlsconnectionmanager.amazonaws.com",
"userAgent": "tlsconnectionmanager.amazonaws.com",
"requestParameters": {

"encryptionContext": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23¢c1234567890@ab"

.

"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "12345126-30d5-4b28-98b9-9153da559963",
"eventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"eventCategory": '"Management"

Amazon VPC Lattice N & 9 MZEEE

T 5% 853 BA a3 & iR #52  I] 1T VPC Lattice API B1fERI A& |, . AWS Identity and Access
Management (IAM) 73 BI{R# VPC Lattice iR

ES- |
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+ Amazon VPC Lattice #0{ATE& IAM & f5£ F
+ Amazon VPC Lattice API §FF ]

+ Amazon VPC Lattice ) & 2 BLBUR

« fH Amazon VPC Lattice IRBEERZ AR
« AWS Amazon VPC Lattice #1 SEBUR

Amazon VPC Lattice 20{a&d IAM BB EH

HEMER IAM EIEE VPC Lattice WFEUZET , 5558 T TBLE IAM Zhee [ B VPC Lattice B ELEA

IAM Ih&E VPC Lattice X &
HHRBE 2
WREEE 2
BEBE 2
BRER =
BRI 2
ACL &
ABAC (B 1K) 2
iy e =
RBAE &
RBEREAS 2

WZE VPC Lattice ME M AWS RIS N{TEE K Z 8 1AM IhAEHREEAN SEEIR | F2E (AM A
EigmE) BHHAWS B IAM BEERN R,

VPC Lattice W B 0 B BEE
TIESHREE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

Amazon VPC Lattice EREER

SO BBRRALMME S (Fla0 IAM ERE, EREFHERAE) K JSON FFAIBERXSF, ELEHK
RS0 EMERG TRREBPLEFRATHLEDSE, NFTHROMELSSEEEK , F26H (AM
EAEER) PHEEBEFERBREZ B IAM A,

£/ IAM 2 BEBER | B LUEERFREBNBENER , UREMERGET AFFREEBE. W
ETHREE JSON BERRERNMAERE , F26H (AM E£REERE) T8 IAM JSON BETES
EO

VPC Lattice RV E R BIR
TIEERMEE : 2

MERAEBRNBURRERED PERN JSON BERXH AWS, EXEEREBURK AWS BRI |
RFEEESATUEAEMRZHEEZ AWS BB/ EERNFE. HRHENBRNER , BREERE
ENERBUUHZERATHNEFUAREMERG THTHEE. ELEEEREBRRTEEER,

VPC Lattice X EBH 7 BMBREX , ER—BUERAERNVBER , 7RERHHRBARPRBENE
W, MHBEFMER , F2RER S D RFEIFREZESY VPC Lattice IRFFHY 7L,

VPC Lattice th T =8 BEMNEREEF o B AWS Resource Access Manager, &0 LAfE L L E
FRAEBRNEGK  RTFUREEEEM AWS IRESABIER , AR R¥E., EREZBHNRKER
. MEFMEN , F2EDZEEH VPC Lattice B,

VPC Lattice B BUK B E
TEBESE: 2

£ IAM BERBRIRX F |, BAUREMZE IAM IR 18 21T API Bi4E, ¥R VPC Lattice , 5
THFZERE AP BB : vpc-lattice:, Bl : vpc-lattice:CreateService, vpc-
lattice:CreateTargetGroup #M vpc-lattice:PutAuthPolicy,

BEEE-RAAPEESEEE  FHERDIR , WTAR :
"Action": [ "vpc-lattice:actionl", "vpc-lattice:action2" ]

B LEHERAZE TR ESEEE, Hl , BULIEERRHEA Get XFEWNFIEEME , TP
g

"Action": "vpc-lattice:Get*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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WEE VPC Lattice API BMEMNTEFE , 528 (BRBRESE) FH Amazon VPC Lattice EZEHIED
1E,

N

VPC Lattice WBUERE R
TEBEER: 2

£ IAM BUERBRIRXH |, Resource TEIBERRBAFTREN —ERZEWH. BH VPC Lattice , F1E
IAM BURBROR R 208 AR A HE ARNsIEENER,

15 EH Amazon Resource Name (ARN) & XBURAREIR., EEREM ARN B , 4 X FRRABEN
BERBEEA,

- FHEUHETE :

"Resource": "arn:aws:vpc-lattice:region:account-id:accesslogsubscription/access-1log-
subscription-id"

- EEREX

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id"

- ERRE

"Resource": "arn:aws:vpc-lattice:region:account-id:resourcegateway/resource-gateway-
idll

- BRMERE

"Resource": "arn:aws:vpc-lattice:region:account-id:resourceconfiguration/resource-
configuration-id"

« A -

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id/rule/rule-id"

o PRF :

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id"
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-actions-as-permissions
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- PRI -

"Resource": "arn:aws:vpc-lattice:region:account-id:servicenetwork/service-network-id"

« ARFHERE AR A B

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkserviceassociation/service-network-service-association-id"

BRI MR B IR RERA B

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkresourceassociation/service-network-resource-association-id"

- ARFEHEEE VPC FEH -

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkvpcassociation/service-network-vpc-association-id"

- B1ERAE -

"Resource": "arn:aws:vpc-lattice:region:account-id:targetgroup/target-group-id"

VPC Lattice BV BUER R R 5| #
R ERBSEBERESE 2

EEESWLER AWS JSON BURRIEEH T UAFHAR, tWpi2R , MEERE M ERE T oA
EERHAITHLEBIF,

Condition TEERBEBRMNKRY , BEERABXNITRE., EUURMERFMES FNVFRHER
A (BIMSFRTIR) , REBERPHRGNFBRINE, EEEFHME AWS £EF4 R, F2
B IAM EREIERE) FHAWS £EFRGFABTREIE,

HEEEF VPC Lattice R REIEBHNFE |, 520 (RERESZE) B8 Amazon VPC Lattice Y&
R5l#,

AWS X ELHFEGSRANBRBIEIENHREESH, 0F AWS £EHFRERSIBNER , F2H (AM &
R#&EIErE) FHAWS 2ERHERERSI#,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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VPC Lattice FHIFZENZH/EE (ACLs)

XEACL: B

FHUEHIEE (ACL) TTEFIBL X (RFKE, ERAERNAG) HEFHEEZRNFFT, ACL EER
BEREBR , BEMAEA JSON BERXAHER,

B8 VPC Lattice B R FHUE S| (ABAC)
X B ABAC (EFIER) : B

B EFHUES] (ABAC) R—EREXRE , KBEARRNBMHRERT T, LU USRREEE IAM
B AWS MEIR , AEERFT ABAC B , MEEZRANTEBASER LNRBE RFHREF,

MERBERIZHIER , 5FH aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys R4 %58 , ZEBERNFGTESD , RHEREA.

NMRBHEXESEEREEN LB =ERG SR  RBEZBBEMS , EA Yes, RBHBEIERLE
REEN =@ k4 iR , RIEAR Partial.

MF ABAC WFMET , HSH (AM AR FHEAABAC BRESHT. NESELHR
7 ABAC SBMHERRE , HSM (AM A M) i A ERFRIRE (ABAC).

FEBL VPC Lattice FHREFEAER
TEREER =2

R A B RIR MY AWS B RN ESHEHN , T EAFABRARYRACKESET., AWS BES
BREEEREBEAER K MAREARMERESES. NEFHMAENRA K F28 (AMFEHERERE) ¥H
IAM R RS2 < B E T E IAM EEIEENAWS RIE.

VPC Lattice R AT
YTEREAR &

REACRRBEETN AM S€  AIREMTEE, IAM EEE LR IAM RE, 18K FNM BRIRKE
Af, MEFMEER , F2H (AM FHERERE) PNEIAELUEIRFITHE AWS Ri%,

/A Warning

SERBTAHENFF I ISP E VPC Lattice 2hgE. R BT VPC Lattice IREIEEI , T 8EMR
EREAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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VPC Lattice WIRIBEZE AR
TERBEZAE 2

BHEFACREGE N —ERBAE AWS . BB TURERARENTHENAR. REERS
AESHBEEEN P AWS 1RF |, YHREHEA. IAM EESRRE  EFERERKTEEAEHN
AT A

MERITHEE VPC Lattice RIGEZBERNWER , B2 £ Amazon VPC Lattice BRI EL A
=R

Amazon VPC Lattice APl §F 7]

BAERT IAM B (HlnERESAR ) FUREWUMAPTERN VPC Lattice APl BifE , IARFR
RVPC Lattice WELEE{E, bk , R FE L VPC Lattice EE , BS4ERE T IAM B9 H M AWS
APISEF T,

AP| % EEF ]
# AP IEIL T FIBNERS , ZUERT IAM SR ETUEE BN,

CreateResourceConfiguration
* vpc-lattice:CreateResourceConfiguration
* ec2:DescribeSubnets
* rds:DescribeDBInstances
« rds:DescribeDBClusters
CreateResourceGateway
 vpc-lattice:CreateResourceGateway
* ec2:AssignPrivatelIpAddresses
* ec2:AssignIpv6Addresses
* ec2:CreateNetworkInterface
* ec2:CreateNetworkInterfacePermission
* ec2:DeleteNetworkInterface
* ec2:DescribeNetworkInterfaces
* ec2:DescribeSecurityGroups

 ec2:DescribeSubnets
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ERAEER

DeleteResourceGateway

vpc-lattice:DeleteResourceGateway

ec2:DeleteNetworkInterface

UpdateResourceGateway

vpc-lattice:UpdateResourceGateway
ec2:AssignPrivateIpAddresses
ec2:AssignIpv6Addresses
ec2:UnassignPrivatelIpAddresses
ec2:CreateNetworkInterface
ec2:CreateNetworkInterfacePermission
ec2:DeleteNetworkInterface
ec2:DescribeNetworkInterfaces
ec2:DescribeSecurityGroups
ec2:DescribeSubnets

ec2:ModifyNetworkInterfaceAttribute

CreateServiceNetworkResourceAssociation

vpc-lattice:CreateServiceNetworkResourceAssociation
ec2:AssignIpv6Addresses

ec2:CreateNetworkInterface
ec2:CreateNetworkInterfacePermission

ec2:DescribeNetworkInterfaces

CreateServiceNetworkVpcAssociation

vpc-lattice:CreateServiceNetworkVpcAssociation
ec2:DescribeVpcs
ec2:DescribeSecurityGroups ( REERHLZLHERBIEE)

UpdateServiceNetworkVpcAssociation

vpc-lattice:UpdateServiceNetworkVpcAssociation
ec2:DescribeSecurityGroups ( REERHLZLHERBTIEE)

CreateTargetGroup

vpc-lattice:CreateTargetGroup

API 51

159



Amazon VPC Lattice

ERAEER

* ec2:DescribeVpcs
RegisterTargets

* vpc-lattice:RegisterTargets

« ec2:Describelnstances ( RE7 INSTANCER B EHHEBAEKRTEE )

« ec2:DescribeVpcs ( RETE INSTANCES IPA B EHEEARBIETE )

« ec2:DescribeSubnets ( REE INSTANCESR IPAEEREEARBIEE )
- lambda:GetFunction ( REE LAMBDAR HEREEANKTEE)

« lambda:AddPermission ( REEEBERFMARAREEWUWAIEE Lambda BMEIWEFTAIR , &

2)

DeregisterTargets

 vpc-lattice:DeregisterTargets
CreateAccesslLogSubscription

* vpc-lattice:CreateAccesslLogSubscription

* logs:GetLogDelivery

* logs:CreatelLogDelivery
DeleteAccesslLogSubscription

* vpc-lattice:DeleteAccesslLogSubscription

* logs:DeletelLogDelivery
UpdateAccesslLogSubscription

* vpc-lattice:UpdateAccesslLogSubscription

* logs:UpdatelLogDelivery

Amazon VPC Lattice B9 5 9 B BGE

RIFFRRR , ERAENABRAELTE R VPC Lattice RN, EERTEAEWHMEBEERINT

BERET , IAM EES T EY IAM BER,

WE T B EIELEH) JSON BERSEEY IAM B9 B BEER

M IAM BUR (£ 8).

% VPC Lattice EEWEMEMERERWFMEN K SHESEERERMN ARNs R |
BE2E) iy Amazon VPC Lattice WEI{E. B EREFNEH L8,

w2H (AM ERERER) FNE

A2 (R%

B EBER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html

Amazon VPC Lattice EREEmR
B #%

- BERBEER

- TEFINHEMAUETT

« VPC Lattice ¥y 5 % B B R & 45

BRREER

BoRBREHESRFANEBASREETUEY, FIEME VPC Lattice EiR, ELEERES
REEN AWS IRFELER. ERRVRRES D BBERE | FERATHERNEREE !

- BIAMER AWS SERFLENREERTT - EERREHTRTONEAENTEAN , HE
BHTBTHSEREMROIN AWS BEHE., CHAELN EM AWS B, BRRECES
BEREARG AVS NEFEERE , NE—SHIHT, NRESER , FSH (AV £ EHE
) i AWS FERERERMAMAWS BEHE.

- ERAREHERT - RE IAM BERNFAR  FERTHTERMENFTT. KERLEN , &9
LESERERG T AIUHBEERRENEE  EUBAREBERITT. WEER IAM ERAFFA
MEZHEER , F2E8 (AM EAEER) P 1AM PR BERMFT A,

- EF IAM BUR AR 4 — S REIEEE - B LUSREFIEEBER , URFHIBENERNER.
i | BAILARBEBERRG , EEXEMERH SSL BEFERR, MREBRE SHERARKEE
AWS FRFE , & th AT LAfE G4 R 12 5 H1ZEU#E CloudFormation. MESEMEN , F528 (AM EH
#18r/) M IAM JSON BURTE : &

£/ IAM Access Analyzer 5 IAM BUR |, BRIl £ 2 B[ iEE1&4E - IAM Access Analyzer &
BHBEMREBER , BRELBFKER IAM BERE S (JSON) #1 IAM HEEH. 1AM Access
Analyzer 12 100 ZIHBRRERVBEATHER , THPERELXLBEANBER., WEFAE
A, BF2E AM FRHERER) PHEEA IAM Access Analyzer B 38 BUE

- EEZEERRT (MFA) - MRENRFIEZFZE IAM FRHER FHREAE AWS 1RF |, BB MFA
DRELReM, MEEMRU AP BERER MFA |, 18 MFA (RGBS EHNBER. MEFHME
A, F2H (AM EAEERE) PHERB MFA NEZ2 APl 7HL

WFE IAM FREBBNERER , F2H (AM EREER) FH IAM Z25EEH,
TEFIA A EFF A

= EF A VPC Lattice S AWS W EMRTE , AR E{E VPC Lattice THEEEH |, BA BRI EN
BT, HABREREAEREAR  BEEHFAAEZEEVPCLatticeFullAccessZEHER,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/confused-deputy.html
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BUHABTIBREREEENAR® , WHEHBE VPCLatticeFullAccessSEBEERERA.,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"lambda:AddPermission",
"s3:PutBucketPolicy"

]I

"Resource": "*"

}I
{

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEquals": {

"aws:CalledVia": [
"vpc-lattice.amazonaws.com"
]
}
}
}I
{

"Effect": "Allow",

"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"

]I

"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-

lattice.amazonaws.com/AWSSexrviceRoleForVpcLattice"
},
{

"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",

SR 162



Amazon VPC Lattice EREER

"iam:PutRolePolicy"

1,

"Resource": "arn:aws:iam::*:role/aws-service- role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery*'

}
1

B BURRE T FIRAET

« iam:AttachRolePolicy : JELKIEENZERREZEIEEN IAM B,

« iam:PutRolePolicy : AJREMEHLEMRREIEE IAM AP ABRBEX 4.
« s3:PutBucketPolicy : AIBEKFEFErRBBEEMZE Amazon S3 #EFETEE.

« firehose:TagDeliveryStream : A[EEFTIB K E#T Firehose R T HERIVER,

VPC Lattice H & 7 B B SR €451

*iE

- SHfIBUR | EEHEREERAN VPC BB
- EHIBUR ;27 BE AR S AR R 1Y PR S B B
- SHIBUR  BEBHEZER

- HHIBER  BXRKELEAE

A

SEHIBER - EREREMAEIRAY VPC I

DUTEHRE—EBER , ZBRAEBUBERNFERERMET T |, SR, T3 M Bk s AR A5 488 BV
VPC BEEst , BEEAR FREFIEEN VPC MRKEMAE. NEEEFRUHRSIBHFMEN , 52H
VPC Lattice BV BUR IR FR 5|8,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"vpc-lattice:CreateServiceNetworkVpcAssociation”,
"vpc-lattice:UpdateServiceNetworkVpcAssociation"”,
"vpc-lattice:DeleteServiceNetworkVpcAssociation"

1,

"Resource": [

myn

]I
"Condition": {
"StringEquals": {
"vpc-lattice:SexrviceNetworkAxrn": "arn:aws:vpc-lattice:us-
west-2:123456789012:sexvicenetwork/sn-903004f88example",
"vpc-lattice:VpcId": "vpc-la2b3c4d"

BOGITRER « 32 37 B AR T B Y AR A5 A B

MRETRER RS SR HY VPC Lattice BIRNIFE , B LI ResourceTEHEEEIR
ARNs , Blek B2 7.

TH &G RE —{EEK | EBIEEREE CreateServiceNetworkServiceAssociation API Ei4E
B A BV IR S N AR TS ARG BY ARNs |, A RS EAEA PR Sl B E A & T2 I RIS, MFEIEE ARN B
HEEHE R | 5828 VPC Lattice WEBEE R,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetworkServiceAssociation"
]I
"Resource": [
"arn:aws:vpc-lattice:us-
west-2:123456789012:sexrvicenetworkserviceassociation/*",
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"arn:aws:vpc-lattice:us-west-2:123456789012:sexrvice/
svc-04d5cc9b88example",
"arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
sn-903004f88example"
]
}

EHIBER  BEBRHFEEER
LTI RE—EEER , ZBRRTEBUBRNEREE VPC Lattice BIR EEMRBAIFFA,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"vpc-lattice:TagResource"

1,
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:*/*"

HHBEK  BEVRBERZAE

VPC Lattice FEFF A , TR PEMFEAESE —IXEIL VPC Lattice EJREF AWS RS B REE
EAE, IRRKELZABEREE , VPC Lattice BELNIRFHREIUZAR, R EFACERT
VPC Lattice 9551 , fEEH AT LL AWS IR RFREFWUHEM . iFEFMER , 552 Bthe section called
“FRAREEEAE,

BEERIBHERUZAR  FHESNBCEHFTHIT iam: CreateServiceLinkedRole EifE,

"Action": "iam:CreateServicelLinkedRole"

UTEHIRE—EEEK , MERRTERLBRNERESR VPC Lattice ZY R EFAGNFFT,
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JSON

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-

lattice.amazonaws.com/AWSServiceRoleFoxVpcLattice",
"Condition": {
"StringlLike": {
"iam:AWSServiceName":"vpc-lattice.amazonaws.com"

WHBRFHMER , F2H AV ERERETFN BB EEA B,

A Amazon VPC Lattice WIRBEE A E

Amazon VPC Lattice R EZARAN AWS IR KRG EA FRENEFR, WFEFMER ,
EZ2E TIAM EHAEER) PNREEEAE,

VPC Lattice fEA & & BRI ER A BAWSServiceRoleForVpclLatticeo

VPC Lattice MR EF B BFFA
AWSServiceRoleForVpclLattice R EFACEE T IRBREXAE .

* vpc-lattice.amazonaws.com

25 NABITBERAWSVpcLatticeServiceRolePolicy ft 5F VPC Lattice FEAWS/
VpcLatticefn & Z B H &M CloudWatch 1518, MEFHMER , F2E (AWS ZEHXKZ
#£AWSVpcLatticeServiceRolePolicy) H# o

BAERRERT , IAM B (NERAE, BERAR) I WEYN., FEIMRERKEEZAE, NMEFH
B , 552 Bthe section called “EIH|BR : BIURKEFZEHE,

ERARBERAE =


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create-service-linked-role.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVpcLatticeServiceRolePolicy.html

Amazon VPC Lattice EREER

A VPC Lattice B RIS EZAE

BAZEEFHEIRKELEA® , ESE AWS EEFEA, AWS CLIEK AWS API FZE3 VPC
Lattice B , VPC Lattice AL E RFEZAE,

EEMRLREEZAR  2REEBXEY , SR ERFHAEAHAEFEFEYAG®, EFEY
VPC Lattice &Rl , VPC Lattice EBAXALENBREELZAR,

fmEE VPC Lattice WIREEFE A6

BAILABE R 1AM #RE8 AWSServiceRoleForVpcLattice FI 3R, MEFMEF , FSE IAM FRHEE
EPHiREREERZAGHER,

fHBR VPC Lattice RIS EFE A E

MREBFTBEFEEAMMA Amazon VPC Lattice , IR ZHE MR AWSServiceRoleForVpcLatticeo

REEMBR PHFTA VPC Lattice BIR%E , FseMRRILRBERZ B E AWS 1RF.

5/ IAM £# & AWS CLI, = AWS API Bk AWSServiceRoleForVpcLattice FRIGERL B, 40
FHMEA , #7208 (AM F£AEER) PHRKBREEEEAE,

MBI EZ AR 2R , EEE BEI VPC Lattice EiREF , VPC Lattice €EBHAXEMA® AWS IR
Eo

VPC Lattice RIS EFZACTERN EiF
VPC Lattice X EEIZHRBWFIEESPERARBELAR,

AWS Amazon VPC Lattice By S&HE

AWS ZEBREH AWS AWS ZEBREVNEENBYBEKEEATSEARFIRMHFT , UER
A LABRRE T ARG A E, FHEANAE,

aclE , AWS XREBXRTRIAERTFRHECARFNFERRETT , HAELFFAIAHAE AWS &
FER., RM2BEERRENEARFINEFEERE  UEE -SRI,

BEEEE AWS SERERPESZSNIT, IR AWS BT AWS ERERPESWGTT , IEHER
ERREZNTEEIAED (FEAE. BENAR® ), AWS R E5H BEBRHH AP BETH
RIBEIREER , AWS RBEAREEHRH AWS Z2EBUR,

WEFMENR , BF2E IAM EREBERFN AWS SEBE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_update-service-linked-role.html#edit-service-linked-role-iam-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_manage_delete.html#id_roles_manage_delete_slr
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Amazon VPC Lattice EREER

AWS S E K : VPClLatticeFullAccess

LWBUERR# Amazon VPC Lattice B TR FEE , URBEMMEKRENERFEE. c8EHT 5
BEMEET

- ACM - HEEX BT #81E& B SSL/TLS BFE ARN,

+ CloudWatch - R FERHFME IR ER,

« CloudWatch Logs - 52 EFBX A M AF HFiXZE CloudWatch Logs.

* Amazon EC2 - FREMER T EILHAEN EC2 #TERRN VPCsHWAHRAER . ERAREERARE.,
EREEMBFERE, ]E VPC Lattice ERRAN , IRFEMMEZR.

« Elastic Load Balancing — #8EY Application Load Balancer KB EH , SHEFMABEE,
» Firehose - VAR FHRERBF 2 XA ERERESR,

« Lambda - ##EX Lambda BAE{MVMERBIERA , S HEMA B F,

« Amazon RDS - #iHl RDS # &£ M 1TERBAERER.

« Amazon S3 - VAR EFREFEAFZ S3 R FrienEEEA.

EERBILBERNHGT |, B28 (AWS ZEBKRZE) H# VPClLatticeFullAccess,

EEMFHE VPC Lattice BS AWS WEMRF , AR E{E VPC Lattice SHEEEH | B AR EN
BN, HRBEEREAEREAR , EEXF A EEEVPCLatticeFullAccessZEHMER,
MEFHMER  F2RZEEIWNEMNERST,

AWS ZEBUER : VPCLatticeReadOnlyAccess

L BURIR ¥ Amazon VPC Lattice FMEBFEVE | AR B HMHEKRBHEREFERE, BT T
SIENVERYEF AT :

« ACM - HEELEHFT#E A Y SSL/TLS B ARN,

* CloudWatch - #3 7EL B FF M EERE K,

» CloudWatch Logs - #1277 EX A FFT B B R &~

« Amazon EC2 - #E! EC2 #11T{E A VPCs WHBEF , LB BEERETFMEZ,

« Elastic Load Balancing — #fER Application Load Balancer B t8B8 & &

* Firehose - H#EVEBFE B &N EREH.

 Lambda - 1% Lambda B HEEEHA.

« Amazon RDS - #iHl RDS # &M 1TERBAERER.
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeFullAccess.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/confused-deputy.html
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« Amazon S3 - FEEVFER AR F#Y S3 EFATEEEEEE A

EERBRNBERNETT |, 528 (AWS ZEBXKSZE) P VPCLatticeReadOnlyAccess,

AWS ZE B : VPCLatticeServiceslnvokeAccess
LE B ERIR U A Amazon VPC Lattice FRIEHY IZENAE,

EERBUBERNEETT , F28 (AWS ZEHEKZZE) H ) VPClLatticeServicesInvokeAccesso

AWS ZEBUER : AWSVpcLatticeServiceRolePolicy

BR8] & B AWSServiceRoleForVpcLattice B RIGEZE AT |, LLAFF VPC Lattice KRR EH
TEME, BEFBILBERERES IAM EE, NMEFEMEN |, F2BEER Amazon VPC Lattice BYBR#E
BEiEAG,

EERRNBERNETT , 528 (AWS ZEBEKRSZE) P AWSVpcLatticeServiceRolePolicy,

AWS ZEBERM VPC Lattice E3T

BE B RISFABERELEE LR | VPC Lattice AWS S EBEXEEHMFMET. NEHEEESE
B B B2 EE |, 555TRY VPC Lattice A EEREMN RSS HE,

g8y iR Date
VPCLatticeFullAccess VPC Lattice ¥ Mt BT ol 2R iR 2024 F£12 A 1
Amazon RDS & &EM#ATEERE. H
VPClLatticeReadOnlyAccess VPC Lattice #i8 MEFERT 7] 2R iR 2024 £12 A 1
Amazon RDS & EMATERE. H
AWSVpcLatticeServiceRolePolicy VPC Lattice ¥Ti85FH , LASR5F VPC 2024 £ 12 A 1

Lattice 2 FRFEE EEAMER T H. H

VPCLatticeFullAccess VPC Lattice #i8 7T HMBUER , UIRF 2023 &£ 3 A 31
¥ Amazon VPC Lattice HJ 52 1ZH H
#, AR EHAMMBAKREEH A RFE
E,

VPClLatticeReadOnlyAccess VPC Lattice #Ti8 T#HYBE , AR T 2023 F 3 A 31
# Amazon VPC Lattice FIMEFETFZHL H
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/VPCLatticeServicesInvokeAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVpcLatticeServiceRolePolicy.html
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8% iR Date
1 U RS HEAMAEKREN ERER
.

VPCLatticeServicesInvokeAccess VPC Lattice #i8 7 #BUGR , UARFW 2023 &£ 3 A 31
A Amazon VPC Lattice ARIEHI1ZEX H
.

AWSVpcLatticeServiceRolePolicy VPC Lattice A5 I #i8 EH R 2022 12 A 5
BEFEAE , LA VPC Lattice H

EAWS/VpcLattice R ZERHR
i CloudWatch #§#8. bAWSVpcLat
ticeServiceRolePolicy B
‘FEWMM CloudWatch PutMetricData
AP| BMEREF AT, INEFMEN , 7B
ZB{E A Amazon VPC Lattice B9 R

BEEAG,
VPC Lattice EFREBHIEE VPC Lattice BEZGIBMIE AWS ZEH 2022 F 12 A5
RWEE, |

Amazon VPC Lattice B4 R ERSE

EZEERFAEP , E=HEERABGFh Amazon VPC Lattice WL £ MM AWS &8 1%,

HE T AWS R BE Tffl%ifé ATEEEA , F2REAWS R SR SHEENRRRIFLRER
MERETE. mFE-—REF , F2EAWS SH5E,

:I:I'H

O LAER TEE=ZHFREZIME AWS Artifact, NEFHMER , F2E THEES in AWS Artifact

BER BRNESREME AWS RE BURRERNEEN, BLANERER , UARERAERENER.
WEER B RETNFMENR AWS IR , F2H AWS T2 X,

{5 F3 77 H i 257 B Amazon VPC Lattice (AWS PrivateLink)

BRI LN A E VPC %2 , £ VPC # Amazon VPC Lattice 2BV FAEELE ., N EEHEREA AWS
PrivateLink¥i#lf , AT Z SR EEMEEKEE. NAT £E. VPN EE Direct Connect B4R 1ER
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/privatelink/
https://aws.amazon.com/privatelink/
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T , #A F#FH VPC Lattice APls, VPC RHIHIITEIRTEE/LE IP it , Bl A8 VPC Lattice APIsi@
o

SERE S H FER TN — RS EERRER R
A VPC mEHNEZESEIE

AR 7E VPC Lattice T VPC imBh 2 8 , FF XM E AWS PrivateLink EEHFHIAWS % #EiB FE
AWS PrivateLink,

VPC Lattice XEREMN VPC B EFTE API B,
£ VPC Lattice B3 /M H VPC w3

B LAE A Amazon VPC £ A5, AWS Command Line Interface () & VPC Lattice BR#Z3I VPC %
BLAWS CLI, MFEFHMER , 528 ( AWS PrivateLink #8) FWELNE VPC i,

5 T 5 R A BEIL VPC Lattice 9 VPC I3
com.amazonaws.region.vpc-lattice

MREHRFBARE DNS , BRI LER BB AR DNS £#[E VPC Lattice 2 API &K |, fl4n

vpc-lattice.us-east-1.amazonaws.com,

Amazon VPC Lattice FHIE M

AWS 2IKE#ERER I AWS EE M AESAEREE,

AWS B REZEER, RARHNTAES , EETHESRKLE, SHXAENSRHEBEE
%,

BBAARE  SAURTERFNEAEANENE  EUAESCEEHREREMAERESR
B, THEBRENTHAYE. RERINERREN  IRE-—JZSEERPONERERRBES,

WFE AWS B M A EENFAER , F28H AWS S IRER R,

Amazon VPC Lattice P ER R EZ M

Amazon VPC Lattice RZE R , T3 AWS £IKBRLZLHNRE, WE AWS T2 R UKL 01
AWS REEBRBMEN , F2HEAWS Einit, EEFHERREZENREEREREZITEN
AWS IRIE | F2E R 4L X AWS Well-Architected Framework Ry E 55 iR &

A VPC REMERBE T


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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IERBAER AWS B4Ry API IFLY | EBEEFE VPC Lattice, ERAERLAXETIIESR :

« Transport Layer Security (TLS), EMFE TLS 1.2 LEZEEH TLS 1.3,

- BTEXEEAFR(PFS)NWEBEM , 0 DHE (Ephemeral Diffie-Hellman)s ECDHE (Elliptic
Curve Ephemeral Diffie-Hellman), BRARM (M Java 7 IEFBRER)ASEHZEELEN,
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Et422 Amazon VPC Lattice

R AE P Y ThRE IR BE#5 Amazon VPC Lattice IRFG#BE. BRI, BEEAM VPC E4R,

B &

« Amazon VPC Lattice #J CloudWatch g%
« Amazon VPC Lattice K ZE H &

« Amazon VPC Lattice B CloudTrail H&

Amazon VPC Lattice B CloudWatch 151&

Amazon VPC Lattice &% 52 B BB H M IR AH B B RHEIX E Amazon CloudWatch |, Y HEE A
AEASAARNEE, GLEEERB15EA , BEUUFIELEN , XEEE Web EAER
HRBHIMEE, BHAUREEHREERERE  TEIREZRLBENSENEE. NFELSEAN , F
28 Amazon CloudWatch {# & #E&.

Amazon VPC Lattice 8 BN IRFE R FERRGELZ AR AWS | #1512 EIZE Amazon CloudWatch,
WMEFHMER , F2EFEH Amazon VPC Lattice I RIS ERE A,

B #

+ #4% Amazon CloudWatch 3§4E
- BEEEEEE

- RBEES

¥ 4% Amazon CloudWatch 154&
Al LA{E A Amazon CloudWatch CloudWatch 3#54& AWS CLlI,
£ CloudWatch & MIRIERE

£ https://console.aws.amazon.com/cloudwatch/ B Amazon CloudWatch £ &,
EEEERD , BE BE

% AWS/VpcLattice @& ZEiE,

(ER) EEREMEHENER  FEESHUPRAHER,

(BR) AERBHEREGE , FENTIHEHP 17 :

o K~ w0 bnp =
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://console.aws.amazon.com/cloudwatch/
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- FEERETEGRERENER  FEEEERE. tERAE-BERANER  FEESR

L ARER,
- EEERETHEENBBRENER  FEERE. EERAE-—BBNER  FEESMMT
WAERHE,

£/ BmiRIEHR AWS CLI

£ A T % CloudWatch list-metrics AWS CLI & 35! H o] HHI 542

aws cloudwatch list-metrics --namespace AWS/VpclLattice

NESERERLENET  H2N BERAREN REE,
BREEER

VPC Lattice & B B/i%£2 B #2540 tHBA AV $5#EZ AE Amazon CloudWatch AWS/VpclLattice a8 & %
B, Amazon CloudWatch % BZFBNFFHEER , 5828 VPC Lattice F Y HZEH4H,

HEE

EEMHERRHAEANER  FEATIHE

* AvailabilityZone
 TargetGroup

EE Description TargetGroup B E
TotalConn  EIREH, HTTP, HTTPS, TCP
ectionCou .

ot 45 %R

- RRERZEVREMR , —&
B (ER/EENFEEE
) o
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/list-metrics.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Namespace
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ERAEER

BE

ActiveCon
nectionCo
unt

Connectio
nExrrorCou
nt

Description TargetGroup B E

mATER
- XBERANHEETERR Sum.

ER HIELR, HTTP, HTTPS, TCP

HEER

- RERBRBARRR , —&
B (EmETNIFFEE
) o

° _ﬁ:’\ﬁ_;io

HMATER
- RAEANKITERR Sum,

HEAR K BEE, HTTP, HTTPS, TCP

HEER

- RRERZEVREMR , —&
B (ER/EFNIFEEE
) o

WEER

° _b\ﬁ_;io

et ER
- RAANKRITERR Sum,

BERFAER
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EE Description TargetGroup B E
HTTP1_Con HTTP/1.1 EiREE, HTTP, HTTPS
nectionCo g

b=
it AR

- REFZEWRERK , —&
B (EREFNIFEFE
) o

et ER
- XBERANKEETERR Sum.

HTTP2_Con HTTP/2 B4R FR 2, HTTP, HTTPS
nectionCo g
Unt %&I:IE/\IJ

- RRERZEVORERRK , —&
B (EREBNFEE
) o

WG AR

VAN Nrd

° ﬂﬁ_lko

HmATER
- RAEANKITERR Sum,
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ERAEER

1eiE

Connectio
nTimeoutC
ount

TotalRece
ivedConne
ctionByte
S

Description TargetGroup B E

EARERR R HEFT .
HEER

- REFZEWRERK , —&
B (EREFNIFEFE
) o

et ER

- XBERANKEETERR Sum.
R Ay ERR L T AR AR R
WG ER

- RRERZEVORERRK , —&
B (EREBNFEE
) o

WG AR

VAN Nrd

° ﬂﬁ_lko

HmATER
- RAEANKITERR Sum,

HTTP, HTTPS, TCP

HTTP, HTTPS, TCP

BERFAER
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ERAEER

1eiE

TotalSent
Connectio
nBytes

TotalRequ
estCount

Description TargetGroup B E

XAV EAR L ST AR
2R

- REFZEWRERK , —&
B (EREFNIFEFE

et ER
- XBERANKEETERR Sum.

R, HTTP, HTTPS

WG ER

- RRERZEVORERRK , —&
B (EREBNFEE
) o

WG AR

VAN Nrd

° ﬂﬁ_lko

HmATER
- RAEANKITERR Sum,

HTTP, HTTPS, TCP

BERFAER
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ERAEER

BE

ActiveReq
uestCount

RequestTi
me

Description TargetGroup B E
ERHFERBEH. HTTP, HTTPS
& LR

- REFZEWRERK , —&
B (EREFNIFEFE
) o

et ER
- XBERANKEETERR Sum.

BRBZE BN THR R HTTP, HTTPS

B, LEWAREM,
HEEA

- RRERZEVORERRK , —&
B (EREBNFEE
) o

WMERR

° _ﬁ:’\ﬁ_;io

Mt EH

- XERANKEFTERR
Average®l pNN.NN ( B %
Z8) .
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ERAEER

BE

HTTPCode_
2XX_Count
HTTPCode_
3XX_Count
HTTPCode_
4XX_Count
HTTPCode_
5XX_Count

TLSConnec
tionError
Count

Description TargetGroup B E
BEHTTP @RS, HTTP, HTTPS
& LR

- REFZEWRERK , —&
B (EREFNIFEFE
) o

et ER
- XBERANKEETERR Sum.

TAERBURHETEM TLSE  HTTP, HTTPS, TCP

AREGRRAE B
WG ER

- RRERZEVORERRK , —&
B (EREBNFEE
) o

WG AR

Sl

° _i-’\‘ _;xo

HmATER
- RAEANKITERR Sum,

BERFAER
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BE Description TargetGroup B E
TotalTLSC TLS EHRRIBERINAEE, HTTP, HTTPS, TCP
onnection g

Handshake s 2 Al

Count - REREEREEK  —@

B (EREFNIFEFE
) o

et ER
- XBERANKEETERR Sum.

R ER

VPC Lattice & B )45 82 iR A BB AV 827 BFE Amazon CloudWatch AWS/VpcLattice ap& 2=
., Amazon CloudWatch % BRBEUVFMEF , F2E VPC Lattice P IR,

HERE
EEMHERRFAEANER  FEATIKE

* AvailabilityZone

* Service
BE Description
RequestTimeoutCount EHFEERKENFEREH,

HEER

- REREWRERE , —EE®H (EREFIHFEE) .

BHER o


https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/cloudwatch_concepts.html#Namespace
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ERAEER

BE

TotalRequestCount

RequestTime

Description
HREER

* _ﬁﬁ_;xo

mErER

- XBERANHEETERR Sum.

HEER

- REREWRERE , —EE®K (EREFIFEE) .

° _ﬁ:’\ﬁ_;io

HMATER

- RAANKITERR Sum.
ERER , LERDREN
HEER

- RERERWRERE , —FE®H (EREFIHFEE) .

WEER

° _b\ﬁ_;io

mETER
- RERANHITER R Averagef pNN.NN ( BEDVE )

BR#ER
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ERAEER

BE

HTTPCode_2XX_Count
HTTPCode_3XX_Count
HTTPCode_4XX_Count
HTTPCode_5XX_Count

Description

A HTTP EIER S,

s 2L

- RERBEWREFK , —EO®R (BREZTHHEEE)

et ER
- XBERANHEETERR Sum.

Amazon VPC Lattice WiEZE A &S

FELAFEHEE VPC Lattice (RBMERBRBNFHEN. EAUFEHELFRARFRIMTREELES ,
WA P FT B RS, ¥R VPC Lattice fR#E , BPIZEM VpcLatticeAccesslogs , A&
RAERE | RIPIERMVpcLatticeResourceAccessLogsEEEFHREN -

FEHRGBREAN , ARAFR. BAFENMAR R , EUUEREREM.

EE

BHENMAFREINERA, AWSAKXRZREEBRMGWEFZBANERR., NECKIEBFEEENEM
EE , 528 Amazon CloudWatch E{E, BERF , URREESKRIEBAFETHEE.,

B &%

A ZE B SEAT IR AY IAM T A]

TFHY B 5 B Ryt
XA 7 HL H 56

m RIE
FHHEAR
EREFHHEFKAR

HiFE A SEITHERD
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183


https://aws.amazon.com/cloudwatch/pricing/

Amazon VPC Lattice ERERER
R FER B ST B A 1AM P

FEMAFRERLAN AFEEIEBN , EAAEBRTE T I BEEESREEERD IAM £
A&, #ERAE,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Sid": "ManageVPCLatticeAccessLogSetup",
"Action": [
"logs:CreateLogDelivery",
"logs:GetLogDelivery",
"logs:UpdateLogDelivery",
"logs:DeletelLogDelivery”,
"logs:ListLogDeliveries",
"vpc-lattice:CreateAccessLogSubscription”,
"vpc-lattice:GetAccessLogSubscription”,
"vpc-lattice:UpdateAccessLogSubscription”,
"vpc-lattice:DeleteAccessLogSubscription”,
"vpc-lattice:ListAccessLogSubscxiptions™
1,

"Resource": [

myn

MEFMERR , 52 (AWS Identity and Access Management EF & 1855) PHFIEBIEBER IAM B
P

EHERECEELAN AV £A%, RERBSHIRE  FE BAERAR.
FEHHR B

BRI HEEIEE T3 B Mit.

BAFB AR B AM 7T _


https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com//IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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Amazon CloudWatch Logs

« VPC Lattice BE S 2 7 #ERAE AR ZE CloudWatch Logs. i , 55t , EE AR ERE
REREAEHN , THESEHENNIEIE,
. ﬂu%a?«sﬁ%ﬁﬁﬁﬁrﬁlﬂ SHBEVERBELHIEZ CloudWatch BEEHE., NMEHASE

# , @28 (Amazon CloudWatch £ & iEm) FHIEEZE CloudWatch Logs FI H7%. Amazon
CIoudWatch

« I®TILATE CloudWatch =2 A K B8 A T HEEIEXE CloudWatch WZERB 5. MEFMENA |
228 (Amazon CloudWatch fEA&E1ERE) PHMIREEZE CloudWatch Logs B HFE L.
Amazon CloudWatch

Amazon S3

« VPC Lattice BE®7 6 2 #ERA A FRFZE Amazon S3, 718 ,
BRAEHH , LS B RENWIEE,

- MEARBEFEFEBRIERESNY , RASEHELRFIFBBER Y I8 ELEM Amazon S3 FHEETEE.
MEFHMENR , 5528 (Amazon CloudWatch A EER) PHEIXZE Amazon S3 B B
Amazon CloudWatch

« EIXZE Amazon S3 WEENHEERALU T HREA :

ok, ERERXNKERSE

[bucket]/[prefix]/AWSLogs/[accountId]/VpcLattice/AccessLogs/[region]/[YYYY/
MM/DD]/[resource-id]/[accountId]_VpclLatticeAccesslLogs_[region]_[resource-
id]_YYYYMMDDTHHmmZ_[hash].json.gz

« {#3%£ZE Amazon S3 # VpcLatticeResourceAccessLogs L T & 184 :

[bucket]/[prefix]/AWSLogs/[accountId]/VpcLattice/ResourceAccessLogs/[region]/[YYYY/
MM/DD]/[resource-id]/[accountId]_VpclLatticeResourceAccesslLogs_[region]_[resource-
id]_YYYYMMDDTHHmmZ_[hash].json.gz

Amazon Data Firehose

« VPC Lattice BE &% 2 2 #E A& BHFE R I ZE Firehose, 718 | 58
LHM , AREARANLE,

- BHERACRADRY , WETF VPC Lattice MiXFH B3 T Amazon Data Firehose, 7 7
BRWBBELZAE  FHAEXEE ian:CreateServicelLinkedRole BIEMIEF T, WEFME
# , 2/ (Amazon CloudWatch £ EEr) FHEIAZE B HF Amazon Data Firehoseo

o , ERARXNKERERKA
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html#ViewingLogData
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-Firehose
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MEBRBREEE 2 AENEFHETF Amazon Data Firehose , 5528 { Amazon Data Firehose B2
ABEIEFE) BRESIE Amazon Kinesis Data Streams.

XA 7 HL B 5

TR THRFRFEFMAR , SUEBFI ARSI ERGELEZFNE N,

B &
- FRAFEABAERASR
- £/ BUAFEEHEF AWS CLI

ERAEZREMAFIER

BRI ERY ERA RS AR, REREFREENFIER. SO ERYRERER. BEINER
EERBAFNER , MTHRFAR.

EREEABYEARRE

1. 1£ https://console.aws.amazon.com/vpc/ BIRX Amazon VPC £ &,
2. BEURKHERK. RBEIEFERE,

3. EBEDE. WEHFERE,

4. FREEBFUERREER.

5. RENTFHHFHEINBNM , WTAR:

EHL CloudWatch Log ###8 , AR BEFEHFRE. EEEY HFERE , FF1E1F 7 CloudWatch
RIS HEERRES

BE S3 EErRYRA S3 EEFERE 8T NFy, EEES S3 FEirE , B
EBIE S3,

iEH Kinesis Data Firehose RfF&BR , ARBERTER,. BEEZURNER , FEEE
Kinesis R I E R,

6. EERERFEE,

A BMAFEHZ AWS CLI

£ CLI @55 create-access-log-subscription 2B A AR 3% 48 8% =k AR 75 19 72 HX B &6
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https://docs.aws.amazon.com//streams/latest/dev/monitoring.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-access-log-subscription.html
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sS=E
me oK 1B B

VPC Lattice XERAFiw. BEMAFZZEMFEREMMEID , UEMSEA x-amzn-requestid HIRHEST A
BAMN{ESE, LERTHAFIRRENEE , A VPC Lattice B4 , WEEZERE , tATARFE
H&o

FERTA

* VPC Lattice € BB AR ERRELLRE,
- WEEEHEENELN 'R/ UUD KX ),
- EENBR/FS

- BREITHER,

- EEEFEERREDGAF R,

- EEAFHAER

gH (FEREE )

LTREAZEAFRWEEES , HERTASB VPC Lattice B x-amzn-requestid 1ZZFHE £ FEH(E,

{
"HTTP/1.1 200 OK
x-amzn-requestid: a9f2c7al-6b4f-4c79-9e87-ff5a1234a001"
}
R FimE &

- APmANEZEMEEABRRLBRENLER  UBREHEENE.
- EEEE

- EBETEEER UUID =X,

- MRFEEREIB 512 BT , VPC Lattice B HEE & 512,

- RIERE  RENEERERS !
- HREEEREHR
- BRIEBER
- HBEHEFHHERENERS
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ERAEER

ol (BRAFPmHAR )
LA 2 A P i AR R E R MY 5B R &5

{
"GET /my-service/endpoint HTTP/1.1
Host: my-api.example.com
Xx-amzn-requestid: trace-request-foobar"
}

gf (ERERELE)
UTREABREEEERAFREEES,

{
"HTTP/1.1 200 OK
x-amzn-requestid: trace-request-foobar"
}
= oia
FEHHFARRE

TRERAFEHHEIE B WAL,

- fa Description
callerPrincipalTags &SR PrincipalTags.
hostHeader A RAVIRERE,
sslCipher RAREMNAFL TLS Bz —
#EZTER OpenSSL &,
serviceNetworkArn AR %5 #85% ARN,
resolvedUser BrRFEMABSSRIETK
RIS & ARN,
authDeniedReason BAE D BEERHEEFINER
A,

i
JSON
string

string

arn : aws : vpc-lattic
e : region : account :
servicenetwork/id

null | ARN | "EE&" | "RA"

null | "Service" | "Network" |
"ldentity"

FHAREAR
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ERAEER

Wz
requestMethod

targetGroupArn

tlsVersion
userAgent

serverNameIndication

destinationVpclId
sourcelpPort
targetIpPort

serviceArn

sourceVpcId
requestPath
startTime

protocol

responseCode

bytesReceived

Description

BRI S5 SRR,

BEREHATEA B REME
#Ho
TLS 7,

EAEREREXNER,

[ HTTPS] fARIFHRE
?E/T(SNI)ESSI EiRE A L
FREME,

B &y VPC ID,
FREY IP #uk A : port,
B2 IP shuk FEEE,

R ARN,

iR VPC ID,
ARBAREFRE,

BAWE. BEIA HTTP/1.1
=® HTTP/2,

HTTP IR, AEcHEEK
%X%JEE’J Bl TS, WMEFHAE
# , FFSRYEFE A FETR
Fﬁﬁ?%

W R B R SRR TTAB

i
string

string

TLSvx
string

string

VPC-XXXXXXXX
ip : port
ip : port

arn : aws : vpc-lattic
e : region : account :
service/id

VPC-XX XXX XXX
LatticePath ? : path
YYYY-MM-DD THH : MM : SS Z

string

integer

integer

FHAREAR
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ERAEER

Wz
bytesSent

duration

requestToTargetDur
ation

responseFromTarget
Duration

grpcResponseCode

requestId

callerPrincipal
callerX509SubjectCN
callerX509IssuerOU
callerX509SANNameCN

callerX509SANDNS

Description
EIXH A X HARR Tl

R EEIRE — BTl
WHNFERBEFERE , U=
WREN,

RFABEFEIEEEERENE
#®— BN TENERBFER
B, AZRRENL

REEEHENAE BT
HEEEEE A P iRk &% —fE
VTR FERBEFERRE , K
EVREN

gRPC EIERERTE, MEFH
&, F2BREEREE
gRPC #IERA AN, REBE
R gRPC B , T &5tk
[l fs

HH—EIEESTSER
P | {5 x-amzn-requestid
EENE, eUEAFR,
BENMBFZENEREER
B, DERTBRMREE,

ERFENEE.

FHEM (CN),

B&1TE (OV),
BITEBNARR (BW/ICN),
FHREBN B (DNS),

B
integer

integer

integer

integer

integer

string

string
string
string
string

string

FHAREAR
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https://grpc.github.io/grpc/core/md_doc_statuscodes.html
https://grpc.github.io/grpc/core/md_doc_statuscodes.html

Amazon VPC Lattice EREER

- fba Description B
callerX509SANURI FREBLER (URI), string
sourceVpcArn BHFERZ VPC B9 ARN, arn: aws : e
c2 : region : account :
vpc/id
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ERAEER

Rz

failureReason

Description

BHERABWER, ATaE
/(1 N

* TargetConnectionEr
ror -mREZERINBE
BTN BER,

* TargetProtocolError
- BERAREEENER, EA
REERTEEEREMHN TLS
ROE% , SRAEFENEY B R
REB A 17D E

* TargetDataTimeout -BE
ERHEERE.

* TargetConnectionCl
osed - BEEZREEZ
Bl BAPAE AR

* ClientConnectionCl
osed - AFmAEWETE
[5] P& 2 il BA B JE 4R

 ClientRateLimited -
AP imEIBERRS , VPC
Lattice PR&IERE,

* ClientAccessDenied -
VPC Lattice IEBFHER.
WEE VPC Lattice {#EEFE
FREREKFFMERauthDenie
dReason , A .

* ClientProtocolError
- AFmER T REAEMNE
#lo. EdrERTAAPIRER
THEEMEY TLS Reskst ENAY

a0

string

FHAREAR
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- fba Description B

* ConnectionDuration
Exceeded - ERZEFELR
BFERE LR,

« InternalError - EBEEFH

REFBAERNIPER,

g4

AR A BEEE B RV A

{

"callerPrincipalTags" : "{ "TagA": "ValA", "TagB": "ValB", ... }",

"hostHeader": "example.com",

"sslCiphexr": "-",

"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
svn-la2b3c4d",

"resolvedUser": "Unknown",

"authDeniedReason": "null",

"requestMethod": "GET",

"targetGroupArn": "arn:aws:vpc-lattice:us-west-2:123456789012:targetgroup/
tg-1la2b3cad",

"tlsVersion": "-",
"userAgent": "-",
nseIVeINameIndication": n_n’

"destinationVpcId": "vpc-0Qabcdefl1234567890",
"sourcelIpPort": "178.0.181.150:80",
"targetIpPort": "131.31.44.176:80",
"serviceArn": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-1a2b3cad",
"sourceVpcId": "vpc-0Qabcdefl1234567890",
"requestPath": "/billing",

"startTime": "2023-07-28T20:48:45Z7",
"protocol": "HTTP/1.1",

"responseCode": 200,

"bytesReceived": 42,

"bytesSent": 42,

"duration": 375,

"requestToTargetDuration": 1,
"responseFromTargetDuration": 1,
"grpcResponseCode": 1,
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"requestId": "a9f2c7al-6b4f-4c79-9e87-ff5al234a001"

ERFHMERFAR

TRFPAEFRFEE FIEB WRAL

i Description %X
serviceNetworkArn BRHE#8E% ARN, arn : partition vpc-latti
ce : region : account :
servicenetwork/id
serviceNetworkReso R % %8 5% & IR 1D, snra-xxx
urceAssociationId
vpcEndpointId ARENERN RS D, string
sourceVpcArn BRIR VPC ARN SRR string
VPC,
resourceConfigurat Bz EIREREN ARN, string
ionArn
protocol RAREEFRERBANWBEAE  string
ﬂ-':_o H ﬁﬁ{%i?g tho
sourceIpPort RRENEARZ RIRE IP bt FE  ip : port
B,
destinationIpPort RIERD IP thut MEEE,  ip: port
iEH§ = SN-E/SN-A B9 1P,
gatewayIpPort ERFMERARENERN IP#  ip: port
HEAEREE,
resourcelpPort BIRM IP that fEREEE, ip : port
g5l

EREFHRARZAR
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LT ABFEB RS,

"eventTimestamp": "2024-12-02T10:10:10.123Z",

"serviceNetworkArn": "arn:aws:vpc-lattice:us-west-2:1234567890:servicenetwork/
sn-1la2b3c4d",

"serviceNetworkResourceAssociationId": "snra-la2b3c4d",

"vpcEndpointId": "vpce-0l1la2b3c4d",

"sourceVpcArn": "arn:aws:ec2:us-west-2:1234567890:vpc/vpc-0la2b3cad”,

"resourceConfigurationArn": "arn:aws:vpc-lattice:us-
west-2:0987654321: resourceconfiguration/rcfg-01la2b3cad”,

"protocol": "tcp",

"sourceIpPort": "172.31.23.56:44076",

"destinationIpPort": "172.31.31.226:80",

"gatewayIpPort": "10.0.28.57:49288",

"resourcelpPort": "10.0.18.190:80"

HWEEHRETHED

ALY LEFRAFFAREIN HTTP SHRABWRA.

IR ABERE
HTTP 400 : $##EREVFER - AFIREENFERBEATER , THE HTTP R,

-Eﬁ%*%ﬁﬁﬁ 100 {EREMFFRREBIB 60K,
- AP mESETEFERAIZ BB T ELR,

HTTP 403 : 1+ EARKRESPEBE , BEEANBERRALBE 92 EIBRRE,
HTTP 404 : RZEN R BERMEBERITFESREEME E 7RI IR

HTTP 500 : AR A ARESEE R VPC Lattice B4 855 , flNELEREBE,

HTTP 502 : #EMAEE VPC Lattice B4 535,

HEWABETHEDE

195



Amazon VPC Lattice EREER

Amazon VPC Lattice #Y CloudTrail B &

Amazon VPC Lattice B 8 &AWS CloudTrail , EERBTIRUEERAE, AS FFENEENT

#% AWS fR#. CloudTrail 4§ VPC Lattice FFTE API Il AEH, HEHNFILIERE VPC
Lattice EE AW , LARE VPC Lattice API BERNENIEFEW, ZRABEEA CloudTrail FTYERY
B, HEY VPC Lattice 1IRHEMIFER, BHFERW P thut, BHEFBEROEE , UREMEFEHEER,

B-EEMIARERFELSELFRENENA. FOERATHEHE THIEE

%‘ﬁ FAREAEEREAERIERY,
£3& 1AM Identity Center fEFA &R H,
RiF, REFATREACEBES s FRAENERT2BRE.

BHE—H AWS RERBRE L.

i
D}I Hm

mioa X

m EE %
3

?ﬂh

o

7

b
Hm

EREIUIRS AWS tRF BCloudTrail &K PEMEAFMKE , MBLE A EFE CloudTrail
EHRE L, CloudTrail EHFEFEAE AWS In__niiﬁ':F' B 90 95;.5%90"“@%14: RAL TR,
S, WTHATTENCE. MEFMER , F2E "AWS CloudTrail EAERERE. PHEA
CloudTrail E#E$ iRk, REBHEBRLEHTEELE CloudTrail R,

W AWS 1R B % 90 RAFHER SN EHN , FREIUMRERH CloudTrail Lake EHERIFRIE

CloudTrail i& it

#R3RAEE CloudTrail i HEEE R FE Amazon S3 FEETE. A BIMNFAERRK AWS EEE

BE HRZEE., BUUERA AWSCLIZVE—SZEFHER, ERLEIZSESER K RARE

RFEER AWS [BiF tRE PR BEE), MREEIE—EigEH  BREEMAEH AWS [EiF ik

E’JEFFO MEBHMNFMAET , 55208 (AWS CloudTrail fEAEIEE) FHEEN AWS IREE L
IB Bt A AE AR ST Bt

BRI LLEBEVEH K REKSEEEEHMN —EEARLR CloudTrail FEZEEH Amazon S3 f#
i , EERMEEL Amazon S3 EFE M. WFE CloudTrail EEBMFMER , F28 AWS
CloudTrail EEf&., %1% Amazon S3 EEMNEEEN , 582 Amazon S3 EfE,

CloudTrail Lake EHE R FZHE

CloudTrail Lake ZBZREEMEEHE1T SQL BEFM., CloudTrail Lake &5 53X JSON EXHEE

EHEIA Apache ORC 18X, ORC R—EBEMAREEFRIN , srEREREIERET 7 &EL.

?r\\?v SREHRBIEHERNEFEHREY K EHERTHEREHNTITEES  HKBAKLEBE
EEHEREEERNGRG. EARSAERTHENERSREFMES4FEFEYL ATHSE
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors

Amazon VPC Lattice EREER

B, W% CloudTrail Lake HFFHEM , HSBAWS CloudTrail  EAFEERE) PHEA AWS
CloudTrail Lake,

CloudTrail Lake EHEREFEHRENEHNSELEAH. BEYEHERNENRER , EULLEEEANRE
HEREHRENEERE, Jtt;EFﬁIEH—rJEEﬁEHﬁMﬁﬁ-EFFE’JEJZZIK UREHEREFEHRENTERR
MERAREBH ., WE CloudTrail EEMFEMERR , 2B AWS CloudTrail EfE,

ERERHMEFE  FEAFNAR. NEFEEA ,

CloudTrail #89 VPC Lattice BE¥EE 44

:IJI‘H

ZREEFEWMH.

EEEHREEHRE ERLBTHEBRENEA AWS RS, ELtBAEG FEHREE, RIFTHE
5% , CloudTrail SR8 EBEEH,

Amazon VPC Lattice @& VPC Lattice £ HIRERHATEEH, WFE VPC Lattice 52 #%Z|
CloudTrail #9 Amazon VPC Lattice #2#IFHREBE , 52/ Amazon VPC Lattice APl 2%,

VPC Lattice E4-£i451

—EEHRREMARFRENE-FR , LEBEFR API RENHEEER. RENBHNERD. FX
2%, CloudTrail HFFERTR LR API RN EHFHERER K RUEEHTEMEMREIRFE
Ro

T 5 & HIFE R CreateService ¥4ERY CloudTrail B4,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef01234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principallId": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef@1234567890",
"userName": "abcdef01234567890"
},
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/
https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_CreateService.html

Amazon VPC Lattice

ERAEER

"webIdFederationData": {3},
"attributes": {

"creationDate": "2022-08-16T03:34:547",

"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-08-16T03:36:127",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "CreateService",
"awsRegion": "us-west-2",

"sourceIPAddress": "abcdef01234567890",
"userAgent": "abcdef01234567890",
"requestParameters": {

"name": "rates-service"
I
"responseElements": {
"name": "rates-service",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "CREATE_IN_PROGRESS"
I

"requestID": "abcdef©01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"

T 5 & HIFE R DeleteService ¥4ERY CloudTrail B4,

"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890",
"arn": "arn:ABCXYZ123456",
"accountId": "abcdef@1234567890",
"accessKeyId": "abcdef©1234567890",
"sessionContext": {

"sessionIssuer": {

VPC Lattice 44 &1l
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https://docs.aws.amazon.com/vpc-lattice/latest/APIReference/API_DeleteService.html

Amazon VPC Lattice

ERAEER

"type": "Role",
"principalId": "abcdef@1234567890",
"arn": "arn:aws:iam: :AIDACKCEVSQ6C2EXAMPLE
"accountId": "abcdef01234567890",
"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-10-27T17:42:36Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-10-27T17:56:41Z",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "DeleteService",
"awsRegion": "us-east-1",

"sourceIPAddress": "72.21.198.64",
"userAgent": "abcdef01234567890",
"requestParameters": {
"serviceldentifier": "abcdef©1234567890"
I
"responseElements": {
"name": "test",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "DELETE_IN_PROGRESS"
I
"requestID": "abcdef01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": '"Management"

:role/Admin",

WEABRE CloudTrail EC#ERNBEMNER |, 28 (AWS CloudTrail EAEER) BM CloudTrail record

contents,

VPC Lattice 44 &1l
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html

Amazon VPC Lattice EREER

Amazon VPC Lattice BtZ8

1B AWS tRF EREE WERERE , LB ARE AWS B, RIESERY  FASERETRR
EFFEN, SUNERRSRERE A MEMRRELRES,

ZEMIR VPC Lattice RIFLZE , 55BIRK Service Quotas 24, FEEERD | BIBAWS RIEIIZE
VPC Lattice,

EEFRE

i

fL &8 , 5828 (Service Quotas FH#&EF) PHBRIESEEE,

It

-

&1 AWS tRF BEBEE VPC Lattice #HBARY T~ 588,

218 % Cl) FREA
B
B 58 BUR K BEXENES: & BB EURAF JSON E=RK
10 KB KNER,
BREBEERAEN TERER: BEXENESE: =& BB RERPHNTFER
60 HHRER B LR, mEFEE M
BEANAREMPRSE , FHB
#& AWS Support,
18 AWS EER B H BREZIZENE i = {E R 5 0] 2 3 Y H1E BR

3 :5 HHE LR, WFEEME
ANBEMERE , FHE
AWS Supporte

BERKHEZEREER BREZZENE 2 BRI RN EE
i A EX#E LR, mFEEM
BEANBEMRS , FHhi

#& AWS Support,
BEREER N ERERE BEZZENE = Ed iR 5 A R MR B B Y B R
13 : 500 fAREEE LR, tnFEE

BANARENRT ,
#& AWS Support,
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-9BC96FEF
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-73D0F278
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-D64E952E
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-6095700C

Amazon VPC Lattice

ERAEER

=1

=@ AWS BEHNERAERE

#=1@8 VPC MERRIE

FEEEEXNRA

SEREBN L EE

151181 Bl 5 48 % O AR 7% B

518 [ 120 /Y AR 25 18 %

=n

BEZ<XENE
15 : 2,000

BEZZENE
15 : 500

BEZZENE
15 : 10

BEZTZENE
5

BEXXENE
15 : 500

BEZTZENE
15 : 50

IIE'

i

| Him

| o

| i

7|

| Him

| Him

AWS #1{E AWS EiFiRF
ALUBMENEREREHE
FBR, WFEEMEBEANE
EFMRE , FHE AWS

Support,

VPC HERFEHE

LR, FEEMBEANS
EMERF , FHHE AWS

Support,

BRI ARBEEERXE
ENRAEE LR, 0FE
BMBENNBSEHERS
s5B4% AWS Support,

&R LB E VPC MAR
Bk BB RS
HEE LR,

& LAB B — RS WA R
BEVEABNEREHEL
R, mMFEMBEINNE
EMERF , FEIE AWS
Support,

BEESNREEEHE
ER. WFEEMEANS
EMERE , FHEE AWS
Support,

201


https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-5FF8F9B9
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-0DCA4434
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-CF78395E
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-75D4A19E
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-9CAD07FB
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ERAEER

=1

=18 = =8 R

BE R B REE

FE R B REF4E

BEERHENE R

SERBREEN VPC B

B E R B R MIRE VPC inR

=n

BEZ<XENE
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BEZZENE
15 : 500

BEZZENE
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BEXXENE
15 : 1,000

BEXXENE
15 : 500

BEXZENE
15 : 200

IIE'

i

| Him

| o

| i

| o

| Him

| Him

BEREHNREEHE L
R, tIFEEMBEINNE
EMERE , FHE AWS
Support,

BEREN B REFEHE
LR, FEEMBEANS
EMERF , FHHE AWS
Support,

& 0] LA B R 7 22 31 BA A Y
BEH#ABE LR, W%
BMBENNBSEHERS

sEB4% AWS Support,

BA L B - BEEE
BVRBNBEEREL
fRo, MFFMBAIHANE
EMERF , FHHE AWS
Support,

A L BB — IR WRRR 2
S EAHEEY VPCs & L
R, mMFEMBEINNE
EMERF , FEHIE AWS
Support,

£ Al 75 478 % 48 BB Bk Y AR A%
BRIRHME LR, 0F
BIMBEANBEFRE
sEBE#& AWS Support,
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https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-620C821E
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-BB11C6B9
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-3DEC3B9F
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-D71303F3
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-EF6E2D62
https://console.aws.amazon.com/servicequotas/home/services/vpc-lattice/quotas/L-89DEA27F

Amazon VPC Lattice

ERAEER

VPC Lattice *XE T 5 ATAESE : usel-az3, uswl-az2, apnel-az3, apne2-az2, euwl-

az4, cacl-az3, ilcl-az2.

THRHHEEA,

BR 5
BETHRISSERENER

BEERNZEAKEREMN (MTU)
BETARESERBHNESVERE

VPC Lattice FRI&EEIEARAVELR A E
B3 [

VPC Lattice BRIEFEIEAR MY & KELR
4 fniBHA

VPC Lattice BRI & EELRH & KXE
R4 A iB Hf

Value

10 Gbps

8500 fi T4l

10,000

158

10 7788

NA

A

B8 7 A (=15 318 AR FE L & 1Y TR R 4E
B, EALRES , FBEENERS
RIEET (SA) REMBFKE (TAM)
DARR{SE— 158

R T EZNRRERE DR,

HRHTTP k% , E_REBRETHE
HEEREEVNERBERE. EF
LIRS , BB SR T RRBED
(SA) BT R F &I (TAM) SLERBiE
— %8,

ERAUEREERAPHER (EAR
HTTP # GRPC) = VPC Lattice IR
REERPERES (BARM TLS-
PASSTHROUGH) fW1ER T &M &
. ZRLAER HTTP MERARE
XERFRFER , SHHAERFLER
ERREREDBY, ETURES ,
BRI BRIR 5 REMEED (SA) =
BT E FREE (TAM) LLEUSHE —$ 1
:/ 8

F Fi%E VPC Lattice RIS RIRES 2
O] B RGE AR BV B RS B PR o
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