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Business continuity
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https://aws.amazon.com/route53/what-is-dns/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-monitor-view-status.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/best-practices-dns.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio-explained.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
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- ZB7T VPN BEMNARRS , S5ME T EFHD I8

l.'

|_

REL02-BP02 &+ KA H B RA I IRFRE 2 B M2 T ERELRED 37


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/network-connectivity-capability.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/dns-failover.html
https://www.youtube.com/watch?v=s5sjsdDC0Lg
https://www.youtube.com/watch?v=E33dA6n9O7I
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://www.youtube.com/watch?v=HJNR_dX8g8c
https://www.youtube.com/watch?v=u-qamiNgH7Q
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://catalog.us-east-1.prod.workshops.aws/workshops/effb1517-b193-4c59-8da5-ce2abdb0b656/en-US
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway-sd-wan.html
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/architecture-diagrams/latest/active-active-and-active-passive-configurations-in-aws-direct-connect/active-active-and-active-passive-configurations-in-aws-direct-connect.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-services-overview.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc

AT AWS Well-Architected Framework

RETHMERAEE  BAXEES IP Uuz=/, A8 IP Uut&E (k% RFC 1918 #55]) EXEHR &
VPC, EltREEFHEMmE FHEK :

- REFBEESASZRN—E VPC %ifE IP (vt Z=M[E.
- EVPC A, AFZEFME  UEWREZET AR,
- ZRB1%E VPC AZETARA CIDR BHRZHE , UHRRER,

« TBRE P UUEE LR ERTAES AR 2 Amazon EC2 H{TEE WL MERESMEIESR | Hl
FARHESZE B Spot A, Amazon EMR #E5 3 Amazon Redshift . Kubernetes # £ (510
Amazon Elastic Kubernetes Service (Amazon EKS)) it EZ BE LN EZE K RAERERT , BE
Kubernetes Pod #& %t VPC CIDR B2 15k — 18 7] % Fa A9 it o

« BIE , B TR CIDR B |, BIMUME IP Ut FE%E— @ IP U9 fEBER |, #EHeaEa,
« BEEE  MAEZLESFHMRS B VPC BNEY VPC CIDR E#f , BELUSTEER E M CIDR

ERFFIEE VPC, EEEE 7% IPv4 CIDR , ERJLAEE IPv6 CIDR,
- R AABEMN VPC CIDR B2 /16 , &R /28,

- ZRFEAEMERBR (VPC, REHEIE B RERED)  YREATERN IP VitZ=[E, MFEF
&R , F2H REL02-BP05 HERN BBV ZEPESEATERNIE P Uit $E,

AR : AHREN IP FREAUENEEEARNKE , YBETLENRE,
ERORER :

- REZEEARRWAEK , EH CIDRERA/NEFEEMRTE , EM AIREEREE.
$5RR 7814 Elastic Load Balancer BJLAEFHY IP (It B &,
- EHRNFHEBRPHEFZSRELSH FHER
- FREDEEHS, FREEER P UNFEARR.
- ERIBAK CIDR #EEEEH T RROARTEY , EVteENBUEESER N SEENH M

BETHEEE,
BYNSEEBNES Mt TRFRETUERTIFARENER X6 L RRFEERMTRAMN,
AEV M REERFNRRER : &
B FiE5l

REWRUERE R, FRERUREEMGERES. BRURSHREML , SRERTeIHERY
WAMRRBEEENRE ﬁﬁ%ﬁﬂﬁ%%ﬁﬁﬁ}ﬁﬁgiﬁuﬁfﬁo

REL02-BP03 #&fR IP FHE o itk F EEEEMEM T AM 40


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://aws.amazon.com/vpc/ipv6/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://aws.amazon.com/vpc/ipv6
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/IPv6-reference-architectures-for-AWS-and-hybrid-networks-ra.pdf
https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/elb-backend-instances.html#set-up-ec2
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/application-load-balancers.html#availability-zones
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html#availability-zones
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https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
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https://martinfowler.com/articles/microservice-trade-offs.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/what-is-mhub-refactor-spaces.html
https://aws.amazon.com/blogs/architecture/seamlessly-migrate-on-premises-legacy-workloads-using-a-strangler-pattern/
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https://aws.amazon.com/what-is/service-oriented-architecture/
https://martinfowler.com/bliki/BoundedContext.html
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https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
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https://martinfowler.com/bliki/BoundedContext.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://www.domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
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https://aws.amazon.com/what-is/api/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-destinations
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-errors
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://aws.amazon.com/s3/
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https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://aws.amazon.com/batch/
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://aws.amazon.com/cloudops/monitoring-and-observability
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https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://aws.amazon.com/getting-started/hands-on/send-messages-distributed-applications/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://pages.awscloud.com/break-up-your-monolith.html
https://aws.amazon.com/tutorials/orchestrate-microservices-with-message-queues-on-step-functions/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/high-performance-computing-lens/queue-based-architecture.html
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E

AT AWS Well-Architected Framework

« AWS re : Invent 2019 : EF Amazon SQS#] Lambda Al EE N E GRS E4EEE FERARER
« AWS re : Invent 2022 - ] Amazon &5+ S ERE S EventBridge
+ AWS re : Invent 2017 : Elastic Load Balancing Deep Dive M &&E B

REL04-BP03 H& T 1E

EFABPRESER  RETTESRENE, fln , MRENTEEREEIHTEERERSE | BB
FEARBFAVEENRRE , ERBRXEEMEBE A NIEAS (B alREBHNTERR), ERARSSEHER
2MHBWE , EERERERRTSFEHTIE , MERKBEREEE,

Flan | MREEMRERERFKIEEESE 100,000 EBRKRET , ME—BREBEFAR[LARET , HEHEA
BHEE, T8 K NMREAEHZI(NARFEERRTE , EERERERKESREREFHFBEA
REYEEAFPHEBRE , MEAZTEEH, Eit , EERERERFESNEEEB aRENTE
Tkﬂﬂo 100,000 1@ {7l R ES:EMEARRE (BB —fItRR) R2 12.5 KB AR, BRI ERARIFB/LEN
fZ, EREMRENE  EFERERERRTSFERNTIE, MAENREEBF U IEHRRBEM
LEJZJQZ’F%’O B L | &2 Amazon Route 53 RIEinHEEMRERE (HI90 1P i) AR, Y E&
& AE FA & AT BR R B0 B

KRB Y BERBHNRBER : K
BiFEsl

s BITHETIE  UEEERAEREEER  RETSRENE.

- BERBESHEKNE. TIRRK. BRRK. TERENESTHR2BEERBBSHWMEAKMLE. RB
EERBEEAGNTAREKECWEM Tt RE |, EMmReEENEEME,
e Amazon EBEERHL - AISEM, FEITEURMBERZ
« AWS re : Invent 2018 : BIIRFIBHZ B HE . a0 A KD KRB ARC337 ( BREEFEIE)

- $FEEEE 100,000 RARBFAEERERERRESL  FRATHEER , UEERRDIKK
REBAA , R AR DEEREFTE,

&R
FBASLHF -

« Amazon EC2 : fE{R$E{
« Amazon ZBEERF L DR RERBLE
* Amazon BBEER SO : AIFEMH, FEITEUARMLYEEZ

REL04-BP03 ##E T 64


https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://www.youtube.com/watch?v=9TwkMMogojY
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/O8xLxNje30M?t=2482
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/

AT AWS Well-Architected Framework

MHEEE

- AWS 2019 F#ISESE . SHEHZEEF Amazon &7t EventBridge ( MAD205 )
« AWS re : Invent 2018 : BRIRMBZEH | WAEHI A KIDNH RS ARC337 ( BREEFEIE)

« AWS re : Invent 2018 : ERIR MBS BHE - A= HI R & , KK/ ARC337 ( BIEERHNBES. B
EIE. BEBEMN)

« AWSre : Invent 2019 : BEEHEEHAIZEE ( SVS308)

RELO04-BP04 ZEEERERSE

RERERARBERRARE-R , AEBHSEMARFEROMR  EREE-FBROBRMEE. Wikt
—R A AFRAEEREER K MTAAROZSRERBEEFR, Al , AFRATUERAESME TR
tH API R , BRERFERE , EEREEER. BER%E API S£RAFRAELEE , Mo EE
FE-RTEHFERFELNEEAER , BIERENERRES RE B -,

EoBARGT , AHRZNMERKRSIIT —RBE AFRIABE —EFER) RELHIT—IXEE
(FEBHFER  EXAFIREER), EREFRVEBFERELINIT R, £ERESEMEBFBRE
BHHE-FRURMAE, EBE AP PERABSEZN , RBAUUKRE RIS REBEFR , MAH
BUEENREHELRFA.

FAHIRR . CHE -, TEBLKARZERANGE , SBRARETHNRE < BNESEMN,
ERORER :

- BIETER , BN—RECHEERATESME,

- BEANBREMNEBEREERSEN,

- BEAREHACHARSUNRSIE, EXTRERARERZNSEMFinE A AR REBEER
ER2E | MGk,

- BRATESEMMEFRERS. KASEESF LN  LEASERRETTENERASR Y ESEH
ARPERE. EVREERMERRLLETREM,

« BEBB<EEET—BHRGIE, BREIEF -, RETRELIHBEENFR , EMEHIIH
R R

BUMKSEEBNESD .
- TRERMEN  RRAUEEERANEENFER , MAFTUTRENNBENERIREEE,

REL04-BP04 EERBRHERE 65


https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E

AT AWS Well-Architected Framework

o NERT RN BEEATHERBA - AT ANEESEERNGR , EMREESNEEARERRT K
HER. EEREREMBRYENEZN I BARRPALREE,

- REER-HM  HRMEENBEREELERNEE , ALESUHEPIREIHARKBAREESR
—Htt, EBERNHEXZNRFNTEMEEEERE,

- HREE  BEENTFAREREEERE. RAFREZEBENRKIICE , ©a L ERMERN
EEMFHLL M EMEEFR,

- BEZEHE  BEEHTHEAEAMNERERSE, BRTUEARSUHEFRHREHZFER  EXERS
BRI EATHE

- LAY API &40 : BT UBL A FimMARB[HRRBHEN , LRI HERRBRERNESE.

REV M HEBEHHNRBER : &
B FHEs

EoBARRT , &RSYPT—XBE (APRRABE —EFR) HELHT-XBE (AFRFERLF
REZFEEERL) REHBEZNEE, T8 , BERE-XNTAETRS, FEEMLERN , EHNA
FinRBHHEEFRELELRUBESEFZN,

BEBEABSUETR , REBRERSFFHRNEENF R, ERBKIEFESUHFITNFRE , B8
BREFHREBEHEA, IREERAZN , RERSENYECEFLE, MRFZHEHMN , MRBEE
HFER, —IRFOEEZN  RAREDOE. LRHISHRMEQESRES  EMESSHARKH
A SN — B

FEMUREHERDRENEETR. CEEBEEHASTIIZE , Hl0 Amazon SQS. Amazon
MQ. Amazon Kinesis Streams = Amazon Managed Streaming for Apache Kafka (MSK), TEX 48
MT, RBRH—XNFAETHEEENEERB X, ERTEEASPELLTERENTFTHR , ©E
EREERINEAEEASR , TEHHRARELEENEF, AERERKVIINEEZR , I
PHIEEEFHNAS

BB EREAE RS WINBESEFNERGEF LN EA TR, EEEPNESETEFRBBEE
SERAREERSYE  URBLREFESEB—XWEMEAR.,

BESR
1. BRI EEFRME

BEMRLREZERS M, ELBEE IR POST, PUT M DELETE HTTP B3& , UARERERA,
EHAMBRRE, TESRBRENRE PINERER) BETEEREMN , RIFEFREMEA.

REL04-BP04 ZEEBRIERE 66



AT AWS Well-Architected Framework

2. fE FAME— BT

EEAEEEINBSEARSEREBRIISHE—NFR  ERREEEFERY , ERHAEDPEER
W—&5 (BlE HTTP 28H), EREREKWEHANEEEENBERIEE. EARFTRNEBIINS
¥5)8 i ME — 5 B RS (UUID) 1 K-Sortable Unique Identifiers (KSUID).

3. BN EEARRE

WHELEESHFESERERFRORE, EFNEBEERNE, RNFAMFAMEFHEFRETR
EUFHRYENRE (WEFEE, BERIAK) KEKR. LREEATETEAHBFINEEE
BV RSB

MEFRE , UTERAEENLTRHEBIRMERS —BMUNETY | fINHE, XZI\BILITEH,
BRECHESHEIHNUTHAEEEFREFEBRN BRERSF. ERMBBR LEFHRYE
WHEBBEFRELERIIT,

3

ERENRTFEBRENESUEFZN  LEERFZEANNE. IRENBEFRAEEHZE ,
ZRHHERNCERBYKERG BEBAFTERER TTLH), EEERARSEEFHNTRLESRE
EREmEER.

BEANRBERSHEFZFNABRENER AWS #EEEISHE

« Amazon DynamoDB : DynamoDB 2 —I& NoSQL E# ER , RMEEERENS T A4 |
RUFEEFEREFESHAMABEER . DynamoDB WRS|IBEMNXHERER BESNEBENME
MESHFHEABRBREEANE D, WRENEAEXER/ARKRE TTLE , Al DynamoDB
LEREFERSEEFFIBH,

 Amazon ElastiCache : ElastiCache AIAfFS#IAE, KEEENANERNBELEFR. WR
EHWERAREXERABRET TTL & , 8l ElastiCache (Redis) #l ElastiCache (Memcached) tt
SEHEESHEFRIBH,

- Amazon Relational Database Service (RDS) : &R LA Amazon RDS REHRES M FZRFME
BHREER K FHRENEARS BB ERNEAREMAIER,

« Amazon Simple Storage Service (S3) : Amazon S3 R2EEWER AMANYHREERE , T4
RERBSEUHEFRANEENTEER, S3WRAREFIhEEHERSERENREFESHIER.
BERIERER  BEBCRRUTER  EEEMHENERE, FIENNEESE. MEAMmAMY
MAAYE, AR ESEHHMGREER T EEREBESN AN,

4. BERERE
HIEH AP I THERETHRFTARS, BRSUREMATEEHE 4P, ELREFRIMT
BEZH  FAMEH-—BIREEERE, F#CRE , IERLMNER , MFBRATRE,

REL04-BP04 ZEEBRIERE 67



https://datatracker.ietf.org/doc/html/rfc9562
https://github.com/segmentio/ksuid

AT AWS Well-Architected Framework

plan , ERFREEEVEAENER , AIREEAHEK -—RABNERERTEFE. WRE
REERHE  AREDRANCERAEENR K MERUMERE, BELE , MRFIEHAERINA
EHOUSERHESNTN  ARAERZKAR.

ByeKuREENH , LHEEBERNESE. EEEHERESETENRS , FlamIhFER,
RYMBFEBRMEEFRK

MRIEN TEEHFIA AWS Lambda & , 55Z & Powertools for AWS Lambda. Powertools for
AWS Lambda R —ERBZABITEHE , EEBEER AWS Lambda RE R , AT BB EEEMARES
BREER  YIRABAEERE, SEIREHAARES Lambda HEERATZERNESE
£,

5. BREEESH
RO AP TGRS , UEREERENBSLE, EREPRAFRTREBNTS |
URAAREN THRRETTRNED,

6. B AL

BEEZENERHS  UEANTMEDEESHARNEE  AINFEEHNE RS, BENE
BFEREE, EUHPEEANBETIAEFEPNEARERENMTA.

iR
MENREE

« REL05-BP03 17 il 1 PR il 2 54 ¢ 0y

+ REL06-BPO1 E THEEBMFIE TH (BH%)
« REL06-BP03 X EX (BNEEEMETR)

« REL08-BP02 #Ihee B E S AHEN —Ho

FEEASLHF

« Amazon EEEZEERFL  BBEZE AP T2 TER

« Amazon EBEER T 2 BXRKEHNRE

e Amazon EBEERHO - AISEM, FEITEURMBERZ
+ Amazon Elastic Container Service : R BEZH

« {{AE Lambda REIESE 2

REL04-BP04 EERBRHERE 68


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_mitigate_interaction_failure_limit_retries.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_monitor_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_functional_testing.html
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/ECS_Idempotency.html
https://repost.aws/knowledge-center/lambda-function-idempotent

AT AWS Well-Architected Framework

o HER Amazon EC2 AP| SRV EZM

MHERH -

- FABHESEEBEESBHAEAER - AWS BB IiTEE

« AWS re:invent 2023 - RS ESHEEEBEZEH —RKEAERX

« AWS re:Invent 2023 - BB E RGN ERESE X NEE

« AWS re:Invent 2023 - £ | Amazon EventBridge K3 B =5 44 BE B FU 48 =X

+ AWS re:Invent 2018 - BP9 &R BB AR HE - W EIS KN B RF AR HI# (ARC337) (BIEFRE
&, BEIE, BEBEN)

« AWS re:Invent 2019 : BEE/EREN B 2248 (SVS308)

fHEA T E :

» AWS Lambda Powertools Y B (Java)
» AWS Lambda Powertools B EZ 1% (Python)
+ AWS Lambda Powertools GitHub B H

RRET 70 B\ R P R BB BARR R SR 2 K B

PHARRFAEEARBREEH (Flan , FREESRE). BIEELHER EHNERIEARIEERE , £
THEHPMMLETREE, 7HXRAN TS BUTSHEGAARIEESEREETFENHRE
B, BEREEXTRIEETAZIBIZME  FREGREPER , TAREEZTENTE, BR
MR IERER (MTTR).

f"|||

ELREBBAHLERE  UREFHREBRER (MTBF),

REEK

« REL05-BP01 BEEERR , SUASE AN ERKESHRSEAEKYE
« REL05-BP02 FRi#EER

« RELO05-BP03 2 i1 bR i = 54 /e

« RELO05-BP04 1Rz 88 A BR 47 51

« REL05-BP05 &7 I F il B

RET D HRARBETNEDUERERAZ RN 69


https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-idempotency.html
https://www.youtube.com/watch?v=gA2-eqDVSng&t=1668s
https://www.youtube.com/watch?v=KXR17uwLEC8
https://www.youtube.com/watch?v=FGKGdUiZKto
https://www.youtube.com/watch?v=6X4lSPkn4ps
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://docs.powertools.aws.dev/lambda/java/utilities/idempotency/
https://docs.powertools.aws.dev/lambda/python/latest/utilities/idempotency/
https://github.com/aws-powertools/

AT AWS Well-Architected Framework
« REL05-BP06 5% A] B2 R i iR A AR RE
- REL05-BP07 BER 28R

REL05-BP01 EEE E AR , LAASE F Ay RE A 41k 1 B 45 B BOAE Ak i

EEMRGKERETTH , EARA A NERENTEZOIE. eAEUREREABHMRENER.
RER , EERREHEFNER, ETHRAEBRAMEFERBICAMKRASZIKERENMER ,
REROEREE,

FHIRR  EXHNHERERITR , TR MANEE , BURRAENEE. T RBR B
BRALEREF, THEREREER , CUEAMITEERZLAN , AELSEATRANTEERLH

AREE,

FERIRER :

o REBBIFFEMNZOEKINRE, BMEEMRGMELRBIERE , 6t TR THREEFEEE,

o BAGEREE  REZEMHEAENEDc-EEZER  BNUERSoERE BT REER,
- BXZED KRMIFEIL T —HAAREE,

- REBRGEVERHRRSEERE,

- REFREAMMEASREARRNEE , MAZEEEMNER,

BUMSEEENED  RIERRFRRATHRERREENTRAYE  YARSEENRRTERE , B
EERBAB TR,

AEUMSEERHNERER : &

B FiE5l

REFRFEERE  APRERKEARE T4 IRNZERIRE, BRERLT , t4EEMNEK
HAY , WABHEATHREFERKNEEN T NERELRHE,

RIEFREFERNERE  SRETARUERITBEZEBENRIEN. SRNEBEARER K #5—-
BREAUELEAHEEENIERHFETUERES, ELEERENATHIRANRENEME
Ro BABRT , MER —RNSEMEERK , T DARERHUTEZH A XATHZOIIEE,

EEERLNMZN LREARESHR. AEXBERRRER , MEEURMBE. AWM, FELHZ
FEHEREENM , PREGRUNEE, —EREAUURTRATAE-BN , BELARR-HE

RELO05-BPO1 BFE IR , LAASIE A Y REAR Mk M B A AR MR 1 70



AT AWS Well-Architected Framework

ROBAT , MEREE? YRAREE , ARRE-I, HRIKEAERX , AERETH
. BHRERFFHBEN  SRTERBRREFNHE,

EEMREMNE , HURRTHNER , ARESBERNRRSERL IR, Hlm :

- EFEKBUTEEERIREZSBATRRAENESR , fIMEALHERE. FEEENER , UREFT
BEEEMAE LNRE, E—ELFRRLANE  BREMAFERS , MARNFFENERER ,
MAREEMN,

- MBEBMEES —KRH , MTHAIXBANTHDATUBEREM R, EEERBEEZEZEREGE,
At | EuT L Y EE O AR B IRERT, MERERBEEAMABNEN , IFKKBPNES
BAEREZRHTHIAEREFERLZER., KBURENHBEAtLERET R,

- REXGNRAMLERBREBHATTAHEEN , AL RHTEH. HRI9MHRRXSF , A/ Saga
BREHARRZNEEREARNBERT EE LR NIRE, Fitt , BORERE — B,

- EREMNRREZEAREAREORNMHEKE, EEEERT , TUERAEKEEN. EXREH
MR O R IRE | KR T LYRE R et T M fY B EA AR &8,

- EARX RSB EHEENSY., £A—EAERNSHEIRR[NEG  YESBEEREELERAE
FRELZ2Y K SREMRA

AR, AR ER TREMNEBEEETIE  ARELTEGEHE, —MRRKR , BEREA
fB R B

BESR

A BIAERM A EBARMKE . FEEEDAREREMFERNAR. BEETERARYE , B LHENTER
MUK EFZINEEPERIRENTE,

AT S AR | SWERAAMAE R R REEEFRER

1. MRS RY : —EAxHTEERA T HFREREZSERER , TURE —ERENSEFZR , S
EHZERBESRE—EFR,. REBREME  BUHTREFTEANEERELSR (NFFME
A, F2REFECI IR,

2. THAGRSEHMBIRERER | MRHTHERENBR-EXY , IBREEARRBTERN,
ERTREHEBENARELENNEAH  UERFERSEENRE, W LIERBESHFES
UERE T RARHRMTY, EEAREFURR  #EFLATHERREEZESHER , BBAEST
EREFILER , LARTEREREERET AL,

3. BHEHERELMER  FEEMBYEHE  TUALARRIAMBZRET TSN RBKRERIIE
BWFERE, FEE , ELERAREFEREFENRE , XBSERNEESF,

RELO05-BPO1 BFE IR , LAASIE A Y REAR Mk M B A AR MR 1 7


https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/

AT AWS Well-Architected Framework

4, B RASREABIETHREM MR MEEESER  METHESME N ELEATE, BERBRBFR
ERRYE A SFERBREMTEEUE. —BMS  RRETAFEERHIEEERRBEREMA
B, BTUESN, ) REFRARATHESFSETENREBZEETERESHRER,

5. BB ERENETEHTERUEELMER | Amazon Relational Database Service 8244 Fr 5 3
BXERE—& K REE—BXEEASRHTER. ESSHEAIFERENE—KNH  AFEE
BESENRE, ERFAZTHESARUESSTAM , iEH Amazon Aurora Serverless A
ESEHNEREM TR, EE. BAFEENTHALER , TETHREZTEZEEAREEN
AR, BAKEBENERTUEAZBERER , URHHEENEQERNESD , mMTEERMDER.
BEATLEERIE (FlIn , £ Amazon Simple Queue Service {T5IH) | it | BIEFEE AR T
BASER , MATUEZEFHNEARR,

&R
FEBASCAF

« Amazon API| Gateway : FHi API ERUESEENBEE

+ CircuitBreaker (I E51 8 "Release It!y, EFE MY ETEES)

« AWS R SERRE A B BUR

» Michael Nygard “Release It! Design and Deploy Production-Ready Software”
« Amazon EEEZEERF L BRI BARKENIER

- Amazon EEEER L  BEEERBENITIEHER

« Amazon EEEE R PO | REBRE A KB

« Amazon EEEERHL R, B, BHERD

ElaE 7

o EH. BEMEE : AWS re:Invent 2019 : Amazon BEEE R F LN (DOP328)

RELO05-BP02 BRiEER

[RAFRUBERFZRIIFAH B BNIMERSER. RNTEERRBRRERNFR , LEBEBERR
FIWEER , BER—-AIFAR , EHBERESERIRR,

YRR  HREFRERAEM, HARBREZRARMEKNARERIE | AEBFRBRRER
B FEHENBEELRTREIENGRE,

REL05-BP02 FRi AR 72


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://pragprog.com/titles/mnee2/release-it-second-edition/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://youtu.be/sKRdemSirDM?t=1884

EELS L
ERORER :

AWS Well-Architected Framework

« APIIRHRBAEFIREATERE , MAZERPHHE,

« APl iR RAEBRFRAE , SARREHBRRBRS

- RARBRE K MAZEEFTRADIERM,

« AEBRBERIFFBRKDER , EFRFHEME.

- BRTEMEEREREIMAERRS,

- REHEAEIHERRN (A2A) AP UAEREREEEAE,
- KFRERTHIEAERETRAILITHRE.

o REEMER IP IutayERRS,

BYMKREEENED  RERRRHINTHEAEHEATFRPNBEREERTEEERE , IRIE
HeESIWHERAH, API MFIIMNBERERATFBHERSZIRE , EFSREFREEER.
BRRRESERMELFERE , EREE— IP it API AENABRETERSERMTE R it
A&,

RERUNBERBHNRRER 5
BiFEsl

BHRERGIRARECANFERRE ; REVEREHAHAREL., WRFBRIEREBRY , e/ E
ENERARELBREZIIRR. ETHMAERBHERINBRER.

ECNRBRERREFER K FEREFEERFIREEE (FIEEET , ERENFEREEE
), BREREVHNRARENEAN , SKBSEFR—EAEANLOERSERE,

- uEEERLE

R RERLRILL BB ZE

SRTIR AN

REFITRE A = [RIAEE

REL05-BP02 FRi AR 73



AT AWS Well-Architected Framework

BRI ERE S,

Amazon AP| Gateway BRIBERE N EFHR S EFEENRFEFEIREEL , WA TRBFERTELER
AEWEITERE. I , Amazon Simple Queue Service (Amazon SQS) #l Amazon Kinesis B LA#E
FEFERUAEBFERER  WAHANBRREEESHRR. &% , TUFER AWS WAF BERXIR
#l , UStHEELEERESEHNETE AP BUAEETRR.

BFESR

ATLAE A API BYPRIRPR HIZRERXE API Gateway , M 7Ei8 H PR #IBFEE 429 Too Many Requests
28, WLAEBER AWS WAF B2 AWS AppSync 1 APl Gateway ¥m B , LURER IP (it BB ERER
#lo WA, MRENRKABRTDIIELEE , BALUEABRATIRERS , SUNRE R A F w0
EEEE 6 EMREAZNESHRRE,

BEBEEDRE , L Amazon SQS FRE A AWS Lambda EH IR , ATSAREIIT LR , R
BRESEHRERTERFEIIRFE P EMERBAZEN TRKRF L THITERE.

# R APl Gateway IR T BRI BN ZEEEF , £EEEMER APl Gateway 15T , B LAY
BHERAENRFTRNESHEERARBRER F28 "ER.) DHEEREH).

- THYWERESEEDIRSERN APl Gateway EIRR T, FEFEERN API AR BEER S RERD
API €18,

« & AWS WAF #RZE[R IR B EHAZE APl Gateway 1 AWS AppSync WS , ABFIEZ AW HEER
P, LtHAtBTAT1E A2A BXEE /I AWS AppSync AP| £88 EEREERRREIFF A,

ZREREFEL AWS AppSync API BNRERRFIESHRRZES , MRFE , 55 AWS AppSync
U B0 E 5% E AP| Gatewayo

* #& Amazon SQS T3 E & Lambda T EVAENBRSER , FELT LRBERZUANFERERE
REENE , ETSEEFEHM Lambda REBW AL TRE|, E&IEB Lambda ERTHIE |, 555
EEHEERFHNESPHEM Lambda B LR EFEEZ I 1T,

- £ API Gateway B2 Amazon SQS = Kinesis B R4 RIS R & REE R Ko

- MREEEMFER APl Gateway , FEEREBEERE , AN I EEREFERREIrRERE
*. EFEPIERY BTHR , LX&?%’%JEE’J&‘%EO

AR EHERTEREN RS , VBT EAFFEMAIRS , WECek S REAIR S,

- FAKRHERESINEEANEFELNEEN, BMRFE  BFLEEHENERSFRANIARRAH
BEFNER , AREEME M,

REL05-BP02 s X 74


https://aws.amazon.com/api-gateway/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency

AT AWS Well-Architected Framework

&R

MENRES

« REL04-BP03 & T E
« REL05-BP03 2 %I A1 R ) & 54 /ey

MBASLHF

« Amazon API Gateway : F38i API BRUEBBEENBIEE

« AWS WAF : BURR S E# IR B FR X

« EAEA Amazon SQS EASHRIRRH AWS Lambda 3617 LR
« AWS Lambda : ¥ 17 EFR

FERFE A -

- ZIEHKEEMN AWS WAF LURER A E#AE B
» Java Bucket4j

Python R F#FITE

EER TR

NET REHATHEERH

R

« £ AWS AppSync BYE GraphQL AP| Z£ R{EE

MHEEITE :

* Amazon API| Gateway
*+ AWS AppSync
* Amazon SQS

* Amazon Kinesis
« AWS WAF
« AWS EWEBRERE

REL05-BP02 FRi AR 75


https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://aws.amazon.com/blogs/compute/introducing-maximum-concurrency-of-aws-lambda-functions-when-using-amazon-sqs-as-an-event-source/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://github.com/bucket4j/bucket4j
https://pypi.org/project/token-bucket/
https://www.npmjs.com/package/tokenbucket
https://www.nuget.org/packages/System.Threading.RateLimiting
https://www.youtube.com/watch?v=1ASMLeJ_15U
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://aws.amazon.com/solutions/implementations/virtual-waiting-room-on-aws/

AT AWS Well-Architected Framework

REL05-BP03 #2 il BR i 2 & i il

ERERRE K ESXERCENEREZFNRREREFR K. AEACBEARNBIEHILERRBR.
BRHEEFHRB LR

FMER s BARBRRPNAR THSEARSE. SRFEHSR, ERENDNSAMRSE. HFEER
A EERMATURRERTRMEHAREBERNFR , ARERECELADRFEFTENER. E
RFmORBHNFERE , FREMAER , SFCRE. JTH. ER. ERR  IFATHLERN
BER, 2HNRFHERRBEERYEEREAERISENRE  TREREI THRETHTET
e,

EAPmARBE R EREER , MAEZXHEBREEER, NRITER , fIEEREFHE
MBEARERENERRBRIATIAAERE, At , REBRENEFRAHPBIERBRAL BT ARBENE
@, EERIE B EREMREEKIDEFERERE.

FROREN :

- ERFEEBERE, HBNEAEAENERTEFER. RENNBDAIRBRERAEHABRR
ESBETHAERMEEARRERIE,

- BEER  MANHAEMR , SIRREZCKRES § , SDKMTAHAEHARH,

o REETHEMRMEMUEBRATNERAE  EMERTHRER  SEFRRRRELROERVER, 8
B, RGBS REF B TET REREIK.

« REFRTBRAMER K SEUEENRBARETERNREE  SEREEREA AL B TR,
- ERERSHE=SEXRDEEAK  AREFTERA#S,

- LESERN AR ERARMBNZERRESR K SEREERRARTE-—SREAER. FBLT
e LR MATBEMRBENRARER  AREE —ERREEER.

- ERTREENRBTY  EBERBOIEIER  SINEENER,

BUMSREEENED  EXTHYAFREFRAMKESHENGER  ELERAESARBNE
BRMEMEMABENKEE. EAMRERRNEREN  EXTURREF, ERXMEHEREHI
EH , ERTREEENSEER, TAFREATHEEAHDNERER K TRARSEERER
ERRMFETER. HBT#EKFREEIRE  MERSROEERNEE ERFREHFMER
MEELH, &R A FHLREBAERRHIEBRKE , LBREVEELEDTREXMNER.

RBEUNBREERKNERRER : &

REL05-BP03 12 il 1 PR il 2 &4 ey 76



AT AWS Well-Architected Framework

BFHEs

EHMRAIERFLY, EREHRBUAEEHERBREER. sIERBRBHRICERDR , YRHE
AR ER,

AL AWS SDKsIRFAREEFERANMERER, T THEEFPEANERT , FRAELAEAWS &
B, ENUSENRER , URERTHXEAFRTHALE  EENITFEE[PEFRLUNEE. R
BHEARGIBERSREBUARMEEFELER., SRLEEACRARIZENEFERARBR

BFESR

- BRERENHETNRERR , UHHEERAESMRBNRBEEER.

. 3BEE AN SDKs SHESERENESEEKCEREBNER KK , YEARKEEENRSE | I
BiRELCECHNEREBEEST,

s BEEERCH  BRRBRERSESN., BEEERR M EEEREDMLCAREN EHERR
R

o WO AWS BRFE BSAPIs , 55 AWS SDKsH AWS CLIM: T ESMHRER1E, MRENREESEA
RIENERRA |, WIRFEHTREMBE,

BR

HENRESER

« RELO4-BP04 ZESEBREESE

« REL05-BP02 BR#EER

« REL05-BP04 1R %4 88 R {7 5

« RELO05-BP05 %7E F F & i

« REL11-BP01 B3 TYE& BM PR A stk LUE Bl B FE

BN -

- PHERERNIEBERE AWS

« Amazon EEEER DL . R, FF, BEER
- BEERENEE

« DB ABEREFALTSE APIs

REL05-BP03 #2 ) # R &) &= & r 77


https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/

AT AWS Well-Architected Framework

YEEA SR

- Spring E&
« Resiliencedj E&

MHEEE

- EF. BEAEE : AWSre : Invent 2019 : 148 Amazon Builders X & ( DOP328 )

HHEETE -

« AWSSDKs Ml TE : Ex1TA
« AWS Command Line Interface : AWS CLI Ei

RELO05-BP04 iR & & F R #4175

ERBEERDOEFRFRERE. NETREEFREBNER  YEERETEERASKE
H, RE@IER - EXTENRBRAER  TAREERTRESENENIEESR, FIHIER—ES
ENCEXESEN LT EEHE  YARAFGKEARSFESEERBHER, IRBBEERRE
MTRARNERE , BEFRERASHERY , FEATIREFGHER. TR , FANFERERTS
Bfr  ERRREHAFRECHENBRFRZIRE,

FHRR  ERXRMEINERFEA, BE, FIARRIRE KM ERBKER SREEERE , RERE
RURBE AT MR RMEFRE, KARMRERIEBRXEERSEENRE , IRAFPRERTIES
EERFEBRBEHFRAREEBLFBR  BUEATEYE. BEEEEHFATINFERE , BETIE
HERE , UBERBEREIRBRNER,

FRRERX

« 7 DLQ #IxE LBFEARTS , EFRREENF TS (DLQ) HETR , LERRMK KK,

- RREBABEMTITNFEY  ER-—ELEENE , AT HTIRAEMNREEEZRIBEHRE
HEH,

- EREELEFEREEMNERE , ARBERCFAFER , RKEKRTIPEREFENAS

- ERELW (LIFO) TN EZEMEAFIRERKRE T STELE (FIFO) 1751, flan , EXFE
BI&HEF , URBFEERILE T AN NEBHRBNGER , EHFHERFiniiEEIE Rk RIS KLER
R To

- BRBTILFEEAFR , MARLAFEETFEZIURSHERRARITIE AP

REL05-BP04 &4 &2 A R %17 51 78


https://github.com/spring-projects/spring-retry
https://resilience4j.readme.io/docs/retry
https://youtu.be/sKRdemSirDM?t=1884
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html

AT AWS Well-Architected Framework

- HAKERERSBITEFRELE , KBS THEFREDLSHBI TR MBIEFRENE— 175
o

- BERETEANER, BRNERIE , MER—TIPREEERMBENFER.

- TRFGAREANEFRRERBTFEFERERENRG  UHTRAEEEFEEERNRSERT
IR HI SR

- TERFREATBRERVER , BARERMER REHT K RESNENND. HEEMERYE
K, RERD AR HTIE K ME BRI K KA TF,

BUMSEEENED  RERENRFKERZEENBE  YAERGELEEREZH  FEHER
RMERESHNEE, MABRTIIRBHRE , T RERENBEMERFRBOR R HEESIIX
EeE DM TSt

RETUBEEBRNBRER : 5
BiFHE 5|

RIERIBAVRE I URBARBEARLR | URESNERREP. RTREBRELMN | THER—EMH
EmMEANRBEN , TRKTH T BEHDBE. Amazon CloudWatch 1R A1 K LM 2% LH A RAEE
RHIZhEE, BHIRMAME , TAAEERE K SEEHIBENER. ERHEA Amazon SQS M
H PR REBETIIALBEHE  LAEZENMAERTIBRFURABLTA XK,

EESR

- EHREAEFEENCUER IS ERE  WFEABLRASIEERPMIRERABE, Amazon
CloudWatch A {7 Bh 2B R FE A TE =0 B 558 X SDK # A 2R 2 T i5E R IR ER,

« {#/ CloudWatch IEEEMNEREHIEMNER K ELERSEMEENIIE 6 SEEEELRESER,

- FEHRFT API AR BREREZHER , WFEH Amazon SQS #EE R IMBIRITY] , REEB
RIFAEREEEFAENAFE , BERFRTUEBHERYEEETHM T  ARERRTIEA
ERBFER,

- HELERERMRASRMRE SR FRERSRELE CloudWatch 1% , FUBHE
1247 5IRIBIEE,

- RARMMERYERAL | WELERBOEHBNBTHBREFOREREN , BERERLS
WRBHRERESS, ETREELEEF T, YASHETANRERBREREN T, 8
EHATEEUR LIFO I8 | SEHAEN LT ERNRREE.

- ERENFIHEMEDTY  BEZERENFABRBFEBITHEERRANBENNLE

REL05-BP04 &4 &2 A R %17 51 79


https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/sqs/

AT AWS Well-Architected Framework

- BITER , IEAESNERLT , EHLEBEREEASRERERL , BREFRAFKTBHERN
e BEASRE.

BiR
BN REER -

« REL04-BP02 BB E AR

« REL05-BP02 FRi#sER

« REL05-BP03 17 il 1 PR il 2 &4 /¢ 0y

+ REL06-BP02 EEMFtEIEE ()
 REL06-BP07 iEiB &K R B2 5 R0 i B i 8 it

FEEASLHF

BeEEiRENTHEE

RIEREE

w4AIBA Lk Amazon SQS 175 T ENE M EFAS ?
Elastic Load Balancing : [Eif#E#

Amazon EARXEREZEFISR  REREBENRHES

rERAEE I -
s PEESEN  ENFEH/EE
HHEAR -

+ AWS re:lnvent 2022 - IR{ES A Z 0 A EEERARE

fHEA T E -

Amazon SQS
Amazon MQ

AWS loT Core
Amazon CloudWatch

REL05-BP04 1RiE A& & F R {7 51 80


https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs/
https://www.martinfowler.com/ieeeSoftware/failFast.pdf
https://repost.aws/knowledge-center/sqs-message-backlog
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/zonal-shift.html
https://docs.aws.amazon.com/r53recovery/latest/dg/getting-started-routing-controls.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/DeadLetterChannel.html
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://aws.amazon.com/sqs/
https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/iot-core/
https://aws.amazon.com/cloudwatch/

AT AWS Well-Architected Framework
REL05-BP05 5% & A F & b

HEERMNBR EZERERE, ARFMLEHEETRE  YAFEREERE , RAEMATHETEER
HEBME.

AR AFhREEEEREESTERERERESRTANFRABNAF R, ARFJNIHFES
BARA. AREENBEEMREAERIIRER | R 5 RS2 6 IR AR 3 T 68 R B AE 25| R Y
HALE

A FimERRIRERENERE, KERER , APWREREYER , MBS, SEEATER
B TR EERERBERBRAER,

ERORER :

« FTHERFRFENARE

« THEBEFNFERTEERE.

s THEBZRFREFRFNAIERRE , IREFHELERTREBEBNAFIR, REITHEREEN
REA AN,

- THEZENEBEAREEIRBRSI SEMBERRIYMB AN , URREKABERENAF KN T
Ve R HRAERY AN,

« PRRERNBROBEBE.

- BRERESAS K EURSEFRRNEERE , WENERERE,

- BREFRESAK  ERA/LK.

- BEEEN USRI IRIRIFA (Bl a0ETER SR M ER) AR R

- TEBEZRBEWIUERE, EENRBKERR , UREERFE, ELEFRUTRHABBERRER
W AFAY R R

BUMSEEENED  ERWURKEHRE  BRRRFTAREFEFEERE , LETERTUD
EEERE K MBRERARBAFREZEER , TUREER,

REVNHGEBRHNRBER . 5

BFHEs

M ARB AR PR EMEREFAFY | BEREERRENFRRE, FERBHRERREN
WMEFIHEE , BFFER , BENBHBEEMS  FLEEARERERIBENERE. ASNESRERE
MEAK  IAEAFRSTRERLER K EREFERER, NMENETRESHNRFRENLEE | |
RREENFERBZ, #REERT , EVREHTL2FHE , RRREEERAMBFER.

REL05-BP05 52 Fl B ism i 81


https://martinfowler.com/bliki/CircuitBreaker.html

AT AWS Well-Architected Framework

REREFREEET , FEETHIEE !

- HRFERVAR, BEERBZEIBR RN, REFRNESHITEELFEER,

- AREEBENBERTRERATLENARSZINAFRER. FUBERAT  RELBRBHEMAE
i, IAMREER, REtEEERRNARRRRE , REAEACEIERBENRETE,

- AERBZEMEEFERNBRTEERHIEER. BEEFRNEANBRBAAE , BMRFERRE#
BRIENEE  REREZTERESE  MASTREAFREREAE, RS ARSRBEEN
BB A RSRER.

- REBEEFRICEBAMMFERBGESRETHNER , TRERKLER. ANBRIEDERE
E, AtERBHRREAMN , BRBE2XM. EUERT  BEFEBRLARRER , EEBLHARF
HEIRI NE THEAEMEE.

FMAMERMERSBEETYRFNNGTER  EHLEERE | WX EREAMMNSGE, AWS SDKs

M AWS CLI AFFSREERNBRRE , ARFERESRBNABHNER. AWS LambdaEH B X ER

RrAERE , MEA AWS Step Functions , BRI ZEREXNGEKS , URAERE AWS Ml HERE
HEASSDKs, AWS App MeshEnvoy 123 B3 F K 2% 85 Zh B,

BFESR

R RE , YRARENESREDEIFRRBHERFEFEXE.
M ITEEEMER Wi B AWS SDK , BB , 7THESHENRSHERE,

Xa

=
Ath
- B

P

F
—+
2
(@)
>

« Go
* Node.js
o C++

s EITEERHPFER K AWS CLI s S8 AWS SDKs , 5558 7E connectTimeoutInMillis#l #Y
AWS fHRETERRE , AR ETAFR R IF{EtlsNegotiationTimeoutInMillis,

e B SHEE cli-connect-timeout® EFZE AWS R#cli-read-timeout , LAIRE—k M
AWS CLI 55

- ERREREFIUESERE , WHIGEMHELNREER , LELETUETHEBRELERM,

REL05-BP05 52 Fl B ism i 82


https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/cli/
https://aws.amazon.com/lambda/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/app-mesh/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.DefaultsMode.Configuration.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/timeout-duration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/retries-timeouts/#timeouts
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/client-config.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-options.html

AT AWS Well-Architected Framework

HIFWEERER, EENREEHRE ENEEREEEECloudWatch IEZEMCloudWatch £2F 188 ,
DURA T i a0 5 2838 BE S =R B AR AV IR Br o

% E Lambda B ER&RES,

API| Gateway Al FinE RIER RS ABEBCHES. APl Gateway XETIHESH 50 EVE
20 WEERE , HREFRBHRHIFEH.

BFEREEN , B RERERERETERT Y, FHRGRES USRI KR, WEFWIER B R
By B8 PR AR B o

HAENBTBNWIEESR , 55EF App Mesh Envoy ZhAELARI A 0 2 #93&R B A1 BT 2% 25

£ AWS Step Functions & AR IR iR REF I EEXNEERKRE | SRR ETW AWS R4E
SDKs# % ## Step Functions B&E |, UL THEEE,

EiR
MR REE

REL05-BP03 12 i A1 BR 1 2 54 /e ny
RELO5-BP04 1Ri% % && # BR 17 5
REL06-BP07 &8 &1 R 7t BE 12 55 5k 1Y iim ¥ i 8 Mt

FEEASLHF

AWS SDK : ERFREF

Amazon EBEER L  REF, B, BHERAS
Amazon AP| Gateway Bt 38 # ZE EH5E

AWS Command Line Interface : S5 5 5i&1E

AWS SDK for Java 2.x : F& EAPIR &

AWS i A HE B M R 4B B2 £ 1Y Botocore

AR NET 5 AWS SDK : B ER K

AWS Lambda : i Lambda BNEUEIR

FERFEE A -

B AWS Step Functions #l Amazon DynamoDB i Ff Ef 3% 2548 =0

Martin Fowler : CircuitBreaker

REL05-BP05 &7 F 5 i & B 83
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
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https://docs.aws.amazon.com/autoscaling/application/userguide/integrated-services-list.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/blogs/architecture/aws-and-compartmentalization/
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=O8xLxNje30M
https://youtu.be/swQbA4zub20
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Monitoring.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/monitoring_automated_manual.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://catalog.workshops.aws/observability/en-US/aws-managed-oss/amp/ecs
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-monitoring.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/monitoring_overview.html
https://docs.aws.amazon.com/efs/latest/ug/monitoring_overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/notifications/latest/userguide/what-is-service.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/user-notifications.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html

AR AWS Well-Architected Framework
« Amazon CloudWatch Synthetics 7] &% 3 £ Fi & Canary

- AYITERRASERFMER

+ Enhanced Monitoring (3838 8 B 7

« {# A Amazon CloudWatch E5$2 Auto Scaling Bf4H #0117 E &
- BMRTES

« f#/A Amazon CloudWatch 'R

+ ffH CloudWatch && 4R

- FABEEEIRS CloudWatch &R

- EABEBBIRSE X-Ray Bt

- THRATAM

MRE s
« BAOHNSEE

FAEEEE A

- —EATBRMHEE - IRE X-Ray

fHEA T E -

* CloudWatch :
* CloudWatch X-Ray

REL11-BP02 R BEEEERFNER

MRBEERAY , EFRFNERERERERZ R, BRNMUEZE (PINTAEHH AWS EH) ,
BRENZEERN , TREBEERIFENVETEFRFNER.

=

RETIRBE , FREHIBISEER, THESHES. Fit , TUEBEREER IR FEFERE
RIFNERKBEENERMERRENTE. FERRERER , MAKRIRBRERH,

RETIRISE , BLERBMEERR, £ AWS , HARFTRBASTREO RBEERNEEILRENE
PR, RANVEBEIEFANENFHE  SEFRBABERESIANSEEEAP 2R , TR

REL11-BP02 R BEEEERIFNEIR 154


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/understanding-availability.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://catalog.workshops.aws/observability/en-US/aws-native/xray/explore-xray
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-groups.html

AT AWS Well-Architected Framework

Route 53, Amazon ERAEREFEZEFIEF (ARC). Amazon CloudFront #1 AWS Global Accelerator 7]
WENE AWS Bif 2 B HRE.

F 40 Amazon S3, Lambda, APl Gateway., Amazon SQS., Amazon SNS, Amazon SES, Amazon
Pinpoint, Amazon ECR., AWS Certificate Manager. EventBridge 3 Amazon DynamoDB & AWS
fRIEH AWS BB ERZETRAESE., MRBERE , E& AWS RS 8BS RERBIEERET
WLE, ESURSRARNEFRESEBTRAREY , XHMRATA,

¥ Amazon RDS. Amazon Aurora, Amazon Redshift, Amazon EKS 5 Amazon ECS TS , £ 7
AEEE—EEEEE, IRMEBAELE b B AWS I FEEREERTFNHTEE., LB ERE
B{ETTH AWS #1T , RIKEFFERHIT

¥ Amazon EC2 #{T{E#. Amazon Redshift 5 Amazon ECS £33, Amazon EKS Pod , &7 LA
BEZREBINHETHES, WRAFELERET |, Elastic Load Balancing 124t #R AR |, LUERLEEAR
ERRNEERFSPHHTER  XERERAZEERHFHNIEE, Elastic Load Balancing 8 AJ A4 R E 8 H
ZRFIBEER P ORBN TTH,

HNZEEFERELHE  EHNHEHATRA Amazon Route 53, Amazon ERARERERZEHIEE. AWS
Global Accelerator, EAR VPC B9 Route 53 #4F DNS % CloudFront 3R 12 i & 2 #A BR 48 3% 4 15
EREEHBER (BIEEEREBRE) WHE  MESRERBIEEREBEFNES., AWS Global
Accelerator I2HHR5E IP Uit , HARAENIRHNEEEANE , RAEEH AWS 23K (MT =28
PRAEEE) BXH EAFTE AWS B FHIRE , BB EFHIREERN /T FE ik,

BESR

- RREENEARRNNBREZLREBER. BESEXRBM  XABEAXTHEINFS RTO
M RPO MY AR BERRGT,

- REBRENRE (GINRRSONE), BETPAERBEHEEAREBEE. EAERKREAENE
(laC) JREPBHR AR , UEGRATEE M.

- REERME PIWE—EES) , UEFENAEATEBERG. NALE , TURRRENZNE
B, CAPRSIEESNEY AR AN o

- YEMEREBRETEEMHA AWS BE#HIT. WL H DevOps BF HEHIT , AR REEFE
1T, RHFEIES —ERKEH RTO M RPO,

- BEYRERBERFFMR , XEAERESEER. BARXNBRENMESR.
- BURBEMERFFM , XSEFHRE (EHE) SEER. BARXNBRBNMELSR
- HEFTERBBNEREFFM. £RARBENEEAFEIAEFFRNSRNBBL.

- HRMUERER PINTHEESN AWS B) , FERENRAECHN , TREBEERIZEMVETR
BERFNER. ®REREANRECH , REhE. BBERERNATHER,

REL11-BP02 BB B EEERIFNER 156


https://aws.amazon.com/application-recovery-controller/

CIES:S %

AWS Well-Architected Framework

BR
#HE8 Well-Architected BB {EE -

+ REL13 - {#EJ7 (DR) it &
 REL10 - FRBERBERAELEN TIEER

FABB A -

s EXE RTO # RPO B &

« f£A Route 53 IR HETRELE

« £/ Amazon ERAEXEREHIRETKEER

- BEEEHEREMN EC2

- EC2 #f¥E - ZA A EH

- ECS #¥ - ZA A EH

« £/ Amazon ERAERXNEREHSTIRRE

+ B Application Load Balancer M A £ B EH Lambda

- ACM BEENBHEBE

- ECREESERSNRERE

+ Secrets Manager & B B HRE

- $¥ EFS AR ERABEEESR

- EFS BESERNAHBE

- i MRAP i) S3 ImB RiEBHE

- BSIEBIUBEHESR

- AWS EHBEEAEBEBNEREIEIRERER
- EFZ & Global Accelerator #1TR B E

- JEiB DRS ETREBE

rERAEE G -
- FHYKBERIRAWS

REL11-BP02 A BEEEERIFNEIR

157


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://aws.amazon.com/blogs/mt/establishing-rpo-and-rto-targets-for-cloud-applications/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://github.com/adriaanbd/aws-asg-ecs-starter
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://github.com/aws-samples/ecs-refarch-cloudformation
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/lambda/latest/dg/services-alb.html
https://github.com/aws-samples/amazon-ecr-cross-region-replication
https://medium.com/devops-techable/how-to-design-an-ssm-parameter-store-for-multi-region-replication-support-aws-infrastructure-db7388be454d
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-configure.html
https://disaster-recovery.workshop.aws/en/labs/basics/secrets-manager.html
https://aws.amazon.com/blogs/aws/new-replication-for-amazon-elastic-file-system-efs/
https://aws.amazon.com/blogs/storage/transferring-file-data-across-aws-regions-and-accounts-using-aws-datasync/
https://docs.aws.amazon.com/whitepapers/latest/hybrid-connectivity/aws-dx-dxgw-with-vgw-multi-regions-and-aws-public-peering.html
https://catalog.workshops.aws/s3multiregionaccesspoints/en-US/0-setup/1-review-mrap
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://d1.awsstatic.com/solutions/guidance/architecture-diagrams/cross-region-failover-and-graceful-failback-on-aws.pdf
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://docs.aws.amazon.com/drs/latest/userguide/failback-overview.html
https://disaster-recovery.workshop.aws/en/
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https://catalog.us-east-1.prod.workshops.aws/workshops/080af3a5-623d-4147-934d-c8d17daba346/en-US
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://d1.awsstatic.com/rdsImages/IG1_RDS1_AvailabilityDurability_Final.pdf
https://docs.aws.amazon.com/resilience-hub/latest/userguide/integrate-ssm.html
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://www.youtube.com/watch?v=GPQKetORzmE
https://www.youtube.com/watch?v=Mu7fgHOzOn0
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https://catalog.workshops.aws/resilient-apps/en-US/rds-multi-availability-zone/failover-db-instance
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://aws.amazon.com/route53/sla/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://www.eksworkshop.com/docs/autoscaling/compute/cluster-autoscaler/overprovisioning/

AR AWS Well-Architected Framework
+ Route 53 FR&&EF (32 4IF M) = Amazon BERABERNEFREHSS (FHTMH)
« Route 53 BERERENETESHERILER

MRBHEEKERYE  FERREZEFTNELRY , WEERSZFENEHFHTESEHFEM
BR T EBIE.

« BEEREIFHH Amazon EC2 Auto Scaling 2 Amazon EKS E2)X E &5 H # Amazon EC2 Auto
Scaling 2% Amazon EKS MLLE , Wi RERBEIXEEE (RHFEEE)

- BEHBEREARATE  IEZEEFHTEAMBNEFE (25 FEREF)
&R
MENRES

- THAMES
« REL11-BPO1 E5#2 T ¥ & SV P A JT 44+ BUE RIS BE

FABE M -

« APN &1EB&  AINENEERRE BB LN EERH#

« AWS Marketplace : AT AR RN E M

« Amazon ZEFER L  BEBIERE , BROoOBRXRKBH

« Amazon DynamoDB AP| (3% &I i F & ¥l ¥ m)

« AWS Lambda #14T (%5 Bl p{ 42 %I F E A & # )

« AWS Elemental MediaStore E¥F¥®|

« £/ Amazon EAEXEREFREESEMERAER , £ 189 E—EEHE
« £/ Amazon EAERNEREFREESEMERAER , 28D  ZEEHE
 f5F Amazon Route 53 3 K 1B F#

« HHER Amazon EAEXEREFIZE ?

* Kubernetes & FEAMEXF @

THEAR
- ORER - FABREREN

REL11-BPO4 ERHERERER FE , MIEEHFHE 163


https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://aws.amazon.com/partners/find/results/?keyword=automation
https://aws.amazon.com/marketplace/search/results?searchTerms=fault+tolerance
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.API.html
https://docs.aws.amazon.com/whitepapers/latest/security-overview-aws-lambda/lambda-executions.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_Operations_AWS_Elemental_MediaStore_Data_Plane.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/blogs/containers/managing-kubernetes-control-plane-events-in-amazon-eks/
https://www.youtube.com/watch?v=gy1RITZ7N7s
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https://www.youtube.com/watch?v=62ZQHTruBnk
https://aws.amazon.com/blogs/aws/amazon-route-53-application-recovery-controller/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequestRouting.html
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_avoid_control_plane.html
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
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https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://youtu.be/sKRdemSirDM?t=704
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/premiumsupport/technology/aws-health/
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AT AWS Well-Architected Framework

ERORER :

« RETHNMEBIFEER , MARREEM SLA.

- SLAEEREARS , MRESEHXRBER,

« BE SLA BEREZERBMMKIEREER SLA.

- BUREABRNRMAZBEENARSERE,

BUMREEENED  REBREMEERTEAER  THEERXBEENEFHNE, ELAE
BRI HEBEARNARRER , AT RMNE B EEE.

KRRV M SEERBOBRRER : +
BiFHE 5|

FEREXRFSARSINERMAZRE , BEERZRRE, CENMBERITEMNR, FEEER
N, TEEHXAEREELHERER , TEEHERNSE. EHEETERERBTFEH R
REFITE, CFERERTHENEER , B EFERRNE,

- BETFERBEZRACH —EEMER. EEERTREAMEBEEAREXTE.,

- BEMGEHTANFEARE, SETFAHBEXEBEMMKMERE SLA, —RME | EWA
AtEBEERFE AR IEER B ENHEMKMLE,

- FERBRHBEHR  BENITEERETITHIREEAMEKRUEZE | M UIEREE,
« BAOEGFEAKYE  HSRREREREE, L ERREE THEREFERENRT. £H
EREME RGN TERFPELARMMER T A,

o AEURME RN A BB BRI EREERE (MTTD) MFSERE (MTTR) 3ER SLA HER
#,

o [RIERLXK (MTBF B R). BREMNXRERERE (BE MTTD) MBENEERRE (BE MTTR) , 2
ARESPBARFFARESTAEN =ZERE,

- BYNPESTHFEHMNELER  REMENEGRTNER, ELRGFILAEBIRTEMME. REMA
fRIE, EE, WEMKAA R,

BESR

- FERTIIRE , ERNEH TEEIRRG
- 2HETFEARTFEEEHNMHERS ?
- THREHNMTEFERIERD ?

REL11-BP07 B BHEREB U E W At B EFETRB R KERZE (SLA) 170



AT AWS Well-Architected Framework
- ER. BEER. RENSUAETHNETERRME"?
- BER-FMENTAMENERRME?
- ERFERERREBENRSAEMNER ?
o BRASARARME R AR ?

- BRZEBESERRBIFEESLBESR SLA BE. FZBILEABMERAMMEHEMKEN SLA,

- —HERTE SLA B, RELEBIURS SLA.

- —BEREAR/E SLAWKG , BEFEESE, EEAHCURBCEEERERE MTTD M MTTR B
1T F Mo

- BB 2%, BEBEMNERE SLA,

iR
MHENREE

« RELO03-BPO1 EEMW DI TEAER

« REL10-BPO1 4 THEERTEZSENE

« REL11-BP01 B TEE BIVFTE Ui S BIHFE
- REL11-BP03 #rE 2 EBHIEE 1L

« REL12-BP04 B T2 R sEH

« REL13-BP01 EREHNERELANERBE

- TRIEEREFERRE

FAEE M -

- HEENATAM

- AISEMZHE - ATAM

- AIERAM

« AWS HIEFRRESR R

- BUMNHRETER

- ERTAESERBEREY
« AWS BR# K215 (SLA)

« AWS E/MERZEEIER

REL11-BP07 B3 &K E mPB B UK S 7 AY B EMET R RIE K ER = (SLA) 171


https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-workload-health.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/measuring-availability.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/shared-responsibility-model-for-resiliency.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/legal/service-level-agreements/
https://aws.amazon.com/solutions/guidance/cell-based-architecture-on-aws/
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https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/aws-infrastructure.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
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