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https://docs.aws.amazon.com/cli/latest/reference/appstream/update-fleet.html
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https://docs.aws.amazon.com/cli/latest/reference/appstream/create-fleet.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/directory_microsoft_ad.html
https://docs.aws.amazon.com/vpc/latest/peering/vpc-peering-basics.html
https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-a-single-internet-exit-point-from-multiple-vpcs-using-aws-transit-gateway/
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-nat-comparison.html
https://aws.amazon.com/network-firewall/
https://aws.amazon.com/network-firewall/
https://en.wikipedia.org/wiki/OSI_model
https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://aws.amazon.com/directconnect/resiliency-recommendation/

£BZE Amazon WorkSpaces FERR RN REEHR

VPC i 25
Amazon S3 VPC i B,
&% Amazon WorkSpaces FER R BB HEEEBFTERNXRNERAEAREHSERAENRE, BA

E2jE £ Amazon Simple Storage Service (Amazon S3) (VB FAEEF , BRERA LA EMEMAK, &
AT LAEIR VPC in B FIEER L B E, VPC inHFEEER AWS PrivateLink Amazon S3 8 , B4 :

« HERAB & WorkSpaces BB EFINERETREL
. REPFBERTEE Amazon S3 FEETEFR
o BETBUR SO A SRR 4| L AL WorkSpaces FE AR N #1T{E R 17HL

BY VPCInMRER K SEBBEEBEL B BERFREMLEER. BFIBUERH WorkSpaces FER

EXBR# Identity and Access Management & &1 Amazon Resource Name (ARN) Fi%h. BAfEISE
ERAEMREBFEMEAEN S3 Bk,

(® Note
Resources EERPH THISEAELEEMETERREE , BEERAERARERZ,

Example

Amazon WorkSpaces FEA T API /1 VPC i 24

£ ¥ Amazon WorkSpaces FEFT2 2t API 1 CLI ss P HIERETRAIF |, FHEBNME VPC ik Hii§iE
LR R FUABL,

Amazon WorkSpaces FERARZEX BRI H VPC inm 2

BESR T LUEIB A E VPC i B B Amazon WorkSpaces EFEEX BAAE , BFEEFEA AR, &
BB RRERNTER B RIT AR Amazon WorkSpaces FEFRRERAESENER AMAERENR
5%,

VPC in 2 7


https://aws.amazon.com/s3/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-vpce-iam-policy.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
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https://docs.aws.amazon.com/appstream2/latest/developerguide/create-session-scripts.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-create-linux-image.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-create-linux-image.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/app-settings-persistence.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/app-settings-persistence.html
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https://aws.amazon.com/appstream2/pricing/
https://docs.aws.amazon.com/general/latest/gr/aas2.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/app-blocks.html#create-setup-script
https://docs.aws.amazon.com/appstream2/latest/developerguide/app-blocks.html#create-setup-script
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https://docs.aws.amazon.com/appstream2/latest/developerguide/programmatically-create-image.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/use-session-scripts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-change-ie-homepage-group-policy
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-compute.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#how-to-use-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#how-to-use-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/secretsmanager/latest/userguide/tutorials_basic.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-create.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-create.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-delete
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-restricted-access
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https://docs.aws.amazon.com/appstream2/latest/developerguide/autoscaling.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html#monitoring-with-cloudwatch
https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html#monitoring-with-cloudwatch
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https://aws.amazon.com/identity/saml/
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-further-info.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-further-info.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/appstream2/latest/developerguide/application-entitlements-saml.html#saml-application-catalog
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStreamingURL.html
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"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"appstream:createStreamingURL"
1,
"Resource": "arn:aws:appstream:us-east-1:031421429609:stack/
BestPracticesStack"
}
]
}
(@ Note
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/appstream/describe-
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https://docs.aws.amazon.com/appstream2/latest/APIReference/API_DescribeStacks.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/appstream/describe-stacks.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/appstream/describe-stacks.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-stacks-fleets.html#managing-stacks-fleets-parameters
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1. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources,
This can be controlled with security groups. All user-generated traffic is through the customer VPC.

3. Authentication to the on-premises Microsoft Active Directory from the Customer VPC through the WVPMN
or Direct Connect
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. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
This can be controlled with security groups. All user-generated traffic is through the customer VPC.
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1. Connectivity to AppStream 2.0 uses HTTPS via TCP443 over the internet

2. AppStream 2.0 presents a network interface in the customer VPC for accessing customer resources.
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KRN ERRBEE WorkSpaces ERER #EE AWS B HEH . MBEURERNEREEK, &
RAEXTERRNARTAREARE SIS AWS EER () B9 Amazon S3-managed N2 £ 8 3 hn 28
BFRERERMERRAWS KMS, BEHXEE , BEF AWS A Amazon S3 fEZEFEFZEUER AWS
EEFAESEAEEFIELEER,

EFEERE Windows ERAZNAR[ASER (SMB) BEERFREAEERMNERRNRF , 2
FREBRFEARE,

®5—FREEAEERNER

REBAEER T


https://aws.amazon.com/compliance/shared-responsibility-model/
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SMB B &

FSx for Windows File
Server

ERFE, AWS
Storage Gateway

EC2-based Windows
1E R [ R ES

R RS EEE

Encryption-at-rest

Encryption-in-transit

EiB AWS KMS BE) Ei® SMB % B #h3#,
BT 7

RIFFERR , FHE EEEENREER
S3 AWS Storage e AWS fFEFERE 2™
Gateway FHIFTIEE  BRNAEERHNE
#AEgEA Amazon 5/ SSL %,

S3-Managed& & &
% (SSE-S3) %Al AR
BRim. BALUREM
#hERE T ER EEE
B LAMER AWS Key
Management Service
(KMS) & RENE
2

B EBS &

PowerShell ;

Set- SmbServer
Configuration
- EncryptData
$True

B5EE (AV)

REREIEWRHAITER
L/ AV STEBRSRY L
B LEATHRE

ZEERRHITEE
LAY AV STERR S RY
B EHTHRE

LZEAEMMRER LB AV
SRR LS
gL

Amazon WorkSpaces ERAEXHTEBNETUHAENERNBFTAMTERTIEETRNGE , Uik

REAEBRNVEFTERFAMKALAFNEDIMZIE

BN ER M ABERERR , RE1E WorkSpaces FERREXMGH |, HINEFEMH, BREAN, HE

Web %ﬂgo

% BRIE— S B AF

Endpoint Security {CIERE X AT ge B £ EME— R BIAF (GUID) , K AEMEHNITERELEFHBER.
HEFERBFLZEEERNET  BERASERREEENHITERELEFHD GUID,

o MHMEZENEEAGHERBEBBERN
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https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption-at-rest.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption-at-rest.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption-in-transit.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/encryption-in-transit.html
https://docs.aws.amazon.com/kms/latest/developerguide/services-ebs.html
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RTRETEELE GUID , FARERMZENEENMARE —ESE , BT WorkSpaces AT
B EREEREK,

MEEREL

IR LM R RE(L WorkSpaces ERARRAMBENIIRMERE. RERNMEME , WAEHENH
I, BERE VDI ERP. REERNRESHEETRR

- BFRREH  URAIITEREL. RBNEASEREISE
BARA PERE 4R 1 LARS L R A BRI

BA P 2 SR EVARS LEAE R 51 4R

A VDI &1L 10 RE

FERRA RN FENHRRER

mMEZERERAEERKAREEREANET , URELREE,

s BRARERESMERZMEN Trend Micro Office Scan Support - Apex One/OfficeScan
(trendmicro.com : //)

+ CrowdStrike 1A 7 & £ /0 & 5 CrowdStrike Falcon

« Sophos # Sophos Central Endpoint : fIfAEEE£ME LRE K UEHKEEN S 5 M Sophos
Central : ZEBREHEIRIEPLE Windows in BN REER

- TERIEERRERE LHENITE McAfee F McAfee RIEFE T McAfee

« Microsoft Endpoint Security 1 £ 3E# At VDI #2552 Microsoft Defender B & - Microsoft Tech
Community

FHPERIEE
MRREL PR WorkSpaces ERAEXNHTEED , IZLBBTFETETIER.
# 6 — WorkSpaces BRI RERZLEEEF , TE8TETIER.

BR %% Processes

AmazonCloudWatchAgent F'C : \Program Files\Amazon\Amazo
nCloudWatchAgent\start-amazon- cloudwatch-
agent.exe

MEERE(L 43


https://success.trendmicro.com/solution/1055260-best-practice-for-setting-up-virtual-desktop-infrastructure-vdi-in-officescan
https://success.trendmicro.com/solution/1055260-best-practice-for-setting-up-virtual-desktop-infrastructure-vdi-in-officescan
https://www.crowdstrike.com/blog/tech-center/install-falcon-datacenter/
https://support.sophos.com/support/s/article/KB-000035040?language=en_US
https://support.sophos.com/support/s/article/KB-000039009?language=en_US
https://support.sophos.com/support/s/article/KB-000039009?language=en_US
https://kc.mcafee.com/corporate/index?page=content&id=KB87654
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/configuring-microsoft-defender-antivirus-for-non-persistent-vdi/ba-p/1489633
https://techcommunity.microsoft.com/t5/microsoft-defender-for-endpoint/configuring-microsoft-defender-antivirus-for-non-persistent-vdi/ba-p/1489633
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AR

AmazonSSMAgent

NICE DCV

WorkSpaces FERER

Processes

F'C : \Program Files\Amazon\SSM\amazon-
ssm-agent.exe

"C : \Program Files\NICE\DCV\Server\bin\d
cvserver.exe" "C : \Program Files\NICE\DCV
\Server\bin\dcvagent.exe"

F'C : \ProgramFiles\Amazon\AppStream2\S
torageConnector\StorageConnector.exe"

EE R "C : \Program Files\Amazon\Photon\"
mh

"o \Agent\PhotonAgent.exe"
"o \Agent\s5cmd.exe"
"o \WebServer\PhotonAgentWebServer.exe"

"o \CustomShell\PhotonWindowsAppSwitc
her.exe"

"o \CustomShell\PhotonWindowsCustomSh
ell.exe"

"s \CustomShell\PhotonWindowsCustomSh
ellBackground.exe"

MBRE KWERIE WorkSpaces EARXHTEMS , MKETETETIEMIK

Example

C:\Program Files\Amazon\*
C:\ProgramData\Amazon\*
C:\Program Files (x86)\AWS Tools\*

BB
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C:\Program Files (x86)\AWS SDK for .NET\*
C:\Program Files\NICE\*
C:\ProgramData\NICE\*

C:\AppStream\*
C
C

:\Program Files\Internet Explorer\*
:\Program Files\nodejs\

mMEEEREAEE

X E A EESRIBEEN S EERRER | Amazon WorkSpaces FE T2 R 28 & 22 3 37 #Y 1 — 117 {E
B HTEESAH—NER  ISEREZSEE condoles PEE, #SHBIB 4 XRREREBE (RE
R , $ WorkSpaces FER X TEREBSREFTE ) WARFEABREEEREAMER , aIERS
BHNHITEBRERERK,

W REHEER

WorkSpaces FEFE\ EIRMFHKEE (198.19.0.0/16) AT FEiEZEF b1t M WorkSpaces FE
ARXFTERANTEARL/B BB R RS RFH,

& 7 — WorkSpaces EREX B RATEEBZLRKEFHEERETETE

EEE %

8300, 3128 EAREMN BRIER

8000 iEFRAEE WorkSpaces FERARER B FR#HTE
e

8443 iE AR EE WorkSpaces FEARER B ARHTHE
e

53 DNS

#* 8 — WorkSpaces EAERXZERKit R BB TETE

mMTETRAEE 45
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R Fi&

169.254.169.123 NTP

169.254.169.249 NVIDIA GRID Z# R
169.254.169.250 KMS

169.254.169.251 KMS

169.254.169.253 DNS

169.254.169.254 R E R

{R % WorkSpaces FEFATER T/ERER

[REIEAEXNNIEZR TS
WorkSpaces EAIRR T EEEESEEAEEARXEREX TREERBHLEAEN. T8 , EX
TRERAGEENEARX S EHT.

Windows 2 FARBANERABEA B BEM A EBBEEXRFBME. AWS EZE A Microsoft
AppLocker SIFER R EFIEBFTEN AR T 81T, BERBRAXELSR , RACHAERFESAA
R E SR EIE,

(i

(® Note

Windows Server 2016 1 2019 EZE#11T Windows Application Identity BR¥S , = BEs& &I 1T
AppLocker # 8, A Microsoft AppLocker #& WorkSpaces FEAREX FEEAEXNFME
A , 582E0 WorkSpaces EFEAEE S,

BRI A Active Directory 8BV M B 1T EIRR |, SR A FEBERYH (GPOs) Rt A B M RHKER
E , MREFEAEERAEXNERFE.

B K s A1 % ER

B3 WorkSpaces FEFATEN MBI VAR TRENZHE# E, TRREEHRREIUERFEE
(NACLs) FMEgH & (NACL) IR EER. B ERBFNREGEESFEARSGZ L EZSH#E K Ik
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https://aws.amazon.com/blogs/desktop-and-application-streaming/using-microsoft-applocker-to-manage-application-experience-on-amazon-appstream-2-0/
https://aws.amazon.com/blogs/desktop-and-application-streaming/using-microsoft-applocker-to-manage-application-experience-on-amazon-appstream-2-0/
https://docs.aws.amazon.com/appstream2/latest/developerguide/data-protection.html#application-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
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BUNNBBELZSHERN K SZUURAANZ2FEETRERR. SRESERLEHE  EIUHE
RAIRZEFIRENEARTERNELNEABERE

NACL 2 VPC R Z£RE , THAERER X REHEANEL — NS EFEBNRE, &7
RGN RS EMEONRAIREREMERE ACL , AAEH VPC HEBHEINNEL layer, MEREH
AR ACLs 2BZRMNFMET  F2HLBLLFEN NACLsHH,

RETMEARLFEMN NACL RAIK , FEE AWS Well-Architected REBHHRIEER. HIEK#E
[REERTFEREBAFIFTHERER,

HREESRALERREATIBBIRFEEEZE AWS ( FEB AWS Direct Connect) WEFE |, BA[LLZE
FERAE AR WorkSpaces FEAREXH VPC in% , ERTERRESEBILE R ERKA , MA2E
BAEBBRRER. MERETENFRER , F2EARXHH WorkSpaces FERRERXBRNHE VPC imE
— Blo

BERNRPE
RS RA RS A RE KT

A Fin¥t WorkSpaces FE ARE N #1T{E B E MR =&l
F* 9 — EHIE R A M H A sl

RE EIH &5l

BIRLE - EERYUIRRTERE FRERETSEHITFREER
. BERDEES PRERMEE L, MRFER
. Disabled ERERITERR  FRE

EREIRR T/ERE , LUBE
BOVRR TR R E &R

EREH - LEANTR 3 G2 RO L B RE DA By LE B R A
. = Ho
- ETH
+ Disabled
DIENERERE - ERA MRFBSIEN , BEAHER
. Disabled 122 | A0 BE R AV M BR R 5 EN R
B,

ERINRE 47


https://docs.aws.amazon.com/appstream2/latest/developerguide/managing-network-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html#VPC_Security_Comparison
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ZRAFEBENERFERSREAENHEERENER, ELERYIFRFTARBREFVNRLER
BoRA R

&2k B WorkSpaces FERREXHTEBNE HRE

EERIEXREEE  BFHAREMFAEE WorkSpaces EARRBTEEABTERNAR., @K
BR (RE@E ) BEREMTEERTF ? —RERFEHEEE WorkSpaces EARXNHTERBAEELE
BRAERER , At EEEZEEMKEEFBE WebProxy iR B ERRER TR, ,\@%;@?EZIK%
FrEEATER M WorkSpaces ERREXETERANEMIFREZ 28R ( WEFHEER , F28 "k
BLeMpE ),

5/ AWS R%

AWS ldentity and Access Management

£/ 1AM B EREFI AWS IR , WEEZIRBH AM BERPEEREY  ERREEY,
it WorkSpaces FERIRR THERBRHTHWEREFR K MEFEEAMEAER, BEK 1AM ﬁ@iﬁi
WorkSpaces EAEXBREANSEERR.

BY IAM BRURESSERAEERREETENRNEAENRESBEMEIL Amazon S3 f#
1ZErB8. BB LEIE WorkSpaces ERREREESFHL

VPC i 25

VPC B Al ZEH VPC BB AWS BRTE , SURERA HTHY VPC inFiRE < B FAB ELR AWS
PrivateLink, AWS PrivateLink  —&# i , TZREERAFAE P it RFIAEFERKE, VPC B3
—EREzENRELSREE Amazon BENEER, MRIE AWS REFEELNERBRERT
HY , VPC iz BE T BRYE NAT BENAMREREENER,

EEBLEARIFBRABTEY WorkSpaces FE AT API IFIHYIRFH , & WorkSpaces f&
ﬁﬂ&‘t API 21EZE T E VPC imBh, filal , NRFE FREEPE EC2 BiTEBIELERBRREKST
, B WorkSpaces FEATEIN API B9 VPC un 7] A R IFE AU WorkSpaces FEFTET APl #24E | 4N
CreateStreamianRL0 TEREREHFERE , H+ Lambda EEH EC2 #1TER=F A WorkSpaces

FERTER APl F &R VPC w3,
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https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/using-iam-roles-to-grant-permissions-to-applications-scripts-streaming-instances.html#best-practices-for-using-iam-role-with-streaming-instances
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/s3-iam-policy.html#s3-iam-policy-restricted-access
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/access-api-cli-through-interface-vpc-endpoint.html
https://docs.aws.amazon.com/appstream2/latest/APIReference/API_CreateStreamingURL.html

£BZE Amazon WorkSpaces FERR XN REE

VSN AWS Cloud
p —

AppStream 2.0

|
|
rations |

APlopprations +  mmemeeeem ey
/r\“\ CreateStreamingURL AppStream 2.0 instances
| Amazon AppStream 2.0
Lambda function IR ] i G

VPCEndpoint APl Endpoint

AT

Streami

ALl
T [I"‘H
EC2 Instance

AppStream 2.0 Streaming
VPC Endpoint

E Y k&
g session Y FE

:F =iy @ & rrT E

f TTTTT

iAmazon AppStream 2.0

Fleet instances

SR
Image builders

i Streaming Endpoint

VPC Ui B

B VPC in B A B AEIR VPC In M B R TERE., BERAHMBHAUSERRERIEE VPC A, H
RRETEMHE, USB, FAEBA, S, BHEE, ERXRLENTH , ARNXERE, BEEFEH

VPC i3 , #7B1E WorkSpaces FERRE#EB A VPC IR BHEE, ER M ARARARFZFIZR

WE , BEBAERERERBEREAE TERBENENRG R , L Z2mMNIFEIB Direct Connect #1TER

FH ., EB VPC mEERFEAEIERREETIER -

- BAMREEBRBENZSBELAATREREERYN IP iyt S§5EFE
1400-1499(TCP),

« FRBRAVEIRFEURRIEEAA AT R RE IR 1024-65535(TCP) BIEAEERZ IP it
HEENELRE,

- EERBRPRERETERBHEASE , WIRMH WorkSpaces FERZNIEEFTER Web BE,

BB 443(TCP) FiEREE

EBE—F 7 HEUNMAEER WorkSpaces FERTER R4 AWS RIFHI AR ESE® VPC imMEY A

RNEEEE.

TERTENERBRR IR K SEEXISEMMBEEZEHR LA Internet Explorer @B Z £ HAE
(ESC). MFEFMER , 52 B WorkSpaces FEAREXNEEERE , EA Internet Explorer T &
%’.ﬂl‘a"é

N gi—}
LE ,

VPC i 25 49


https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/creating-streaming-from-interface-vpc-endpoints.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-disable-ie-esc
https://docs.aws.amazon.com/appstream2/latest/developerguide/customize-fleets.html#customize-fleets-disable-ie-esc
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Amazon AppStream 2.0 EERZ=E A EHAERE. ERTNREAZEETAES P EFRIKN
ERP IT/ERE , P T ABEEPEERY EFER , WS TERERBEEERERFHN A ES
B, ARELERE, HAETE BEHRREMHSTAY , ENREEEEEHEREDHE , AIFTER
HKBERBRS R,

EEAEH WorkSpaces EAEAFAERMKHEBRE , BXEAEEXEERFHEE
WorkSpaces FERIREXIRE, RBRTAERE , IREA , KIREEEFHATBBRENFHEEER |
BTREMRBEEREE, fl0, MREH WorkSpaces EFRRRNBECIMARE , CEZXEXEREEF
ERE T Site and Services W E M #AE R HIE, # WorkSpaces EFREXNWBERE K HREEZSS
BEFTEESHTHENHRBENHERTE, BELASEITHRENERREG  TERBFEEIUER
FRET A RNERBIXERESE, WRE WorkSpaces FEAREN TERRFHITHWEAERXEFEZNEE
EiFHBENZRBEGYE  AIRERAERXCEXEFEEFER , UBERERAEZENATUE X EEIHEHEE
FEEARINNERR, B EE A RS E &R G R E EEEA,

BoH

# DR RAITREBABRAFREN S ZAME, 5K K EMESZEREAEENREREREISN
FAMBMAE, F—E5EE IdP PERAE— WorkSpaces FEARENMBREMNIT , E=-EH EEME
TR ERREAERE.

FEN  BERARANEERRE

EEAERG 7RAFE (IdP) B A WorkSpaces ERAERE , 7 RIR  tMSEXE/RSHES
AT EE EE A B SE URL, INEEERAE URL WEFMAERN , 5528 Amazon WorkSpaces &
AEAEEER. EEEURERETEREMERER WorkSpaces FEAEN MG L 2B /YIS [EE#E
B BEAEREPE, EEEREEHNEERE URL UENREBEHE ARG REBHE,
EEFRLAZEREEE , HEHN IAMBXREEERVEMEHENFHR  TENSERE, 0FEW
fAIRREEL IAM BERHWFMER , 2R T & HIBER.

JSON

"Version":"2012-10-17",
"Statement": [
{

B o5& 50


https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
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"Sid": "VisualEditox0",

"Effect": "Allow",

"Action": "appstream:Stream",

"Resource": [
"arn:aws:appstream:us-east-1:190836837966:stack/StackName",
"arn:aws:appstream:us-east-1:190836837966:stack/StackName"

1,

"Condition": {

"StringEquals": {
"appstream:userId”: "${saml:sub}"

}

FE 2 EIEM 1dP FEREMIE WorkSpaces BRARE

W EFEEEST IdP A WorkSpaces BAEAZEMETEMNEARER. KR, @wMATUETR
EMEEAEN  REREZRFEFAEME A IHE/BREARER  ETFEBEAL, W EER
SRLHEAERENERDNEARS, ELEEAERINRTITARESR , F It iRwER-ER
BEREMBEARBINESRENERARER, ERALEBL  WEFREN , FSRLITERX

=
Ho

RS

FIFA WorkSpaces FERZXN TSN ERIFAMEIIEER: , #l20 Application Persistence 1 Home Folder
Synchronization , B FEERZERNERTIENREBE R, SELXNEEEBFAMERTREERE
WorkSpaces FEFAEX B Amazon S3 f#FirEH, FERERNREERESE , FEESRERFET
BINFrEEFEEEEREREEE WorkSpaces FERRERFZITE, EALUEBE4E Amazon S3 I
BESTRL , B0 Amazon S3 BEEEHER. BEEAERAMERNSSURHEMEERAEEBNER K
T. HAEAERBSHEERNERE A RAUREETENNTEAEZEESFRHESEA A, NF
WorkSpaces FEAZXFTA Amazon S3 REFETRMNFMHEN , F2REEER,

FE 2 B IdP FERER{E WorkSpaces FEFATER 51


https://aws.amazon.com/blogs/desktop-and-application-streaming/optimize-user-experience-with-latency-based-routing-for-amazon-appstream-2-0/
https://aws.amazon.com/blogs/desktop-and-application-streaming/optimize-user-experience-with-latency-based-routing-for-amazon-appstream-2-0/
https://docs.aws.amazon.com/appstream2/latest/developerguide/app-settings-persistence.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/home-folders.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/home-folders.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-walkthrough1.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/home-folders.html#home-folders-s3
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B

e ERR

ERRREARR-—EEHTED , &R CloudWatch IEEHTAY B ERKR. HE , #& WorkSpaces
FERREATES  CARBRAERSIER. THEERLNHERAE A RAERETAYIFBRTER
By, MERREEZTRER —RETHRE, BAILEEEERTH WorkSpaces EAREAEEEmRF

# % CloudWatch B WorkSpaces FEAR X IEENEEN TEEE,

AR E

BE BEKXEHRERPendingCapacity , REREBBEREMN. EH WorkSpaces AR #
BT ERTARRECERAE TERERR BB AR AvailableCapacity® PendingCapacity
BEERBEE#H. InsufficientCapacityError A%&{E WorkSpaces FE AR MAE
CloudWatch B~ , LBHMEES A BEREDREFSERNER,

MREFEREBAEHInsufficientCapacityErroriEERER , FERBETEHRKBEERERE
BERBXRRESRIAE. A, EEE_EHEEREX , i EREERERERINBRE, FicE , B
BN BFENETEXERENIERRE. TIHBERIRERNBE , EBRE NE , BNt
ZREMAERMREEACtualCapacity, EATHE{LRA,

MRERFBERETER , FEAEEERMIBERBEE , LR WorkSpaces & 2=\ #
FAvailableCapacityBERHAMNZERBEER , ARHIEFEAER. BEER K FABEEHRE
FAMBEEAENE ., EMBERTERESNEN , REANBESTEREAESEE, RIS
RBEREARTE , FAIEGEBRE, CAZERRBREDR (flUNBENBFER ) REEHT
SEMHERAREL,

EREREHE

ERg—FHE RANERAEEANTAFEEZERAEHBEBAI AL, thEREEMH2HRERE
(RDS) T & FEURHE (SAL) FTESE, FHEM—ERAZELUEBHTE DREN |dP 3|/E , EBH
EHERAT.

AEBREEUER. csvEREXFRE S3 REFEF , EUUERE=7EEEE BI) TETHM
D BULE PoMAEER , AWS MESFSTHREXBYETAPEENHRE , MEFTRES
&.csvigZ, flin , BRI LAMER Amazon Athena 1 Amazon Quick 3% 37 WorkSpaces &2 A
EERN BT HRENEE.
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https://docs.aws.amazon.com/appstream2/latest/developerguide/monitoring.html#monitoring-with-cloudwatch
https://docs.aws.amazon.com/appstream2/latest/developerguide/autoscaling.html#autoscaling-target-tracking
https://aws.amazon.com/appstream2/pricing/
https://docs.aws.amazon.com/appstream2/latest/developerguide/enable-usage-reports.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/enable-usage-reports.html
https://aws.amazon.com/blogs/desktop-and-application-streaming/analyze-your-amazon-appstream-2-0-usage-reports-using-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/desktop-and-application-streaming/analyze-your-amazon-appstream-2-0-usage-reports-using-amazon-athena-and-amazon-quicksight/
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BEAHEAZERM Windows B4 H5E

WorkSpaces EAERHTER TERBETRE , SITEREE R, EXRTIERBRTFERANMERE
ARERXM Windows B4 BFHHEEXR, MRFERZELEARZEAM Windows EH4HF , HP—
B2 H Amazon Data Firehose A E B4 E S3 , A A Amazon OpenSearch Service
(OpenSearch Service) 1T 2. NRFAHEATSHERLE K FERENLRAE , FFEHA Amazon
Athena 1T & , MA2#1T Amazon OpenSearch Service,

ERBERNEE RS

MBEEKRFRE , REBKE AWS 1RF A Amazon WorkSpaces FERATEZRXAWS CloudTrail &
BE . BEESFIREM WorkSpaces FEFARE API I |, FBEAES NENEEMHR

JRappstream.amazonaws.com,

BB VPC RIEH , LEREEFSEERMNENR, VPC RIEBFEALAE M E CloudWatch Logs
UEEERREHITEN.

FEZE WorkSpaces FEFREAMBNRER , B 7K IPEEFEEE, EiBHIT describe-subnets
CLI 3R¥& IP Bk , MBS ERGHBECSE FHEBPNTH IP ttit, BARSHBBEZHN P ib
HARE  URBEUBRABERTHFIEKENER,

BAMERAEZERH Windows B4 B 53


https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://aws.amazon.com/blogs/desktop-and-application-streaming/monitoring-amazon-appstream-2-0-with-amazon-es-and-amazon-kinesis-data-firehose/
https://aws.amazon.com/opensearch-service/
https://aws.amazon.com/athena/
https://aws.amazon.com/athena/
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-cwl.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-subnets.html
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