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WorkSpaces Personal #J B 5] WorkSpaces B MEH.

® Note
BYOL HBIFE AR WorkSpaces £[&,

- SHHTERBERIFERE EusiE) , BEEERITERBRIRSEEATHNREBRE LR, W0
REAETEINRAINEENMERIBRATER  RASETMUMETPEERZER
FAEMBRA X H., KBERMER , STEEBMSKL , YUFHATEBERN, BUNE
WorkSpaces £ [E X3 A PEREN TEMRERFERE LIRA 5760 582 (96 /NEF ) » BELAER
WorkSpaces £ [E API 1 CLI %2 E#) T/ER EXIS/ERFR LR A 432000 # (120 /N ) o

- &F¥f Disconnect timeout in minutes (P ENERREF (AP EREN)) , BEEEAEPENERZ
%, BERIERERERFEATHRBRE. IRETEERBEBERERA , £AERPENERSMER
PETRMEAEMERIINERITERE , IEERE L —EIERER. 58, eMgEEIE
B BERBITEBA T TERER

- MREAEEBERETEY DREERTFRRIUBURGERIFREER , ITSEARENER
W, R , RRERTNMEAERFEMARREH , AR DB EBRATERBAER. £
EERIEERAEEEERANSTER,

« &F¥} Idle disconnect timeout in minutes (&P ENEMRR G A DEREN)) , BEEEEFEA
ERE GEERAD) A%, TEFRERESRITERERTENER , WBHETE Disconnect
timeout in minutes (FENERREF AP EAEN)) KERR. FRAESEREEmMPEERZ
IR Z)EE, #NR{E A& Disconnect timeout in minutes (BB &REF (Ao EAEN)) T8
ENEEERBECIMEREMERZERRITERE , RESKEASERZTH LN T/ER
B, BH , eMSEEIEERERYTERNFT THERER. KLLERES O EMER,
BEEEAR  FAERTEHER KT MERPEER,

® Note

EFAEEERIERBABELIREEEIERBAR , SRRARE. HAMAR
BHEE , FEEAEMERAH Active Directory B HRBEREEFEAZH , BEPEIE
RBREFNAETRTENGR. BERLEANTR. IHABA, STARLENEGREETRE
EBEREEE, MRAFEHEE Ide disconnect timeout in minutes (B F BHEARR &
(Ao EREN) PHEEERBENRSEEERE , RRESHKEPENER,

- SHEHIRERERR (EH)  EENEIIERE. REREHNYTEAERETR , EHWEK
ARIENEEMEHTEEREET RN LRAYFEMER B BNEE,
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https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/create-custom-bundle.html
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- HRFHEEBX (EA)  EERARENNELEERENEERERIK. BRERFHEEK
RUAFT IRV RER PR,

® Note
SEENXNZRREEENETE T RN LR,

- BENEEQRREER  YEEENREEARIRIARNEENRER , WAFEREENT

ERAYE.,
- BEERRTHERE  YHEEENREEARIRIARNEENRER , BABREEHNT
ERAYE.,

- HRER  EELCECANSRYEE, SRUUREARBEFEBEN —MKER , Sl "Ex, |
"HEEL B TREL

6. HEMBSKEARL , EELEVNEH%, EEEVESK K BEZEEVE®. NFEFHAER
BE ¥ WorkSpaces £[EH B .

7. B WorkSpace £[&,

T
r

iR TE WorkSpaces fBfH & FixFEE

5% WorkSpaces £[EH Web FHUAE A WorkSpaces BEEZEF ik , B EEMFHA AWS th o2 pE
T HE.

1. TEJFEH AWS Command Line Interface.

2. FREZEIAWS CLI 5&E,

3. BB AWS CLlI,

4. REGION LUBERE AT T FIE WORKSPACES_DIRECTORY_IDA :

aws workspaces modify-workspace-access-properties --resource-
id WORKSPACES_DIRECTORY_ID --workspace-access-properties
'{"DeviceTypeWorkSpacesThinClient":"ALLOW"}' --region REGION
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https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-pools-directory.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
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# Amazon WorkSpaces BE % Fims%E WorkSpaces FERE
Amazon WorkSpaces

WorkSpaces EARXETERK BB HEEEEBILE YEFEEEVIREER LFRE P A
URL. HI/ WorkSpaces ERERM SAML 87 BRFBEIEREBN S BE  RUEESLAFHE
AIERERYE A URL,

(® Note
B—XER ERAZE , KARETER, TEREERGERNEESRIETUEMRIKM I
AEo

S 1 BB REHT S WorkSpaces FERRR R FTER ThaE

% E & WorkSpaces BEHEFIHEEE T A EMEAERA WorkSpaces FEREES, , BN REMLEFTE
THHEER, LERKRIIBFEELXENIIEREER,
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skaianl 81/ WorkSpaces FE I 18 8 I H I B

E SAML , BT &5 RMHE,

ERMREREEL env TREK , ALK IDP

E A URL,
EX R Windows
NS i Windows Server (2012 R2, 2016 5§ 2019)
BY B 5H =

£ WorkSpaces FERREX #HBERFRE
ExREn =H
£ WorkSpaces FERRE B ERFRE

PIEN R ALK IS =H
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https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/external-identity-providers-setting-up-saml.html
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Ihee =R
1£ WorkSpaces FERAREX#HBERFRE

3% 8 WorkSpaces FEAER LiEB SAML 7 RFBEHNEFHEE R, WorkSpaces BEEE i
SEEHEEENEXRT S BB HEE,
R 2 : 5% WorkSpaces FEAREN B

B TEREWERRER , WorkSpaces ERREREE—EIRE K HhOSHEHBEBEBNMEE K URE
D—EEAERBRG, FRBTIISRRERBENME WECHEFICER, MEBRERSEEM , B
RREERBMER WorkSpaces FEAREXNTHRERF : S EEHIERAER

MREEEZTEFEANBREG , FSEHEFRE : Create a Custom AppStream 2.0 Image by Using
the AppStream 2.0 Console,

WMRIEETEINEHEBL A Active Directory #815 , B RFREMLM Active Directory #8318 , BRI TS
BR, WESHME , 5528 Using Active Directory with AppStream 2.0,

T

- BERERERIGERE
- BRER

# Amazon WorkSpaces B & Firi%E Amazon WorkSpaces
Z2 B BE

Amazon WorkSpaces Z2 BB 2 U H Web AOBMLIREABER | VA AWS EZAK
WorkSpaces B FisZIREEH L,

(® Note
FE—REM EEAaZH , XAXETERE, TEREERKRER TR RIESUEM[ LRI
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https://docs.aws.amazon.com/appstream2/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/tutorial-image-builder.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/active-directory.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-create
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-add
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-finish
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= E& WorkSpaces BEHEFimEE S 58 Amazon WorkSpaces Z£ BB SR IEF:EME , BW
REVARFETIRES R, LERRIEMEELXENINREREER,

BIREE = A
EREH =H
SIENE AR E =H
@ Note

WorkSpaces fBfEEE Fis B gl ~ X B E — & AH# WorkSpaces R4 BB 2R,

HBR 2 : BXE WorkSpaces Z£ BIE2F A O,

WorkSpaces B E Fis Al E45 EHREH £ H WorkSpaces T2 2825 VPC :
1. {#£A AWS CodeBuild Cloudformation #7417 VPC,

2. RESDREE,

3. E3I Amazon WorkSpaces T2 BB A OB,

4. FIFFH Amazon WorkSpaces £ BB A O,
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https://docs.aws.amazon.com/codebuild/latest/userguide/cloudformation-vpc-template.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-vpc.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setup-saml.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/create-web-portal.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/test-web-portal.html
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BEA  AEREHERAEXNEREENZ2ARFEG

ES |
- REESE

« B WorkSpaces BT FinEEEXEA

W= B

WorkSpaces B2 A Fin A7 5 [EEER.

HB WorkSpaces FREEAFREREEFEAAEELEFHFEM. WorkSpaces BT FimdE
BefEEXE. £68. ZE. S ANMEHRTRHE,

EE&HE

KEIRER (4
& et #f)

XEIFAER (R
#h i)

TAESE (&
R)

BN (Z )
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us-east-1

us-west-2

ap-south-1

eu-west-1

Uiy R
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t.us-east
-1.amazon
aws.com

thinclien
t.us-west
-2.amazon
aws.com

thinclien
t.ap-sout
h-1.amazo
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FERAEE

https://us-east-1.console.aws.amazon.com/wo

rkspaces-thin-client/home

https://us-west-2.console.aws.amazon.com/wo
rkspaces-thin-client/home

https://ap-south-1.console.aws.amazon.com/w
orkspaces-thin-client/home

https://eu-west-1.console.aws.amazon.com/wo

rkspaces-thin-client/home
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https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home
https://ap-south-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-1.console.aws.amazon.com/workspaces-thin-client/home
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NEX (R#) ca-central-1 thinclient.ca-  https://ca-central-1.console.aws.amazon.com/
central-1.ama  workspaces-thin-client/home
Zonaws.com
BUM CER S eu-central-1 thinclient.eu- https://eu-central-1.console.aws.amazon.com/
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https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://ca-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-central-1.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://eu-west-2.console.aws.amazon.com/workspaces-thin-client/home
https://us-east-1.console.aws.amazon.com/workspaces-thin-client/home?region=us-east-1
https://us-west-2.console.aws.amazon.com/workspaces-thin-client/environment
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{5/ WorkSpaces B EFInEEEEXEA

Amazon workspaces Thin c‘.ient Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access t0 | mm—GEb-

enabling users to securely access virtual desktops.

virtual desktops Gl [ o oo 1 |

Pricing

-, You pay up front fior the WarkSpaces Thin Client
H ow It Works device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management
console.

Admin management flow

nmore abo ESpi Thin Clien
i¢ing [
{
J(
Y <
Amazon WorkSpaces s Amazon WorkSpaces Thin Client
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages, devices
Cost-effective, secure, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client
access to virtual desktops or Amazon AppStream 2.0 them to end users desktop environment fleet and controls
T B in desired AWS Region access through device
to associate with management service

‘WorkSpaces Thin Client
service

BIDEA WorkSpaces BT FinEEEFEA !

RIER , BALLAEHERKEE WorkSpaces BRIEE FinfE MIRITHHEE,

% WorkSpaces M % Skt BRMBIE T, , BB WorkSpaces Ml A % /5 i 5 A & 15/,

FRMBEHBERRE !
i
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* Devices

- BEEH
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
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{8 WorkSpaces FEREEFinkENEABENERKAREREFNERLER, ERAEERATIH
h—EE &R EREE RFEULRR

* Amazon WorkSpaces
» WorkSpaces FEAER
» Amazon WorkSpaces Z< BIE 23

BHRERFFZSHAERE | URET UREA — L BIE.

® Amazon WorkSpaces
Cost-effective, easy.

nt Pl ©
‘anage thin client to securely access AWS End User Computing servic

WorkSpaces Thin Client > Environments

Environments

This is a list of all WorkSpaces Thin Client environments that you manage.
v Getting started

To create an environment follow the steps below. We recommend reading all the necessary steps before proceeding.

Enter your environment details Select your virtual desktop provider Send the activation codes to your device users
Create a name for your environment. This name should be descriptive and unique. Oryoumay ~ You will need a service to provide your users access to their virtual desktop and compatible Once your environment and virtual desktop service are set, you will be provided with a unique
choose to use the default name. You may also add users and groups to your environment. resources. Amazon WorkSpaces Thin Client can be set up with WorkSpaces, WorkSpaces Web, activation code for your set up. Provide this code to users for them to access their virtual

or AppStream 2.0. desktop.

Environments (6) nfo C [ Actions ¥ Create environment

Environment connects virtual desktop to the device.

Q Find by attribute or keyword

1 2 >
Name v Virtual desktop service v Virtual desktop service ID [ v Activation code v Device count Time created v
Environment 01 WorkSpaces d-00000000 gheltpas 1 October 16, 2023, 20:38 (UTC-07:00)
Environment 02 WorkSpaces d-00000000 ghisrax1 1 October 13, 2023, 11:38 (UTC-07:00)
Environment 03 WorkSpaces d-00000000 ghl13e0p 0 October 03, 2023, 21:22 (UTC-07:00)

Environment 04
3 Cloudshell  Feedback

©2023, Amazon Web Servi oritsaffiiates.  Privacy  Terms  Cookie preferences

JIHERRN S AERE. TRIMBEFHNSEATEREEELN,

Element Description
Name Ed |1 3R 35 M6 BA A A9 IME — 38 B T o
JE 5 R E RS HWREFEANERIEREEE,

E# K ERT ID FE #5% 5% T AR A% 1R AR 48 18 G LU IR 4R 1Y HE — S8 B
Fo

il
B
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https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/what-is-appstream.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/what-is-workspaces-secure-browser.html
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Element Description

RS REERERARFRERKARENERSR.

FEFTH FHULIREM WorkSpaces B EFiREE
BE,

B BYREMN B MR,

RSB BB

B ARG R YITRF Z B, ERE P — B BITH BV EIE.

Element Description

BEs BELEENMERE.

EAERE BEWMEERIFEE,

BAFMER BNRRFEER,

Bk BRTARXEE , EUMERPFERMGE
%o

BURKR FREVIRENERF,

FE

- RIRFMAER

- BRI

- IWEIRE

- MIBRIRIR

IRIB A E A

ERBEIIRIRE , WorkSpaces B EEFin TR AR IKRENFAESA , HIEwE, TREBE
BRUREEANERSEREHAEFAENRA,
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T
- BE
- ERZERAFEES

HE

BEREIRME WorkSpaces BEEFFIRRETEIERNEHEEH. TRIHBETNESETERE

BEH .

Element

Name
E B R E RS
ERKARKER

585k

58 5 A% 21 B8 R 5 FE up-to-date
e R R B B 4 B

e R R B A SR B

— BV HERR R R
EBNEE

B

Description
B8 I 3R 45 ME BA A A9 ME — 38 B AF o
IRBEEANERSEREE.

FE #58 R T AR 7% 1R 1L 38 18 HE L 3R 4R A ME — S8 B
ﬁo

RAEAEEAREXNBRFIERSERR,
LERES A B BB EN.
BEABRBRENRBNERE.

HiE BB EH TR,
EBREEMZEN BB,

FHEULIRIEHN WorkSpaces BEREFIREE
BE,

BY MRS B MR,

e
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HEA
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ERKEREFMAENR

WorkSpaces B EFRREREERKENE LT, BEAREHNE —ETENSBREZFHERAR

.
Amazon WorkSpaces B $&3E&E 7

£ Amazon WorkSpaces E#11TH) WorkSpaces B EE FIRIRESFAEHRELNATERR
H, TRIIGEFBAEFATHNESELZREEELSR,

WorkSpaces directory details

Directory ID Organization name Registered

abc Name © True
Directory name Directory type Status
v Simple AD © Active
Element Description
BHé ID B IR IE A RAEAY Amazon WorkSpaces B #.
B#&E B B2k Amazon WorkSpaces B 8 B3 E##Y 1 — 5%
BIFF,
HEa® 24| Amazon WorkSpaces B $rIAE4% % 78,
EF- ki Amazon WorkSpaces B &&=
BE&E It Amazon WorkSpaces B &= & 2 5.
AR RE It Amazon WorkSpaces B &2 & BER1ER ik

Lt
&,

Amazon WorkSpaces Z2 BB 25 A O E A

£ Amazon WorkSpaces Z£ BB 25 E #1TH WorkSpaces BEEEFIHRESMEH Web A O#FILE R
BUNBTERER. TRIIHFAEAPNEECERLEELN,

S
Sl

FHBER 24
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WorkSpaces Web portal details

Name
Custom Web Portal - Mon, Mar 06, 2023,
12:00:51 [4

Element

Name

BIURE

Web A O 483k i B

WorkSpaces FE AR FFHME A

Time created

Web portal endpoint

March 06, 2023, 13:50 (UTC-05:00)

Description

B2tk WorkSpaces Z£ BIE 25 A O 485 A EAEs
Y REE — 58 B 7F o

B3tk WorkSpaces Z£ BB A OB B
HAF B o

RRFEUESRKSEREN URL.

WorkSpaces B & FinIRIEE 7 WorkSpaces EARERNEAME LHT , UBUNBTHERSR

H, FTRIIMFMAEATHEETERLERTK.

AppStream 2.0 details

Stack name

xyz

Element

Stack name (3B & &)

IdP & A URL

BURE

1dP login url
https://abc.com [

Time created
Thu Jun 08 2023 10:26:29 GMT-0700 (Pacific
Daylight Time)

Description

B2tk WorkSpaces P& A2\ 3 & A0 B3 B A9 M —
a4 B F

BAREAMEH WorkSpaces FERRERHEKN
SoRHEE URL,

E It WorkSpaces FERTZNHER A HAFES
Ao

e
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- FEiBERHEEL WorkSpaces FEHRER
« 3EB Web A OBt utAY Amazon WorkSpaces Z£ BIE 25

BB REEBRBEREEERENELMNIRE.

® Note
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- TR BAREFHEET

- FR2 BENERIEREHRE

- PR3 BBRARBEEIERECRAE

SR WAREFHAEN

1. EREFAETMLPAARENERE,
2. AEREEBHRBEHEN , FRAVGKRREREENH R,

® Note

MRRMABBRBEN , £ EFHEEEHIREBIBH B RGABIER <8
RENEER TS RENEREN.
A, REREERAFHRFORE, LRATENRRITAIRA.

3. ENGHERFEREHEERRNEE,
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« Amazon WorkSpaces
« Amazon WorkSpaces %&£ 2|8 25
« WorkSpaces FERRER

SR2 BENERKEREHRE
BUERE R, THEREAETRAEESANETHER.

/A Important
% E#% WorkSpaces FRIEEFIREESTRALEEE , RRLATERERR, BLER
BE R IFENBRES,
HREFEAZH , FRELNRARTSELER,

5/ Amazon WorkSpaces

Amazon WorkSpaces =iE AR Windows H£ S ERKEERLRE A TEERTMZENEETIE
o

1. ZEEFE A Amazon WorkSpaces , SF#T T A Hh —1EiRE -

- BERNEZEARRENE &%, BUUBETHNEE , bt UERESHMURESHK,
« EHUEN WorkSpaces H #kiRsftRE I B &%, WFEBRIEIL WorkSpaces H #HFFHEF |

2R Manage directories for WorkSpaces.
2. EMEUREIRME,

3
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BRINIRER |, BMATLUBRFREFMEEN. NEFHHEEN , F2REERE,

{# F WorkSpaces FERRE

WorkSpaces ERREX R —1EH2ZE, ZeNEAERXERBRE , TARSEEAEAERNRK £/ AWS
Z Web BIEES,

/A Important
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https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
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- HWATERERER |, B/H1T aws configure set cli_follow_urlparam false,

- ¥INE A ProfileName WERENR , F#IT aws configure set
cli_follow_urlparam false --profile ProfileName,

1. BEFE WorkSpaces EAER , FHT FHIHP —HRE -

 BRNEERANIRENHE, BULBBETHEE , AU ERESHAURESHE,
 BREVHEBIREARETHE, WFEEIT WorkSpaces FERRERXMBWHMAEN K F2EAE

=
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2. 1 1dP EA URL @A A G DRHEEEZANEDH URL, ETAMFRAEREZANEH
WorkSpaces B EE P&,

3. EMEMVREBIRMA.

\
<

%

BUREBZ#® , ZMATUHERREFMHEN. NEFAER , F2RGEERE.
£ Amazon WorkSpaces Z 4 BIE 25

Amazon WorkSpaces Z£ BB 2 —BEAAKR, £FEM WorkSpaces 125 , EFEAIRE Web 2
BERPNEAEFREZESN Web 2T HEEBRMNABER (SaaS) EAERNEFE.

1. B ERRE Amazon WorkSpaces T2 BB , BHT FHHA —BERE -
« BREZEAREIIREN Web AOMBEL, BALRETHNFE , W UERAESHURES
Web A A #8u,

« BHUEI WorkSpaces &2 BB SR8 R E I Web A O#MYE, MZFEE T WorkSpaces &2 3
BE2F Web AOMPBILMFFMER , B2 BEE Amazon WorkSpaces Z £ BIE 25,

2. EBEEEMRRIRE,
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SER3 BBARBEEEREERE
BRERENERKABRBE 2% , BT AWS EET A FIRFIRERENK —BAR.
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https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
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1. BEHRGBRERENRR

(® Note
LA BETHNFE , W MEABSMURESRIE,

2. EEEERE.
3. MTHXFEDZEFEE, RASKLENEHFERERE.,
4. HmEET HE—18 :

- ERERBMAUPEERENEE,
- BF HHEUREMHN KB EMFEEAKET .
- BERERRRRIMERRNERE,

5. EHRERERM,

il BRIR IR

(® Note

MRREHPEAMARE , AEEMRZIIRE, B , E4ARUEEMIMRREFHREER
5o

BEREREMBRNIRE. SUBETHNEE U lAFEAESRURESRE,
EHB FiR .

RTHXBFEPZIMER. MERRREZEEEENER,

TR AL E A "delete”,

T BN BR iZ il

o > oD~
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/what-is-thin-client.html

Amazon WorkSpaces fE B & F i EEBER

Devices

{8 WorkSpaces REEEFHEREAENEEANEE  THHEEREERSERENRLE
Ro ELEERFEIR AWS #815 LR WorkSpaces B EFIREES T RAREE,

LR tEBEEREABBITEERE.

HEFE

\I,

BREBPNEMRERERESHMAERE , IRET LRI —LBF,

DEViceS Info Order devices [

This is a list of all end user devices that you manage, including information about the user logins for each device.

Devices (1) ‘ C ‘ ‘ Actions ¥
Q, Find by property or value 1 @

[ Device ID A Device name v | Activity status

- GO723H08 - @ Active

<

RESEFMEN

PIHERENSBMALRE, TRIHBEPHEETEREEFETRK.

Element Description

KEFR 8 Mcka 18 51 2 & /Y 38 B 3R 1%

KEEH (R ) CRHUEGRENE BB,
EXAE A FRREZFERAENZRIRE. EEEA

WorkSpaces Personal B Al A,
SEEIARAE KEBRWARE, EMEME :

- ERF - ELEBELRANEBEREMEK—IRo
« FERATF - EBELRARERERR,

Devices


https://aws.amazon.com/

Amazon WorkSpaces fE B & F i EEBER

Element Description

A ik RE HRRECKRTE. Btk AWS tRFEHEE , X H
EREREN—B0, CANERTIHEP-—E
AREE :

- Bitft - ERFERME,
° /ﬁﬁﬁ:ﬁ %gEEE *ﬂﬂy/ﬁ?fﬂﬁiro

(® Note
WMREBERNEUHEEMRE , &L
{H}IJ F‘%&Z‘Zl_o

- BHUHEM - REC A EUEEM,

(® Note
1R REM PR E R BUREM S BURRE
'H:H';Ij(HEEIJ?EI_o

- BEHEF-HEEHTRF,

#E D P gkt Lo YT
HEAS EBRBOSIRE, TRERE
. &8
. FEH
REBEHE

B REE R MATEF Z B, EEE T — B BITH BV BIE.

Element Description
Bs BELEENMELRE,

i
o
Tt
+m

31
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Element
Bl
mARFFEER
BF

AIRRE

£

- BEHAER

- REEELE

- ERMBUHEMEE
© HEEE

- MEREE

- EHEBHAER

A E

i
[

BB ER , WorkSpaces AR E Fin
RN EMRERAEREEEENFHEN.,

Description

EMBEERERE,

BREEFMAER.

R THRNEE , BRI UEEPHIT THIEE

- REBEELE

- BUHEE

- HE

+ Wik

- EHEEHAER

BB BRENERF.

IRASRTZRENFRENR , ek, T2atE

REFHEN

32
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BE

RMEERIEMH WorkSpaces TR EFIRREXRHENSHEER. TRIMBEFHSEATERH

BRI R,

Summary

Device serial number

ARN
(=]

Device name
Device type

Activity status

@ Inactive

Element

REFR

ARN

RERHE

gEHA

& Bk

REID

AR

Environment ID

Enrollment status
Registered

Enrolled since
September 27, 2023, 20:33 (UTC-07:00)

Last logged in
October 07, 2023, 03:09 (UTC-07:00)

Last posture checked at
March 19, 2024, 17:53 (UTC-07:00)
& Not checked in for past 7 days

Current software version

Scheduled for software update
281

Software compliance

Description

R4 18 Bl = B AV R B 3R A% o

Amazon Resource Name (ARN) #& =X #Y 4 B i
_EEEEU?&O

CREGERENEE, MREHARELRE , A
T EXERE , BASNEERERE.

BEREERFHRREREZENEE,

WEEW B RE, MERES :

. tER

- FEERH

KB fF A AIRER AR,

mERRE

RATE

Z= ¢

BEDRRE. Bt AWS tRFAHEIE , W H
REN—BD. ©AERTSIMERAE

- Bt - ERFERME.
- BHUHREM - £ B FEREERMEUEREMERF.

REFHEN
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Element

B EEE
EREA
LRBpEZSR
EET:NEN TN
HEEHE TR ERT
HRaR

LERE EH

Description

- BHUHEM - £#EC A EUEEM,

(® Note

B REEMBRER EBUREMHEHE
RENEE,

- B - EEEERURERLABNTHER
BH.

KERAN B H,
RILE AR BHAMERE.
RITEBE AR B HMEFE,
L& E B Bl IE 7 6 A B BB R AN
RKE FWHFEEERA,
BEREEAN. ARERE

. &
. FEH

FRREZEAENBRRE. EEER
WorkSpaces Personal B

REFHEN
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£ & HES
User activity details (5) info | Export details | @]
Q. Find by attribute or keyword ‘ 1 {§}
Device accessed on v

August 28, 2023, 21:46 (UTC-04:00)
August 28, 2023, 18:18 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)
August 24, 2023, 10:56 (UTC-04:00)

August 24, 2023, 09:33 (UTC-04:00)

Element Description

EREFEFR thEE EIRERAR B HAMEERE,
KERTE
JHERENSHELRE, TRIIHSETERLERFR,

REREENRSHERELRFER. MRRERR  KFEEATECBEH,

R BN

WorkSpaces BT FiniEBFHE

Device settings info
Last synced on: October 21, 2024, 14:28 (UTC-07:00)

v Network

Connection type Local IP address
ETHERNET

Status Gateway address

@ Connected

RUEXREERERNBE, TRIILBETERLEFETK.

REFHEN
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WorkSpaces & & F i
ZRHEERR.

REFHEARBERE

v Bluetooth and peripheral devices

Bluetooth
@ Enabled

Connected peripheral devices (5)
Name

Logitech USB Receiver Mouse

Logitech USB Receiver

Plantronics Blackwire 5220 Series

Plantronics Blackwire 5220 Series

RENEEREZEENG

Type

Mouse (USB)
Keyboard (USB)
Speaker (USB)

Microphone (USB)

Amazon WorkSpaces fE B & F i EEBER
Element Description
EREFZR RIEEERERFEARSH A HMEFE,
EiRER EfANRRERER, EREHAURZKX
ﬁﬁ]ﬂ%ﬁi Wifio
R RE %@]E%E’Jﬂﬂt,w MREXESAREER , HEBE
DERNDER , KEEERA "EER .
ﬂu%#ﬁ]ﬂ%aﬂiﬂﬁl_ﬁﬁﬁ 20 DiE , MEGSEE
AETHREE LNEREARAERE IR EBH
PR, filgn T EERR 20 D8R
ZE 1P Hut EARAEER AV A4 1P Mt
R 38 b 11t EARAEER AV R b 3k
ENEERE

B, TRIIESET

UVC Camera (046d:0825) Webcam (USB)
Element Description
%ﬂ: éz Ehﬂ:;lj(«uo ﬁiﬁﬂﬁ% Yy
- BERA
* Disabled
HEEFHMENR 36
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Element Description
EENEERKE EREERENBBWBE | HlW0 Logitech
BE, AREREEXENER | flAER
(USB).
TR ER

1@ WorkSpaces B EFImEEHEREEN, TR HILEKXAREE,

v Power and sleep

Turn off display after
Never

Element Description
2 RBEARETR KERMEBERNEEAPREERE,

EREEE
EBERREERENRENABEANBF. TRIIHLEBFENEETE.
User activity details (1) e ( Export details J@
! 1 @

B Fter by dovice occessed dote ond time | (O Find by attribute o heyword
March 06, 2025, 16:43 (UTC+01:00) sid-demo WorkSpaces 22023462:9b7c...  gw2-8a8Be8!
Element Description

£ LFRNERE KERMAR H MR,

£/H%E ID TFEREE 2 6 & RV R B SRS

JE 5 R TH RS KECANERKHE RS,

EHRKHE R ID EL(E A & AR BRI AY E B R EARFS ID SRS

KEFBEF 37
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Element Description

IP {1k FHEBN IP EBI5HES,

E-us ki ERREFEADXNFRER,
@ Note

B} T WorkSpaces Personal 2%} , VDIs RBEREARKREH,

BULERAENREANESY  EERRTFESRBEET. Bk B PMEEEHRERRER,
ERLURIE HFEEFIRE , SERKREDRE csv B3,

AmiEESE R

1. ENESERENEE, ZALURAETHREE , S UAFEAESRMURESRKE,
2. EEEERE,

3. RTAXNBENRINFEEREERRE. RERXRERBAERAHR,

4. HERERBRIEMUPBANNEERRE,

5. EERFRE,

ERRMECHREMEE

1. ENESERHEMNEE, ZALUBABETHNXNEE , S AEAESRMURESRKE,
2. EWEERE,

3. THXFEFEMEUHEM. BUHEMAEREEIHER,

4. TEHEFEMALHE A "deregister”,

5. EWEUHZEMRE,

mERERE 38
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® Note
BUHEMAREEHERAE Y ERETERRABERMEE WorkSpaces AT Fink
Eo

HEFERE

1. ZREEHEFNREE, SUNBABETHNRE , I AERESRURESEE.

2. BEEER,

3. RTHXFEPEHRITF. HEEEREEHER,

4. TEMESRMEILAE A "reset and archive",

5. EHERWIHFRSE,

(® Note

HER£EMFEHERE , YERE TERBRBEEHRBEE WorkSpaces fEfE & Fimdt
=48

il B 2% &=

1. ENEEMBRHEKE, ZAURAETHASE , T UEAESRURESKE,

2. EEE{EIRHE.

3. WRTHXFEAEIMBR. MBRREFEENLIE,
4. TETESRMELFE@ A "delete”,

5. ZEEUMIERIZRER,

[ i 25 EFF & A

1. BENEEEHFMASHANEE, BUUBETHNNEE , A UFEAESHURESHEE,
2. EEEERE.
3. MTHXFEDMZEMELEBHFMAEN. HEXREANWIMBEE THFMEN.

HERE
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B8 Amazon WorkSpaces R E Fin - ERAKEMEENER
& H Amazon WorkSpaces B EEFngELENMBELREEBEHNER.,

ERHEA . Amazon WorkSpaces RREIEEFIHBEECEBENGE, FAEXURERM AWS REES
MWER, ESREMER (HIMRENEERE ). AEER (SHINEARBEE ) N2EER (fla
HEBRFERFE) .

BERENNE  EENEREBIRREEARENREN AN, RERFHESFEREER,

ERfTF  RECEENERRZEMTFREREARSH AWS AMRkE L, BRI, HESTEEEE
XFHo

EREE - AALURREILEEIH R | 8 AWS BFFRENEBEN, NEXEET  SEEH
TRORPARERENEEEN  FomELEH.

EREE  LALLER AWS IEFREZEES. 2EE—STREBNERNEL  FRERMOEL
ERAEA RS,

ERIMIER - LA LUEB AWS IREFRIBRREER . MFERRENMRBENEBENR , F2EMEERE

o

BEMALRER : AWSAEHRE=ZSHALHNKEER. RARENFE =7 TUEBRFMNELNEF
NEERF , TARERFINENER., SEAWS BIEZHATIENERIEATEE=S AWS #
REAESR.

FERMESG ? BESHELXEUBRERANEER. EFTEXEERBABEERELRFNER,

EREHEE - Amazon Web Services EMEA SARL , 38 Avenue John F. GMT , L-1855 ,
Luxembourg

BRI

WorkSpaces B EFinkE EERNERBER , USEMDREERALRLEHREN, ELEHARAE
HHNKEBERT.

BRETLISHRBERAENY WorkSpaces BEEEFIREBENFERERBKNWER. FlbEREH ,
BEULGEREV R ERHE  IERENEEFRABHEE BB ER.

TREAMERE .
- 5lERIHEE. BIERENET —RIENRBE. ELREARIT,

HBREN 40


https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/device-details.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/exporting-device-details.html
https://aws.amazon.com/workspaces-family/thin-client/terms/device-terms-of-use/
https://aws.amazon.com/workspaces-family/thin-client/terms/device-terms-of-use/
https://www.amazon.com/privacy
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/deleting-a-device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/deleting-a-device.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://aws.amazon.com/privacy/
https://aws.amazon.com/contact-us/

Amazon WorkSpaces fE B & F i EEBER

- FREABHEREMEFEANEENERE., SLERTERIT

BAEEE  WREHARERETRAEGDEREN , SMIZRENKESTSRIEREN , 52
BFEBHEEFHRAL.

EEMREBENRT , RENREESBY, tEAMIENKEBERITEAR , 85 40 RNE”BT
D% PN SEE R

ATHERRENZSRERFTE  IREANIBHNRE  RESEDHEMRE, EERENEHT
RRETEMFEAT TERE , RACTEETHERR , INFRRERELEEENR. ATHREER
N, BREELE 30 REF—RHELE.

(® Note

MRBTERLZEMEHEANEAETENTNERE  IMA LN EREHNERERE 3 XK
B, BTHRERENEERELZS:  URHBEERENTERESEK , RMABBUEEMEL
L.

WEERTHMENEE , HSH WorkSpaces BHEEF HRERBE,
EAIRIEERE

WorkSpaces BB EFine—8 AWS RREAEEERYE , TRBFAEFTNERREH, BEERR
HEEHEFAFNERE, EEEHMRENE , ST THEHE

1. HRUTARRBENNFERENHEE., NFEHRENFEE , 52 B WorkSpaces fBEEE FiniR
BEHEE,

BER R,

£ EHEEmEZRRE,

RREEBRNBFEPENZENNRIR,

BETIHHP—E  ELEEMPERARENRRE

o ~ @b

- MEVEHERE  EACHMNEKE LREBREEEHEN.

® Note
REEfRBUREEPETAERAPHERE TERER.

EMRERE 41
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- ESEREHERREFNER - EREVIEHERREMRET®R,
6. BEULGHRUREEN. LEZBUL SRS EEHEE,
7. ERRERE,

EHRENE

WorkSpaces BRI EFinR—& AWS R EAEERERY K RHEBHETFREES , WTHEREE
REEREREH, EERESHEANTERENEN. SEENRETE , FHITTIIEE

1. RUARRBEFNEEPRINEEE,

2. BEIRERA,

3. EHHEMEMEE,

4., REBERVBFETENEFHNEE, NERXBENFE , 528 WorkSpaces BEEE F i
RERBESE.

5. BETIHP—E 6 EREEMBEPEIARERRE

- VYHNEHHRE : VAIEFRERERRE,

® Note
BREEMUB RS PETAERTRERE TERR.

- EEREEHERBRENHRE - TEENIEHESRENREHRE,
6. HEUWHRUREER, HARBUL SR BEEHEE,
7. EWMZEIZRH,

WorkSpaces f& & E & F inm X 58 iR 24

WorkSpaces RSBl EFine—8 AWS RREAEEERYE , TBFEAEFTNEELNERRER, &
CRESFEATFNERETHER., TREAMERTHRREE, EEETUMER AWS EEEXEE
BT ANEKESE,

LN S hx 2 B # -3

2.20.3 03-19-2026 « f&1E Chromium #J
CVE-2026-3909 #

EHEEER 42
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Amazon WorkSpaces &8 & F i

LN E

2.20.2

2.20.1

2.20.0

2.19.0

2.18.0

ENSE

02-23-2026

11-18-2025

11-5-2025

9-30-2025

8-28-2025

gE
CVE-2026-3910 EXZ £
o

« {&1E Chromium #Y
CVE-2026-2441 EXLZ £
=,

« {&IE Chromium HY
CVE-2025-13223 #1
CVE-2025-13224 EXZ %
B,

- AEBRENFTBE.

- ENRE. BERANMKEET
B EEREFTERKEH
& EF WorkSpaces EF &
EFHED

- BERKRERERLFER
Ctrl+Space & #71E Excel #
EEE AR EE,

- CEFHENRERARNA
%B URLs,

- CRERTERRRERE
ERETET,

- BEERE LHERBREE
MREEE A EE,

- HIEHTERRSDRRET
FIDO2 KYZ &%,

« —RIEEMBE,

WorkSpaces #& &2 % /= i 24§ M 2

43
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LN E ENSE -3:J

2.17.0 7-30-2025 o A[¥AEIK USB E4Ree
UD-3900Z B 1E X Ed
WorkSpaces f&fEGE & Fin
BHEEA.
- MEXEEAAMITEE
B AltGr £48,

- BEERREMCRE TFERE
BORBE B ERAVEE.

. FTIBYEFHEE LY Enter
#BOXZE,

- —RIEEMKE.

2.16.2 7-22-2025 * {&1E Chromium Y
CVE-2025-6558 E X &£ [
"o

2.16.1 7-3-2025 « {&1E Chromium Y
CVE-2025-6554 EXZ £
"o

2.16.0 6-27-2025 o FIBRERREEEREH,

i8I TAER R 2 Y
B EEERBRE R ZhEE,

« BEERERARERENERE
% HROGCEEIAED
HE{RAY EE AR BR R

2.15.0 6-19-2025 o BB T MBS XA
BIFR R BRI &,
- ERERKEARENT 22
jZ%E‘ﬁ}EEJJH—*; RAEFERE
eEIBA,

WorkSpaces &2 % = i # B8 i 4= 44


https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/usb-hub-specifications.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/usb-hub-specifications.html

Amazon WorkSpaces fE B & F i

LN E

2.14.1

2.13.0

2.14.0

ENSE

6-09-2025

3-31-2025

4-29-2025

gE

« {&1E Chromium #Y
CVE-2025-5419 E XL £
&=,

- RREAEREMREER
RESEESEAEA.

- ¥1i8 FIDO2 & 7 BT RE
HERTHEXE, F2H
FIDO2 T /&Y Bl 540 & &

- MRETEEERPERZA/
B, REKTEEANKE
MREo

- RREAESEERRER
M ENEREETE A,

- RESRERZRVEDH
A, AWE R

- BEEREBRZEAHNRE
EERTIERE B eV R

- ARAMHRENERBE.

WorkSpaces &2 % = i # B8 i 4=

45


https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/known-issues.html#fido2-prerelease
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/known-issues.html#fido2-prerelease

Amazon WorkSpaces fE B & F i

LN E

2.13.0

2.12.0

211.2

2.11.1

2.11.0

ENSE

3-31-2025

1-30-2025

1-24-2025

12-27-2024

12-19-2024

gE

RREAERERREER
RESEESEA/EA.
¥i8 FIDO2 & 7 BRERiE
HERTHEXE, F2H
FIDO2 T /& B Bl 5+l & &
MRETEEERPEREA
B, BREKTEEAKE
MREo
REEAESEERIER
M ENEREETE A,
RESRERZRBEDH
B, AE R

B EERBRE B HERE
PR IERE B B8R,

EERERERAEERTER
b BYIR () % o B B TR PR
BRAVREIRE,

S IEFENY AR F AR R BE AR 2R
ZEBREEEFERNE
7E,

BEEERE B RS
7,

VoiceView BEHXEX

i 38

WorkSpaces B E S
mIRTE X & VoiceView H
Magnifier,

WorkSpaces &2 % = i # B8 i 4=
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https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/known-issues.html#fido2-prerelease
https://docs.aws.amazon.com/workspaces-thin-client/latest/ug/known-issues.html#fido2-prerelease

Amazon WorkSpaces fE B & F i

LN E

2.10.0

2.9.0

2.8.1

ENSE

11-22-2024

10-28-2024

09-26-2024

gE

- RIRERERUERZER
ERKSKRETET,

- EEERAETNEREERE
WEREFHEAETAET , £
AWS EEEHRBEZKE
AENEERTE.,

« WorkSpaces BB HEE Fix
REZEE—¥EM 2K f##
WEEE,

- REEAEITNER

WorkSpaces B & F i
#E - EEREMKYEEE
AIE A,

- BRREAETUREBECH

mir , BEKRETEIK
rEERISAA.

- BEREEREREEHE

AREEHREBEMAIBE.

- S EEERERKIEFIZE

® , ERBARNEE — BB R
MEERBE,

WorkSpaces &2 % = i # B8 i 4=
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LN E

2.8.0

2.7.1

2.7.0

ENSE

09-06-2024

08-27-2024

07-29-2024

gE

- FEREEFHXEERER 4K
AT E R EIR S

- BIfE WorkSpaces fEH &
FiniEEERETREE
R, £FAEHBITLLERE
VDI THEREER

- {&1E AWS FZRAHRHFEA
EEBFHEARRERE
BEENEE,

. RRERAETUE
WorkSpaces f&fEGE & Fin
L &5% WorkSpaces B
PrintScreen 1218,

« Chromium #y CVE-2024-
7971 # CVE-2024-7965 &
REZEBEENSHEEILE,

- WEFE -EERFRHONEE,

- BETEIZFSARERE
ma2ENEE,

- RERTEREDHEFAN
&R

WorkSpaces &2 % = i # B8 i 4=
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LN E

2.6.0

2.5.0

243

24.2

ENSE

07-09-2024

06-13-2024

05-29-2024

05-17-2024

gE

- EREAUEESANKE
ERT, MEEREIAE, M
TEHER,

- RERETRMEAESTH
78 WiFi #88% .

- REIERRPEARAR
Al HY AL

- VDI TR ELEERE
RESEREENRBNE
RE.

- BERBTHERER2E , £
I 1 EE AR P PR BE B 08 T RE R
BENBEREEMAEE

- RETBJ LWERIREE
HamEREA.

- WEIERRFEARAE
Al HY AL

» Chromium #9 CVE-2024-
5274 EXRZ:HBENTRE
fZ1E,

» Chromium #J CVE-2024-
4947 EX R BN TR E
81,

WorkSpaces #& &2 % /= i 24§ M 2
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LN E

2.4.1

24.0

2.3.0

ENSE

05-15-2024

05-09-2024

04-05-2024

gE

« Chromium #y CVE-2024-
4671 A CVE-2024-4761 E
REZLBEENSHEEILE,

« BI&1E ALFF1E WorkSpaces
EAERLUERG#IR—
T AWS FIEEFAREERE B
MEXHERBRIEREN EE,

- 2IZIEFH "accounts
.google.com" 3 A 1k {5 F
Google Workspace %
WorkSpaces FERFE{ IDP
TERE BRI REE,

- EEELNEMESPIZE—
T, #BREIEINEHT
e,

- HFERERETEKRENT
B5h  UEEZERAT
REM,

- RIXFERAEBETUSISERE
BREREST A BERBEAN
FEARAE,

« {&IE Tabout : blanks URL
HBEE —EETRE LA
7,

- EEERBERBFARENRZ
BEENREE,

- RREAERENHUKREE
MATEETREENMBH
BHFEEE.

WorkSpaces #& &2 % /= i 24§ M 2
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LN E

2.2.1

2.2.0

21.2

2.1.1

21.0

2.0.1

2.0.0

ENSE

02-16-2024

02-08-2024

01-26-2024

12-21-2023

12-20-2023

12-06-2023

11-15-2023

gE

- BERARFHBERENRE
B, BEREEEBARE
Fi SAML 2.0 &7 BRFERE
# WorkSpaces.

- WBY ISO BBNXZE , &
BRY (HE). EX &
X, BAF, FEIESFIH

SN
B8 5% 1E o

« Chromium By CVE-2024-
0519 EXLZBEENSRE
{&1E,

- tNEEESHTEIREM B R
fE A E LR,
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Amazon WorkSpaces fE B & F i EEBER

£ WorkSpaces fafHEFInE R LFEHRER

BRI ECHPREMEARRERIGEEER , UEEMEE WorkSpaces BEEE PRk &
Ro BALEES—ERBNERNE, RSIBUUAR—MER , Hlo "ER, . "#EE "R
%, BREMENE. EUNEARREABEEBRANG EREE AWS ERMNEBER , FK
E&F

ELRERMEERAERN  SLEEEBRTETHRERAFIEERSES , EFTEANE-—RBLE. H
wm, MREET7 A 15 BREEBFEERABR WorkSpaces FREEEFinkE , AIiE 8 A 1 B2l ,
ERHETSHRAELHRADEBES. MHEFHEEF , F268 (AWS Biling EAEER) PHEA
AL EER.

(@ Note

= E 7 Cost Explorer 248 WorkSpaces B HE FinERER , WX HEE (AWS Billing
FERAEER) PRAEAEESNAASBEERTNERA , MAZEAZE WorkSpaces & H
EFHmERNER.

ERSET/MAR 24 MEHE  BEELESHEBBNETRESEE 4-5 XFTFHIRTE Cost
Explorer 2, k7 , HEFE Cost Explorer REERIRHEKAE R | ERFCHY WorkSpaces &
BREFRE RV BEZHBEELEER, Cost Explorer REFERIEERRBEHANREAE
#. BRI ETRANERER,

R LR ER

- BUUTERE  £ULUEERFTIEEELER : WorkSpaces BRI EFIRIRE,
s BOLEERTIEETIEENIEEER : WorkSpaces BERAFIRIRIE, £EMEEE,
- BOUUAREPNWEBRCESR , UEETMEERBEHEHR.

BRER S

- §—EREHHLMR : 50
- €8 EE LR — 128 & Unicode F T
- ZAXEEE—256 {# Unicode T

- BRERBEFEIANNE. AFNFZUSETH UTF-8 RANEXFH, Z8NEFE , E/UT
BHRFL  +-=. 1/ @. TAEABERRHTZER.
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EEEES

c FOHEEREBIEPEM aws: FEH , RAHEREH] AWS A, EFARESMERELFER

BEREBYE,

R TREERRARENER

W N

BRK WorkSpaces B AFIREER.
BRUREUFMEFHEEAER
BERE.

EERERD , BT T —HZEEHE

- FENEER  FEENERR  ARFERSIBNENE,
- FEEHER , FREENE.

- BERRER  FEEEBRIHBR.

EREREMR , FREMFET

h+

A IRAEERTEENER

o M 0D

B WorkSpaces BB EAF IR EES,
EMEEUFMEFAEARR,
BEER,

BEEEER,

BT TSEP—HGEZIE

- FENEER  FRENEER  AREERSIEBNENE.
- EEEHER , FREENE.
- BEMBRER  FEEEBZHBR.

EH TRAEENEENER

LN

Bk WorkSpaces B EAFImEE R,
BRUREUARMEFEEAEH,

BEERE.

EREBVEBERD , BT T —SEEE
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- EEMEER  FEENERR  ARFERSIBNENE.
- EEEHNER , FREENE.
- EERRER  FEEEBRIHBR.

5. THEBREHR A6 FBRERT

BULER K vERRESM IERALERVER, EREENLEFTMBBERE, I, XixaE
A AENERIE ID EMaws:thinclient:environment-idRZHKER,

ERETEAEERRETNER

1. BIRX WorkSpaces BEEAFHEE S,
2. ENEBRENURMEFHEARR,

3. EERERY K EEETEER.

4. AT THHP-BEHZIE :

h+

- BENEER
. %EWJ%E%
5. ERBEBRENE

AZENMEERER  AREERSINENE.
7w i E RV E.

AIZERESNBER.

mIEEFET.
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Amazon WorkSpaces SR E X Fir P L £

MERZEM AWS RESEBEIEF. 558 AWS BF | BRI UZHRNERPONMERERE | L8
RERTHERRLHBMEBNEIRMEE,

ZEMR AWS BB ARRE, AFEEEASHERAERNEZEYE  NERTPHREM

- EmNEEM -AWS BERERE BHIT AWS RV ERRE AWS Elf, AWS L ARRHTZ
2FEANERE. EFAAWS EHRFTEN -7 , FE=ZHFERAEEEHARNBRERMAZLENEN
., FEE 7 #FEAR Amazon WorkSpaces R BT FimMW SRSl , FSBAWS £HT 80 R
HE,

- ERNEREY - BNETEURREER AWS %, SBtXEAHHMERREEE K SRER/NEER
., BRTRNERNERLZENER.

AXHEBRET BMFAEREA WorkSpaces IR EFinkERAXFEEER. THEERAUMM
#% WorkSpaces BEREFHBERATELNTLEEREE, SHUANLTHNMAFERAEM AWS R
#5317 Bh R EE = M {R 2 WorkSpaces BRI EFIHE R,

&

« Amazon WorkSpaces B E & Fin P E MR E

- Amazon WorkSpaces BRI BT PN S5 N ERER

- Amazon WorkSpaces &2 & F ik kY IREEE

« Amazon WorkSpaces & & Fim R RE 2 T EE

Amazon WorkSpaces BEE & Fin W ERMRE

AWS HESEEEEAR Amazon WorkSpaces BB EEFimMNERRE. MERFR , AWS &
ERBHITAE WEEHERSE AWS Eif, FESHETHERSRE LEEATHNEFE, B4

REEMER AWS R WLZSERNEETK, NEEHEBAENFRET K FSRERELEE

AEEE., UEBMNERREBENMEEES , F28 " —BRERREZER (GDPR) Flv »

ERERREEYN , RARBEHRE AWS IRFE 2 AER , A AWS IAM Identity Center 5 AWS
Identity and Access Management (IAM) B2 EEBIERE, Mt—R , SECHEHASESRHETHK
HEKPABENRT,. RftEBRERATIANREER

- BERFHEERSEEZRRRE (MFA),
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« £/ SSL/TLS & AWS BERBH. RMFEE TLS 1.2 WEHEMEA TLS 1.3,

. {$F RE API MERAEEEISE8E AWS CloudTrail, TNEAERI{EA CloudTrail B MHBEEL AWS SEEIH
B, B2 BAWS CloudTrail € ER&ER) BRHER CloudTrail B,

- EF AWS MEMAAR , UREPHWFAERERZ S AWS R,
- FRERNZELZSRE (B0 Amazon Macie) , #BIEREMIRZEMFE Amazon S3 HEIRE R,

- MREE AWS FZBTTHIRES AP FE BFEE FIPS 140-3 BBEN R IGH=EHR |, 55EH FIPS
imE, WEAR FIPS M FIPS IWwEMWEZHEEN , F2EB A ETREEE (FIPS) 140-3,

BB ERLEU I EREFNE Tt SREIHBET , REEBXEABANFH
fudh | plmEBWAL. ESTIEEEMEA WorkSpaces BERE FinsiEAEE A AWS CLI, API 5
AWS SDKsHyEfth AWS fR7§ B, SERBREABABANZRUPBANEAERBIRARGTER
B A, MREREMNBAMRA URL , RFQZVEBF D ERBEUXMAMB[FRG URL pEE
BEEHA,

Amazon WorkSpaces fE IR T Fin WKL IR M FEH E £ A WorkSpaces BREIE T FindtE & HEL
ERSHBREEESNEREN. flm , THNKEEE, #RDE. MRER., EEEREED. SAML &
AR, EEBLAESTMNERRE, HEFEAREBEREHRBYE I TaEARNERENERALZEE, It
N, EATHAERRMEE  ERTESEHIEHECAZRE AWS WEFHZH. RFBIRAWS B
MEBPREBLENA,

FE

- ERNE

« Amazon WorkSpaces f& S E & 5 i i 7 & & Bl i &
- B mNE

- HREE

- MEIERERBIE

ERmeE

WorkSpaces B2 EFmSRERBENKEBTTER , SINEAERE. REHINT. FrRHESE
BAURBREEBMERF. WorkSpaces FEHEFimtt BNETERERREBER. WENEREFR
£ Amazon DynamoDB #1 Amazon S3 A, WorkSpaces f&fEE & FimfEH AWS Key Management
Service (KMS) #1T7IN%,

HERBEAND , FEETIIEELE
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https://aws.amazon.com/compliance/fips/
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- BEREERER , YEITEHAM WorkSpaces BRIREFIREENIEERE,
- EREMEFEHELSBREBEREIFKESR , LUE WorkSpaces B E Fina LUE RSN 8K
mEFEER,
- EREREMARBNERAERERH O
- EEBEFEEA WorkSpaces BEIEEFInEEA , MAFEAEEZREMANRE , £t WorkSpaces
RENEFREECABRERBEARREH,

- BEERTFEERMEMAZALERE WorkSpaces FBEIRE Fin , BRRIFMMHEE TR RA
RIBENMEAEBRITETEAN , DREERRE TEREER.

- FRAETNERERARETIRSHERER, ENMMENEMREE , ARG RETFRER. HIteR
REE TR RIBBR TFRERERE.

WorkSpaces B EE FinfAREEHA AWS KMS INEZEFREHRAER , UMRBEATNHEENNE
T, MREARBRERFRERR , ACREELEIHRNITFERER , BREEZERAREER.

Amazon WorkSpaces BfE & Fink @REE R &

Amazon WorkSpaces B EE FinARRRMEME , FH AWS #ENNZ SR RREFEBRREFE
o

- AWS #EEHR £ — Amazon WorkSpaces B EEFIRERFEACLE BB MERBA T 2 H A
R, fELef. EBESEHA AWS HENSRIEREFAHAR. T8 , BFRLEIEMENE
REFEMER , DURBNBZEERN S|, WEFAER , 528 (AWS Key Management
Service BB ABIEmM) FH AWS HENZH,

HARMEBFEER , APRRERERRERNFMISRNEERKFNEME. B, HURERENS
BRERMBERMTERERNEZEEARER,

HAGELEALBNFRHIENEANZEE  EAAUEEYVEHETFRRRGREEFEER
W EAWS BENRANR TR EHIEE_FNE

- EEZE £ — Amazon WorkSpaces B EFinXEFRTEY, BENEENHBEFRS
&8 EREAWS EENMZE LFEBE_BNE., ARETUTSEFLLMEE | Ilﬂ:"‘—ﬂ«/{iﬂ
MTER

- BUNMHEESRBUR
o BN FNHEE IAM BUER
- BRANERESRBUR
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- T RE
- BUSBRIA
« RYTIMAMER

MEHMET , F28 (AWS Key Management Service BIZZAEEE) FHNEFEESE,

AT RAE W ERB Amazon WorkSpaces #& & 2 & 5 v 2047 H0 23 18 A 7 35 Bl & ¥ o

aREE
RIREH

WorkSpaces B EE FimiR
REB

RERHE

WorkSpaces fBEEE Fimik
EEH

EREED
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RAEES
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HEEVER
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RREEVER
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Device.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/device-user-activity.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/ag/device-user-activity.html
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(@ Note
Amazon WorkSpaces BEHEFHEFEHR AWS HENSRBRABERBBA G DHRBIER |
BB ARENE,
T8, FAEFZESRERN AWSKMS BEf. NEEHAEENFMHEN , BFSH AWS

Key Management Service E1E,

Amazon WorkSpaces & & FisilAEEHA AWS KMS
Amazon WorkSpaces BEEEFHEEZSRBK K BSTEFRAETFZESR,
Amazon WorkSpaces FREIEEFIHEZLBBE , T EFZESRAR THRIPRE

 #¥GenerateDataKeysEREIEE AWS KMS BN E #l,
-« #DecryptF@EmREIEE AWS KMS SUEZ INZEH E R,

BT ERBRBEEEFSESEBNFIE, MREIEEM , Amazon WorkSpaces fEE & ik

RBEEFHHEFAESBNENEMNER , EEXEHEZRERBKNREE, fln , WREERIE
WorkSpaces & EE Fin I EFIMNIREFMHEN , BlgESERAccessDeniedExceptionts

#2, WorkSpaces b7 , WorkSpaces fEfEE T Fin st B A5 & L £ A WorkSpaces B EE FiRIR

5,

BUEFEHESR

LA LR AWS BIE IS AWS KMS AP IERZUHBEEFSE S8,
BUHBEFEESR

B (AWS Key Management Service Bl A E15m) ANEVHBEF BE RN T BHETT,

SHRBRERHFEFSESRNFIVER, SAEFZELRBLEARE—BSREK , HPITERE
HALFEASBRACAFANERN, ERYEFEESRE , JUEESRBR. WEFEEA ,
228 (AWS Key Management Service B A BERE) PHNEBREFEE BN ER.

EELEFBESME Amazon WorkSpaces BEEEFEFIRERELRFER , X AEESBBERPAEFT
5l API #24E -
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https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_GetEnvironment.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#managing-access

Amazon WorkSpaces fE B & F i EEEE

« kms:DescribeKey — RIEFEZESBFFMEN , LUE Amazon WorkSpaces & & 8 % 5 i 7] LA

BRETER,

« kms:GenerateDataKey : AHFFEAEFEESBRMNBER,

- kms:Decrypt : AFFERAEFEESBREZEN,

LA BT LA Amazon WorkSpaces fa & 8 & 5 in #7118 49 BUR BRR X &5 4] -

{
"Statement":
[
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwWS": "*"3},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"
}
}
},
{
"Sid": "Allow Amazon WorkSpaces Thin Client service to encrypt and decrypt
data",

"Effect": "Allow",
"Principal": {"Service": "thinclient.amazonaws.com"},
"Action": [

"kms:GenerateDataKey",

"kms:Decrypt"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"aws:SourceArn":
"arn:aws:thinclient:region:111122223333:*",

BREN®
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https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333;*"

}
}
},
{
"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
I
{
"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"
1,
"Resource": "*"
}

MEEBEBREPEEFTWFMRER , 52/ (AWS Key Management Service Bi# A S1EF) -

NERRHHSRFIETREIMNFMAER , 5268 (AWS Key Management Service FiEA S

EME) .
% WorkSpaces R B FiRiEERFEE SR

BULKEFEESREEATIERNE_ENE

« WorkSpaces R E FimiriE

BYRER | S LUEIBIR S Amazon WorkSpaces fB i & 2 5 i F 3 10123 ] 35 Bl A &R 8
kmsKeyArn , IEEE R £,

« kmsKeyArn —AWS KMS BEF ZEE£ BN SWAFIF. RESI|/ ARN,

BREN®
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#overview-policy-elements
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html

Amazon WorkSpaces fE B & F i EEBER

E#H WorkSpaces BEEEFInREHMEEFATFZELB|INEN WorkSpaces FEEE FiniR
E# , WorkSpaces fEE Sk B & WorkSpaces BEAE SR REBEEF I ELRBRE.

NERAER—HZANER/EY  HhasFBRERNEMERRET.

AWS KMS ERAMBZABRMAE/NNCEZTER  UXECHBINNER, ELENMRERNERDES
MZEARE , AWSKMS 8MBRREBEZNZNER, EEMZRER  FEBRDIEHEEH N
BAR,

Amazon WorkSpaces BB HEFimMZEAR

Amazon WorkSpaces f&EEE SiHEE AWS KMS ZiEmERETERERNNBZRE , Hdh e
#®% , aws:thinclient:arnmi{B4 Amazon Resource Name (ARN),

LTRRENZERS :

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"

}
UTREEMZAR

"encryptionContext": {
"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"

}

ERINE AT EITER

FERYHBEFEBESMINE WorkSpaces FEAREZEFiRRBEMBEEERE , BB UERKEEHN
AR EAMZEARAR , LEIZFEESRNEASN. NMBRBFHBEHIRE AWS CloudTrail =
Amazon CloudWatch Logs E £ BiEH,

ERAMZEARTEFEEF B E RN FEUER
WA SES|BERN IAM BERH |, ERANEZERBRREZFHEHBEFZESRNFEG

UTRETFRENBZARCEFHESRFIERNSRERRAXEM, WHRRRX PHREER
kms :Decrypt WA EEIEEMNERBTH INE AR RERME

{

"Sid": "Enable Decrypt to access Thin Client Environment",
"Effect": "Allow",
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
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"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}

EZ 42 Amazon WorkSpaces BB H & Fimfy % 8

B ¥ B Amazon WorkSpaces BB EEFImERMER AWSKMS BEFZE SR , LA BIEA AWS
CloudTrail 2% Amazon CloudWatch Logs 2B #t Amazon WorkSpaces B E & F iR EEE AWS
KMS BVEE K,

T5I#i 612 DescribeKey, GenerateDataKey. HKJ AWS CloudTrail E#Decrypt , ARER
Amazon WorkSpaces R EFinF LA KMS 2 |, UEREFEFZESBMZNER

ETYEHF | B LAEF encryptionContext B WorkSpaces B EFIRRE, RAFEA
WorkSpaces B E & Fin sk B K & H LAY CloudTrail S,

DescribeKey
Amazon WorkSpaces IR E Fin{E A DescribeKeyREREE KMS EFEZE AWS £18,

THEHNEHIEHSCH DescribeKey B1E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
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"attributes": {
"creationDate": "2024-04-08T13:43:3372",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-04-08T13:44:22Z",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces IR E Fin2# M GenerateDataKey BEMEER,

THEHMNEFEHEFCH GenerateDataKey B1E :

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
B
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arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-04-08T12:21:03Z7",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:567",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"numberOfBytes": 32
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbO@fba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

GenerateDataKey (by service)

& Amazon WorkSpaces f&fSH E SixfE A GenerateDatakeyfFEHBEENR K RESFEH
GenerateDataKeyBRERMEBZEHR

£ Sid & " /5T Amazon WorkSpaces R A FimREMZMBRER S B KMS £ BERBRR
KB foFFGenerateDataKeythig 1k,

T 5 & B =450 8% GenerateDataKey R1E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:03:56Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
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"numberOfBytes": 32
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"

Decrypt
Amazon WorkSpaces BT Fin 2 A Decrypt RIEMEZER,

THNSEFSHE5CHE Decrypt B1E :

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l"
"accountId": "111122223333",
"userName": "Admin"
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iy
"attributes": {

"creationDate": "2024-04-08T13:43:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abc12345678/90dE/F123abcDEF

+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",
"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
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}

Decrypt (by service)

E WorkSpaces BB BT Fin#EEFIURREJFEEEAR , DecryptRIEFARMBHRE

#l. Decrypt BE7E KMS £#BEERRNX P AFF , HH Sid & " FF Amazon WorkSpaces f&f&

BAFPmRBEMBENBERER ] o
THEHEHSHHKER REDecryptViIRIEGrant :
"eventVersion": "1.09",

"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
.
"eventTime": "2024-04-08T13:44:257",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fbdfba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",

"type'": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
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}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "1234abcd-12ab-34cd-56ef-123456SAMPLE",
"vpcEndpointId": "vpce-1234abcd567SAMPLE",

"vpcEndpointAccountId": "thinclient.amazonaws.com",
"eventCategory": "Management"
}
—& T ik
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MRBHEXESEEREEN B =ERG SR ABEZBBEMS , EA Yes. IRBHBEIBERLE
REEN I =@EF4 iR , RIEA Partial.

MF ABAC WFMET , HSM (AM AR FHEAABAC BEESHT, NESEEHR
7 ABAC SBHBRE , HSH (AM ERE1ER) PHEREEDEIIRH ABAC),

H& G B R P B2 WorkSpaces R E Fig B E FH

XERERE : &
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html#amazonworkspacesthinclient-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
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B AERRMYE AWS ERNEHFN , YEAEABRSIVRACKATEY., AWS EEER
BEELAHREAES K MAREARMENER. UFFMAEFA  F2H (AM ERAEER) PH
IAM 7 | i s &2 2 B RE BE ) £ |AM FE B EAERIAWS AR #S o

WorkSpaces f5f R &E FisiIERE =8
TEESEFEINIERE (FAS): 2

BA I T/ERE (FAS) EA MY MEFEARTA AWS R |, kS AWS BRI BBR@E TR R H
AR, WMFERE FAS BFRENBERFHRER , F2RERFMTFER.

WorkSpaces A HEE PN REAE
XEREAR &

REAGRRBEETN AM S€  IREMTEE, IAM EEE LKL IAM RE., 18K FN M BR IR
At, MEFMEENR A F2lH (AMERERERE) PHETAGLUEIREF T AWS RIS

/A Warning

BFEREACHIT I a2 B WorkSpaces BEE T FiwIhat. R A WorkSpaces EEHE
Finigitig s , TeeiRBREAE,

WorkSpaces R E FinREEFA S
TERKEZFAG . B

BHERACRERE N—ERBAE AWS B, BETURERREATHENAE, REEE
ACEHRELN | AWS IEF | WARBHEAE. AV ERETRE BT EREREEEAEBN
S,

NMERVREEREFACHFMER , F2ETEL IAMEENAWS . EERKRPSRR
¥, AT EERBEEHCHTHN Yes, BERER , SURBXBRBHRBERE LM
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KFER  FAENAGTERBEISIEH WorkSpaces BEHEFIRERNHAT, 2ERTFHEREY
HEmMEERITEHENGT , IAM BEESRUEYT IAM B,

MFETHROAERIELES JSON R XMFEY IAM B BEEE , F28 (AM EAEERE) FHE
3 IAM BUE (£ B).
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
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MFEBB WorkSpaces BEREFHmER < BFENERBRENFMER  SEESEEREEMN ARN 1
X, B2E (RERESE) 1 Amazon WorkSpaces R E Fin il BE, ERFEREE,

e

- BRBEE®

- f£F WorkSpaces R EFIREES

« F WorkSpaces &8 & = i Y M 58 17 BV

- RAAEAEREMMBCHETT

- ®&T¥ WorkSpaces f&EEE & Fim i) T EFEVER

HRREEK

BoBBRREHEEIRFAPNERBASRABAUEN, FEEMBR WorkSpaces HBREIEE Fin &R
ELEMETRESELN AWS IREFELAER, EREVYSFES o REBEKRE  BERTNIERARERSE
13

- FIEER AWS SEBRRAE BRI RKEERTT - EERBRFITRTENCERAENTEER , FEH
BT R TS EREARAN AWS REBK., ©TELN PEA AWS 1RF, RAIZREE
SRENEARI AWS NEFZERR , E—FROH . WFEZEA , F2H (AM E£REE
) T AWS ZEBURREBBEENAWS ZEBK.

- EAREERFT - 52E IAM BERNFAR  FERTHTERMENFT. KSERLEN , &
UERERERG T AIUHBEERRINEF , EUBARBERTT. WEER IAM ERFFA
MEZHEER , F2EH (AM EAEER) P 1AM PR BERMFF A,

o £/ IAM BERH R4 E — SR EIFEUE - B SUSREFEEECR |, SURFEBENERNFE.
Bl , B LRBBORGM | BELAMEM SSL BEMABRER, MREBRE |, Fl ERARKEIE
AWS R |, &t 7] LAGE A R 44 3R 42 F 77BN CloudFormation, MEFFMER , F2H (AM EAERE
M) B IAM JSON BER TR : B,

M IAM Access Analyzer B& 3% IAM BUR |, BRFT A 24 B 7 iE BE&4E — IAM Access Analyzer B
BHBERMBBEBEE , BERELBERER IAM BUEEES (JSON) #l IAM HR{EEH. 1AM Access
Analyzer 121 100 ZHEBRBRERVENTHWER , THEERREZSHERNBER, MEFHHEE
A, F2E AM FHERR) PHEEA IAM Access Analyzer B 38 BUE

- EEZEEERE (MFA) - MRENRFIEZE IAM FHESR PR ERE AWS IRF | BB MFA
UESL4M, MEETFEU AP R/ERER MFA | 318 MFA (REFHEZERNEBEE, MEHAE
A, F2E (AM EAEER) PHEE MFA WE £ APl 77HL

5 7 B BRE 79


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkspacesthinclient.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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mE IAM A REEXRNEBER , 528 (AM E£AEER) ¥ IAM Z2HEEK,
£ WorkSpaces B EFinEEA

% Z1FH Amazon WorkSpaces B EEFIR A , BLAREREARN —HFT, ELHFIHE
AFFESIE IR F WorkSpaces BEIHEFIHmERNFMEN AWS tRF ., MREE L HEHFERNL
EFTEBRENESBEK , AIBREERBENER (FAEIAC) ME , TRAMELINTERE
(=

HAEMW AWS CLI 2 AWS API I E |, BFEEARHFRETEZEAHT. k2 , REAHFFILAF
SHPERMTZ AP BENEMERTLLT,

T WorkSpaces f& R E % 5 um HY M 58 17 EUE

IWEFIERBA I I R |, o5 IAM E A E MR WorkSpaces BIREFiniHRE | BRETEE, It
BERSEMEA AWS CLI 5 AWS APl EEXZARER LRI EEMEFT,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
1,
"Resource": "arn:aws:thinclient:*:*:*"
},
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
}I
{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

Amazon WorkSpaces fE B & F i

L
J

L

"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:poxtal/*"]

}I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

AHERERGMMECHETH

WEHEREBNMEIEEER , AFF IAM FREREKMEMBAEAES 2N ARREZEBRR, WX
SEEFEAFHFEH H AWS CLI AWS APl UK AR TR BENF T,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
na

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

=1

5
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1,

iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

"Resource'": "*"

B F¥ WorkSpaces BREEF Fig iy TEFEER

L &5 53R BA N4 22 31 1% F WorkSpaces R HE Fin IAM A EZEEZIENBER, LLBEISEA

AWS CLI 5 AWS API EEX#Z A HEN LTTHA WorkSpaces SR & FinE)FRVFT Ao

JSON
{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"

},

{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"

}I

{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]

},

{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
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},
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}

AWS Amazon WorkSpaces fBEEZEF gl SEBEXK

AWS ZEBRZH AWS AWS SEBREVNEENBIBKEERATSEARGIRMET , UESR
AR ARG ERE, FHEANAE,

FARCE , AWS RERRARTERTFTRECEARFINSEERTT , RAELFITAHRE AWS &
FEM., RMI2BREERERENEARFINEFEERE  UEE-SRDFFT.

FEEBE AWS SEBRPERNTT, R AWS EHT AWS EBRPERNTT , IEHER
ERREENAMBEERTASD (E£RE, BHENAG ) . B AWS BRI BMETH API E1ET A
REARBEE , AWS B AREEH AWS ZEBK.

MEHMER , B2 IAMERERETN AWS ZTEHE,

AWS ZEBK : AmazonWorkSpacesThinClientReadOnlyAccess

&% AmazonWorkSpacesThinClientReadOnlyAccess BFEEER| IAM &5, HBREETR
FEGF A& F WorkSpaces B EE Fin kR HMEAME. NELZEBRNFHER , F2E (=2
ERESE) 158) M AmazonWorkSpacesThinClientReadOnlyAccess. AWS

ATAIRFIRE A
BRI EUTHT,

« thinclient (WorkSpaces fBfEiE % Fin ) — /AFFHEZBFEFTE WorkSpaces BEEZE Fim B {E.

« workspaces (WorkSpaces) — 7t ¥ iR WorkSpaces B &M EE R BN, ERARREEN
WorkSpaces &R =& E WorkSpaces BREIEEFintHE. © AR WorkSpaces R E Fi%
AWS EEEFERELER,

AWS SEHE 83


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientReadOnlyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientReadOnlyAccess.html

Amazon WorkSpaces fE B & F i EEBER

- workspaces-web (WorkSpaces Secure Browser) — st 8 #ii WorkSpaces Secure Browser
ADHEEFERERENGT, ERARMRELRE WorkSpaces Secure Browser ER 2% 5
WorkSpaces AR EFIHHA. ©tHARE WorkSpaces BREEEZEFix AWS FEAPERELE
R

- appstream (WorkSpaces FERTER ) — fFF#EIR WorkSpaces FERRERN BT, EARRKRE
&K WorkSpaces FEARE &R 25 WorkSpaces BEHEF KA, ©tHAMRTE WorkSpaces
BELEFIK AWS TR AFERNELEER,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientReadAccess",

"Effect": "Allow",

"Action": [
"thinclient:GetDevice",
"thinclient:GetDeviceDetails",
"thinclient:GetEnvironment",
"thinclient:GetSoftwareSet",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:ListEnvironments",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

1,

"Resource": "*"

"Sid": "AllowWorkSpacesSecureBrowsexAccess",
"Effect": "Allow",
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"Action": [
"workspaces-web:GetPortal",
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

1,
"Resource": "*"
},
{
"Sid": "AllowAppStreamAccess",
"Effect": "Allow",
"Action": [
"appstream:DescribeStacks"
1,
"Resource": "*"
}

AWS ZEBUER : AmazonWorkSpacesThinClientFullAccess

& T4 AmazonWorkSpacesThinClientFullAccess BREEZZ IAM B9, LBFESKTEEFE
FF A% F WorkSpaces BB E & FimRiE & HAE KM, MEHSZ "é‘ﬁ%ﬂ’]#%ﬁiﬁaﬂ , B2l (ZBH
F2EERM) P AmazonWorkSpacesThinClientFullAccess, AWS

HARART
HHEDEUTH ;

 thinclient (WorkSpaces fFfEIEE Fifn ) — AFFTEEFEFATE WorkSpaces B R & Fin Bk,

- workspaces (WorkSpaces) — /¥R WorkSpaces B $&MER B BT, ERFARREERMH
WorkSpaces &R 274 B WorkSpaces fBEHEFiHHER. ©HAMRE WorkSpaces BEEE F iR
AWS FEAEFERELER,

« workspaces-web (WorkSpaces Secure Browser) — 757 #i& WorkSpaces Secure Browser
ARG AERERENTT, ERFARRESRL WorkSpaces Secure Browser & 2 & B2
WorkSpaces B HEEFIHEE., © AR WorkSpaces B E Fim AWS FiEAHRERELE
R

- appstream (WorkSpaces FEFfES ) — LFF#HIR WorkSpaces FEARRNHEBNFFT, EARKRE
&K WorkSpaces FE AR ER 25 B WorkSpaces BEHEEFIHIER, ©tHARTE WorkSpaces
BEREFRH AWS FEATPETELEER,
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonWorkSpacesThinClientFullAccess.html
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 iam- 725 WorkSpaces BREEEZEFIGEENIRFPERIREELZAC, LAEIZE WorkSpaces
BEREFHAREHIEERME CloudWatch,
JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowThinClientFullAccess",

"Effect": "Allow",

"Action": [

"thinclient:*"

1,

"Resource": "*"

},
{

"Sid": "AllowWorkSpacesAccess",

"Effect": "Allow",

"Action": [
"workspaces:DescribeConnectionAliases",
"workspaces:DescribeWorkspaceDirectories"

]I

"Resource": "*"

}I
{

"Sid": "AllowWorkSpacesSecureBrowsexAccess",

"Effect": "Allow",

"Action": [

"workspaces-web:GetPortal”,
"workspaces-web:GetUserSettings",
"workspaces-web:ListPortals"

]I

"Resource": "*"

}I
{

"Sid": "AllowAppStreamAccess",

"Effect": "Allow",

"Action": [

"appstream:DescribeStacks"

]I

"Resource": "*"
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},
{

"Sid": "AllowCreateServicelLinkedRole",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/

monitoring.thinclient.amazonaws.com/
AWSServiceRoleForAmazonWorkSpacesThinClientMonitoring",

"Condition": {

"StringEquals": {

"iam:AWSServiceName": "monitoring.thinclient.amazonaws.com"

WorkSpaces B EE Fin EHMZ AWS EBE

g2E

AmazonWorkSpacesTh
inClientMonitoringServiceRo
lePolicy - EBBRBUR

AmazonWorkSpacesTh
inClientFullAccess - S8 #THI
&

AmazonWorkSpacesTh
inClientMonitoringServiceRo
lePolicy — 1B

AmazonWorkSpacesTh
inClientReadOnlyAccess - &
MR BUR

iR Date

WorkSpaces fFEEE Fin 2
# B AmazonWorkSpacesTh
inClientMonitoringServiceRo
lePolicy B,

2025 11 A 12 H

WorkSpaces B EE Fim 2
FHEGR , LB ERKERES
=

20258 A 26 H

WorkSpaces fBfEiEE Fix 2
FHEGK , LB EREFME
AR WorkSpaces E#R Bl & #Y
BREBEGFA,

20251 H9H
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gE

AmazonWorkSpacesTh
inClientFullAccess - B #THI
5

AmazonWorkSpacesTh
inClientReadOnlyAccess - &
R BUR

AmazonWorkSpacesTh
inClientFullAccess — #TBUE

AmazonWorkSpacesTh
inClientReadOnlyAccess —
BE

WorkSpaces & 1E 2 & F i B

DU

WorkSpaces B R E Fis 2
EFBUER , LAE@E WorkSpace
s ERAI BB REET T,

WorkSpaces fBfEiEE Fis 2
EFBUER , LAE@E WorkSpace
s EAEX. WorkSpaces
Web #1 WorkSpaces I H[RE
BEF AT,

2% Amazon WorkSpaces
R Fium i T 27 BUE |

UK S EREERENERE
g,

B H¥ Amazon WorkSpaces
BEREFiRREMARMRRE
EFEE,

WorkSpaces & E 2 & F i B
RIBHEE AWS ZEBURHE
¥,

Date

20251 H9H

2024 £ 8 A9 H

2024 £ 8 A9 H

2024 7 H19 8

2024 7 H19 8

SRt HERE Amazon WorkSpaces fBfEE Z F ik & 2 M 12H

AEEAUTERA GBS EFE EFERA WorkSpaces BEIEE Fimfl IAM K AJEEERINE REE,

ES- |

« BAREEHE , 7187 WorkSpaces B R E Figh#TEE

- REERRBNENER

- BEEEE , REAFTHMATFTE WorkSpaces & EE Fin
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EAERE L T1B7 WorkSpaces BEREFishHITEME

MR AWS EEFEE FAEEENT BE , AIXABBENEEES KRG, ENEEERALERE
HERERBNEBRHAS,

LT #EHISEERETE mateojackson IAM EAEEHAFEA TR EMIBER my-thin-client-device
BRNEFMENR , BAVREER thinclient:ListDevices FFRIBFE4,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
thinclient:ListDevices on resource: my-thin-client-device

EWBERT , Mateo BEREEEEMHBE , LAKFMAER thinclient:ListDevicesEIMERTE
Bmy-thin-client-device&iR,

BERERGRNFHER

EEEY IAM ERAEFNERE  BUURBRRELNTFIER D, B2 , KELEABREENALE
FHER, BREXRTRBER K SXABRUFTNFRERY.

FHLE8IEmMEND : 7S ID (5120 AKIAIOSFODNN7EXAMPLE) MARZEL £ 48 (50
wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY), MEEAERBNRE K L4 E—RERE
H&%iﬁelo MAZTFRSBRBIBENER. RUHENERAEEBIBG—& K KRLEBRENFI

/A Important

BB ENSREMRGE=S  EERHBSRENZEEFRHE 1D, FJBERM , BT
FE AKX FZHUER AWS 1RFE,

BUFHERYEE  SERIRT , EREEEFNEZR D NILETHNERAEATER2NE. LERF

NERASELBLCHRRER X, BREXRTAEFHER  S4ABTNFRRINEIER
B IAM R E, ERZTUEAMETNEER, SECAMEFRER K S4ALEMBRET —EER
B, IREBEUFNERY, sERARA  F20 AV E£AEER) FHEEFNER,

EREES K MEAFHMAFI WorkSpaces B E & F ik

EERHFHMAFE WorkSpaces BEREFI , B4 EASHIEFEEFENAEREAREN, W
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EHERER,. FUESEHET IAMBEE |, UEERGEZAESIEAENEEEN AM A&,
MEFMEF , FFSEAWS IAM Identity Center  EAEIERE) HWFIE,

MREFZEM IAM Identity Center , BIXEAZEEFINWAEREAREREYL IAMESR (FHAER
Af), RBEBYVESBREZEEXER , UL WorkSpaces BEHEFInH R FEIERMNFT, &
FHUR , FHEERAERREMGEEAEREARHRAS, M EAGEEAERNRER AWS,
EEE-STHRUOMEL IAM EAE. BHE. BEENFTT , F20 (AM F£AEER) F8 IAM 5
2 HBEMFFA

MEHMER , BB FYH WorkSpaces B EF sk TEEFEUER,
EEE AT UABHAE AWS IEF FEFH WorkSpaces BB FinE R

LAY —EAe , BEMKRFPNEREREEBATHASFIENER, S UEEZELFTH
LEEEVHIREZAR. (HEXEERERNBERSFEUZRHIEE (ACL) RYBRES |, &7 SUE A BRL R
KRBT AEFRENE RN,

MEE—STH K F2HRUATAS :

- HE T WorkSpaces REEEFmEA X BELINGE , 582 BAmazon WorkSpaces f&fEE & F
i A0 BE IAM B A,

- BEETHRNMAWS tRF EEBEN ERcBREFEIE , F28 (AM £AEER) FNELHE
B AWSIRFE % —1@ IAM £ & P REFEE.

- ZEETRIMIEERNEREREHRE=H AWSIRFE , 528 (AM FAEER) DS EIUER
HIGE =4 AWS IRF #H.

- METHIMMEBHMES S RMUEFEIE  BF2E (AM FAEER) PHSEEVERHEEN DI
TEIBRENERE BE59).

- METHEAACHNEREBRETEIRFFIZEANEZER , 28 (AM FAEER) 71 1AM
B IRE ERFE.
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Mimtd FEXRo
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"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

I

"eventTime": "2024-06-19T17:13:447",
"eventSource": "thinclient.amazonaws.com",
"eventName": "RegisterDevice",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"dsn": "GIX11X11111111XX",

"activationCode": "xxx1xxx1l",

"model": "AFTGAZL"
},
"responseElements": null,
"requestID": "f626fb2b-a841-4b87-9a9b-685a62024058",
"eventID": "214385d7-9249-4f60-af56-b4c951e0491d",
"readOnly": false,
"resources": [

{

"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111:device/DEVICE_ID"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "111111111111",
"eventCategory": "Data"

LA €558 R B CloudTrail 48 =& UpdateDeviceDetails &1k,

"eventVersion": "1.10",
"userIdentity": {
"type": "Unknown",
"accountId": "111111111111",
"userName": "DSN: G1X11X11111111XX"

1,

"eventTime": "2024-10-21T17:46:2772",
"eventSource": "thinclient.amazonaws.com",
"eventName": "UpdateDeviceDetails",
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"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
"requestID": "7d562fcf-a9ce-40da-9e5c-9ef390b8b83c",
"eventID": "f294b614-b@0c-45ef-b293-cd389121033a",
"readOnly": false,
"resources": [
{
"type": "AWS::ThinClient: :Device",
"ARN": "arn:aws:thinclient:us-west-2:111111111111
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": false,
"recipientAccountId": "111111111111",
"serviceEventDetails": {
"settings": {
"network": {
"ethernet": {
"addresses": [
{
"gateway": "gateway",
"locallp": "locallIp",
"type": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
I
"networkInterfaceInUse": "ETHERNET",
"wifi": {
"addresses": [
{
"gateway": "gateway",
"locallIp": "localIp",
"type'": "IPV4"
}
1,
"connectionStatus": "NOT_CONNECTED"
}
I
"peripherals": {
"bluetooth": {

:device/DEVICE_ID"
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"enabledStatus": "ENABLED"
I
"keyboards": [
{
"name": "name",
"type": "USB"
}
1,
"mice": [
{
"name": "name",
"type": "BLUETOOTH"
}
1,
"sound": {
"microphones": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"
}
1,
"speakers": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type": "BUILT_IN"

]
I
"webcams": [
{
"name": "name",
"selectionStatus": "SELECTED",
"type'": "USB"

]

1,
"powerAndSleep": {
"sleepAfter": "FIFTEEN_MINUTES"
}
1,
"updatedAt": "2024-10-21T17:46:27.624Z"

iy
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"eventCategory": "Data"

}
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{
"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

1,

"Resource":"*"

}
]
}
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